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Conferences are a very important part 
of ComSoc operations. We show-
case cutting-edge technologies at our 

many sponsored global events. Every year, 
thousands of participants come to locations 
around the world to discover new ideas, 
explore innovative solutions, and network 
with the leaders who are changing the world 
of communications. Leading these efforts for 
the past year and a half is Larry Xue.

Guoliang (Larry) Xue is an IEEE Fellow 
and a Professor of Computer Science and 
Engineering at Arizona State University. He 
received the Ph.D. degree in computer sci-
ence from the University of Minnesota in 
1991, and the M.S. and B.S. degrees from 
Qufu Normal University (China) in 1984 and 
1981, respectively. He has published exten-
sively in top journals such as IEEE/ACM Trans-
actions on Networking and IEEE JSAC, and at 
premier conferences such as INFOCOM, 
MobiCom, NDSS, CNS, and ICC/GLOBE-
COM. He received Best Paper Awards at 
ICC 2012, GLOBECOM 2011, ICC’2011, 
and MASS’2011. He is well cited, with an 
H-Index of 48 and over 10,000 citations. He 
has been a ComSoc Distinguished Lecturer. 
He was a keynote speaker at LCN’2011 and 
ICNC’2014. Larry has extensive experience 
in conference organizations and ComSoc 
services and currently serves as VP–Confer-
ences for the IEEE Communications Society.

High-quality technical conferences are 
very important to both researchers and prac-
titioners in the fast-changing field of com-
munications and networks. People attend 
conferences to present new research results, 
exchange ideas, learn new developments, and 
network with other attendees. Maintaining high integrity and 
reputation, identifying important emerging research topics, 
ensuring a fair review process for paper selection, and keeping 
registration costs affordable are key factors for the success of 
ComSoc conferences. As a researcher and a long-time Com-
Soc volunteer, I have contributed to ComSoc conferences in 
various capacities such as an attendee, author, TPC member, 
TPC chair, general chair, and steering committee member. 
Serving as VP–Conferences gives me the opportunity to have 
a more comprehensive view of conferences and to work with 
the conference leadership team, ComSoc staff, and many ded-
icated volunteers to improve ComSoc conferences. In this 
column I will report what is new in ComSoc conferences with 
the hope you find these exciting, and continue to attend and 
contribute to ComSoc conferences. More importantly, I look 
forward to hearing from you about areas of concern and con-
structive suggestions for improvement.

Improved StrategIc plannIng for gloBecom/Icc
The IEEE Global Communications Conference (GLOBE-

COM) and the IEEE International Conference on Commu-

nications (ICC) are ComSoc’s two flagship 
conferences. Each of these annual confer-
ences attracts around 2,000 attendees from 
around the world. These flagship confer-
ences feature Keynote Presentations from 
world-class scholars and executives of lead-
ing companies, industry forums, and tech-
nical sessions. For example, GLOBECOM 
2016 attracted 2,288 scientists, researchers 
and industry professionals from around the 
world in Washington, DC last December to 
attend more than 1,500 technical and indus-
try presentations and an exhibition with 21 
exhibitors. In May of last year, ICC 2016 
attracted nearly 2,000 scientists, researchers 
and industry professionals in Kuala Lumpur, 
Malaysia to attend over 1,500 technical and 
industry presentations. As there are many 
young professionals and students attending 
the conferences, special sessions for young 
professionals were organized.

GLOBECOM and ICC are under the lead-
ership of GIMS (GLOBECOM/ICC Manage-
ment & Strategy Standing Committee) and 
GITC (GLOBECOM/ICC Technical Content 
Standing Committee). GIMS is responsible for 
site selection, conference finances, strategic 
evolution, and operational policies of GLOBE-
COM and ICC. GITC is responsible for pro-
viding strategic vision and management of the 
technical content of GLOBECOM and ICC. 
GIMS and GITC have worked hard to further 
improve the planning and operations of GLO-
BECOM/ICC. In the past, each proposal for 
future GLOBECOM/ICC includes its own pro-
posed TPC Chairs, in addition to conference 
site and organizing committee. In the future, 
proposals for GLOBECOM/ICC conferences 

will no longer include TPC chairs. Instead, GITC will work with 
the winning team to select the TPC chairs. We believe this will 
help optimize the selection of the TPC chairs for the winning 
team. Volunteers interested in organizing future GLOBECOM 
or ICC conferences should submit proposals to GIMS.

InnovatIonS In the paper revIew proceSS for 
Infocom 

INFOCOM is one of the core conferences of ComSoc, 
with an acceptance ratio around 19%. Each year, INFOCOM 
receives around 1,600 submissions, of which around 300 
papers are accepted for presentation at the conference and 
publication in the conference proceedings. Recent INFO-
COM conferences have attracted around 900 researchers 
and professionals. In an innovative effort to enhance the 
fairness of the paper selection process, the INFOCOM Steer-
ing Committee decided to experiment with a double-blind 
review process with an automated system for optimal review 
assignment, together with a peer rating system to recognize 
top performing TPC members.

The motivation for INFOCOM’s change of the paper 

Harvey Freeman

what’S new In comSoc conferenceS?

Guoliang (Larry) Xue
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review process is to enhance fairness and optimize the 
suitability of the review assignment. Previously, the review 
assignment was a paper-claim based assignment: each TPC 
member claims a set of papers to review on EDAS, based on 
the title/topic/abstract of the papers; EDAS does the review 
assignment based on this input and other constraints such as 
review load and potential conflict-of-interest (COI). Howev-
er, the process of claiming papers is both error prone and 
time consuming. To ensure that the EDAS algorithm finds a 
reasonable assignment, TPC members need to claim a set 
of papers that is much larger than their maximum review 
load. This is very time consuming to the TPC members. As 
a result, some TPC members failed to find the time to enter 
the required number of claims. As fewer paper claims were 
received, the review assignment became more random. It 
was also noted that the paper claim process is not resilient 
to collusion, where a small group of TPC members attempt 
to claim papers based on authorship rather than review suit-
ability. Also, TPC members tend to provide more objective 
reviews when the author names are not available so that the 
reviews are based solely on the quality of the paper. These 
considerations led the INFOCOM steering committee to 
experiment with an innovation in its review process.

INFOCOM’s automated review assignment system, Erie, is 
described in an article published in the September/October 
2016 issue of IEEE Network. It requires the following set of 
input data: (a) a list of reviewers, including their EDAS IDs 
as unique identifiers; (b) a list of submitted papers, includ-
ing their paper IDs and PDF files; (c) a COI matrix between 
reviewers and the submitted papers; (d) for each reviewer, 
a list of his/her papers that best represent his/her exper-
tise, in the form of PDF files. With the above input data, Erie 
can compute the suitability score between each submitted 
paper and each reviewer by comparing the PDF file of the 
submitted paper and the set of representative papers of the 
reviewer. This is accomplished by computing the similarity 
score between the submitted paper and each of the repre-
sentative papers of the reviewer. The largest of these simi-
larity scores is defined as the suitability score between the 
submitted paper and the reviewer. Erie finds the assignment 
that maximizes the total suitability for all submitted papers, 
subject to a number of constraints, including COI and review 
load, etc. It turns out that this integer linear programming 
can be solved in polynomial time, as the constraint matrix is 
totally unimodular. INFOCOM has experimented with dou-
ble-blind review using Erie to make review assignment for the 
Area Chairs and all three TPC review assignments in the past 
two years. In order to incentivize the reviewers to provide 
high quality reviews, INFOCOM also experimented with a 
peer-rating system. For each paper, the three TPC members 
rate each other’s review anonymously. The system aggre-
gates peer-rating scores for all papers for each TPC member. 
Top TPC members based on peer-rating are recognized.

I wish to point out that each conference is unique in its scope, 
objective, and author base. Hence, each conference’s steering 
committee needs to decide what is best for its conference.

deep InduStry Involvement and Startup cIty at wcnc
In recent years, attendance of most ComSoc conferences 

has been dominated by people from academia. ComSoc Pres-
ident Harvey Freeman mentioned multiple times that we need 
to strike a balance between academia and industry in our con-
ferences. I am excited to report that the 2017 edition of the 

IEEE Wireless Communications and Networking Conference 
(WCNC), chaired by Andrea Goldsmith and Sarah Kate Wilson, 
achieved this goal. WCNC’2017 was a grand success, attracting 
over 1,000 researchers and professionals in San Francisco this 
March. Attendees packed the room to enjoy the enlightening 
plenary lectures, featuring top executives from leading wireless 
communications companies such as Qualcomm, Nokia Bell 
Labs, Assia, Huawei, China Mobile, Intel, Ericsson, and National 
Instruments. In addition to the high quality technical programs 
and informative panels, there were three industry forums and 
a Startup City track of presentations and demos by 15 startup 
companies in wireless communications. While there were a 
significant number of attendees from industry, the participation 
from academia remained strong. Many leading scholars, includ-
ing several members of the National Academy of Engineering, 
attended the conference. It was great to see many leaders from 
both academia and industry at the conference.

Following are some of the tips the general chairs of 
WCNC 2017 shared: 

•Deep engagement of industry starting early in the con-
ference planning phase and through the event by forming 
an industrial advisory board 12 to 18 months before the con-
ference, and appointing either a conference co-chair or an 
industry program co-chair who is well connected to industry

•Startup city as a platform to showcase the hottest wire-
less technologies in both an exhibition and a contest for the 
most innovative startups. This innovation made the confer-
ence more exciting. Connections between the conference 
organizers and the startups is key to this success

•Enlightening plenary talks by top executives. Connections 
between the conference organizers and high-level executives 
is key to this success

•A comprehensive set of industry-focused panels as well 
as workshops and tutorials strengthens the technical program

•A comprehensive program for students: a mentoring lunch 
with senior academics and industry folks; student poster/demo 
sessions with awards; student-industry networking session

•The use of professional conference planners provided by 
ComSoc, as the staff brings experience in conference plan-
ning/managing exhibits, which helped to ensure the success 
of the conference. 

Ieee’S InItIatIve In Iot
With the explosive growth in the number of smart devices 

connected via the Internet, Internet of Things (IoT) is entering 
our daily lives. Wireless communications and networking are 
fundamental to IoT. As a result, ComSoc is playing an active 
role in IEEE’s IoT initiative, a multi-society undertaking with 
participation and sponsorship from 22 societies and councils. 
IoT is still in its early stages. It has experienced rapid growth, 
is multi-disciplinary, and is likely to have a profound effect on 
the world economy in the next few decades. At this stage, 
the identified verticals include: manufacturing; transportation; 
logistics; agriculture; aviation and defense; financial services; 
oil and gas; utilities; consumer electronics; health care; edu-
cation; construction; and major movements such as smart 
cities, smart grid, and smart home. The identified topical areas 
include: big data; data processing; security and privacy; arti-
ficial intelligence and automation; cloud, fog and embedded 
computing; integration and design methods; virtual and aug-
mented reality; connectivity; systems engineering; software 
and algorithms; sensors and sensor systems; integrated actu-
ators; interfaces and displays; virtualization; and many more.
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To create meaningful interaction and dialog among partic-
ipants and to attract both practitioners and policy makers, the 
IEEE IoT is pioneering a new format for its meetings and con-
ferences. The first is building events around a limited number 
of Verticals and a limited number of Topics important to select-
ed Verticals. The second is balance between industrial, public 
sector, and researcher participation. The third is geographic 
balance, holding events in different regions of the world and 
selecting Verticals that are attractive for drawing local participa-
tion. The format for each event is to include overview material 
that is educational, exchange information on successes, difficul-
ties, and challenges, and expose advanced ideas and concepts, 
but in the end use the events to drive recommendations that 
will result in future actions benefitting all three constituencies.

As an example, the University of Alaska, Anchorage, the 
State of Alaska, and IEEE IoT Activities are organizing the 
IEEE IoT Vertical and Topical Summit in Anchorage on Sep-
tember 18-20, 2017. The verticals were specifically picked 
because of local interest and the unique character of Alaska 
and other High Latitude Regions. These include the role of 
IoT in the following verticals and the unique aspects that go 
along with them: education; health care; oil, gas, and natural 
resources; aviation and unmanned aerial vehicles; and arctic 
region challenges. The topical areas this summit addresses 
include: security and privacy; communications and connec-
tivity; big data and analytics; economic and societal impacts 
of IoT; and policy and regulations.

During the Summit the participants will be exposed to 
general aspects of IoT, and to local plans and challenges 

in Plenary and Keynote sessions. The Vertical and Topical 
Tracks will be used to present and discuss material at a much 
more granular level and to act as forums for conducting a 
dialog between experts in various aspects of IoT with practi-
tioners and policy makers charged with implementation and 
deployment. Each Track will include a working group round-
table to identify courses of future action that will accelerate 
IoT adoption. 

concluSIonS 
Delivering high quality conferences takes the collective 

efforts and collaboration from many people: conference 
organizers, ComSoc staff, authors, reviewers, patrons, and 
more. Above all, a successful conference should serve its 
attendees by offering high value for attendance. In this fast 
changing world, with new technologies emerging frequent-
ly, our conferences need to make corresponding chang-
es as well in order to better serve our members. There are 
opportunities and challenges in front of us. We need to fix 
the problems and seize the opportunities. While the confer-
ence leadership teams and the steering committees of the 
conferences are working hard on strategic planning for the 
conferences, the wisdom of the crowd is more powerful than 
the wisdom of a few people. If you have areas of concerns 
or constructive suggestions to improve existing conferences 
or to propose new conferences, do not hesitate to contact 
the corresponding steering committee, any member of the 
conference organization team, or me. Let’s work together to 
make our conferences better.
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Candidates announCed for Board of Governors eleCtion

Technical & educaTional acTiviTies

Nelson L. S. da Fonseca
Candidate’s Statement

Technical Activities not only represent the lifeblood of 
ComSoc, but also provides the foundation and manpower for 
building the ComSoc portfolio as well as for furnishing valu-
able services to our members. Educational Activities leverage 
the valuable knowledge produced in ComSoc activities to our 
members. I have had the privilege to serve ComSoc in different 
capacities, including in membership services, publications and 
conferences. It will be my honor to continue serving ComSoc 
members while sustaining its role as a major resource supporting 
members’ needs throughout the world. If elected, I will:
• Enhance our technical activities to better address the needs 

of current and prospective members.
• Identify emerging technical areas, and facilitate ComSoc’s 

entry into these field, promoting cooperation among tech-
nical committees and across Societies.

• Empower technical committee by increasing their participa-
tion and influence in ComSoc activities.

• Promote joint activities among technical committees and 
ComSoc chapters.

• Expand ComSoc’s educational offering to members for 
professionals, practitioners and academics, and chapters 
by enlarging ComSoc’s training program, free tutorials, and 
webinars.

• Expand activities for students such as student competitions.
• Strengthen ComSoc’s globalization, promoting inclusion of 

volunteers around the world, young members and women.
Biography

Nelson L. S. da Fonseca received his Ph.D. degree from The 
University of Southern California. He is a full professor at the Insti-
tute of Computing of the State University of Campinas, Brazil. He 
has published 350+ papers and supervised 60+ graduate students. 
He is a ComSoc Distinguished Lecturer. Nelson has over 10 years 
of experience as a technical committee officer, and he served 
as chair of two technical committees: the Multimedia Commu-
nications TC and the Communications Systems Integration and 
Modeling TC. For his exemplary services, he received the Distin-
guished Service Award from these two TCs. Currently, Nelson 
serves as Vice President–Publications. He has also served as VP–
Members Relations, Director of Conference Development, Direc-
tor of the Latin America Region, and Director of On-line Services. 
He is a past EiC of IEEE Communications Surveys and Tutorials. He 

is a senior editor of IEEE Communications Surveys and Tutorials 
and a senior editor of IEEE Communications Magazine. He is the 
recipient of the 2012 IEEE Communications Society Joseph LoCi-
cero Award for Exemplary Service to Publications, the Medal of 
the Chancellor of the University of Pisa, and the Elsevier Computer 
Network Journal Editor of the Year 2001 award. He created the 
ComSoc Student Competition Program, IEEE LATINCOM, the 
series of Multimedia Communications Symposia at Globecom/
ICC, and the NFV-SDN conference. 

Luigi Fratta
Candidate’s Statement

The success of the IEEE Communication Society depends on 
its members’ active participation. At present, I am serving Com-
Soc as VP–Technical and Educational Activities for 2016–2017. 
During this period, I have started a number of initiatives to re-en-
ergize technical and educational activities for our members. I 
have worked hard to make ComSoc an effective organization 
to promote communications research and developments by 
catalyzing cooperation among technical committees and emerg-
ing technical subcommittees. If re-elected, I will follow through 
on my new initiatives and expand ComSoc’s role as a major 
resource to support our members’ professional growth and 
career development.

Specifically, I will devote my second term to the following 
critical areas:
• Ensure that the Technical Committees keep abreast of the 

latest technology developments and evolution.
• Keep up with evolving technology advancements and nur-

ture new ad hoc technical subcommittees.
• Encourage cooperation between academia and industry.
• Propose new interdisciplinary and emerging technical areas 

to engage younger members from both industry and aca-
demia.

• Support education and training programs in new initiatives 
that are beneficial to our members

Biography
Luigi Fratta received his doctorate degree in electrical engi-

neering from Politecnico di Milano, where subsequently he was 
a professor for over 45 years. While at Politecnico di Milano, he 
led a number of national and international funded research proj-
ects in communications and networking. He also held several 
visiting positions around the world, including at the University of 
California at Los Angeles, the University of Hawaii, the Universi-
ty of Canterbury, New Zealand, Imperial College, United King-

Dear ComSoc Member,
In the following paragraphs you will find the position state-

ments and biographies of an outstanding slate of candidates to 
lead the IEEE Communications Society. Your vote is very import-
ant to the individual candidates and to ComSoc as a whole.

Ballots will be emailed or mailed to all ComSoc members on 
15 May 2017. We encourage your careful consideration as you 
cast your vote for the future success of the Society. The election 
begins 26 May 2017, and ends 21 July 2017.

In addition to the Vice Presidents’ slate, each ballot will con-
tain three slates for our Members-at-Large position:

a) one composed of six candidates from NA/LA (the 
Americas); b) one composed of three candidates from EMEA; 
and c) one composed of three candidates from AP regions. 
All voting members may select up to two from the NA/LA 

slate, up to one from the EMEA slate, and up to one from the 
AP slate.

The top two vote-getters from the NA/LA slate, the top vote-
getter from the EMEA slate, and the top vote-getter from the AP 
slate will serve for a three-year term on the Board of Governors 
starting 1 January 2018.

If you do not receive a ballot email from ieee-comsocvote@
ieee.org on 15 May 2017, but you feel your membership was 
valid before 1 May 2017, you may email ieee-comsocvote@ieee.
org or call +1 732 562 3904 to check your member status and 
request a ballot. (You should provide your member number, full 
name, and address.)

Thank you.
Sergio Benedetto

Past President & Chair, Nominations & Elections

Candidates for viCe President
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dom, IBM T. J. Watson Research Center, IBM San Josè Research 
Laboratory, Bell Communications Research, and NEC Network 
Research Lab, Japan. He has been actively consulting with major 
telecom companies such as Siemens, Italtel, Alcatel, and Voda-
fone. Prof. Fratta is an IEEE Life Fellow (2009). He has been a 
dedicated volunteer of ComSoc for more than four decades and 
is currently serving as IEEE ComSoc Vice President–Technical 
and Educational Activities (2016–2017). His past ComSoc expe-
rience includes Technical Program Chair of IEEE INFOCOM ’92 
and a number of other conferences such as the IEEE LAN MAN 
Workshop, PIRMC ’96, MMT ’99, and NETWORKING 2009. 
He is a member of the Steering Committee of MEDHOCNET 
and IEEE INFOCOM. He has served on the editorial boards of 
several journals, including Computer Networks, Wireless Net-
works, and Photonic Network Communications, and he has been 
a co-guest editor for IEEE JSAC and the Journal of Communica-
tions and Networking. He has authored more than 150 refereed 
papers and holds five patents. 

Hikmet Sari
Candidate’s Statement

Technical and Educational Activities represent some of the most 
important activities of the IEEE Communication Society, which are 
essential to the professional growth of our members. As a long time 
volunteer of ComSoc, I have had the privilege of serving on various 
committees and leadership positions, and I would be honored to 
serve our society and membership as Vice President–Technical and 
Educational Activities for 2018–2019. My long experience in both 
industry and academic institutions, as well as my diverse activities in 
ComSoc, give me a very good understanding of the expectations of 
our members and ways to improve our services to them. If elected, 
I would be committed to: 
• Work to strengthen the globalization effort of IEEE ComSoc 

and the representation of members from different regions 
in various committees.

• Help ComSoc address new and emerging topics and make 
it more relevant to diverse membership from academic 
institutions, research organizations, and industry.

• Improve our educational offerings to professionals and 
practicing engineers while preserving and further growing 
our value to academics and to the research community.

• Promote fairness, transparency, diversity, and rigor in Distin-
guished Lecturer selection, Fellow evaluation, and awards 
programs.

Biography
Hikmet Sari is a professor at Centrale Supelec and chief sci-

entist of Sequans Communications. Previously, he held vari-
ous research and managerial positions at Philips, SAT (SAGEM 
Group), Alcatel, Pacific Broadband Communications, and Juni-
per Networks. He received his engineering diploma and Ph.D. 
from ENST, Paris, and his habilitation degree from the Univer-
sity of Paris-Sud. His distinctions include the IEEE Fellow Grade 
and the Andre Blondel Medal in 1995, the Edwin H. Armstrong 
Achievement Award in 2003, and the Harold Sobol Award 
in 2012. He has served the IEEE Communications Society in 
numerous volunteer and leadership positions, including Vice 
President–Conferences, Distinguished Lecturer, member of the 
IEEE Fellow Evaluation Committee, member of the Awards Com-
mittee, member of several Technical Committees, Chair of the 
GITC, Chair of the Communication Theory Symposium of ICC 
2002, Technical Program Chair of ICC 2004, Executive Chair 
of ICC 2006, General Chair of PIMRC 2010, General Chair 
of WCNC 2012, Executive Chair of WCNC 2014, Executive 
Co-Chair of ICC 2016, editor of IEEE Transactions on Commu-
nications, associate editor of IEEE Communications Letters, and 
guest editor of IEEE JSAC. Presently, he is serving as Executive 
Chair of ICC 2017.

MeMber & Global acTiviTies

Nei Kato
Candidate’s Statement

IEEE is truly a global organization with a vast membership. 
The global members of the IEEE share a critical bond that holds 
our community together. As VP–Member & Global Activities, I 
aim to reach out to our members by understanding and address-
ing their exact needs. Therefore, I will emphasize effective inte-
gration of member engagement across all the operating units 
of IEEE. I would like to organize meetings and events to link the 
local groups, sections, chapters, sister and related societies, and 
so forth, so as to bring the unique perspectives, relationships, 
expertise, and cultural perceptions to a broader level and make 
a bigger impact. Furthermore, my many years of experience 
in IEEE through various roles, particularly as Member-at-Large 
on the Board of Governors of ComSoc and Chair of the IEEE 
Sendai Chapter, will immensely help me to adequately focus 
on membership development by offering activities and network-
ing possibilities in the local geographic units. I will ensure that 
members and volunteers have their voice heard so that they can 
flourish locally as well as globally. I would like to encourage the 
members to appreciate what IEEE has to offer to advance their 
professional careers and make their global presence truly felt by 
becoming active participants in various IEEE agendas.

Biography
Prof. Nei Kato received his bachelor degree from Polytechnic 

University, Japan, in 1986, and his M.S. and Ph.D. degrees in 
information engineering from Tohoku University in 1988 and 
1991, respectively. He became a full professor at Tohoku Uni-
versity in 2003, and then the Director of Research Organization 
of Electrical Communication in 2015. He has been engaged in 
research in wireless mobile communications, satellite commu-
nications, ad hoc, sensor, and mesh networks, smart grid, IoT, 
big data, and pattern recognition. As a ComSoc volunteer, he 
has served as a Member-at-Large on the Board of Governors, a 
Distinguished Lecturer of IEEE, Chair of the Satellite and Space 
Communications TC, and Chair of the Ad Hoc & Sensor Net-
works TC. He has also served many times as General/TPC/
Symposium Chair for IEEE conferences. His awards include the 
Outstanding Service and Leadership Recognition Award 2016 
from the IEEE ComSoc Ad Hoc & Sensor Network TC, the Dis-
tinguished Contributions to Satellite Communications Award 
from the ComSoc Satellite and Space Communications TC, and 
so forth. He is the editor-in-chief of IEEE Network, Chair of the 
IEEE ComSoc Sendai Chapter, a member of the Awards Com-
mittee of ComSoc, and a Fellow of IEEE.

Rulei Ting
Candidate’s Statement

Educated both in the United States and China, I have con-
ducted research, engineering. and business efforts in both the 
United States and the Asia Pacific region. I value my personal 
experiences in state-of-the-art research and the engineering com-
munity as well as in a fast developing technical community. I 
have devoted my volunteering efforts to have both sides of the 
world benefit from each other. Working with ComSoc volun-
teers, I strive to increase services to our members at the local 
Chapter level, including professional education, publications, 
standards, student exchange via travel, conference participation, 
Chapter activity support, member services, and many more. As 
ComSoc’s Director of Educational Services and IEEE’s Co-Chair 
of the 5G Education WG, I have been working with many volun-
teers to bring distinguished speakers to our regional technical tuto-
rial sessions, summer schools, and summits, and to special sessions 
of major conferences, in addition to the web-based education and 
training series. I would like to work with all of our ComSoc mem-
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bers to expand into regional activities. I have demonstrated passion 
and results in the telecom profession and volunteering for ComSoc. 
I hope that my background and experience will continue to be an 
asset to the IEEE Communications Society.

Biography
Rulei Ting has been with AT&T & Bell Labs, New Jersey, for 20+ 

years, with responsibilities from Distinguished Member of Technical 
Staff to senior technical director. He contributed to FT2000, which 
became an outstanding technology and industry success, deliver-
ing multi-billion dollars in revenue. He pioneered AT&T’s business 
development in the AP region and has served as senior director in 
telecommunication equipment startups. He was awarded the AT&T 
Bell Labs President Award; the IEEE Millennium Award; the IEEE 
Region1 Award; and the President’s Volunteer Service Gold Award 
of the United States. Over the past 15 years, he has volunteered 
as a ComSoc Chapter Chair, IEEE NJ Coast ExCom and Treasurer, 
and in 2003, his Chapter received ComSoc’s Chapter Achievement 
Award. He led ComSoc’s Engineering Certification and Education 
efforts. As WCET Committee Chair, he motivated a global team 
of volunteers developing and constructing the exam, setting up 
the strategies and launching partnership efforts. His team’s efforts 
led to the financial turnaround of WCET. He has been Director of 
Educational Services of ComSoc since 2016, as well as Co-Chair 
of the IEEE 5G Education WG, establishing education and training 
programs all over the world. He earned his B.S. from Shanghai Jiao 
Tong University, China, and his Ph.D. from the City University of 
New York, New York. He earned an executive master’s in technol-
ogy management at Wharton and Penn Engineering of the Univer-
sity of Pennsylvania.

conferences
Stefano Bregni

Candidate’s Statement
ComSoc is our global home. In 23 years as an enthusiastic 

volunteer, I have contributed concretely to our community. As 
a Distinguished Lecturer, I visited 14 countries and 29 Sections 
worldwide, preferring areas in Latin America and Asia where stu-
dents have fewer opportunities to attend global conferences. As 
Vice-President–MR/MGA, I have a solid record of accomplish-
ments, and I facilitated participation from all countries, also con-
sidering economic barriers. I fostered regional conferences. I am 
on the LATINCOM Steering Committee. I called four Regional 
Chapter Chair Congresses. I created and still lead the ComSoc 
Student Competition. I redesigned the Global Communications 
Newsletter. I strengthened the Women in Communications Engi-
neering Committee, also launching the new Child Care Program 
for parents attending ICC/GLOBECOM. I strongly opposed the 
recent increase of ComSoc membership fees, including students. 
My contribution to ComSoc Conferences is solid. In GITC, I 
led the group defining the current ICC/GLOBECOM paper 
review process. As Conference TP Chair, I strictly ensured that 
paper selection always followed transparent procedures. I led 
the work to bring ICC 2016 to Kuala Lumpur, a magnificent 
but affordable location, which resulted in one of the best con-
ferences ever. I have served on several Organizing Committees 
and consolidated remarkable practical experience. If elected, I 
commit to:
• Guarantee the quality and technical excellence of ComSoc 

Conferences, improving procedures for organizers, authors, 
and attendees, and ensuring fair paper review.

• Lower expenses for attending flagship conferences, by limit-
ing registration fees and favoring affordable locations in all 
Regions.

• Foster regional conferences.
• Ensure balanced programs for academia and industry.
• Support and involve students.

• Promote women’s engagement and ensure equal opportu-
nities.
Quality and technical excellence are our best assets. I will 

defend them.
Biography

Prof. Stefano Bregni is with Politecnico di Milano, Italy. He 
graduated in electronics engineering (1990). After nine years in 
industry, he joined Politecnico di Milano in 1999. He has con-
tributed to ETSI/ITU-T standards. He is an author of 90+ papers 
and of a recognized book on synchronization (Wiley, 2002). 
In ComSoc, he was a Distinguished Lecturer for seven years 
(2003–2009) and served as Vice President–Member and Glob-
al Activities (2016–2017), Vice President–Member Relations 
(2014–2015), Board of Governors Member-at-Large (2010–
2012, 2013), Director of Education (2008–2011), GLOBECOM/
ICC Technical Content (GITC) Committee member (2006–
2009), TAOS TC Chair (2008–2009; Secretary/Vice-Chair 
2002–2007). He has been the editor of the Global Communi-
cations Newsletter since 2007. He was ICC 2016 TP Co-Chair, 
GLOBECOM 2012 and GLOBECOM 2009 TP Vice-Chair, LAT-
INCOM 2011 TP Co-Chair, and Symposium Co-Chair for nine 
other ICC/GLOBECOMs. He received the 2014 ComSoc Hal 
Sobol Award for Exemplary Service to Meetings & Conferences.

Robert S. Fish
Candidate’s Statement

I am honored to be nominated for ComSoc VP–Confer-
ences. If elected, I will emphasize a full innovation life cycle 
approach to conferences: high-quality research conferences, 
emerging technology conferences, and events targeted at our 
practitioner and industry communities. ComSoc’s reputation in 
conferences is exemplary, and we must keep it that way. We 
will maintain our position as the premier venue for academic 
research, while creating in our portfolio events that specifically 
target practitioners.

As VP, I will look at expanding ComSoc’s conference port-
folio to fully reflect the breadth of ComSoc’s technical scope, 
membership, and geographic diversity. Recently, IEEE launched 
a number of initiatives in the areas of 5G, IoT, green ICT, big 
data, and network softwarization. ComSoc should respond by 
expanding related conferences and events. 

Finally, there are priorities that will make our events more 
affordable and more rewarding. As GIMS Chair and VP–Industry 
and Standards, I led efforts to create a global footprint for our 
conferences and Industry Summits. I will continue this trend by:
• Bringing events closer to our membership to minimize trav-

el costs.
• Leveraging industry relationships to secure patronage and 

thus make our conferences more affordable.
• Attracting young professionals through offering training and 

career development opportunities.
• Facilitating industry-academia relationships.

Biography
Robert S. Fish [SM] received his Ph.D. from Stanford Univer-

sity. He is on the faculty of Princeton University and is president 
of NETovations, LLC. From 2007 to 2010, he was chief product 
officer and senior VP at Mformation, Inc. From 1997 to 2007, he 
was vice president and managing director of Panasonic U.S. R&D 
laboratories. Previously, he was executive director, Multimedia 
Communications Research at Bellcore after starting his career at 
Bell Laboratories. He has numerous publications as well as 17 
patents. He is currently ComSoc’s VP–Industry and Standards 
Activities. He has served on the ComSoc Board of Governors. He 
was chair of the GLOBECOM and ICC Management and Strat-
egy Committee (GIMS) where he created the current structure 
of the committee and reformed the site selection process. He 



IEEE Communications Magazine • May 2017 11

Society NewS

was co-founder and Steering Committee Chair of the Consumer 
Communications and Networking Conference and serves on the 
founding Steering Committee of the Conference on Standards for 
Communications and Networking. He served on the BoG of the 
IEEE Standards Association (IEEE-SA), and was a founding member 
of the IEEE-SA Corporate Advisory Group. His awards include the 
Multimedia Communications Technical Committee Distinguished 
Service Award and the IEEE SA’s Standards Medallion.

Guoliang (Larry) Xue
Candidate’s Statement

High-quality technical conferences are important to research-
ers and practitioners in the fast-changing field of communica-
tions and networks. People attend conferences to present new 
results, exchange ideas, and learn new developments. Main-
taining high integrity and reputation, identifying new research 
topics, ensuring a fair review process for paper selection, and 
keeping registration fees affordable are the key factors for the 
success of ComSoc conferences. As the current VP-Conferences 
of IEEE ComSoc, I want to have the opportunity to sustain the 
work we have done in improving ComSoc conferences. If elect-
ed, I will strive to: 
• Improve fairness in the paper review and selection process.
• Improve the author and attendee experience.
• Develop new revenue structures to keep conference regis-

tration fees affordable.
• Achieve a healthy balance of participation from various sectors.
• Cultivate promising new conferences and nurture young 

and active ComSoc volunteers to become leaders.
Biography

Guoliang (Larry) Xue is an IEEE Fellow and a professor of com-
puter science and engineering at Arizona State University. He 
received his Ph.D. degree in computer science from the Univer-
sity of Minnesota in 1991, and his M.S. and B.S. degrees from 
Qufu Normal University, China, in 1984 and 1981, respectively. 
He has published extensively in top journals such as IEEE/ACM 
Transactions on Networking and IEEE JSAC, and premier confer-
ences such as IEEE INFOCOM, MobiCom, and ICC/GLOBE-
COM. He received Best Paper Awards at ICC 2012, GLOBECOM 
2011, ICC 2011, and MASS 2011. He has been a ComSoc Dis-
tinguished Lecturer. He was a keynote speaker at LCN 2011 and 
ICNC 2014. He has extensive experience in conference organiza-
tions and ComSoc services. He served as Secretary/Vice Chair/
Chair of the Communications Switching and Routing Technical 
Committee. He served as a TPC Co-Chair of INFOCOM 2010 
Workshops, Co-Chair of GLOBECOM 2012, and Symposium 
Chair for ICC/GLOBECOM. He served as a General Co-Chair 
of CNS 2014. He is an area editor (Wireless Networking) of IEEE 
Transactions on Wireless Communications and an editor of IEEE 
Network. He served as an editor of IEEE/ACM Transactions on 
Networking and an editor of Computer Networks. He currently 
serves as VP–Conferences of the IEEE Communications Society.

PublicaTions

Xuemin (Sherman) Shen
Candidate’s Statement

ComSoc publications have some of the highest reputations 
and impact in the technical community and are a key pillar to 
serve our members. With the rapidly changing technical fields 
and the global community, it is very important to undertake 
challenges to meet the diverse needs and to provide the most 
benefits to our members. If elected, I will work passionately, in 
collaboration with editors-in-chief and editors, to:
• Enhance IEEE ComSoc’s leading role in telecommunications 

by promoting its high quality in journals, magazines, and 
online content.

• Inspire cutting edge research activities and high impact 
papers, especially among junior researchers (including 
graduate students).

• Promote industry participation in periodical special issues 
on new technologies, standards, and practices.

• Provide strong support and encouragement to junior 
researchers to get involved in ComSoc journal/magazine 
editorial boards and the review process to benefit their 
career progression and professional development.

• Improve the financial plan for the publications’ page budgets.
My extensive volunteer service in ComSoc and dedication 

to member benefits will enable me to effectively serve and pro-
mote the excellence of our community.

Biography
Sherman Shen (http://bbcr.uwaterloo.ca/~xshen) received 

his Ph.D. degree in electrical engineering from Rutgers Uni-
versity, New Jersey, in 1990. He is a professor and University 
Research Chair at the University of Waterloo, Canada. He has 
supervised 40 postdoctoral fellows, 65 Ph.D. students, and 50 
M.A.Sc. students, and received the 2006 Excellent Graduate 
Supervision Award from the university. He has co-authored 22 
books and over 500 refereed journal papers, with h-index 81 
and 35,000+ citations, and received 30 Best Paper Awards. He 
has served as the editor-in-chief for four publications, including 
the IEEE Internet of Things Journal and IEEE Network. His recent 
ComSoc leadership positions include Distinguished Lecturer, 
elected Member-at-Large on the Board of Governors, Chair 
of the Distinguished Lecturer Selection Committee, Chair of 
the Wireless Communications Technical Committee, Technical 
Program Co-Chair of GLOBECOM 2016 and INFOCOM 2014, 
Steering Committee Chair of ICC in China (ICCC) 2015 and 
2014, and Technical Symposia Chair of ICC 2010. His distinc-
tions include the 2015 ComSoc Joseph LoCicero Award and the 
2013 Technical Recognition Award from the ComSoc Ad Hoc & 
Sensor Networks Technical Committee. He is a Fellow of IEEE, 
the Royal Society of Canada, the Canadian Academy of Engi-
neering, and the Engineering Institute of Canada.

Chengshan Xiao
Candidate’s Statement

I have had the privilege to serve the IEEE Communications 
Society as a dedicated volunteer in a variety of technical pro-
grams. I have worked in industry, academia, and government, 
received my education from both the northern and southern 
hemispheres, and lived in both Eastern and Western cultures. If 
elected as Vice-President–Publications, I will rely on my diverse 
technical background and global work experience to focus on 
the following three issues.

First, I will enhance the quality of ComSoc’s journal and con-
ference publications. I will do my best to improve the review 
process, reward excellent editors and reviewers, and promote 
high-quality papers.

Second, I will maximize the diversity of volunteers serving 
on editorial boards, and conference organization and technical 
committees. I will engage people from different geographic, 
gender, ethnic, experience, and occupational backgrounds in 
the decision-making process.

Third, I will expand opportunities for the younger genera-
tion. I will encourage early-career professionals to get involved 
in ComSoc journal editorial boards, technical committees, and 
conference organizations. 

My rich experience and commitment to ComSoc services will 
enable me to effectively address important issues in ComSoc.

Biography
Chengshan Xiao received a bachelor of science degree from 

the University of Electronic Science and Technology of China, 

http://bbcr.uwaterloo.ca/~xshen
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Chengdu, a master of science degree from Tsinghua University, 
Beijing, China, and a Ph.D. in electrical engineering from the Uni-
versity of Sydney, Australia. He was a senior engineer with Nortel 
Networks, Ottawa, Canada. He is now a professor at Missouri 
University of Science and Technology, and a program director at 
the National Science Foundation, United States. He has published 
over 90 technical journal papers and holds three U.S. patents. Two 
of his invented algorithms have been implemented in wireless base 
station products. He has received several distinguished awards, 
including the 2014 Humboldt Research Award, the 2014 IEEE 
Communications Society Joseph LoCicero Award, and the 2015 
IEEE Wireless Communications Technical Committee Recognition 
Award. Dr. Xiao has served as the editor-in-chief of IEEE Transac-
tions on Wireless Communications (2010-2013), was elected to 
the ComSoc Board of Governors (2012–2014), Director of Con-
ference Publications (2014-2015), Fellow Evaluation Committee 
member (2011–2014), and Distinguished Lecturer (2011–2013) of 
the IEEE Communications Society. He served as the Technical Pro-
gram Committee (TPC) Chair for the IEEE International Conference 
on Communications in South Africa, May 2010, and the Founding 
Chair (2007–2008) of the IEEE Technical Committee on Wireless 
Communications. He has also served in many other positions for 
ComSoc’s journals, technical committees, and conferences. He is 
currently a TPC Co-Chair for the IEEE Global Communication Con-
ference in Singapore, December 2017.

indusTry & sTandards acTiviTies

Stefano Galli
Candidate’s Statement

ComSoc is experiencing increasing difficulty in recruiting, 
retaining, and engaging industry members, especially those not 
directly involved in R&D. Understanding this trend and working 
toward reversing it is essential because the vitality of our Society, 
the impact of publications and conferences in the research com-
munity, and the value of networking with peers rest on an active 
and balanced presence of academics, industry/government 
researchers, practitioners, managers, professionals, and students. 

I believe we need to rethink ComSoc’s membership value 
proposition while working not only toward differentiating our 
products/services, but also toward engaging our existing indus-
try members, especially the practitioners. Standards activities are 
an excellent way to engage industry members, and we also need 
to reach out with targeted engagement to other industry mem-
bers not involved in standardization. 

I believe that my long career in the industry, standards sav-
viness, and my experience in ComSoc/IEEE have prepared me 
well for the role of ComSoc VP–Industry and Standards Activi-
ties. If elected, I will work to:
• Identify/track metrics for measuring industry participation 

and engagement.
• Recruit more industry members as ComSoc volunteers to 

better understand and address industry needs.
• Share best practices with other Societies to better under-

stand what works best in attracting industry membership 
and participation.

• Define new products/services focusing on industry mem-
bership without compromising on technical excellence, 
which is sought by both academia and industry.

• Expand our standards portfolio going beyond the PHY/
MAC areas, broaden the use of ComSoc’s rapid reaction 
standards workshops, and foster initiatives aimed at identi-
fying early standardization needs.

• Leverage my experience in both IEEE and non-IEEE stan-
dards to revitalize and broaden ComSoc standardization 
activities, involve students, and bring standards into con-
tinuing education.

Biography
Stefano Galli received his Ph.D. in EE from the University of 

Rome, Italy. Currently, he is a lead scientist at Huawei USA. Previous 
positions include director at ASSIA, director at Panasonic, and senior 
scientist at Bellcore (now Ericsson). He is currently the rapporteur/
chair of the ITU-T Communications for Smart Grid standardization 
group and has often contributed to many standards: IEEE, ITU-T, 
ETSI, BBF, ATIS, and NICC. He is an IEEE Fellow, and serves as Fellow 
Committee Vice-Chair, and a member of the Governance Com-
mittee and the Board of Directors Ad Hoc Committee on Industry 
Engagement. He served as an elected Member-at-Large of ComSoc’s 
Board of Governors and first chair/founder of ComSoc’s Committee 
on Powerline Communications. His awards include the 2014 Broad-
band Forum Outstanding Contributor Award, the 2013 IEEE Donald 
G. Fink Best Paper Award, and the 2011 ComSoc Donald W. McLel-
lan Meritorious Service Award.

Mehmet Ulema
Candidate’s Statement

IEEE ComSoc is a world class organization for communica-
tions professionals. However, attracting industry practitioners 
remains a challenge. If elected, my highest priority will be to 
address this challenge, and build a strong community where 
researchers and practitioners work together. I have unique expe-
rience in both industry and academia, and a track record prov-
ing my ability to achieve this goal. During my two terms as the 
Director of Standards Development, the number of ComSoc 
standards projects has increased three-fold thanks to the innova-
tive Rapid Reaction Standardization Activity (RRSA) methodolo-
gy. Through my effort, ComSoc has become a major player in 
IEEE standards and is on the global standardization map.

If elected, I will strive to:
• Create a full-service ecosystem for standardization profes-

sionals, industry practitioners, and academic researchers by 
initiating and supporting standards-related ComSoc publica-
tions, conferences, and educational products.

• Strengthen industry-academia partnerships in ComSoc stan-
dards activities by leveraging the ComSoc RRSA mechanism.

• Expand industry outreach and industry communities in 
emerging technology areas such as IoT, 5G, and SDN/NFV, 
especially to attract young professionals to IEEE Initiatives.

• Work with other VPs to create Industry Summits, practi-
tioner-focused publications, meetings, and training.
I believe I am uniquely qualified for this role and would 

appreciate your vote.
Biography

Mehmet Ulema received his Ph.D. from Polytechnic Institute, 
Brooklyn, and his B.S. and M.S. from Istanbul Technical University. 
He is a professor at Manhattan College, New York, and has been a 
consultant to several companies. Previously, he held management 
and technical positions at AT&T Bell Labs and Bellcore, involved 
in numerous telecom projects. While working in industry and aca-
demia, he was actively involved in standardization in ITU, TIA, ATIS, 
and IEEE. More recently, he founded and has been leading the IEEE 
P1903 project on Next Generation Service Overlay Networks. He 
has been a prominent volunteer in ComSoc and the IEEE Standards 
Association. Currently he is the Director of Standards Development 
in ComSoc. He is also a member of the IEEE SA Standard Board, 
which helped ComSoc become a major player in IEEE standards 
governance. He has authored numerous industry reports and schol-
arly publications. He has been on the editorial boards of several 
major journals. Previously, he held leadership positions in ComSoc, 
including Director of Membership Programs. He also served in 
leadership positions in major IEEE conferences, including GLOBE-
COM and ICC. He has received several awards, including the IEEE 
SA Millennium Award and the ComSoc Harold Sobol Award for 
Exemplary Service to Meetings and Conferences.
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Candidates for MeMBers-at-larGe
asia/Pacific reGion 
(one will be elecTed)

Sumei Sun
Candidate’s Statement

I have been an active volunteer in ComSoc and IEEE over 
the last decade. I have served in various roles, including Com-
Soc Asia Pacific Board Vice Director (2016–2017), Information 
Services Committee Chair (2014–2015), ComSoc Singapore 
Chapter Vice Chair (2015–2016), Executive Vice Chair of GLO-
BECOM 2017, Symposium Co-Chair of ICC 2015 and 2016, 
Publicity Co-Chair of PIMRC 2015, editor of IEEE Wireless Com-
munication Letters (2011–2016), and editor of IEEE Communica-
tions Surveys & Tutorials since 2015. My voluntary services have 
helped me develop a good understanding of the fundamental 
needs of our members, and the importance as well as challenges 
of supporting our community. If elected as a Member-at-Large, 
I will focus on promoting the excellence of our community and 
commit myself to advocate for the best interests of our mem-
bers. In particular, I will make my best efforts to:
• Strengthen industry involvement in ComSoc activities.
• Promote the values of ComSoc to its existing and potential 

members, from both academia and industry, through Com-
Soc programs and services that are made easily accessible 
and affordable.

• Engage and support female researchers and young profes-
sionals to participate in ComSoc activities, increase their 
representation, and promote inclusive recognition of their 
achievements.

Biography
Sumei Sun [F] is head of the Communications and Networks 

Cluster, Institute for Infocomm Research, Agency for Science, 
Technology, and Research, Singapore. Working in this publicly 
funded research institute for 20 years, she has a good under-
standing of both academic and industry research, and she con-
tributed to bridge theoretical research to industry applications. 
She has been actively contributing as a volunteer to ComSoc and 
IEEE, organizing conferences in different roles, including Execu-
tive Vice Chair of GLOBECOM 2017, Symposium Co-Chair of 
ICC 2015 and 2016, Track Co-Chair of IEEE VTC-Spring 2014 
and VTC-Fall 2016, Publicity Co-Chair of PIMRC 2015, and so 
on. She has been an editor of IEEE Communications Surveys & 
Tutorials since 2015, and was an editor for IEEE Wireless Com-
munication Letters during 2011–2016. She is also serving as the 
Vice Director of the ComSoc Asia Pacific Board (2016–2017).

Li-Chun Wang
Candidate’s Statement

ComSoc needs a bridge to cross technological and interna-
tional borders. Bridging the gap between academia and industry 
is increasingly important for advancing state-of-the-art research 
toward marketable products and services. Bridging the gap 
between communications and other research areas is crucial for 
the future of communications researchers and engineers in the era 
of big data. Bridging the gap among all the regions in the world 
is a vision of IEEE. As a Member-at-Large, I will be your bridge to 
cross the aforementioned gaps of various regions, research areas, 
and societies based on the following IEEE strategies:
• Identify new opportunities for interdisciplinary research.
• Engage more friends around the world.
• Enhance global cooperation by sharing information and 

initiating activities.
• Expand ComSoc’s impact on other IEEE Societies.

I will commit myself to listening to your voices and being an 

advocate for your best interests. I sincerely hope to receive your 
support and have the honor to serve you.

Biography
Li-Chun Wang [F’11] received M.Sc. and Ph.D. degrees from 

Georgia Institute of Technology in 1995 and 1996, respectively. 
He was affiliated with Nortel, Texas (1995), and AT&T Laborato-
ries-Research, New Jersey (1996–2000). Currently, he is jointly 
appointed by the ECE and CS Departments of National Chiao 
Tung University, Taiwan, where he chaired the ECE Department 
(2012–2016). He was names an IEEE Fellow for his contribu-
tions in cellular architectures and radio resource management. 
He won the IEEE Jack Neubauer Best Paper Award (1997), the 
Taiwan NSC Distinguished Research Award (2012), and the 
ComSoc APB Best Paper Award (2015). He served as Treasurer 
of the IEEE Taipei Section (2009–2010), and Chapter Chair for 
the Vehicular Technology (2003–2005) and Information Theory 
(2007–2009) Societies. He represented the Taipei Chapter in 
accepting ComSoc’s and ITSOC’s Chapter of the Year Award 
(2007/2009), and helped the Taipei Section win the IEEE MGA 
Outstanding Large Section Award (2009).

Wei Zhang
Candidate’s Statement

I am honored to be nominated for a Member-at-Large from 
the AP (Asia Pacific) region. If elected, I will work passionately to 
serve ComSoc by: 
• Attracting new members by developing and promoting new 

programs, especially for students, young professionals, and 
those in industry.

• Maintaining the excellence of ComSoc publications while 
maximizing the impact of the research outputs to our soci-
ety by leveraging my experience as Editor-in-Chief.

• Providing support for pursuing and nurturing new technology 
directions through establishing new technical committees.

• Promoting industry participation by broadening and 
strengthening our linkages to industry through new collabo-
rative programs.

Biography
Wei Zhang (F’15) has been heavily involved with IEEE Com-

Soc by serving in numerous volunteer and leadership positions, 
including Vice Director for IEEE ComSoc Asia Pacific Board, 
Vice Chair for IEEE ComSoc Wireless Communications Tech-
nical Committee, a Distinguished Lecturer of IEEE ComSoc, 
Symposium Co-Chair of ICC 2011, Workshop Co-Chair of GLO-
BECOM 2017, and TPC Co-Chair of APCC 2017. He is the 
editor-in-chief of IEEE Wireless Communications Letter, and an 
editor for IEEE Transactions on Communications and IEEE Trans-
actions on Cognitive Communications and Networking. He also 
served as an editor for IEEE Transactions on Wireless Communi-
cations and IEEE Journal on Selected Areas in Communications 
– Cognitive Radio Series. He is an IEEE Fellow. He is the recipient 
of four IEEE Best Paper Awards and the 2009 IEEE ComSoc 
Asia-Pacific Outstanding Young Researcher Award. He received 
the Ph.D. degree from the Chinese University of Hong Kong in 
2005. Currently, he is an associate professor at the University of 
New South Wales, Sydney, Australia. 

euroPe/Middle easT/africa reGion 
(one will be elecTed)

Gerhard Fettweis
Candidate’s Statement

ComSoc should continue to be the world’s most important 
Society for R&D communications engineers. We need to take 
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responsibility for defining technology roadmaps, providing lead-
ership to industry, funding agencies, and venture capitalists. We 
determine the economic future of countries worldwide. We 
must continue driving the excellence of our publications and 
conferences, ensuring that we attract the most important innova-
tions for publication within ComSoc’s media, being a catalyst for 
innovations and continued-education.

Biography
Gerhard Fettweis earned his Ph.D. under H. Meyr’s super-

vision from RWTH Aachen in 1990. After one year at IBM 
Research, San Jose, California, he moved to TCSI, Berkeley, 
developing digital cellular chipsets. Since 1994 he has been 
the Vodafone Chair Professor at TU Dresden, Germany, with 
20 companies from Asia/Europe/the United States sponsor-
ing his research on wireless transmission and chip design. He 
coordinates two DFG centers, cfaed and HAEC. His team spun 
out 16 startups, and set up funded projects of e0.5 billion. He 
co-heads the 5GLabGermany. He co-chairs the IEEE 5G Initia-
tive. He is an IEEE Fellow, a member of the German Academy 
of Sciences (“Leopoldina”) and the German Academy of Sci-
ence and Technology (“acatech”), has been a Distinguished 
Speaker of IEEE Societies, and has received awards including 
a Dr.h.c. from TU Tampere, ComSoc’s Harold Sobol Award, 
and the VDE Medal of Honor. He was TPC–2012 and 2014. 
He ran a TwinLab with Masdar Institute, Abu Dhabi. He was 
elected Member-at-Large of IEEE SSCS (1999–2004) and Com-
Soc (1998–2000, 2011–2013, 2015–2017). He was associate 
editor for IEEE JSAC (1998–2000) and IEEE Transactions CAS-II 
(1993–1996). From 1991 to 1998 he was ComSoc’s delegate 
within the IEEE Solid State Circuits Council. He has served on 
the IEEE Corporate Innovation Award Committee, GIMS (2012 
chair), the IEEE Fellow Committee, and the Steering Commit-
tees of IEEE Transactions on Communications and IEEE Wireless 
Communications Letters. During 2008–2009 he chaired IEEE IT 
Society’s Germany Chapter.

Andrzej Jajszczyk
Candidate’s Statement

The IEEE Communications Society operates in a challenging 
global environment. If elected, I will work to improve and enhance 
ComSoc’s activities and adapt them to the rapidly changing needs. 
I will also work to diversify and improve the quality of services 
offered by our Society to its members, including dissemination of 
technical information, services via the web, the Distinguished Lec-
turer program, awards, as well as publications, conferences, and 
workshops. As I have been active in ComSoc over many years, I 
well understand its role in serving its members. Since I have spent 
several years as a visiting scientist in North America, Australia, and 
France, and have been a technology consultant in Australia, Cana-
da, China, France, Germany, India, Poland, and the United States, 
I am in a good position to know the needs of communications 
professionals in different geographic areas.

Biography
Andrzej Jajszczyk [M’91, SM’95, F’99] is a professor at AGH 

University of Science and Technology, Krakow, Poland. He grad-
uated from Poznan University of Technology. He is the author 
or co-author of 12 books and over 300 papers, as well as 19 pat-
ents in the areas of telecommunications switching, high-speed 
networking, and network management. He was the founding 
editor of the IEEE Global Communications Newsletter, an editor 
for IEEE Transactions on Communications, and editor-in-chief of 
IEEE Communications Magazine. He has held important positions 
in IEEE Communications Society, such as Director of Magazines, 
Director of the Europe, Africa, and Middle East Region, and 
Vice President–Technical Activities. He is currently Director 
of the Europe, Middle East, and Africa Region. He has served 

on Technical Program and Steering Committees of numerous 
conferences and was a ComSoc Distinguished Lecturer. He is 
a member of the Polish Academy of Sciences and a member of 
the Scientific Committee of the European Research Council. He 
is Vice-President of the Kyoto-Krakow Foundation, fostering cul-
tural and scientific relations between Asia and Poland.

George K. Karagiannidis
Candidate’s Statement

I have been active in the IEEE Communications Society for 
over 20 years, serving as editor or guest editor of several Com-
Soc journals and magazines, as editor-in-chief of IEEE Communi-
cations Letters, and as Technical Program Committee member 
and Program Chair of major ComSoc conferences. Also, I served 
the community as Chair for four years of the IEEE ComSoc 
Greek Chapter. If I am elected Member-at-Large, I will do my 
best to promote the leading role of ComSoc in both academia 
and industry, especially to support junior and female researchers 
and engineers. Furthermore, my objective is to exploit my long 
experience in publications in order to improve ComSoc’s jour-
nals and conference publications. Finally, I will try to contribute 
in bridging the digital divide in the EMEA Region, mainly through 
free and low-cost online education services for members.

Biography
George K. Karagiannidis joined the Aristotle University of 

Thessaloniki, Greece, in 2004, where he is currently a professor 
of digital communications systems in the Electrical & Computer 
Engineering Department and director of the Digital Communica-
tions Systems and Networks Laboratory. He has been involved 
as General Chair, Technical Program Chair, and member of 
Technical Program Committees in several IEEE and non-IEEE con-
ferences. In the past, he was an editor of IEEE Transactions on 
Communications, senior editor of IEEE Communications Letters, 
and a frequent guest editor of IEEE Journal on Selected Areas in 
Communications. From 2012 to 2015 he was the editor-in-chief 
of IEEE Communications Letters. From 2007 to 2011 he was 
Chair of the IEEE ComSoc Greek Chapter. He is a highly cited 
author across all areas of electrical engineering, recognized as a 
2015 and 2016 Thomson Reuters highly cited researcher.

aMerica (la/na) reGions 
(one will be elecTed)

Tarek El-Bawab
Candidate’s Statement

As a Member-at-Large, I will represent the interests and 
aspirations of ComSoc membership. Our field has evolved and 
expanded rapidly. ComSoc should:
• Attract more youth/students and encourage them to volun-

teer and lead.
• Motivate the telecom industry to be further involved in our 

activities.
• Adapt products and services optimized for our community’s 

needs, and ensure affordable, member-friendly delivery to all.
• Collaborate with other IEEE Societies and other organiza-

tions to better serve our global communities.
For nearly 25 years, I have acquired in-depth knowledge of 

ComSoc’s technical committees, education, conferences, pub-
lications, and standards. I have the experience and academic/
industrial background to be instrumental, if elected, in serving 
our membership in all areas of our Society’s activities.

Biography
Tarek El-Bawab is a professor with Jackson State University, 

West Virginia. Before this, he was with Alcatel-Lucent, Colorado 
State University, and the University of Essex, United Kingdom. 
Earlier, he led international industrial projects for 10 years. He 
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is a member of IEEE and Eta Kappa Nu. He is an IEEE Distin-
guished Lecturer, the editor of Springer’s Series: Textbooks in 
Telecommunication Engineering, and associate editor-in-chief of 
IEEE Communications Magazine. His research interests include 
networks and their enabling technologies. He has 70+ publica-
tions and a reference book. He led a movement that resulted 
in ABET’s recognition of telecommunication engineering as a 
distinct education discipline. He received ComSoc’s first ever 
education award for this work and for making changes to our 
education system that benefit our profession and society. He is a 
member of the IEEE Educational Activities Board and ComSoc’s 
Educational Services Board. He served ComSoc as a Board of 
Governors member, Director of Conference Operations, TAOS’ 
Chair (two terms), and Chair/Organizer in several ICC/GLOBE-
COM conferences. He is also a member of the IEEE Computer, 
Electron Devices, Photonics, and Education Societies. He has 
B.Sc. and B.A. degrees from Ain Shams University, an M.Sc. 
from the American University in Cairo, an M.Sc. from the Uni-
versity of Essex, and a Ph.D. from Colorado State University.

Gustavo Giannattasio
Candidate’s Statement

As a leading organization, ComSoc faces increasing challeng-
es that need our attention in the areas of membership, volunteer 
base, WIE, YP, practitioners, and industry participation in emerg-
ing technologies such as 5G and IoT.
• Services, tools and programs need to be updated to address 

emerging technologies, and strong leadership to attract vol-
unteers, professionals, students, WIE, and practitioners is 
needed.

• Worldwide education summer schools, hackathons, excel-
lence in publications in emerging technologies, attracting 
industry patrons, and a larger volunteer base will give us 
the boost needed to continue being a strong organization.
Over 28 years in industry and academia, and as Region 

Director, a member of the IoT and Smart Cities Steering Com-
mittees, head of the MOOC on emerging Smart Cities technolo-
gies, a Program Chair of Conferences, editor-in-chief of the IEEE 
Wireless Engineering WEBOK, and an invited editor of the IEEE 
Systems Journal, I believe that together we will support Com-
Soc’s growth in several directions.

Thank you for your support and vote.
Biography

Gustavo Giannattasio [SM] graduated from the Universi-
ty of Uruguay as a telecommunications engineer, received an 
M.B.A. from Catholic University Uruguay, and a postgraduate 
degree in electronic engineering from Philips Institute Holland. 
For 10 years he has been a Project Manager Professional cer-
tified PMI USA. For 20 years he has been a professor of com-
munications and networking at Catholic University, ORT, and 
UDELAR Uruguay. He is an online course professor, NGN, for 
ITU Switzerland. He is head of the Smart Cities Department, 
ACCSA Uruguay, Solutions for Municipalities: Smart Waste, 
Urban Noise, Electronic Meters, Smart Traffic, Smart Parking, Air, 
Water and Quality Monitoring. He has been a ComSoc Chapter 
Chair twice, Section Chair of IEEE Uruguay twice, IEEE Region 
Latin America and Caribbean Director, a member of the IEEE 
Board of Directors, MGA, Committees: GOLD, Awards, Public 
Visibility, A&A, Smart Cities Steering, and IoT Standardization 
Committee. He was IEEE I2SCC Italy 2016 and ComSoc GIIS 
Mexico 2015 Program Chair. He spent four years as Program 
Director PMI Chapter, and a member of the Education Group, 
IEEE Project Management Council. He was editor-in-chief of the 
ComSoc WEBOK WCET. He has been a keynote speaker in IEEE 
and ITU conferences in the Bahamas, Mexico, and Colombia 
on SDN/NFV, protocol communications for smart grids, smart 
cities, and the Internet of Things.

Ekram Hossain
Candidate’s Statement

I have been volunteering for IEEE and ComSoc for more 
than 16 years in different capacities (journal editor, guest edi-
tor for special issues, editor-in-chief, conference Technical Pro-
gram Committee member/Co-Chair/Chair, ComSoc Technical 
Committee Executive, IEEE local section Chair). If elected, by 
leveraging this rich experience, I will work toward serving our 
community in both academia and industry in a better way. In 
particular, I will emphasize improving the effectiveness and 
affordability of ComSoc services and activities, including confer-
ences, especially to student members and young professionals, 
improving the portfolio of ComSoc publications, maintaining 
the high standards/reputations of our publications, developing 
new services and activities, and reaching out to/engaging our 
colleagues in developing regions.

Biography
Ekram Hossain [F] is currently a professor of electrical and 

computer engineering at the University of Manitoba, Canada 
(home.cc.umanitoba.ca/~hossaina). He is a member of the Col-
lege of the Royal Society of Canada (https://rsc-src.ca/en/col-
lege-new-scholars-artists-and-scientists). He received his Ph.D. in 
electrical engineering from the University of Victoria, Canada, in 
2001. He has more than 16,000 citations and has won several 
research awards, including the IEEE ComSoc Fred W. Ellersick 
Prize Paper Award, the IEEE WCNC ’12 Best Paper Award, and 
the IEEE VTC-Fall ’16 Best Paper Award. He serves as an editor 
for IEEE Wireless Communications and IEEE Press. Previously, he 
served as the editor-in-chief of IEEE Communications Surveys & 
Tutorials, an area editor for IEEE Transactions on Wireless Com-
munications, an editor for IEEE Transactions on Mobile Com-
puting, and an editor for the IEEE Journal on Selected Areas in 
Communications–Cognitive Radio Series. He was a Distinguished 
Lecturer of the IEEE Communications Society (2012–2015). He 
serves/has served as the Technical Program Chair/Co-Chair for 
Symposiums/Tracks in VTC-Fall ’17, WCNC ’16, ICC ’12, WCNC 
’12, PIMRC ’11, VTC-Spring ’10, and VTC-Fall ’10. He has served 
as an IEEE ComSoc Chapter Chair and currently serves as the 
IEEE Winnipeg Section Chair.

Urbashi Mitra
Candidate’s Statement

Communications systems have changed dramatically over the 
last 20 years from a former focus on point-to-point systems to 
today’s need for complex networks with heterogeneous nodes 
to the future biological communication networks of my current 
research. My goals are to ensure that:
• The IEEE Communications Society broadens its scope to 

be the main architect of future communication systems, 
whether they be at terahertz frequencies, the glue to the 
wireless Internet of Things, or the basis of engineering  
solutions to biological problems.

• We continue our efforts to increase the number of excellent com-
munications engineers through diversity efforts and outreach.

• The IEEE Communications Society publications continue to 
be the flagship purveyors of knowledge while supporting 
the society and facilitating publication for its authors.

Biography
Urbashi Mitra received her B.S. and M.S. degrees from the 

University of California, Berkeley, and her Ph.D. from Prince-
ton University. She is currently a Dean’s Professor of Electrical 
Engineering at the University of Southern California, and previ-
ously at the Ohio State University and Bellcore. Specific to IEEE 
ComSoc, she is the inaugural editor-in-chief of IEEE Transactions 
on Molecular, Biological and Multi-Scale Communications, a Dis-
tinguished Lecturer for the IEEE Communications Society, 2017 

https://rsc-src.ca/en/college-new-scholars-artists-and-scientists


16 IEEE Communications Magazine • May 2017

Society NewS

Vice Chair of the Communication Theory Technical Committee, 
2017 Chair of the Transactions on Wireless Communications 
Steering Committee, a former associate editor of IEEE Transac-
tions on Communications, and a Technical Co-Chair for the ICC 
2003 Communication Theory Symposium. She received the 
2016 ComSoc Women in Communications Engineering Mentor-
ing Award. She is an IEEE Fellow. Other awards include: being a 
U.S. Fulbright Scholar, a U.S. National Academy of Engineering 
Lillian Gilbreth Lectureship, a GLOBECOM Signal Processing for 
Communications Symposium Best Paper Award, Texas Instru-
ments Visiting Professor, the Okawa Foundation Award, the 
OSU College of Engineering Research Award, the OSU College 
of Engineering Teaching Award, and a NSF CAREER Award.

Aria Nosratinia
Candidate’s Statement

I have been an active ComSoc member and volunteer for 
the majority of my 29 years as an IEEE member. If elected, I will 
bring to bear my extensive experience with IEEE publications 
and conferences as a volunteer, organizer, and editor on one 
hand, and an active consumer of these products on the other. I 
aim to facilitate the engagement of junior and mid-career Com-
Soc members in local Chapters as well as in ComSoc Technical 
Committees. I am interested in returning value to our members 
and others by exploring the reduction of page charges for jour-
nal papers and conference registration fees. Being a registered 
professional engineer as well as an academic, I am eager and 
deeply committed to serve the interests of our members regard-
less of their status as student, engineer, researcher, or academic. 
If elected I will continue to actively listen to our members for 
what they want from their representatives on the BoG.

Biography
Aria Nosratinia is the Erik Jonsson Distinguished Professor 

and associate head of the Electrical Engineering Department at 
the University of Texas at Dallas. He received his Ph.D. in elec-
trical and computer engineering from the University of Illinois at 
Urbana-Champaign in 1996. He has held visiting appointments 
at Princeton University, Rice University, and the University of 
California, Los Angeles. He is an area editor of IEEE Transactions 
on Wireless Communications, and was formerly an editor of IEEE 
Transactions on Information Theory, IEEE Transactions on Image 
Processing, IEEE Signal Processing Letters, and IEEE Wireless Com-
munications. He has received the National Science Founda-
tion Career award, as well as IEEE Chapter Outstanding Service 
awards. He has served on the Technical Program Committees of 
numerous ComSoc conferences. He is a registered professional 
engineer in the state of Texas. In 2016 he was named a Thomp-
son-Reuters highly cited researcher. He is a fellow of IEEE.

Kazem Sohraby
Candidate’s Statement

ComSoc is a major professional organization for faculty, 
researchers in industry, and in particular for students in all areas 
of communications. However, this Society needs to work harder 
and make space for the voice and desire of all its membership, 
in particular students. I believe we need to find avenues for 
more and effective student and membership participation in 
various decisions that come to the Society’s Board of Governors 
(BoG). For example, it would be effective to bring to the atten-
tion of its membership, through the ComSoc website, major 
issues prior to voting, and have comments and discussions by 
membership reflected in the BoG decisions. I would also like 
to create unconstrained/unlimited student access, at a low flat 
fee, to a broad range of resources such as IEEE Xplore products/
services. I believe these steps would help increase student mem-
bership through their participation and give all members a more 
effective voice in running the Society.

Biography
Kazem Sohraby is a professor of electrical and comput-

er engineering at the South Dakota School of Mines and 
Technology. Previously, he was a Distinguished Member of 
Technical Staff at Bell Labs, a professor of electrical engi-
neering and director of the Wireless Networks and Systems 
Laboratory, and a professor and head of the Department of 
Computer Science and Computer Engineering at the Univer-
sity of Arkansas. He earned a Ph.D. in electrical engineering 
(New York University’s Polytechnic Engineering Division), an 
M.S. in electrical engineering (Worcester Polytechnic Insti-
tute), and a B.S. with highest honors in electrical engineering 
(Amir Kabir University). He serves on the editorial and advi-
sory boards of IEEE and non-IEEE publications, chaired IEEE 
INFOCOM 2012 and 1996, and the IEEE Electro Information 
Technology Conference in 2013. He has served on several 
IEEE ComSoc Technical Committees and as the Director of 
Online Content. He is currently ComSoc’s Director of Con-
ference Development.

Jinsong Wu
Candidate’s Statement

If I am elected, I would like to solidly work with other Com-
Soc members on sustainability:
• Supporting analyses of and actions on the existing (and 

emerging) challenges of ComSoc.
• Attracting new members and retaining existing ones by 

improving the supporting environments, enhancing bene-
fits, and developing value-added programs.

• Promoting new activities and benefits for engaging students 
and young professionals as ComSoc members.

• Promoting and accelerating ComSoc’s responses to new 
interdisciplinary and emerging topics.

• Encouraging and extending our ComSoc activities and 
efforts toward environmental, social, and economical sus-
tainability goals.

• Growing ComSoc values to academics while intensifying 
and encouraging the participation of industry.

• Increasing our global impact via supporting emerging tech-
nology areas, enabling collaboration with various IEEE initia-
tives, IEEE Societies and Councils, as well as other relevant 
non-IEEE international organizations
Please find more details at http://www.cec.uchile.cl/~jinsong-

wu/Statement.pdf
Biography

Jinsong Wu was the leading editor and co-author of the book 
Green Communications: Theoretical Fundamentals, Algorithms, 
and Applications (2012), the first comprehensive book covering 
the broad topics of green wireless communications, green wire-
line communications, and relevant general topics. He is elected 
Vice Chair-Technical Activities, IEEE Environmental Engineering 
Initiative under IEEE Technical Activities Board (TAB). He is the 
founder and founding Chair of the ComSoc Technical Commit-
tee on Green Communications and Computing, and the primary 
co-founder and Vice-Chair of the ComSoc Technical Committee 
on Big Data (TCBD). He was the first proposer (2012) and long-
term promoter of IEEE green journals and transactions. He is the 
founder of the IEEE Communications Magazine Series on Green 
Communication and Computing Networks. He was one of the 
key proposers and a long-term promoter (2012–2015) of going 
from the Green Track to a dedicated Green Symposium within 
ComSoc flagship conferences. He has opened the Big Data 
Track with a very general topic coverage in flagship conferences 
of IEEE Communications Society, starting at GLOBECOM 2016. 
Please find more details at http://www.cec.uchile.cl/~jinsong-
wu/Biography.pdf
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Book Reviews/edited By PiotR Cholda

5G Mobile and Wireless  
CoMMuniCations teChnoloGy
By Afif Osseiran, Jose F. Monserrat, and Patrick Marsch (eds.), Cambridge 
University Press, 2016, ISBN 978-1-107-13009-8, hardcover, 406 pages

Reviewer: Rafal Krenz
4G wireless communication systems are well established 

on the market, and currently, the next generation is among 
the hottest research topics, therefore a related book is wel-
come. Here, we have a position written by leading experts 
in 5G research, and it is a comprehensive overview of the 
current state of the 5G landscape. The contents are based 
on several deliverables of the EU project, Mobile and Wire-
less Communication Enablers for the Twenty-Twenty Infor-
mation Society (METIS), which was accomplished between 
2012 and 2015 by 25 companies and institutions from all 
over Europe.

After a short introduction in Chapter 1, the following 
13 chapters reflect the results of the work packages of the 
METIS project. Chapter 2 provides the most relevant 5G 
use cases along with the challenges and requirements to 
be met in order to fulfill the expected needs of end users. 
Next, the 5G system concept is described, which gener-
alizes the key characteristics of the use cases and speci-
fies three generic communication services: Extreme Mobile 
Broadband (xMBB), Massive Machine-Type Communication 
(mMTC), and Ultra-reliable Machine-Type Communication 
(uMTC). In Chapter 3, the proposed architecture of future 
networks is presented, with emphasis on the key enablers, 

such as Network Function Virtualization (NFV) and Soft-
ware Defined Networking (SDN), which are needed to pro-
vide the required flexibility, especially for the core network. 
Chapter 4 is devoted to Machine-Type Communication and 
addresses its requirements, fundamental techniques (e.g., 
transmission of short packets and non-orthogonal proto-
cols for distributed access), as well as corresponding design 
principles and technology components. Chapter 5 focuses 
on direct Device-to-Device (D2D) communication, which is 
one of the important cornerstones to improve system per-
formance and to support new services beyond 2020 in 5G 
systems by local management of short-distance communica-
tion links and local traffic offloading. The 10-fold increase of 
data rates and 1000-fold increase of traffic volume predicted 
in 5G systems requires access to a new piece of spectrum, 
improved spectral efficiency, and network densification 
enabled by the use of small cells. As explained in Chapter 6, 
this will be possible through the use of centimeter (above 6 
GHz) and millimeter waves, and the adoption of beamform-
ing, both very challenging for the hardware. Chapter 7 pres-
ents novel radio-access technologies that fulfill a number of 
diverse requirements of various services foreseen for 5G sys-
tems, demanding more flexibility and scalability, e.g., filtered 
multi-carrier and non-orthogonal multiple access schemes. 
The aforementioned increased spectral efficiency per cell will 
be possible with the application of massive MIMO, explained 
in Chapter 8, and adds many spatial degrees of freedom 
provided by a large number of antennas, allowing multiple 
users to communicate with use of the same time-frequen-
cy resource. Chapter 9 discusses Coordinated Multi-Point 
(CoMP) techniques (e.g., joint transmission, dynamic point 
selection, and coordinated scheduling/beamforming), where 
multiple nodes in the network cooperate to limit the impact 
of interference, and consequently increase the overall sys-
tem capacity. Chapter 10 is devoted to relaying and network 
coding that will be used to improve the performance of 5G 
networks. Three new key techniques, i.e., multi-flow relaying, 
non-orthogonal multiple access, and buffer-aided relaying, 
which help to regain the spectral efficiency loss caused by 
in-band half-duplex relays, are described. Chapter 11 deals 
with network-level solutions aiming at enhancing the end-us-
er experience, such as new forms of 5G deployments (ultra-
dense networks and moving networks), interference and 
mobility management, as well as dynamic network reconfig-
uration for energy-aware RANs. The possible choices for 5G 
spectrum and new spectrum access modes are examined 
in Chapter 12. The assessment of the overall performance 
and comparison of different 5G technology proposals would 
not be possible without new wireless propagation chan-
nel models. Two different approaches, i.e., stochastic and 
map-based, addressing specific features of 5G systems, are 
introduced in Chapter 13. Finally, in Chapter 14, simulation 
methodology, which ensures the consistency of results and 
allows for a direct comparison of different 5G technology 
components, is proposed.

The book may be a good starting point to become 
acquainted with novel transmission techniques and network-
ing solutions proposed for 5G system. Nearly 600 references 
will help the interested reader dive deeper into a specific 
topic. It may also serve as a valuable source of information 
for graduate students specializing in mobile communica-
tions. I can truly recommend this book to the entire wireless 
communication community.
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This is the fifth article in the series started in November 2016 
and published monthly in the IEEE ComSoc Global Communica-
tions Newsletter, which covers all areas of IEEE ComSoc Member 
and Global Activities. In this series of articles, 
I introduce the six MGA Directors (Sister and 
Related Societies; Membership Services; AP, 
NA, LA, EMEA Regions) and the two Chairs of 
the Women in Communications Engineering 
(WICE) and Young Professionals (YP) Standing 
Committees. In each article, one by one they 
present their sector activities and plans.

In this issue, I interview Octavia A. Dobre, 
Chair of the IEEE ComSoc Standing Committee on 
Women in Communications Engineering (WICE). Octavia is a Professor 
and Research Chair with Memorial University, Canada. She is the Editor-
in-Chief of IEEE Communications Letters, and has served as editor and 
senior editor for other prestigious journals. She also chairs the ComSoc 
Signal Processing for Communications and Electronics Technical Com-
mittee and has served as an officer for other technical committees, as 
well as technical co-chair of symposia at various conferences.

It is my pleasure to interview Octavia and offer her the oppor-
tunity to outline her current activities and plans for ComSoc WICE.

Bregni: Hello Octavia! This is the second time I have the 
opportunity to interview you for the GCN, after our first article in 
2015, to present the activities of the IEEE ComSoc WICE Standing 
Committee. I am particularly glad I again have this chance. True 
equal opportunities for women in our field of engineering is one 
of the five strategic directions I have set in ComSoc Member and 
Global Activities, as I indicated since the beginning of my first 
term as Vice-President. Therefore, your Committee is key to this 
goal. Would you recall how it developed in the last years?

Dobre: I have been the WICE Chair since 2014, when it became 
a Standing Committee of ComSoc. In almost four years, the commit-
tee has been growing and its activities have been increasing signifi-
cantly. It has a very active website (http://wice.committees.comsoc.

org/) and Facebook page, as well as a very large 
number of subscribers to the mailing list. 

It is a vivid committee, which organizes a 
significant number of activities to promote the 
visibility and roles of women communications 
engineers and to provide a venue for their pro-
fessional growth. Certainly, any ComSoc mem-
ber is welcome to the WICE events.

Bregni: What about the Board working with 
you on organizing the various WICE activities?

Dobre: WICE has seven positions on the Board, e.g., industry 
liaison, student activity coordinator, publicity chair, WIE commit-
tee society coordinator, as well as five members-at-large and a 
representative to the ComSoc Student Competition. The WICE 
members in these positions are very active, organizing various 
events and supporting other WICE initiatives. 
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Octavia A. Dobre

WICE: Promoting the Role of Women in 
Communications Engineering
Interview with Octavia Dobre, Chair of the 
WICE Standing Committee
By Stefano Bregni, Vice-President for Member and Global Activi-
ties, and Octavia A. Dobre, Chair of WICE Standing Committee
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Photos from the Third Women’s Workshop on Communications and Signal Processing at IEEE GLOBECOM 2016, Washington DC, US.
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One key element of current society and its development are 
the telecommunication systems. For instance, technologies such 
as 5G, wireless networks, and IoT are crucial for the development 
of smart cities. Therefore, it is important as an organization relat-
ed to telecommunications to have a presence and participation 
in the community. This motivated our interest, in 2015, in reac-
tivating the IEEE Panama Communications Chapter with a board 
made up of professionals with different backgrounds including 
industry, academia and government.

Our main objective during 2015-16 was to offer a variety of 
technical and non-technical activities that contribute to the pro-
fessional enrichment of our local members and the local profes-
sional and student community in the field of telecommunications.

To reach our goal, we organized several technical activities 
during 2015. They included: two IEEE Distinguished Lecture Tours, 
one about “Applications of Field-Programmable Gate Arrays in 
Scientific Research” by Dr. Jinyuan Wu, and the other on “Attacks 
and Hardware Defenses for Network Infrastructure” by Dr. Till-
man Wolf, and a technical conference “Mobile Communications: 
Evolution and Challenges” by Eng. Orlando Calderon, who is a 
technical account manager for Xceed-Anite Technologies. 

Considering the fundamental role of telecommunications in 
almost all fields, we developed a half-day seminar about the fun-
damentals of telecommunications for non-engineering profession-
als. The audience targeted were professionals in marketing, sales, 
customer service and media IT industries, lawyers, managers and 
executives who needed a basic knowledge in telecommunica-
tions for their activities.

During 2015, we met with members of the board of the 
Panamanian Secretariat of Science, Technology and Innovation 
(Senacyt) and The Panamanian Chamber of Professional and 
Companies in IT Sector (CAPATEC) to promote the ComSoc 
chapter and attract new members, with a view to carrying out 
future joint activities and achieving synergy with other scientific 
and industry professionals. 

In 2016, following the current trends in telecommunications, 
several technical activities were organized on hot topics, such as 
5G, spectrum regulation, and smart cities. The distinguished lec-
turers for the 5G half-day conference were Jose Otero, Director 
of Latin America and the Caribbean for 5G Americas, and Hector 
Marin, Director for Business Development for Qualcomm in Lat-
in-America and the Caribbean. The scope of this conference was 
the Evolution of 5G and the policies for its implementation, the 
roadmap for standardization, and the challenges and perspective 

for Latin America from a technical and commercial point of view.
To reach the undergraduate student community, the benefits 

of being a member of the IEEE Communications Society were 
explained to them during the 1st Congress of Electrical Engi-
neering Students of Panama. In addition, a technical activity in 
spectrum management and local regulations was given for under-
graduate students by Eng. Alkin Saucedo, Deputy Director of 
Radio, Television and Spectrum Management of the Panamanian 
Regulatory Agency.

Considering that the city of Panama growing rapidly, the Pan-
amanian chapters of the Communications Society and the Power 
and Energy Society organized together a technical conference on 
smart cities in 2016. The objective was to review the challenges 
that the city of Panama faces in order to become a smart city. A 
Schneider’s representative showed the different technologies they 
offer for smart cities and explained some of their local projects. 
Also, the Vice Major of Panama City, Ms. Raisa Banfield, present-
ed the scope of projects of the major’s office related to automa-
tion and data collection in the city. Attendees were students and 
professionals from academia and industry.

In 2016, the IEEE Communication Society recognized our 
work by granting us the “Latin-America Chapter Achievement 
Award” based on our 2015 accomplishments.

Our motivation behind each activity is to highlight the bene-
fits of “being part of the top of the world: a member of the IEEE 
Communication Society.”

 May 2017 Global Communications Newsletter 3

IEEE ComSoc Panama Chapter: Winner 
of the 2016 Chapter Achievement Award
Activities and Accomplishments in 2015-2016
By Maytee Zambrano N., Panama Chapter Chair

Participants of the conference “Challenges of Panama city to become a Smart city” with the 
Schneider’s representative and the Panama City Vice Major Raisa Banfield after the event.

Communications Chapter Board 2015-1016. From the left Eng. Alkin Saucedo, Eng. Hector 
Saavedra, Dr. Maytee Zambrano, Eng. Jorge Ruiz and Dr. Carlos Medina. 

During the visit of Dr. Tillman Wolf the chapter presented a certification for his distinguished 
conference.

Participants of the 5G half Day Conferences with José Otero from 5G Americas and Hector 
Marin from Qualquom Latin America.

CONFERENCE REPORT
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Leading network resilience researchers took part in the Resil-
ience Week on Sept. 12-15, 2016 at Halmstad University, SE by 
Prof. Magnus Jonsson from the Centre for Research on Embed-
ded Systems (CERES), Halmstad University, SE, and Prof. Jacek 
Rak from Gdansk University of Technology, PL. It included two 
major events: 

•The 2nd Meeting of COST CA15127–RECODIS Action (Resil-
ient Communication Services Protecting End-user Applications 
from Disaster-based Failures, http://www.cost-recodis.eu) held on 
Sept. 12-13, 2016.

•RNDM 2016–8th International Workshop on Resilient Net-
works Design and Modeling on Sept. 13-15, 2016.

The meeting of COST RECODIS was attended by approx-
imately 45 researchers from 24 European countries and the 
US. Its agenda included sessions scheduled for meetings of the 
Management Committee (MC) and Working Groups (WGs). 
Special focus was on communication resilience issues related 
to disaster-based failure scenarios including large-scale natural 
disasters, weather-based disruptions, technology-related disas-
ters and malicious human activities. The main objective was to 
summarize the results of the first stage of the Action (i.e., analy-
sis of state-of-the-art solutions) as well as to discuss the respec-
tive research issues to be solved in the near future including 
tasks to be completed in the framework of Short Term Scientific 
Missions (STSMs). 

The meeting of COST RECODIS was enriched by the invited 
talk by Prof. Biswanath Mukherjee (IEEE Fellow from University 
of California, Davis, US) on network resilience for massive failures 
and attacks.

The meeting of COST RECODIS was followed by the 8th edi-
tion of RNDM workshop co-organized on Sept. 13-15, 2016 
at Halmstad University, SE by Prof. Magnus Jonsson, SE, Prof. 
Jacek Rak, PL and Prof. Arun Somani (Iowa State University, US). 
RNDM 2016 followed the success of its seven former editions 
gathering over 40 leading researchers from both academia and 
industry.

After a detailed review process (each paper submitted to 

RNDM 2016 received at least four reviews), accepted papers 
were organized into the following technical sessions:
•Theory of network resilience
•Optical networks survivability
•Models and algorithms of resilient networks design
•Disaster resilience
•Methods of evaluation and improvement of network resilience
•Resilience of virtualized and cloud architectures
•Special session of COST CA15127-RECODIS

Apart from regular presentations, RNDM 2016 offered three 
invited talks, a panel discussion on disaster resilience–research 
challenges and perspectives, and two keynote talks, by Prof. 
Biswanath Mukherjee from the University of California, Davis, 
US entitled “Disaster resilience of telecom infrastructure,” and by 
Prof. Yan Zhang from University of Oslo, NO on “Reliable smart 
energy networks.”

The Best Paper Award was given to presenters of two papers: 
Sahel Sahhaf from Ghent University-iMinds, BE for the paper enti-
tled “Resilient availability and bandwidth-aware multipath provision-
ing for media transfer over the Internet,” and Francesco Musumeci 
from Politecnico di Milano, IT (related to the paper on “Virtual net-
work function placement for resilient service chain provisioning”).

A special issue of Networks, published by Wiley, is being pre-
pared for extended versions of selected RNDM 2016 papers. 

RNDM 2016 was organized in conjunction with the 4th Inter-
national Workshop on Understanding the Inter-play between 
Sustainability, Resilience and Rubustness in Networks (USRR 
2016), and the 11th International Workshop on Communication 
Technologies for Vehicles (Nets4Cars 2016 Fall). 

The next edition of RNDM will be in Alghero, Sardinia, Italy on 
September 4-6, 2017. More information can be found at http://
www.rndm.pl/2017/

RNDM 2016 Workshop and COST 
CA15127-RECODIS 2nd Meeting
Highlights from the Resilience Week in 
Halmstad, Sweden
By Magnus Jonsson, Sweden, Jacek Rak, Poland, Dimitri  
Papadimitriou, Belgium, and Arun Somani, USA
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Participants of the 2nd meeting of COST CA15127-RECODIS.

Participants of the RNDM 2016 Workshop.

Prof. Jacek Rak, RNDM 2016 General Chair, Sahel Sahhaf and Francesco Musumeci, recipients 
of RNDM 2016 Best Paper Awards, and Prof. Magnus Jonsson, RNDM 2016 Co-chair.
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Bregni: What is the most significant event organized by WICE 
in the last year?

Dobre: In December 2016, we organized the Third Women’s 
Workshop on Communications and Signal Processing in conjunction 
with GLOBECOM 2016 in Washington, DC, USA. It was a fabulous 
event, with well known speakers from industry and academia, such 
as Prof. Andrea Goldsmith (Stanford University), Monique Morrow 
(CISCO), Dr. Antonia Tulino (Nokia Bell Labs), Dr. Peying Zhu (Hua-
wei), and Dr. Grace Wang (National Science Foundation).

In addition to technical talks, there were discussions focusing 
on the role of women in the IEEE and IEEE ComSoc, as well as 
panel discussions to address questions regarding career develop-
ment in both industry and academia. The panel was led by Prof. 
Katie Wilson (Santa Clara U.), and the invited panelists were Dr. 
Sheila Hemami (Draper Labs and IEEE VP Publications), Prof. 
Muriel Medard (MIT), Prof. Elza Erkip (NYU), and Dr. Antonia 

wiCe/Continued from page 1 Tulino. The workshop attracted 54 attendees, from Australia, Can-
ada, China, France, Germany, Ireland, Italy, India, New Zealand, 
Spain, Switzerland, Sweden, Turkey, UK, and US.

Bregni: What other recent initiatives run by WICE can you 
briefly highlight?

Dobre: WICE presents three awards annually. In 2016, they 
were presented at the WICE workshop to Prof. Elza Erkip (Out-
standing Achievement Award), Prof. Shalinee Kishore (Outstand-
ing Service Award), and Prof. Urbashi Mitra (Mentorship Award).

In 2017, starting with WCNC, and continuing with ICC and 
GLOBECOM, we are organizing various panels led by WICE 
members. An example of such a panel is “How to encourage 
young women in Communications Engineering – best practices 
and experiences,” which was led by Profs. Ana Garcia Armada 
and Meryem Simsek at WCNC, and supported by Intel. 

ComSoc student members also participate in the organization 
of these events, being provided with travel grants. The WICE 
organizers serve as mentors for the students as well. 

In 2016, WICE also presented the first Child Care Grants to 
the IEEE GLOBECOM 2016 attendees, who were IEEE Com-
Soc members and brought small children to the conference or 
incurred extra expenses in leaving their children at home. We 
hope this program will continue at the IEEE ICC and GLOBECOM 
conferences, and extend to others, such as IEEE WCNC.

Bregni: Oh, be sure that the Child Care Grant program is 
among my priorities as VP-MGA. As you remember, we had to 
push strongly and spend a considerable effort to make it real, 
solving non-trivial practical and legal issues. I will do my best to 
make it a permanent program in ComSoc MGA also in the future.

This is the fourth and therefore last year of your two terms as 
WICE Chair. Is there any special remark you wish to make?

Dobre: As my two terms as WICE chair come to an end in 
2017, I would like to take this opportunity to express my gratitude 
and appreciation to the entire WICE Board, the organizers of 
the WICE Workshop, as well as to other colleagues and friends 
whom I worked with over the past four years. Without their con-
tributions and support, WICE would not be the amazing commit-
tee that is today. 

I would also like to thank you, Stefano, the ComSoc President, 
as well as the ComSoc staff for your steady support. My wish 
is that WICE will continue to thrive, and thus, contribute to the 
growth of our Society.

The foundation event for the inaugural Singapore International 
Cyber Week, GovernmentWare (GovWare), was held at the Sun-
tec Singapore Convention & Exhibition Centre, 10–12 October 
2016. The Prime Minister of Singapore, Lee Hsien Loong, was 
the Distinguished Guest-of-Honor. He gave an opening speech 
at GovWare and highlighted the theme for this year, “Building a 
secure and resilient digital future through partnership,” reflecting 
Singapore’s desire to strengthen the digital future through build-
ing robust local and international partnerships. This conference 
was organized by the Cyber Security Agency of Singapore (CSA), 
with a speaker faculty of over 100 Government officials. 

In collaboration with the IEEE Communications Society, the 
Director of IEEE Asia Business Development, Mr. Leo Hwa Chiang, 
organized two workshops at this premier conference. The first 
workshop, Cyber Forensics, was held on 11 October 2016. There 

were 15 attendees at this workshop, with an objective to inspire 
and boost interest in cyber security. Participants in this workshop 
had the opportunity to learn the fundamental principles of cyber 
forensics and explore the specialized software tools, techniques 
and processes employed to preserve and recover digital evidence. 

On 12 October 2016, Leo organized a Cyber Risk Manage-
ment Workshop. This workshop attracted 16 attendees. Partic-
ipants were enthusiastic in joining the discussion to share their 
organizations’ experience with cyber risk management, and also 
discuss the challenges they have encountered in improving and 
maintaining their cyber risk management capability.

Inauguration of the Singapore International 
Cyber Week: GovernmentWare (GovWare) 
2016
By Leo Hwa Chiang, Director of IEEE Asia Business Development, 
Singapore

Workshop organized by Leo Leo Hwa Chiang.
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M  A  Y

IEEE INFOCOM 2017 — IEEE Int’l. Con-
ference on Computer Communications, 
1–4 May
Atlanta, GA
http://infocom2017.ieee-infocom.org/

ICT 2017 — Int’l. Conference on Tele-
communications, 3–5 May
Limassol, Cyprus
http://ict-2017.org/

IFIP/IEEE IM 2017 — IFIP/IEEE Int’l. 
Symposium on Integrated Network Man-
agement, 8–12 May
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http://im2017.ieee-im.org/

IEEE EIT 2017 — IEEE Int’l. Conference 
on Electro Information Technology, 
14–17 May
Lincoln, NE
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ISNCC 2017 — Int’l. Symposium on Net-
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Marrakesh, Morocco
http://www.isncc-conf.org/

IEEE ICC 2017 — 2017 IEEE Int’l. Con-
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com.org/
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al-iot-summit-2017/

IEEE CTW 2017 — IEEE Communciation 
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Natatola Bay, Fiji
http://ctw2017.ieee-ctw.org/

IEEE LANMAN 2017 — IEEE Workshop 
on Local & Metropolitan Area Networks, 
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http://lanman2017.ieee-lanman.org/

IEEE SECON 2017 — IEEE Int’l. Confer-
ence on Sensing, Communication and 
Networking, 12–14 June
San Diego, CA
http://secon2017.ieee-secon.org/

EuCNC 2017 — European Conference 
on Networks and Communications, 
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shop on Computer Aided Modeling and 
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MAD17/
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ment and Analysis Conference, 21–23 
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http://tma.ifip.org/

NETGAMES 2017 — Annual Workshop 
on Network and Systems Support for 
Games, 22–23 June
Taipei, Taiwan
http://netgames2017.web.nitech.ac.jp/

CLEEN 2017 — Int’l. Workshop on Cloud 
Technologies and Energy Efficiency in 
Mobile Communication Networks, 22 
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Turin, Italy
http://www.flex5gware.eu/cleen2017

IEEE HPSR 2017 — IEEE Int’l. Confer-
ence on High Performance Switching 
and Routing, 27–30 June
Campinas, Brazil
http://hpsr2017.ieee-hpsr.org/
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IEEE ISCC 2017 — IEEE Symposium on 
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on Network Softwarization, 3–7 July
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http://sites.ieee.org/netsoft/

ICUFN 2017 — Int’l. Conference on 
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IEEE ICME 2017 — IEEE Int’l. Conference 
on Multimedia and Expo, 10–14 July
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SPLITECH 2017 — Int’l. Multidisciplinary 
Conference on Computer and Energy Sci-
ence, 12–14 July
Split, Croatia
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CITS 2017 — Int’l. Conference on Com-
puter, Information and Telecommunica-
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ICCCN 2017 — Int’l. Conference on 
Computer Communication and Net-
works, 31 July–3 Aug.
Vancouver, Canada
http://icccn.org/icccn17/
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ISWCS 2017 — Int’l. Symposium on 
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http://iswcs2017.org/
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Guest editorial

Due to advancements in communication and com-
puting technologies, smart cities have become the 
main innovation agenda of research organizations, 

technology vendors, and governments. To make a city smart, 
a strong communications infrastructure is required for con-
necting smart objects, people, and sensors. Smart cities rely 
on wireless and mobile technologies for providing services 
such as healthcare assistance, security, and safety, real-time 
traffic monitoring, and managing the environment, to name 
a few. Such applications have been a main driving force in 
the development of smart cities. Without the appropriate 
communication networks, it is really difficult for a city to facil-
itate its citizens in a sustainable, efficient, and safer manner/
environment. Considering the significance of mobile and 
wireless technologies for realizing the vision of smart cities, 
there is a need to conduct research to further investigate the 
standardization efforts and explore different issues/challeng-
es in wireless technologies, mobile computing, and smart 
environments. 

In this IEEE Communications Magazine Feature Topic (FT), 
we invited researchers from academia, industry, and govern-
ment to discuss challenging ideas, novel research contribu-
tions, demonstration results, and standardization efforts on 
enabling mobile and wireless technologies for smart cities. 
After a rigorous review process, 18 papers were selected to 
be published in this FT of IEEE Communications Magazine. 
Five of the 18 are published here in Part 3 of the FT.

To investigate and verify the data validity in an urban 
transportation system, the authors of “Exploring Data Validity 
in Transportation Systems for Smart Cities” used the records 
of vehicle location and transaction logs of smart cards. The 

authors proposed a mechanism to find time discrepancies by 
investigating the signal patterns of origin inference success 
rate. An investigation is made by using the results of data 
mining to find that a small amount of missing records causes 
severe bias on passenger flow data mining. 

A broad impact of various applications on operational 
flow of market is studied in “Smarter Markets for Smarter 
Life: Applications, Challenges, and Deployment Experiences.” 
The authors also identify challenges of embedded wireless 
systems that should be addressed when targeting market 
deployments. Further, the impact of daily market activities on 
wireless networks is also investigated. Based on the findings, 
a prototype IoT system has been designed to enable the real-
ization of a smart market environment. 

WiFi networks deployment and utilization in smart cities 
are key concerns. The authors of “WiFi Networks in Metrop-
olises: From Access Point and User Perspectives” try to 
answer the questions related to WiFi deployment in smart 
cities. Based on the study, four key observations are made: 
a) WiFi networks have dense deployment in urban areas; b) 
public and business WiFi networks are more concentrated; 3) 
the access pattern for a majority of the WiFi users is regular 
with either ultra short connections or quite long connections; 
and 4) WiFi users form a well structured network.

Transmission reliability is crucial in vehicular social net-
works for realizing the vision of smart cities. The authors in 
“Vehicular Social Networks: Enabling Smart Mobility” empha-
size the significance of reliable transmission in vehicular 
social networks of smart cities. The case of traffic anomaly 
detection for vehicular social networks is studied by trajecto-
ry data analysis. 

Enabling MobilE and WirElEss TEchnologiEs for sMarT ciTiEs: ParT 3

Ejaz Ahmed Muhammad Imran Mohsen Guizani Ammar Rayes Jaime Lloret

Guangjie Han Wael Guibene
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Energy efficiency is a key concern in smart cities. The 
authors in “Toward Eco-Friendly Smart Mobile Devices for 
Smart Cities” propose a solution that is based on the distrib-
uted shared time access algorithm. The algorithm ameliorates 
the energy efficiency of the mobile users in terms of bat-
tery life. It forms eco-friendly mobile networks for the future 
smart cities. The simulation results validate the solution and 
show the supremacy of the proposed solution compared to 
other access mechanisms. 

In a smart connected city, the backhaul wireless network 
is a key infrastructure to forward aggregated data from var-
ious sources such as sensors and machines. The authors in 
“Connecting a City by Wireless Backhaul: 3D Spatial Channel 
Characterization and Modeling Perspectives” have intro-
duced the concepts and methodology of spatial channel 
modeling and reviewed the recent state-of-the-art models 
developed by the standardization bodies. Moreover, char-
acteristics of the urban wireless backhaul channel are also 
revealed due to their merits in the design and deployment of 
wireless backhaul for a smart city.

The Guest Editors would like to thank all the involved peo-
ple, including the contributing authors for their high-quality sub-
missions, the anonymous reviewers for their timely and insightful 
comments, and the IEEE Communications Magazine staff for 
their continuous support. We believe that the presented contri-
butions in this FT will captivate and spark novel research direc-
tions for mobile and wireless technologies for smart cities.
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AbstrAct

Efficient urban transportation systems are wide-
ly accepted as essential infrastructure for smart 
cities, and they can highly increase a city’s vitality 
and convenience for residents. The three core 
pillars of smart cities can be considered to be 
data mining technology, IoT, and mobile wireless 
networks. Enormous data from IoT is stimulating 
our cities to become smarter than ever before. In 
transportation systems, data-driven management 
can dramatically enhance the operating efficien-
cy by providing a clear and insightful image of 
passengers’ transportation behavior. In this arti-
cle, we focus on the data validity problem in a 
cellular network based transportation data collec-
tion system from two aspects: internal time dis-
crepancy and data loss. First, the essence of time 
discrepancy was analyzed for both automated 
fare collection (AFC) and automated vehicular 
location (AVL) systems, and it was found that time 
discrepancies can be identified and rectified by 
analyzing passenger origin inference success rate 
using different time shift values and evolutionary 
algorithms. Second, the algorithmic framework 
to handle location data loss and time discrepancy 
was provided. Third, the spatial distribution char-
acteristics of location data loss events were ana-
lyzed, and we discovered that they have a strong 
and positive relationship with both high passenger 
volume and shadowing effects in urbanized areas, 
which can cause severe biases on passenger traf-
fic analysis. Our research has proposed some 
data-driven methodologies to increase data valid-
ity and provided some insights into the influence 
of IoT level data loss on public transportation sys-
tems for smart cities.

IntroductIon
The goal of a smart city is to provide inhabitants 
with a promising quality of life by using technolo-
gy to improve the efficiency of services and meet 
inhabitants’ demands [1]. A key symbol of a smart 
city is an efficient public transportation system 
with an intelligent management strategy. This is 
widely accepted as a powerful tool for environ-
ment-friendly urbanization and an essential part of 
citizens’ daily lives [2].

To plan and schedule an efficient urban trans-
portation system, there is a high reliance on the 
Internet of Things (IoT), mobile wireless networks, 

and data mining technologies [3, 4]. IoT uses real-
time systems and sensors to collect data from 
citizens and objects, while big data mining tech-
nologies use data analytics and fusion techniques 
to identify the travel patterns of residents and pro-
vide various levels of insightful images on citizens’ 
ridership. Both IoT and data mining can be used 
by transportation operators to enable intelligent 
decisions to be made, while traditional methods 
of achieving this would require huge volumes of 
manual surveys. Due to the high cost involved, 
these studies are typically based on data from a 
tiny sample of residents.

Currently, with advancements in communi-
cation and the ubiquity of wireless connectivity, 
transportation operators can collect transactional 
records and vehicular locations using cellular net-
works, and this data may also potentially incor-
porate the travel pattern of passengers. Recently, 
researchers have been focusing on using low-cost 
data mining techniques to derive bus riders’ com-
muting patterns from transportation operators’ 
automated fare collection (AFC) and automated 
vehicular location (AVL) systems. For example, 
transaction records can be correlated with vehicle 
location records using timestamps to identify an 
individual’s boarding or alighting point. However, 
although a huge amount of AFC and AVL records 
can be collected for analysis in real time, the 
accuracy of data mining conclusions still relies on 
the quality of data [5]. Two of the most common 
errors that reduce data quality are location record 
loss and time discrepancy. Time synchronization 
discrepancy occurs when internal clock sources 
within AVL and AFC devices are not consistent, 
while location record loss happens when vehicles’ 
location information are transmitted in cellular 
networks with low quality of service (QoS).

In this article, we use smart card transaction 
records and vehicle location records along with 
manual investigation results to explore and verify 
data validity in an urban transportation system. 
We evaluate the impact of location data loss and 
time discrepancies in extracting passengers’ origin 
information. We propose a method to identify 
time discrepancies by analyzing the output sig-
nal patterns of passenger origin inference suc-
cess rate using the continuous time shift values 
as input. We discovered that the location data 
loss events have a strong and positive relationship 
with shadow effects in urbanized areas where 

Exploring Data Validity in 
Transportation Systems for Smart Cities

Yongxin Liu, Xiaoxiong Weng, Jiafu Wan, Xuejun Yue, Houbing Song, and Athanasios V. Vasilakos
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high passenger volume exists. And we prove by 
using our data mining results that even a small 
amount of missing records can cause severe bias 
on passenger flow data mining.

The remainder of the article is organized as 
follows. After an overview of related works, we 
introduce our dataset and methodology for data 
analysis and time discrepancy identification. We 
show our algorithm performance along with the 
spatial distribution of boarding and data loss 
events. Finally, we summarize our work with a 
short discussion of our future plans.

rElAtEd Work
In this section, we review relevant works on trans-
portation data mining for intelligent decision mak-
ing in smart cities and also discuss recent efforts 
to increase data validity.

For transportation smart card data mining, 
Ma et al. [6] proposed a data-driven platform for 
online transportation performance monitoring. 
The origin and destination of individual transpor-
tation riders can be estimated by utilizing a series 
of data mining techniques, which are then incor-
porated into a geographic information system 
(GIS)-based platform to calculate transportation 
performance measurements. Kieu et al. [7] pro-
vided a methodology for passenger segmentation 
using smart card data to understand passengers’ 
behavior to provide passengers relevant informa-
tion and services. Wang et al. [8] used smart card 
transaction records of metro stations to analyze 
metro trip patterns at an aggregate level. Sui et 
al., in [9], applied a geo-visualization-based meth-
od to a large smart card database to understand 
spatial-temporal dynamics of a bus rapid trans-
portation (BRT) system and ridership variation 
according to calendar events.

Efforts have been made to increase data valid-
ity for various applications. Marcela et al. [10] 
provided a series of methods to enhance the 
robustness of transportation riders’ origin-desti-
nation estimation. Zhang et al. [11] provided a 
probabilistic-based methodology to increase the 
accuracy of boarding and alighting inference, and 
their methodology was verified by estimating the 
residents’ home and work locations. Ma et al. [12] 
provided a Bayesian-based method to derive bus 
riders’ boarding points from smart card transac-
tion records and travel time, and their method 
can reduce the requirement for vehicular location 
records.

In summary, smart card data mining can pro-
vide insights that can be used for mass transpor-
tation planning and to provide understanding of 
transportation behavior in urban areas, although 
data mining and other processes are required 
to decode useful information from raw datasets. 
However, two problems that reduce data validity 
still exist in practical applications and have not 
been thoroughly studied: internal time discrepan-
cy and location data loss. These problems are the 
motivation for our research.

MEthodology
In this section, we first introduce our dataset used 
this research, and then briefly provide an over-
view of the architecture of an urban transporta-
tion data collection system in China. We then 
describe the algorithm for time discrepancy error 

identification together with the location loss eval-
uation algorithm.

dAtAsEts

We collected both AFC and AVL data, which 
included 1506 transportation buses and 614,397 
smart card transaction records, for the target city 
(with a population of 1.6 million, 162 public bus 
routes) on June 2, 2015 from the local transpor-
tation agency. Each AFC transaction record con-
tains: Card ID, Transaction Time Stamp, Route 
ID, and Bus ID. The AFC system is designed for 
billing only, and therefore it does not store geo-
graphical location information. For AVL records, 
the corresponding fields are: Bus ID, Route ID, 
Station ID, and Time Stamp. On the same day, 
manual surveys were conducted on 10 randomly 
chosen buses. In these manual surveys, the exact 
moments when passengers boarded and left the 
bus were recorded. Additionally, we collected 
the public bus route table, geographical points 
of interest (POIs), and bus stop coordinates of 
the city using application programming interfaces 
(APIs) from Autonavi.com (http://lbs.amap.com/
api/javascript-api/summary/).

ArchItEcturE of thE urbAn trAnsportAtIon dAtA 
collEctIon systEM In chInA

A simplified architectural overview of a typical 
urban transportation data collection system in 
China is provided in Fig. 1. In this figure, we can 
separate the data collection events into two differ-
ent scenarios: buses in the range of a bus station, 
depicted by “station area” in Fig. 1 and buses out 
of range of a station, depicted by “road area” in 
Fig. 1. In the road area scenario, the onboard AVL 
system periodically transmits the bus’s location 
records (containing a timestamp and coordinates 
from a positioning system such as GPS) into the 
public cloud servers via a cellular network. In our 
target city, the location update period is 30 s. In 
the station area scenario, the onboard AVL sys-
tem keeps working while the AFC system handles 
the smart card ticketing events. In this scenario, 
transaction records (containing billing informa-
tion and individual timestamps) are transmitted 
back to the transportation companies’ private 
cloud servers and stored in non-volatile storage 
devices for immediate verification. Since the trans-
action records are verified, we assume that data 
loss does not exist in AFC transactional records. 
However, it may be possible to use the continu-
ous AVL trajectories to mine the event using the 
information that buses enter and allow boarding 
in the station area, which is known as stop event 
detection.

Apart from the system architecture, there are 
two drawbacks that should be highlighted within 
the data collection system. First, in Fig. 1, it can be 
noticed that there are two different clock sources 
employed by AVL and AFC equipment, depicted 
as the AVL time system in blue and the AFC time 
system in green. In the target city, these two sys-
tems are independent, and the AFC time source 
requires manual calibration. Therefore, time dis-
crepancies may occur due to the accumulation of 
daily errors. Second, data is transmitted using the 
cellular network, which may not be a good choice 
for data transmission with a high QoS demand 
[13], since AVL location records may encounter 
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packet loss during transmission. Conventional pas-
senger origin inference algorithms correlate trans-
action timestamps of smart card records with the 
timestamps of vehicular location records in order 
to assign a geographical tag to each transaction. 
Therefore, in summary, incorrect timestamps lead 
to incorrect judgments on the boarding events of 
passengers, while location loss results in the fail-
ure of the boarding inference.

tIME dIscrEpAncy IdEntIfIcAtIon

In this subsection, the effect of time discrepancies 
on passenger origin inference success rate is first 
evaluated, and then a theoretical analysis for our 
algorithm is provided. Finally, the procedure of 
our method is summarized.

Time Discrepancy Affect: We evaluate the 
influence of time discrepancies on the passenger 
origin inference success rate. A prior data pro-
cessing experiment using AFC and AVL records 
from several buses has been conducted, which 
contains two steps:
• Smart card transactional records from the 

original dataset are clustered with a maxi-
mum interval of 30 s; then the transaction 
record with the earliest timestamp is extract-
ed to form a new dataset, which is defined 
as a compressed dataset.

• Passenger origin inference of both the origi-

nal dataset and the compressed dataset are 
executed using different time calibration 
values () added to the AFC data tuples for 
multiple times. The calibration values range 
from 3600 s to +3600 s with an interval of 1 
s. The success rate (rmatch) was observed as 
shown in Fig. 2.
A typical result obtained using both the origi-

nal and the clustered AFC datasets is provided in 
Fig. 2. The actual time gap of the AFC and AVL 
system on this bus is –1800 s according to manu-
al investigation.

In Fig. 2, the first observation is that the peak 
value of the passenger origin inference success 
rate occurs at points A and B. The time calibration 
value at point A corresponds to the actual time 
discrepancy, while point B can be regarded as an 
interference point that might lead to bias identi-
fication of the time synchronization discrepancy. 
However, from the point of view of signal pro-
cessing, the waveform patterns of points A and B 
are different, and the waveform pattern at point 
A is denoted after this as Signal-A. The second 
observation is that the passenger origin inference 
results on both the original and the compressed 
datasets demonstrate that the clustering compres-
sion algorithm does not have a significant impact 
on the time discrepancy identification.

Intuitively, this prior test reveals that by using 
AFC and AVL datasets from each bus, it can be 
attempted to discover the time discrepancy using 
different adjustment values and observing the out-
put passenger origin inference success rate.

Time Discrepancy Identification Theoretical 
Analysis: To provide a theoretical foundation 
and illustrate this algorithm, several assumptions 
should be made:
1. The time interval between any two consecu-

tive bus stops (tstation) should be longer than 
the two time margins for the passenger ori-
gin inference (tmargin), for example, the time 
margin could be set at 60 s in most cases, 
and in China, the time interval between two 
consecutive bus stops is usually longer than 
three minutes [6].

2. When there is no significant loss of AVL 
records and the time discrepancy (|terr|) is 

Figure 1. Data flow of an urban transportation data collection system in China.
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Figure 2. The correlation success rate with different time shift values.
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less than the passenger origin inference time 
margin (tmargin), all ticketing records can be 
correlated, and the passenger origin infer-
ence rate (rmatch) therefore reaches its maxi-
mum (Rmax).

3. The time discrepancy between the AVL and 
AFC systems on each bus does not vary 
between each individual day.
These assumptions are easily satisfied in actu-

al urban transportation systems. Based on these 
assumptions, we can draw the following state-
ments:
• Based on assumption 2, we can summarize 

the pattern of Signal-A: The passenger origin 
inference success rate reaches its maximum; 
the duration of this peak value is longer than 
two time margins.

• According to the Nyquist sampling theorem, 
Signal-A can be sampled if we have a sam-
pling interval (tsample) shorter than the time 
margin.
Based on these assumptions and statements, 

we can further summarize the procedure of 
searching for an appropriate tcal as a mathematical 
optimization process where we want to maximize 
the passenger origin inference success rate while 
satisfying the pattern of Signal-A. To avoid a brute 
force search, two evolutionary algorithms (the 
genetic algorithm and the differential evolution 
algorithm) [14] were employed and discussed. 
In order to avoid being trapped (also known as 
convergence at a local optima) at interference 
points with a high correlation rate (e.g., point B in 
Fig. 2), our algorithm judges that if its virtual pop-
ulation is trapped at a local optimum, this local 
optimum should be eliminated by multiplying its 
corresponding correlation success rate by a scal-
ing factor (l < 1), which will renew the population 
with the unvisited time shift values.

The second statement can be helpful for com-
pressing the search space, for example, if we 
know that the time margin is 60 s, an original 
search space from –3600 s to 3600 s that con-
tains 7200 points (where each point represents 
1 s) can be resampled and compressed into a 
subset from –60 min to 60 min with 120 points 
(where each point represents 1 min).

Evolutionary Time Discrepancy Identification 
Algorithm: The subsection above can be summa-
rized to obtain a general procedure for the time 
discrepancy identification algorithm:
1. Generate a compressed AFC dataset by clus-

tering smart card transactional records with a 
maximum time interval of 30 s.

2. Choose six (or more) initial time shift values 
to be the first generation of the population.

3. Perform passenger origin inference and 
judge the signal pattern, return a time shift 
value if Signal-A is found.

4. Use the genetic algorithm or the differential 
evolution mechanism to generate a new 
population.

5. Go to 3 or return a failure if the maximum 
iteration count is reached.
The essence of this time discrepancy identi-

fication algorithm can be summarized by three 
aspects:
• Find the corresponding time shift value at 

Signal-A iteratively or to solve an optimiza-
tion problem iteratively.

• To reduce the computational density, data 
compression techniques, and search space 
resample techniques are employed.

• Evolutionary algorithms are employed to 
provide a faster and more directional search 
strategy.

locAtIon dAtA loss AnAlysIs

In this subsection, we use our method to mine 
location data loss events that result in failures of 
stop event detection regardless of time discrep-
ancies. The block diagram for our procedure is 
provided in Fig. 3.

Our process (Fig. 3) can be separated into 
two phases: bus stop event detection and loca-
tion data loss event detection. In the stop event 
detection, AVL trajectories for buses are ana-
lyzed by measuring the speed and location of 
each vehicle alongside the bus stop coordinates 
to judge whether a bus has stopped within a sta-
tion area. In location data loss event detection, 
our algorithm refers to the city’s bus route table, 
the transportation operators’ vehicle schedule 
table, and the historical stop events of each bus 
in order to determine missing bus stops that 
result from location data loss events. Addition-
ally, for each missing bus stop, the vehicle’s his-
torical bus stop events are used to estimate the 
timestamp for the missing bus stop, using similar 
methods to [12].

Finally, given the AFC and AVL datasets, the 
passenger origin inference algorithm including 
time discrepancy identification and location data 
loss analysis contains the following steps:
• Perform location loss analysis and comple-

ment the AVL dataset.
• Identify and rectify time discrepancies 

between each vehicle’s AVL and AFC 
records.

• Perform passenger origin inference on the 
rectified AFC and complemented AVL data-
set.

AlgorIthM EvAluAtIon And AnAlysIs
In this section, the performance of the time dis-
crepancy identification using both a genetic algo-
rithm and a differential evolution algorithm is first 
evaluated by computational complexities, average 
successful identification probabilities, and con-
vergence probabilities. The spatial distribution of 
location data loss with spatial correlation analysis 
are then provided, which leads to our final con-
clusion.

Figure 3. The location data loss analysis procedure.
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pErforMAncE EvAluAtIon of 
tIME dIscrEpAncy IdEntIfIcAtIon

In this subsection, we focus on the performance 
of time discrepancy identification based on the 
genetic algorithm and the differential evolution 
algorithm. For the genetic algorithm, we define 
the range of the mutation probability and the 
cross-over probability from 0.1 to 0.9 with a 
step of 0.1. The same range is applied to the 
cross-over probability and scaling factor in the 
differential evolution algorithm. For both algo-
rithms, the initial population was set to six with 
a maximum iteration of 1500; the same data-
set that was used to generate Fig. 2 was utilized 
for the performance evaluation. To attain reli-
able results, 1000 tests were performed for each 
combination of parameters; thus, over 81,000 
results were finally obtained, which can be sum-
marized as follows.

Average Computational Complexity and 
Success Rate: Two indicators, the average time 
discrepancy identification success rate and the 
average number of passenger origin inferences 
(most computational expensive), were selected to 
test the performance of our algorithm. This com-
parison was provided in Fig. 4.

As can be seen in Figs. 4c and 4d, the differ-
ential evolution algorithm requires fewer passen-
ger origin inferences than the genetic algorithm 
in most cases but with a lower success rate 
(Figs.4a and 4b). Referring to Fig. 4c, we can 
see that the optimal configuration for the genet-
ic algorithm has a mutation probability of 0.5 
and a cross-over probability of 0. 5 (the lowest 
center point). Referring to Fig. 4a, we can see 
that at this point, we have a high success rate 
(100 percent) with an acceptable computational 
cost (less than 60 times that of passenger origin 
inference).

Average Convergence Probability: The aver-
age convergence probability denotes the prob-
ability that the evolutionary algorithm will be 
trapped by inference points. In this research, the 
average convergence probability is defined as a 
count of the visited time shift points divided by 
the summation of the convergence points. A 
comparison of average convergence probabilities 
is provided in Figs. 4e and 4f.

A comparison of the average converge proba-
bilities has demonstrated that the differential evo-
lution algorithm has a higher risk of convergence 
than the genetic algorithm, which may cause a 
lower success rate for time discrepancy identifica-
tion. This phenomenon may result from the fact 
that the differential evolution algorithm employs a 
greedy strategy for reproduction.

Further Analysis: A generalized comparison of 
the performance of the two employed evolution-
ary algorithms, including all tested parameters, is 
provided in Table 1. The best case (least board-
ing correlation) for the genetic algorithm can be 
parameterized with both a cross-over probability 
and a mutation probability equal to 0.5, while a 
cross-over probability equal to 0.6 and a scaling 
factor equal to 0.9 represent the best case for the 
differential evolution algorithm.

From Table 1, we can learn that: 
• The genetic algorithm can be employed for 

practical applications.

• Further enhancement could be made to 
increase the success rate of the differential 
evolution algorithm.

• The computational cost can be dramatically 
reduced by introducing the differential evolu-
tionary algorithm, compared to a brute force 
search (in the worst case, this method may 
have to perform passenger origin inferences 
more than 100 times).
The genetic algorithm driven time discrepan-

cy identification algorithm was selected and test-
ed on the whole dataset of AFC and AVL from 
the target city. The results are quite promising, 
and with our method, time discrepancies of 1329 
(88.2  percent) public buses were detected. The 
time discrepancies were not identified for vehicles 
with a data pattern that does not satisfy assump-
tions 1 and 2 above.

spAtIAl dIstrIbutIon chArActErIstIc of 
locAtIon dAtA loss

In this subsection, we use geographical spatial visu-
alization and correlation analysis to provide some 
insights into the distribution and impacts of loca-
tion data loss. The spatial heat map of location data 
loss, passengers’ boarding events, and bus route 
density are shown in Figs. 5a, 5b, and 5c, respec-
tively. The spatial distributions of POIs, cellular base 
station, and public bus stops are depicted in Fig. 
5d, 5e, and 5f, respectively. In the map of the city, 
Area A is the downtown area of the target city, 
areas B and C are two satellite towns and area D is 
the main bridge connecting areas A and C.

According to the cities’ POI in Fig. 5d and cel-
lular base stations in Fig. 5e, we can identify the 
city’s urbanized areas by assessing the density of 
the sparks. Along with Figs. 5a and 5b, it is obvi-
ous that there is a higher possibility of location 
data loss in bustling areas and conjunctions of 
arterial roads, where the POI and cellular base 
station density is also high; therefore, the cause 
of such distribution of location data loss is not a 
result of a poorly distributed cellular base station.

The Pearson correlation coefficient between 
location data loss, passengers’ boarding events, 
and the city’s POI density was then calculated. 
The correlation coefficients showed that the spa-
tial distribution of the location record loss events 
are highly correlated to passengers’ boarding 
events (R = 0.8011), while location loss events 
have a positive but low correlation with the POI 
density (R = 0.4950). At the same time, the POI 
density was discovered to have a low but positive 
correlation with the residents’ boarding event (R 
= 0.4912). Apparently, in this city, the POI den-
sity map does not have a high contribution when 
analyzing the AVL system’s location loss, but the 
smart card transaction heat map can be utilized 
instead to predict the location record loss events. 
A possible explanation for this location record 
loss distribution is that in this city, the public trans-
portation operator uses the general packet radio 
service (GPRS) to transmit the AVL records to a 
remote server, and both GPS malfunctions and 
GPRS packet loss can result in location data loss. 
In the downtown area where shadowing effect 
can be strong, both GPRS packet loss and GPS 
malfunction are possible, while in suburban areas 
with sparsely distributed cellular base stations, 
GPRS packet loss becomes the cause.

The average con-

vergence probability 

denotes the probability 

that the evolutionary 

algorithm will be 

trapped by inference 

points. In this research, 

the average conver-

gence probability is 

defined as a count of 

the visited time shift 

points divided by the 

summation of the con-

vergence points.



IEEE Communications Magazine • May 2017 31

Figure 4. Performance evaluation of the genetic algorithm and the differential evolution algorithm: a) average time discrepancy iden-
tification success rate of the genetic algorithm; b) average time discrepancy identification success rate of the differential evolution 
algorithm; c) average passenger origin inferences of the genetic algorithm; d) average inferences of the differential evolution algo-
rithm; e) average convergence probability of the genetic algorithm; f) average convergence probability of the differential evolution 
algorithm.
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It should be noted that in this research, the 
amount of missing location data was not sig-
nificant (less than 30,000 per day) compared 
to the whole city’s AVL dataset (more than 
600,000 records per day), the missing location 
records resulted in more than 110,000 (19.67 
percent) failures of passenger origin inference 
in AFC records. Therefore, we believe that the 

occurrences of location data loss in bustling areas 
have severe side effects on passenger traffic pat-
tern mining. On the other hand, IoT devices and 
mobile communication subsystems in urban pub-
lic transportation systems need further enhance-
ments to support the ongoing demands of 
intelligent public transportation systems in smart 
cities [15].

conclusIons
In this study, we have leveraged the huge 
amount of smart card transactional records 
and vehicle location records along with man-
ual investigation results to explore and verify 
data validity in an urban transportation system. 
In this context, we have provided an algorith-
mic framework to increase the data validity 

Table 1. Generalized comparison of genetic algorithm and differential algorithm.

Algorithm
Average (best) 
success ratio

Average (best)  
convergence ratio

Average (best) times of 
passenger origin inferences

GA 99.99 % (100 %) 0.98 % (0.01 %) 64.44 (61.66)

DE 80.76 % (91.2 %) 1.68 % (0.76 %) 34.42 (32.36)

Figure 5. The location loss event heat map compared to other source of maps: a) heat map of the location 
loss event; b) heat map of the passengers’ boarding event; c) heat map of the city’s transportation 
network; d) the spatial distribution of POI; e) the spatial distribution of the cellular base station; f) the 
spatial distribution of public bus stops.
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using pattern recognition and statistics infer-
ence. Moreover, we have thoroughly discussed 
the spatial distribution of location data loss as 
well as its impact on passenger flow analysis, 
which put forward the requirement for better 
IoT infrastructure.

AcknoWlEdgMEnt

Jiafu Wan is the corresponding author. This 
research is sponsored by the 2015 Science and 
Technology Project of the Guangdong Provincial 
Department of Transportation (no. 2015-02-076), 
the Fundamental Research Funds for the Central 
Universities (no. 2015ZZ079), the Natural Sci-
ence Foundation of Guangdong Province, China 
(Nos. 2016A030313734, 2016A030313735), and 
the SCUT Grid high performance computation 
platform.

rEfErEncEs
[1] I. Vilajosana et al., “Bootstrapping Smart Cities through a 

Self-Sustainable Model Based on Big Data Flows,” IEEE Com-
mun. Mag., vol. 51, no. 6, June 2013, pp. 128–34.

[2] K. Farkas et al., “Crowdsending Based Public Transport Infor-
mation Service in Smart Cities,” IEEE Commun. Mag., vol. 53, 
no. 8, Aug. 2015, pp. 158–65.

[3] J. Wan et al., “Context-Aware Vehicular Cyber-Physical Sys-
tems with Cloud Support: Architecture, Challenges and 
Solutions, “ IEEE Commun. Mag., vol. 52, no. 8, Aug. 2014, 
pp. 106–13.

[4] M. Imran et al., “A Novel Wireless Sensor and Actor Net-
work Framework for Autonomous Monitoring and Mainte-
nance of Lifeline Infrastructures,” IEEE ICC, June 2012, pp. 
6484–88.

[5] F. Chen et al., “Data Mining for the Internet of Things: Liter-
ature Review and Challenges, “ Int’l. J. Distrib. Sens. N., vol. 
2015, no. 8, Aug. 2015, Article ID 431047.

[6] X. Ma and Y. Wang, “Development of a Data-Driven Plat-
form for Transit Performance Measures Using Smart Card 
and GPS Data,” J. Transp. Eng., vol. 140, no. 12, Dec. 2014, 
pp. 04014063-1–12.

[7] L. M. Kieu, A. Bhaskar, and E. Chung, “Passenger Segmenta-
tion Using Smart Card Data,” IEEE Trans. Intell. Transp., vol. 
16, no. 3, June 2015, pp. 1537–48.

[8] W. L. Wang, S. M. Lo, and S. B. Liu, “Aggregated Metro Trip 
Patterns in Urban Areas of Hong Kong: Evidence from Auto-
matic Fare Collection Records,” J. Urban Plann. Dev., vol. 
141, no. 3, Sept. 2015, pp. 0514018-1–10.

[9] T. Sui, C. Jonathan, and I. Mateo-Babiano, “Exploring Bus 
Rapid Transit Passenger Travel Behaviour Using Big Data,” 
Appl. Geogr., vol. 93, Sept. 2014, pp. 90–104.

[10] M. Marcela, D. Flavio and N. Claudio, “Validating Travel 
Behavior Estimated from Smartcard Data,” Transport Res. 
C-Emer., vol. 44, July 2014, pp. 70–79.

[11] F. Zhang, N. J. Yuan, and Y. Wang, “Reconstructing Individ-
ual Mobility from Smart Card Transactions: A Collaborative 
Space Alignment Approach,” Knowl. Info. Syst., vol. 44, no. 
2, Aug. 2015, pp. 299–323.

[12] X. Ma, Y. Wang, and F. Chen, “Transit Smart Card Data 
Mining for Passenger Origin Information Extraction,” J. Zhe-
jiang Univ-Sci. C., vol. 13, no. 10, Oct. 2012, pp. 750–60.

[13] M. Guizani et al., “Large-Scale Cognitive Cellular Systems: 
Resource Management Overview,” IEEE Commun. Mag., vol. 
53, no. 5, May 2015, pp. 44–51.

[14] X. Ning, M. Daniel, and O. M. Leon, “A Walk into Meta-
heuristics for Engineering Optimization: Principles, Methods 
and Recent Trends,” Int’l. J. Comp. Int. Sys., vol. 8, no. 4, July 
2015, pp. 606–36.

[15] G. Han et al., “Mobility Support for Next-Generation Wire-
less Sensor Networks,” Int’l. J. Distrib Sens N., vol. 2016, 
Article ID 2462754.

bIogrAphIEs
Yongxin Liu (pcwhy@163.com) received his B.S. and M.S. from 
South China Agricultural University (SCAU) in 2011 and 2014, 
respectively, and he is currently a Ph.D. candidate in the School 
of Civil Engineering and Transportation, South China University 
of Technology (SCUT). He has authored and co-authored more 
than 10 peer-reviewed papers in academic journals and confer-
ences. His major research interests include data mining, wireless 
network, the Internet of Things, and unmanned aerial vehicles.

xiaoxiong Weng (ctxxweng@scut.edu.cn) is a professor in the 
School of Civil Engineering and Transportation, SCUT. She has 
authored/ co-authored more than 20 peer-reviewed papers. 
Her research interests include intelligent transportation systems, 
dynamic modeling of urban traffic flow, data mining on transit 
systems, traffic signal control systems, and transit commuter 
behavior analysis.

Jiafu Wan [M] (jiafuwan_76@163.com) is a professor in the 
School of Mechanical and Automotive Engineering, SCUT. Thus 
far, he has authored/co-authored more than 70 journal papers 
(with 60+ indexed by ISI SCIE) and 30 international conference 
papers. His research interests include cyber-physical systems, 
Industry 4.0, smart factory, industrial big data, industrial robots, 
and the Internet of Vehicles. He is a member of ACM.

xueJun Yue (yuexuejun@scau.edu.cn) is a professor at SCAU, 
where she has been working on precision agriculture technol-
ogy, wireless sensor networks, and UAV engineering. She has 
been teaching in areas including advanced information per-
ception, WSN, cloud computing, and UAV engineering. Her 
research includes crowdsourcing information perception, wire-
less communication, and UAV application systems.

Houbing Song (h.song@ieee.org) received his Ph.D. degree in 
electrical engineering from the University of Virginia in 2012. 
His research interests are focused on optical communications, 
wireless communications and networking, vehicular networking, 
smart grid communications, and cyber-physical systems. He 
worked with Shandong Academy of Sciences as an assistant 
research scientist from 2004 and 2005 and with Texas Transpor-
tation Institute (TTI), Texas A&M University as an engineering 
research associate in 2007.

atHanaSioS V. VaSiLakoS (vasilako@ath.forthnet.gr) is currently 
a professor at Luleå University of Technology, Sweden. He has 
authored or coauthored over 200 technical papers in major 
international journals and conferences. He is author/coauthor 
of five books and 20 book chapters in the areas of communi-
cations. He has served as General Chair and Technical Program 
Committee Chair for many international conferences. He has 
served or is serving as an Editor for many technical journals and 
is General Chair of the Council of Computing of the European 
Alliances for Innovation.

We believe that the 

occurrences of location 

data loss in bustling 

areas have severe side 

effects on passenger 

traffic pattern mining. 

On the other hand, IoT 

devices and mobile 

communication sub-sys-

tems in urban public 

transportation systems, 

needs further enhance-

ments to support the 

ongoing demands of 

intelligent public trans-

portation systems in 

smart cities.

mailto:pcwhy@163.com
mailto:ctxxweng@scut.edu.cn
mailto:jiafuwan_76@163.com
mailto:yuexuejun@scau.edu.cn
mailto:h.song@ieee.org
mailto:vasilako@ath.forthnet.gr


IEEE Communications Magazine • May 201734 0163-6804/17/$25.00 © 2017 IEEE

AbstrAct

While a number of studies reveal the perfor-
mance and effectiveness of applying wireless 
systems to various smart city applications, surpris-
ingly, a market environment, in which we rely on 
a daily or weekly basis for purchasing essential 
goods, is still understudied. A wireless system in 
a market, along with rapidly growing IoT tech-
nology, can enable interesting applications such 
as automated electronic price tag updates, shop-
ping-cart-based advertisements and information 
display, and automated inventory/stock manage-
ment. These applications can first benefit mar-
ket staff by automating routine tasks or opening 
possibilities for additional profits. Not only that: 
for everyday customers, these applications pro-
vide more reliable services by eliminating many 
man-made errors and offer additional services that 
can be enabled by newly gained connectivities. In 
this work, we introduce application requirements 
and technical challenges for such smart market 
applications and pilot deployment experiences 
in an urban large-scale market. Our pilot deploy-
ment experiences of wireless systems in markets 
provide quantified knowledge on the impact of 
various in-market activities on the wireless link 
performance and led us to design MarketNet, a 
wireless networking architecture suitable for IoT-
based smart market systems. We see this work 
as a first step in bringing the attention of many 
researchers to a new application area, where 
wireless systems have the potential to benefit the 
quality of life of many smart city residents.

IntroductIon
Markets, by definition, are places where people 
gather to purchase and sell goods that are essen-
tial to their everyday lives. As consumers we visit 
markets on a weekly (if not daily) basis. Histori-
cally, well-operated marketplaces have catalyzed 
population growth and formed the basis of a city. 
Therefore, a critical but until now less explored 
application for realizing smart cities is designing 
a smarter market environment. It is true that the 
introduction of novel technologies such as bar-
codes, computers, RFID, and smartphones have 
dramatically changed the operational flow and 
shopping cycle in markets [1]. Nevertheless, with 
recent enhancements in low-power embedded 
computing technologies coupled with the explo-
sion of interest in the Internet of Things (IoT), we 

see another chance to revolutionize today’s mar-
ket environments by connecting various in-store 
items to the Internet.

This article presents an overview of how dif-
ferent applications change a market’s operation-
al flow, ease internal management, and benefit 
shopping experiences for customers. Using recent 
surveys,1 we identify unique application challeng-
es that an embedded wireless system would face 
and should overcome when targeting market 
deployments. Furthermore, using empirical field 
studies performed in an urban market environ-
ment, we provide answers to how daily market 
activities impact the wireless link and network per-
formance. With the findings from these studies, 
we design a prototype system to realize a smart 
market environment, MarketNet, and validate its 
usefulness with pilot studies in a real market. Final-
ly, we leverage our experiences from this pilot 
study to outline remaining issues and discuss the 
steps necessary to bring smarter markets to real-
ity.

WIreless systems for smArter mArkets
The development of low-power and low-cost 
computing and communication technologies has 
introduced a number of smart anything appli-
cations over the last decade. These research 
efforts are now being commercialized with the 
IoT hype to make traditionally manual environ-
ments smarter than ever before. The successes in 
various application domains stimulate the need 
to design smarter market environments that are 
tightly coupled with our everyday lives. The subse-
quent sections outline a few potential applications 
of smart markets and identify novel challenges 
based on a series of interviews with urban market 
managers. Specifically, in this work we use the 
term smart market for market environments that 
enable IoT connectivity for supporting applica-
tions such as the following. With the infrastructure 
for such applications, we envision that personal 
devices such as smartphones and tablets can be 
an effective interface for interacting with custom-
ers (e.g., combination of online and in-store shop-
ping experiences) and staff members (e.g., less 
operational burden).

smArt mArket ApplIcAtIons
Labor-Free Price Tag Reconfiguration: The 

market managers with whom we worked report-
ed that item prices should change dynamically 
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1 We used three sets of 
interviews (i.e., EY, Accen-
ture, and a local Korean 
interview). EY’s interview 
was undertaken with 69 
retailers and suppliers across 
11 countries over the peri-
od December 2014 – July 
2015. Accenture’s one was 
conducted with 162 compa-
nies and 10,096 consumers 
across more than 10 coun-
tries in November 2015. To 
double check this, we con-
ducted a local interview with 
several market managers in 
Korea.
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according to many external factors such as cus-
tomers’ purchase patterns, inventory, competing 
markets’ responses, and goods freshness [2]. In 
addition to this, the status of each customer, such 
as member status, or discount information can 
further complicate the pricing policy. Moreover, 
price tags present other details of products. such 
as the origin, precaution information, and detailed 
usage instructions. However, in most markets, a 
large number of these price tags are still manu-
ally managed, incurring labor and printing costs, 
man-made errors, and delayed updates. With 
recent development of low-power displays (e.g., 
e-ink) and wireless networking technologies, auto-
matically reconfiguring price tags is becoming a 
feasible option. Such application systems allow 
markets to not only reduce labor and printing 
costs for price tag updates, but also update prices 
more dynamically with reduced human error to 
better meet customer needs.

Automated Inventory and Stock Manage-
ment: Currently, the process of checking the rack 
status and maintaining the inventory is mostly per-
formed manually, with staff members hovering 
over the entire market to identify missing items.

As a result, 27 percent of consumers reported 
that solving the out-of-stock problem is the most 
critical factor to improve their in-store shopping 
experiences. With energy-efficient sensing tech-
niques (e.g., infrared and/or weight sensors) com-
bined with low-power wireless networks, we can 
design a system where the status of each rack 
is reported in real time, and the data or pattern 
of purchases can be autonomously analyzed for 
predictive ordering.

Shopping-Cart-Based Applications: Shop-
ping carts in markets are one of the most widely 
accessed “human interaction interfaces” but are 
still underutilized. Some shopping carts have small 
plastic holders for simple advertisements, but since 
they cannot be updated in real time, a majority of 
these advertisements focus on prevalent topics 
such as benefits of enrolling in the market’s mem-
bership program. Low-power screen technologies 
and minimal power consuming radios combined 
with energy harvesting modules on cart wheels 
open interesting applications. For example, given 
that only 7 percent of retailers enable real-time 
promotions to customers through their smart-
phones, these shopping carts can be good media 
to inform customers of deals in which they may 
be interested. Furthermore, cart location tracking 
and virtual fencing can ensure that carts are not 
taken off market premises.

Customer Pattern Analysis: An important 
piece of information that market managers can 
benefit from is the purchase and movement pat-
terns of customers, which allows the managers to 
plan their product layouts over the ideal shopping 
route. To obtain this information without cameras, 
which incur a security threat, we may consider a 
wireless network (especially a low-power network) 
given that its positive side-effect is in variations of 
signal strength with the population intensity in a 
target region. In such applications, the locations 
of individual customers are not needed. Rather, 
the trend of movement, say to answer questions 
such as “When do customers tend to move more 
toward items near the refrigerators?” can provide 
hints on how the items can be displayed.

chAllenges for desIgnIng smArt mArket systems
While low-power wireless sensing systems have 
the potential to enable a number of exciting appli-
cations, the current state-of-the-art technology still 
faces a number of technical challenges, especial-
ly at the system design level, when we start to 
design practically meaningful systems for market 
environments. We illustrate a few of these major 
challenges below.

Low-Power Operations and Minimal Costs: 
System designers should consider the fact that 
nodes will be deployed in large quantities, which 
incurs the need for low device and operational 
costs. From the perspective of system design-
ers, such constraints raise many difficulties. First, 
the software should be lightweight and carefully 
engineered. Second, given that low-cost hard-
ware modules themselves are prone to hardware 
faults, applications requiring high reliability (e.g., 
price tag updates) should consider fault toler-
ance as an additional factor. Third, since wire-
less modules need to operate within “cost-free” 
frequency band, there should be considerations 
for external radio interferences depending on 
operating frequency (e.g., 2.4 GHz) and deploy-
ment area.

Finally, battery operated nodes (tagged to 
items, carts, or shelves) may face significant chal-
lenges in maintaining a practical long enough 
lifetime. The selection of hardware components 
becomes critically important, and low-power 
operation schemes such as radio duty-cycling are 
a must.

Diversified Traffic Patterns: From a wireless 
traffic perspective, market applications can intro-
duce complicated network traffic, unlike “collec-
tion-oriented” patterns for most wireless sensing 
systems. For example, price tag updating and 
real-time advertising applications generate a large 
amount of downward (from the server to individ-
ual nodes) traffic, rack status updates generate 
upward (from individual nodes to the server) traf-
fic, and applications such as cart tracking require 
active bidirectional packet exchange. Compared 
to the simplified world of collection-oriented data 
traffic patterns, such diversity in wireless traffic 
brings dramatic changes in system design. Most 
importantly, the wireless networking protocols 
used with the applications of today may not be 
suitable for these environments. Furthermore, traf-
fic diversity also impacts node lifetime given that 
complex node wake-up patterns are possible in a 
full multihop network.

Data Reliability over Mass-Scale and Real-
Time Data Delivery: Applications in markets are 
very sensitive to reliability since the performance 
of the wireless system directly affects the market 
profit and complaint ratio. In fact, data delivery 
reliability is the highest system-level priority in a 
list of requirements provided by market manag-
ers. Therefore, it is important that our systems 
show high reliability with low latency for a large 
number of nodes. This is especially true for appli-
cations such as remote price updating and rack 
status updates.

Usability and Manageability: Finally, once 
our system is deployed, the system should pro-
vide a user interface (UI) for market managers or 
employees to effectively utilize without the help 
of system developers. This requirement suggests 
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building an easily controllable network for typical 
IT personnel within the market, and also asks for a 
further study from a human-computer interaction 
perspective. For designing an IT-personnel-friend-
ly system, we believe that IPv6 protocols for 
low-power and lossy networks (LLNs) help staff 
by allowing them to utilize IP-level management 
services. This IP connectivity can also be used to 
support IP-level security protocols such as IPSec 
to the market system.

WIreless envIronments In mArkets
In order to deploy wireless IoT systems for mar-
kets, we found the need to better understand 
wireless channel characteristics in such environ-
ments. While the wireless research community 
has revealed the link characteristics of various 
environments [3–5], market environments are 
still unknown. Nevertheless, like many smart 
city applications, a market environment holds 
characteristics such as active human mobili-
ty, unique environment-specific activities, and 
various factors for RF interference. To quantify 
their impacts, we present a set of results collect-
ed from a study performed at an urban market 
located in Seongnam, South Korea. Specifical-
ly, this market holds more than 10,000 types of 
items and is visited by more than 5000 custom-
ers every day.

Within this market, we start our studies by 
deploying four nodes in the most crowded area 
(i.e., near the checkout counter). To maintain 
a low-power profile of the nodes, we use IEEE 
802.15.4 radios (CC2420, data rate of 250 kb/s) 
for the nodes. One of the four nodes, shown 
as the star in Fig. 1, was set as a periodic data 
sending unit with a payload size of 72 bytes, an 
inter-packet interval (IPI) of 50 ms, and transmis-
sion power of 0 dBm. We perform our studies 
on the IEEE 802.15.4 channel 26 (free from WiFi 
in the United States, but not in Korea).2 We use 
TinyOS as an embedded software for our exper-
iments. With this setup, we measured link char-
acteristics of the market for 10 hours (12:00 to 

22:00) of a weekday. The goal of this preliminary 
study is to understand how low-power wireless 
signals would perform, or be distracted, within a 
busy market environment.

Among various results that reveal wireless 
channel characteristics of our target market, 
Fig. 2 shows the results of per-minute packet 
reception ratio (PRR) and per-minute average 
received signal strength indicator (RSSI) for the 
three links that we tested (i.e., one link for each 
transmitter-receiver pair). From these results, we 
obtained some very interesting observations. 
First, while analyzing the data, we noticed that 
the RSSI performance of all three links dropped 
very sharply at ∼14:30. Following this event, we 
noticed that the PRR dropped for links 2 and 
3. This was an unexpected observation, and we 
were surprised to see similar phenomena occur-
ring on a daily basis throughout our experiments. 
This question led us to observe activities taking 
place near our deployments throughout the 
day, which eventually revealed that a shelf-filling 
activity took place on a daily basis at the location 
where the transmitter was located. This activi-
ty introduced an additional layer of obstacles 
on the wireless links, causing links with longer 
lengths (e.g., links 2 and 3) to quickly suffer from 
PRR degradation. We also noticed that in our 
market of interest, the shelves were not filled 
entirely in a single round. Rather, the employees 
took multiple rounds in filling up the shelves. As 
a result, we can see the RSSI for link 1 degrading 
in steps, eventually leading to PRR loss. These 
observations from our pilot studies suggest that 
market environments introduce a new level of 
unexpected performance where the quality of 
wireless links can be affected heavily by routine 
market-specific activities.

In addition to the impact of typical market 
activities, the daily interaction of customers with 
shelves (i.e., strolling around the shelves and pick-
ing products up) may introduce high and frequent 
fluctuations in the channel between the transmit-
ter and the receiver. To make a more detailed 

Figure 1. Link testing topology in a crowded urban market. We deployed a transmitter and three receivers 
in the most crowded area of the market for link quality testing.
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observation and quantify this, we manually count-
ed the number of active customers within the 
market and also measured the conditional prob-
ability density function (CPDF) [6] of the links 
corresponding to the same time of day. CPDF 
corresponds to the probability of a packet being 
successfully received after n consecutive failures 
or successes. Negative numbers represent con-
secutive successes, while positive numbers repre-
sent consecutive failures. For example, CPDF(20)/
CPDF(–20) is the probability of a successful deliv-
ery after 20 consecutive failures/successes on the 
link. Therefore, the CPDF is a good measure of 
link burstiness (the channel coherence time, when 
combined with IPI).

In Fig. 3 we plot per-hour CPDF for link 2 and 
the per-hour number of customers from 16:00 
to 22:00. First notice that the CPDF values are 
very small when n > 0 and large when n < 0. This 
non-uniformity of the CPDF plots shows that links 
in the market environments are heavily bursty. 
Furthermore, we can observe that the length of 
the CPDF’s left tail varies over time. Given that 
the left tail length represents the maximum num-
ber of consecutive successes, a long left tail 
length implies that the wireless link shows bursty 
performance. Here, we notice that the number of 
customers, which sharply decreases from 20:00, 
shows an inverse correlation with the link’s burst-
iness.

Finally, we also report that links which were 
closely located to the booths where finger food 
was offered for free tasting experienced a high 
level of fluctuation due to the frequent use of the 
microwave oven. The impact of microwave ovens 
on 2.4 GHz radios is well known, but can be a 
practical issue for market deployments.

mArketnet: A WIreless system for 
smArt mArkets
mArketnet desIgn

There have been a number of studies that apply 
wireless technologies for smart market systems, 
and the industry shows interest in these systems 
(e.g., M2Communication, Pricer, and LG Innotek). 
To this end, various wireless technologies have 
been investigated, from low-power/cost radio 
such as IEEE 802.15.4 and RFID to infrared/visi-
ble light [7–9]. From the perspective of network 
architecture, all employed systems for smart mar-
kets allow each low-power node (e.g., electronic 
price tag) to communicate with a gateway via a 
single hop. This single-hop architecture is simple, 
but requires many gateways to provide wireless 
connectivity for all nodes deployed in a large 
urban marketplace under highly fluctuating and 
bursty wireless links. This incurs device cost, instal-
lation, and management issues in practice.

Low-power multihop network architectures 
could be an alternative due to the reduced 
number of gateways. However, the link char-
acteristics in a market environment, along with 
the requirement and technical challenges intro-
duced earlier, suggest that the traditional form 
of a data-collection-oriented multihop network of 
low-power nodes may not be suitable for market 
applications. Specifically, the increased interest 
in network traffic diversification provides us with 
a reason to abandon the concept of optimizing 
the routing “tree” toward a single direction and 
consider routing efficiency in both directions. Fur-
thermore, active link quality variations in a market 
environment introduce the need for a very robust 
networking architecture tolerant against a large 

Figure 2. Packet reception ratio (PRR) and received signal strength indicator (RSSI) of links 1, 2, and 3 for 10 hours. The results reveal 
that a crowded urban marketplace has very dynamic wireless links which fluctuate in both short- and long-term manners.
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amount of link quality fluctuation. Our prelimi-
nary experimental results with collection-oriented 
protocols such as RPL (IPv6 routing protocol for 
low power and lossy network) [10, 11] in a mar-
ket environment show that these protocols are 
unable to adjust link selections robustly enough 
to provide bidirectional reliability (especially for 
downward packet delivery) [12]. LOADng [13], 
another recent Internet Engineering Task Force 
(IETF) standard routing protocol that is not col-
lection-oriented but ad hoc, even underperforms 
RPL in terms of latency, memory overhead, and 
control packet overhead [14].

After analyzing the benefits and disadvantages 
of traditional single- and multihop network architec-
tures, an aspect that we found inefficient was the 
homogeneous network transmission powers for all 
nodes. It is true that, for many low-power network 
deployments, transmission power homogeneity 
is considered to be natural and the most efficient 
way to operate a network. However, under diverse 
traffic patterns and the fact that market deploy-
ments are sure to have always-powered nodes 
like a network gateway, we consider an option of 
utilizing a heterogeneous network architecture. 
Specifically, we imagine a network where the gate-
way node holds a radio with higher transmission 
power (using a signal amplifier) compared to other 
low-power nodes. This option potentially simplifies 
network management by reducing the number of 
transmission hops (or the number of gateways) in 
downward traffic-oriented applications.

The aforementioned issues identified for mar-
ket deployments encourage us to rethink a novel 
wireless networking architecture suitable for mar-

ket environments, which takes potential applica-
tion traffic patterns, unique link characteristics, 
and practical system-deployment-related factors 
into consideration. MarketNet is our solution to 
designing more efficient low-power wireless sys-
tems for market environments. Specifically, Mar-
ketNet utilizes asymmetric transmission power 
between nodes, where the gateway sends packets 
at a much higher transmission power to reach 
nodes via a single hop, while individual low-pow-
er nodes use a multihop architecture to deliver 
packets to the gateway. The single-hop downward 
transmission eliminates the need to use unreli-
able downward routing in fluctuating link environ-
ments requiring memory and control overhead. 
Lastly, MarketNet combines this network archi-
tecture with the IEEE 802.15.4 link layer since it 
provides IPv6 6LoWPAN connectivity [10] and 
RPL [11], improving usability and manageability.

We illustrate the core operational functional-
ities of MarketNet using Fig. 4. MarketNet utilizes 
the gateway’s high transmission power capability. 
First, given that the gateway transmits its control 
signal to all nodes in a single hop, we achieve 
global time synchronization and allow nodes to 
share a single superframe architecture. In Mar-
ketNet, a superframe period consists of a bea-
con period, a downlink period, an uplink period, 
and an inactive period.3 Specifically, the gateway 
broadcasts beacons in the beacon period and 
transmits downward traffic (e.g., price tag update 
information and shopping cart advertisements) 
within the downlink period. Each node wakes 
up (e.g., activates its radio after being in inactive 
mode to conserve energy) at the start of a beacon 

Figure 3. Per-hour conditional probability density function (CPDF) of link 2 and per-hour number of customers for six hours (from 4 
p.m. to 10 p.m.). 
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period to receive a beacon, transmits upward traf-
fic (e.g., rack status information or cart locations) 
in the uplink period, and turns off its radio once 
again in the inactive period for energy-efficient 
operations. This separation of low-power node 
transmissions from the gateway’s transmissions 
(e.g., separation of uplink and downlink) ensures 
that high-power transmissions from the gateway 
do not interfere with transmissions from low-pow-
er nodes. Note that for the multihop upward traf-
fic delivery, existing data collection protocols such 
as RPL [11] can be used to provide reliable pack-
et delivery as well as IPv6-based addressing for 
simplifying the network management operations.

Nevertheless, the asymmetric transmission 
power-based network architecture holds some 
fundamental issues in operation. One of the 
main issues is that the asymmetry in transmission 
power restricts acknowledgment frames from 
low-power nodes from reaching the gateway 
node in a single hop. Even if the gateway uses a 
high transmission power to send packets to make 
single-hop transmissions, the acknowledgment 
frames should be transmitted over a multihop 
path, resulting in additional transmission over-
head. To alleviate this issue, we allow neighbor 
nodes of a low-power destination node to over-
hear both downward packets from the gateway 
and the acknowledgments from the destination 
node. If a neighbor node receives a downward 
packet but not an acknowledgment, it detects a 
failed transmission and forwards the overheard 
packet to the destination node. If both data and 
acknowledgment are received, the neighbor node 
discards the overheard data with the conclusion 
that the packet was successfully delivered. This 
forwarding scheme allows MarketNet to support 
reliable downward packet delivery over fluctuat-
ing wireless links in an asymmetric transmission 

power network, without multihop transmissions 
of acknowledgment frames. We refer interest-
ed readers to [12] for previous work and further 
details on the MarketNet architecture.4

performAnce evAluAtIon

Given that MarketNet was designed for real mar-
ket environments, we performed preliminary eval-
uations of our proposed network architecture in 
the same market where we performed our link 
studies. In this environment, we deployed a single 
gateway node with a 10 dB amplifier so that it 
covers the entire market. As a test deployment, 
we distributed 30 nodes on the item racks, which 
were used to emulate a price tag and rack status 
update application scenario. While the downward 
link connectivity was covered via a single hop, we 
noticed that the low-power nodes used multihop 
upward routes with a maximum of three hops to 
the gateway node by using the RPL protocol.

Figure 5 plots the mean PRR performance 
(and the standard deviation for all nodes’ perfor-
mance) for standalone RPL (multihop upward and 
downward routes) and MarketNet under various 
configurations (i.e., MarketNet with and without 
time synchronization). We can see that RPL’s PRR 
degrades in downward-focused traffic scenarios. 
Given that traffic such as price updates or adver-
tisement distribution rely on downward traffic, 
we see this as a major issue in system reliabili-
ty. Nevertheless, this is surprising since RPL was 
designed to perform well in lossy environments. 
We see such results occurring because, while RPL 
was designed for links with active losses, it was 
designed to tolerate losses on upward routes. In 
other words, with upward path link losses, RPL 
would actively reconstruct its routes. Howev-
er, since RPL uses the reverse of upward routes 
as downward routes, unless active losses occur 

Figure 4. MarketNet architecture: a) beacon period; b) downlink period; c) uplink period; d) inactive period. Using gateways that 
exploit higher transmission power raather than battery-powered nodes as proposed provides network-wide time synchronization, 
and single-hop downward with multihop upward packet delivery.
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upward, downward link losses will not trigger a 
route change. Therefore, for scenarios with more 
downward traffic than upward, RPL fails to main-
tain a high PRR.

On the other hand, compared to RPL, Mar-
ketNet reduces its PRR variance among nodes 
even without the neighbor forwarding scheme. 
This is due to proper provisioning of the deploy-
ment topology and careful deployment of nodes 
in the field. When MarketNet includes neigh-
bor forwarding, it achieves ∼100 percent PRR 
for downward packets since an effective pack-
et retransmission scheme is added. This result 
reveals that the combination of asymmetric trans-
mission power and neighbor forwarding creates 
a meaningful synergistic effect, making it suitable 
for market deployments.

Since MarketNet utilizes RPL as the underlying 
protocol for multihop upward packet delivery, 
the best case scenario is to perform as well as 
RPL. Nevertheless, without the network-wide time 
synchronization, downward high-power transmis-
sions cause a significant amount of interference 
for upward packets, thus resulting in degraded 
uplink PRR performance. However, MarketNet’s 
network-wide superframe allows for a separation 
between upward and downward packets, allow-
ing a similar uplink PRR compared to RPL.

Lastly, Fig. 6 plots the radio duty cycle of 
the low-power nodes over time. Here, we can 
observe that RPL not only provides the (rel-
atively) worst duty cycle performance, but also 
shows significantly unfair duty cycle performance 
with some nodes experiencing very high duty 
cycles (e.g., red-crossed outliers). As reported in 
some previous work, this is an issue with RPL’s 
load balancing performance [15]. Given that 
human intervention is needed when at least one 
battery-powered device becomes inactive, this 
severely unfair duty cycle performance can lead 
to a significant amount of manual labor.

MarketNet, without the network-wide time 
synchronization, shows that an asymmetric trans-
mission power-based network improves duty 
cycle performance by eliminating transmissions 
of routing control packets (e.g., destination adver-
tisement objects [DAOs] in RPL) and multihop 
downward data packets. Furthermore, the radio 
duty cycle performance of MarketNet with all 
features enabled suggests that a network-wide 
superframe architecture using high-power beacon 
transmission significantly improves nodes’ radio 
duty cycles with near perfect fairness.

summAry And remAInIng chAllenges
This work started with a surprise that while mar-
kets are actively accessed within our everyday 
lives, IoT systems technology has not yet reached 
its gates, despite the potential for introducing 
interesting applications. In fact, market managers 
were very enthusiastic about applying wireless IoT 
technologies for opening new opportunities for 
profit making, and also as a way to reduce the fre-
quency of customer complaints caused by today’s 
manual operations.

Our studies show, however, that these market 
environments, due to their diversity in activities, 
are not wireless friendly. To mitigate various mar-
ket-oriented obstacles, we designed and tested 
a prototype system, MarketNet, as a low-power 
wireless IoT network infrastructure for smart mar-
ket systems. We envision that smartphones and 
tablets can be added on top of this infrastructure 
for more advanced services (e.g., price inconsis-
tency alarms).

As systems scale up for higher density and larg-
er quantities, there is a chance that even a system 
like MarketNet can show unexpected perfor-
mance. Furthermore, another practical challenge 
based on our pilot study with MarketNet was tam-
pering with our devices. This calls for a series of 
extensive studies on the performance of wireless 
systems in markets and also suggests the need for 
a durable enclosure as we reach commercializa-
tion of wireless systems for enabling smart market 
applications. We foresee this work as a meaning-
ful stepping stone in asking the research commu-
nity to actively start research in this surprisingly 
less explored application domain, full of interest-
ing challenges waiting for us to address.
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Figure 6. Radio duty cycle performance of various network protocols in an urban market environment over 
time.
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AbstrAct

Although WiFi was initially designed for provid-
ing local access to the Internet, today’s expansive 
and explosive deployment of WiFi networks has 
enabled nearly ubiquitous access for mobile users 
in many urban areas. However, these WiFi net-
works have been woefully undermeasured and 
underinstrumented during the wild expansion. We 
have closely collaborated with a leading network 
service provider to collect massive information 
about wireless APs and their users in four metrop-
olises. In this article, based on the large-scale data-
set, we attempt to answer the critical questions on 
how the APs are deployed and how they are uti-
lized in urban areas. At the macro level, we depict 
the coverage of WiFi networks and the usage 
patterns, and by carefully classifying the APs, we 
unveil rich geographical features of today’s urban 
WiFi networks. At the micro level, we identify the 
implicit social relationships among WiFi users, and 
uncover the underlying social communities that 
have great potential for network optimization.

IntroductIon
Modern cities are ever increasingly expanding in 
terms of geographical coverage, residential pop-
ulation, and social and economic functionalities. 
With such speed of urbanization, today’s metrop-
olises are facing significant challenges in informa-
tional, intelligent, and integrated management. 
To build appreciable and measurable smart cities 
with seamless interconnection and interoperabil-
ity, ubiquitous Internet access has become one 
of the underlying fundamentals. While wireless 
local area network (WLAN) technology was ini-
tially designed to provide local access for a limit-
ed number of users, the expansive and explosive 
deployment of 802.11 WiFi networks and the 
universal availability of WiFi interfaces in state-of-
the-art mobile terminals has led to great Internet 
coverage nowadays, especially in urban areas. 
Besides business-oriented restaurants and hotels, 
such public service sectors as universities and 
community centers have deployed WiFi networks 
on tremendous scales as well. Many Internet 
service providers, together with regional govern-
ments, have also initiated plans toward city-wide 
WiFi coverage. Urban users reportedly have reg-
istered WiFi accesses 70 percent of the time [1], 
and are often exposed to multiple access points 
(APs) in one location.

Given that nearly 80 percent of mobile data 
usage is more nomadic than highly mobile [2], 
the massive urban WiFi networks have become 
major carriers, offloading much of the traffic from 
the conventional wired networks and the more 
expensive cellular mobile networks [3]. Consider-
able research efforts have been made on leverag-
ing WiFi networks to balance traffic load, improve 
energy efficiency, and assist content delivery for 
mobile users. However, during this era of wild 
expansion, it remains unclear how the WiFi APs 
are deployed in modern cities, not to mention 
how they are connected and utilized by the mas-
sive number of users, and their dynamics over 
time. Pioneering studies on the deployed WiFi net-
works and the corresponding user access patterns 
have quite limited network scale [4], geographical 
area (e.g., campus only) [5], target application [6], 
and hardware platform [7]. Even though the state-
of-the-art WiFi measurements [7] attempt to pro-
vide relatively comprehensive understanding from 
different layers and aspects, the social implications 
of WiFi users are seldom addressed.

In this article, based on a large-scale dataset 
(about 8 million WiFi APs and 27 million con-
nection records from 6.4 million active users per 
day) collected during a one-month period (March 
12 to April 12, 2015) in four metropolises, we 
attempt to answer the questions of how WiFi net-
works are deployed and how they are utilized in 
urban areas. At the macro level, we depict the 
coverage of WiFi networks and the usage pat-
terns, and by carefully classifying the wireless APs, 
we unveil rich geographical features of today’s 
urban WiFi networks. At the micro level, we iden-
tify the implicit social relationships among WiFi 
users, revealing the underlying social communities 
that have great potential for network optimiza-
tion. In particular, we find that:
• Today’s WiFi networks are densely deployed 

in urban areas, which are driven by and natu-
rally reflect the intensity of human social and 
economic activities.

• Business and public WiFi networks’ deploy-
ments are more concentrated, whereas 
residential WiFi networks are more evenly 
distributed in urban areas.

• A majority of WiFi users have regular access 
patterns during workdays, and most user-AP 
connections have durations that are either 
ultra-short (less than 5 minutes) or quite long 
(longer than 1 hour).
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From Access Point and User Perspectives
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• The WiFi users geographically form a well 
structured small-world network, which has 
never been clearly identified by researchers 
and WiFi users before. 

All these observations suggest that WLANs are 
shifting from a complementary technology for 
wide area access to a primary accessing technol-
ogy for today’s metropolises, although challenges 
remain to be addressed.

dAtA collEctIon And dEscrIptIon
We have closely collaborated with Tencent, one 
of the largest Internet companies in China, to 
conduct a nation-wide measurement. Tecent’s 
major products, including QQ, Tencent Weibo, 
and WeChat, have over 1 billion active subscrib-
ers. In a one-month duration (from March 12 
to Aril 12, 2015), we collected the location and 
ownership information of the reported wireless 
APs, as well as the connection records between 
WiFi users and those APs. The data were con-
tributed by the users and business partners of 
Tencent Mobile Manager (http://m.qq.com/), a 
widely used utility software on mobile platforms 
with over 230 million downloads. A key function-
ality of the manager is to facilitate a user smart-
ly selecting the best WiFi network among the 
currently available ones, and for the business 
partners to share networks with individual users. 
A considerable portion of the users also volun-
teer to share known WiFi accesses by providing 
the passwords to the manager and hence other 
users of the manager. To ensure secure access 
to the shared WiFi networks, the users are willing 
to report their connections to Tencent and have 
the traffic monitored. It is worth noting that only 
the related meta data is collected, so none of the 
users’ personal information was traced during 

the collection, nor were the conversation data 
intercepted or stored.

Our collected dataset consists of two parts, 
the data of 8 million wireless APs and the data 
of user-AP connection records from 6.4 mil-
lion daily active users (around 27 million WiFi 
accesses per day). For each reported wireless AP, 
we have the information of the AP’s geograph-
ic location (latitude and longitude), its owner-
ship, the Internet service provider (ISP), and the 
medium access control (MAC) address. With the 
location information, we are able to analyze the 
deployments of wireless APs in four major cities 
in China. Moreover, the ownership information 
allows us to classify the APs into different cat-
egories (i.e., business, residential, and public). 
Each reported user-AP connection includes the 
information of the network’s BSSID, the user IP 
(which was hashed so as not to reveal the real 
user IP), the server IP, the connect time, and the 
connect duration. By identifying and merging 
the records that belong to the same user, we 
are able to analyze the connection activities of 
individual users.

hoW ArE thE 
WIfI AccEss poInts dEployEd?

Ap dIstrIbutIon And covErAgE
We first inspect the locations of deployed wireless 
APs in our dataset, and investigate the current 
deployments of WiFi networks. Figure 1 visual-
izes the deployments of wireless APs in the four 
major cities, Beijing, Shanghai, Guangzhou, and 
Shenzhen, which are representative of today’s 
metropolises in China (with urban populations 
of 21, 24, 20, and 12 million, respectively). As 
shown in Fig. 1, well developed urban regions 
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Figure 1. The deployments of wireless APs in four cities: a) Beijing; b) Shanghai; c) Guangzhou; d) Shen-
zhen.
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have much denser deployments of wireless APs 
than less developed suburban regions. It is not 
surprising that the wireless APs are deployed 
toward the economically well developed and 
highly populated regions. The deployment is also 
confined by natural topography: there is nearly 
no wireless AP deployed in water, mountains, 
and forests. In short, the deployments of WiFi net-
works in today’s metropolises are driven by and 
naturally reflect the intensity of human social and 
economic activities.

To better understand the WiFi networks’ distri-
butions in different areas, we divide the latitude 
and longitude space into 0.0009°  0.0009° lat-
itude/longitude grids (approximately 100 m  
100 m). The reason that we adopt this setting 
is two-fold: first, dividing geographical area into 
blocks allows us to index locations and better 

study the relationship between the APs’ deploy-
ments and locations; second, the APs that are 
located within this range are likely to have over-
lapping coverage, and thus the users in the same 
block probably have opportunities to connect 
to different WiFi networks, and even to estab-
lish device-to-device communications with other 
users. This will help in explaining and utilizing 
the potential social relationships between mobile 
users; for example, early studies discovered that 
people calling while connected to the same cell 
tower (colocation) are good proxies for face-to-
face meetings [8] .

Applying the above settings, our analysis of 
the dataset shows that the distribution of the APs 
is highly skewed: a small number of blocks have 
deployed very large numbers of APs, while oth-
ers have far smaller populations of APs. Taking 
Shenzhen as an example, Fig. 2 shows that about 
30 percent of the blocks have over 1000 APs, 
and around 10 percent of the blocks have more 
than 2000 APs. Despite the fact that there may 
be high-rise buildings in developed urban areas, 
this result suggests that today’s metropolises have 
good coverage of WiFi signals. In fact, many 
urban areas already have more than enough avail-
able APs, and further deployment should be stra-
tegically planned and optimized by examining the 
collective WiFi coverage and possibly removing 
redundant APs.

In contrast, the statistic of our dataset shows 
that only 3.2 percent of the blocks in Shenzhen 
(14.6 percent in Beijing, 9.8 percent in Shang-
hai, 9.5 percent in Guangzhou) have less than 
or equal to 1 wireless AP, which we consider 
insufficient WiFi coverage as few existing com-
mercial APs are powerful enough to cover a 
100 m  100 m block area. After closely exam-
ining the blocks that have limited WiFi coverage 
on the map, we find that these blocks are often 
in regions that have limited population of res-
idents and rare business activities (e.g., water, 
mountains, forests, and suburban areas). Our 

Figure 2. CDF of number of APs per block.
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measurement shows that today’s metropolis-
es already have dense deployments of wireless 
APs, which can collectively provide near-ubiq-
uitous Internet access. The deployments and 
applications of wireless mesh networks [9] 
have been extensively discussed in the litera-
ture, which, however, can hardly be realized on 
a large scale by a sole operator. As more and 
more wireless APs will be deployed on demand, 
we can foresee that in the near future wireless 
mesh networks may be constructed and main-
tained at the metropolis level with the help of 
mobile wireless APs that can be carried by vehi-
cles or whose role can be fulfilled by increasing-
ly capable personal mobile devices.

Ap cAtEgorIEs

We next analyze the types of wireless APs. Spe-
cifically, we classify the APs into three categories 
according to the collected ownership informa-
tion: business (e.g., shopping centers, restaurants, 
hotels, entertainment venues, domestic services, 
auto services, banks, and other companies), pub-
lic (e.g., government offices, schools/universities, 
travel sites, public gyms, cultural venues, and 
other infrastructures), and residential. We further 
classify the blocks into these three categories 
based on the dominant type of wireless APs in 
this block. Figure 3 shows the constitutions of the 
APs and location blocks in the four metropolis-
es. In all the cities, residential APs are the largest 
component, and public APs are the smallest one 
(except for Beijing, the capital of China). Existing 
studies on leveraging WiFi networks to offload 
traffic usually focus on public or business wireless 
APs. Our results suggest that there remain great 
opportunities in fully utilizing residential WiFi 
networks, which can provide substantial band-
width resources especially during off-peak hours. 
However, private WiFi network owners may be 
reluctant to share their paid services from ISPs 
with strangers, and thus such incentives as mon-
etary reward should be offered, or the social rela-
tionship among providers and users should be 
explored.

According to Fig. 3b, public blocks take up a 
large portion, especially in Beijing (41 percent) 
and Guangzhou (46 percent). It makes sense 
as today’s metropolises are well developed in 
terms of the infrastructure construction. Note 
that universities play a huge role in modern cit-
ies’ education systems, and their campus WiFi 
networks contribute significantly to the public 
WiFi network coverage. Moreover, we observe 
that business blocks also account for a con-
siderable percentage in all four cities (35 per-
cent in Shenzhen, 38 percent in Guangzhou, 
43 percent in Beijing, 48 percent in Shang-
hai), implying that today’s business operators 
have considered providing WiFi networks as 
one of their top priorities to serve customers. 
Another interesting observation is that residen-
tial APs take up a much larger share than resi-
dence blocks, while business APs have a much 
smaller share than business blocks. This can be 
explained by the fact that business APs usually 
concentrate on certain locations, and residence 
APs are more evenly distributed, which again 
indicates the great potential of exploring resi-
dential APs toward ubiquitous coverage.

hoW doEs thE 
IndIvIduAl usEr connEct to WIfI?

So far we have focused on the information from 
the wireless APs’ perspective. We now examine 
the data of user-AP connections to study how the 
users utilize the WiFi networks. Figure 4 shows the 
number of active WiFi users during the week from 
March 16 to March 22, 2015. As we can see, 
there are more users accessing WiFi on weekends 
(2015, 03, 21–2015, 03, 22) than on weekdays 
(2015, 03, 16–2015, 03, 20). Our later results 
also show that, for different scales of WiFi users, 
the access patterns are quite similar. We next 
check when each user connects to a WiFi net-
work, and plot the number of user connections in 
the one-day time span in Fig. 5a. The results are 
based on the time when each user-AP connec-
tion is constructed. It is clear that there are three 
daily peaks: around 9 a.m., 1 p.m., and between 
6 p.m. and 7 p.m. Intuitively, most users arrive at 
workplaces at 9 a.m., return from lunch breaks 
at 1 p.m., and get back home before or after 
dinner between 6 p.m. and 7 p.m. Such mobility 
patterns (e.g., the home-work/study-home daily 
routines) for the majority of WiFi users during the 
weekdays certainly help with developing smart 
city applications (e.g., smart office/home applica-
tions). Knowing the users’ mobility routines (even 
partially) can also inspire the design of content 
delivery schemes using device-to-device commu-
nication with relays of wireless APs.

From the dataset, we also observe that more 
than 90 percent of users connect to no more 
than 2 wireless APs in a day. Together with the 
previous observation, this suggests that for most 
users, their WiFi accesses are not highly dynam-
ic and may even be predictable. Revealing WiFi 
access patterns for mobile users can significantly 
enhance media content delivery. For example, 
with today’s powerful smart routers, the providers 
can in-network cache the contents close to the 
APs from which the consumers would demand 

Figure 4. Number of users in each day.
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the media contents. On the other hand, our 
observation implies that the wide WiFi coverage 
in today’s metropolises does not directly impact 
the users’ WiFi access behaviors. If ubiquitous 
WiFi access becomes available in the foreseeable 
future, mobile users would access WiFi much 
more frequently and dynamically, which brings 
both challenges and opportunities in designing 
smart city applications.

We further investigate how long each time 
a user connects to a WiFi network during the 
collection period. Figure 5b shows that the dis-
tribution of the connection durations are high-
ly consistent across weekdays. As can be seen, 
there are mainly two types of user-AP connec-
tions: temporary connections of short duration 
and stable connections of long duration (together 
accounting for over 82 percent of the connec-
tions), among which about 70 percent last for less 
than 5 minutes, while over 12 percent are longer 
than 1 hour. The high percentage of temporary 
connections implies that smart city applications 
are demanded to respond to user requests in a 
timely fashion. On the other hand, the existence 
of stable connections offer opportunities for long-
term use of the corresponding user devices. In 
particular, once the user-AP connection is sus-
tained for 10 minutes, it probably would last for 
much longer, in which case one can infer the user 
is static rather than nomadic, and turn the con-
nected device into a crowd-sensing component in 
the Internet of Things to collectively contribute to 
complex tasks, for example, urban noise monitor-
ing and structural health monitoring.

rEvEAlIng IMplIcIt socIAl rElAtIons
A social network is a social structure defined 
by actors, relationships, and other interactions 
between actors, which widely exists in both the 
human world (e.g., family ties between relatives) 
and the cyber world (e.g., friendships on Face-
book). Upon identifying such social structures, 
social network analysis focuses on patterns of 
relationships between actors and examines 
the availability of resources and the exchange 

of resources between these actors [10]. The 
resources exchanged can be of many types, for 
example, information in a communication con-
text. By studying the social network properties, 
we can understand what kind of information is 
exchanged, between whom, and to what extent. 
Today’s dense WiFi network deployments in 
metropolises and the regular accesses, as we have 
seen, imply that there are certain underlying social 
structures among the massive number of WiFi 
users; if identified, they will certainly help us bet-
ter utilize these WiFi networks. Unlike human or 
cyber social networks, mobile WiFi users do not 
have explicit meaningful relations. Our objective 
in this section is thus to investigate whether WiFi 
users have implicit social relations of which most 
of the users are not aware.

constructIng thE socIAl nEtWork

As mentioned, most WiFi users connect to 
no more than two wireless APs per day, which 
implies that, in practice, only a very small por-
tion of users connect to the same wireless APs. 
Defining social relations between users based on 
sharing common WiFi connections to the same 
APs will result in a very sparse network that can 
hardly be interpretable or have practical mean-
ings. Therefore, we assume that there is a social 
edge between two users if both of them access 
the WiFi networks in the same location block 
within a one-day time span. In other words, the 
social relations between WiFi users are defined 
on their geographical WiFi access patterns. Given 
the 100 m  100 m block size, the WiFi users in 
the same block can have chances for direct com-
munication or can easily be relayed through cer-
tain APs. Accordingly, we have analyzed the 10 
million user-AP connection records in Shenzhen, 
and built the corresponding network of WiFi users 
with 67,264 nodes and 4,274,997 edges.

The constructed network consists of 245 con-
nected components. We extract the subgraph of 
the largest connected component (referred to as 
the WiFi user network for the remainder of this 
article), which contains about 95 percent of the 

Figure 5. User-AP connection time and duration: a) number of user-AP connections in 24 hours; b) CDF of user-AP connection dura-
tions.
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nodes and 99 percent of the edges in the com-
plete graph, and present our analyses based on it 
hereafter. We summarize the basic statistics of the 
extracted subgraph in part 1 of Table 1. Note that 
we do observe some isolated user groups, each 
of which has a very limited population (from 2 to 
100 users). Those isolated WiFi users may live or 
work in certain suburban areas, which are out of 
our focus here.

sMAll-World nEtWork

The small-world network phenomenon is probably 
the most interesting characteristic of social net-
works. Watts and Strogatz adopted this concept 
to describe networks that are neither completely 
random nor completely regular, but possess char-
acteristics of both [11]. They introduce a measure 
of one of these characteristics, the cliquishness 
of a typical neighborhood, as the clustering coef-
ficient of the graph. They define a small-world 
graph as one in which the clustering coefficient is 
still large, as in regular graphs, but the measure of 
the average distance between nodes (the charac-
teristic path length) is small, as in random graphs.

We compute the two small-world metrics for 
the WiFi user network. The result shows that the 
WiFi user network has definite small-world char-
acteristics. As shown in Table 1, the average clus-
tering coefficient is extremely high (0.91), which 
is very close to 1, the clustering coefficient of a 
regular graph. On the other hand, although the 
WiFi user network has a diameter of 22, the aver-
age shortest path length (the characteristic path 
length) is only 5.9024, and the 90th percentile 
diameter is 8, which nearly follows the famous 
six degrees of separation rule. The observation of 
the small-world network phenomenon confirms 
that the proposed WiFi user network is indeed a 
social network, which has never been identified 
before and is even beyond the awareness of its 
own members, the WiFi users.

coMMunIty dEtEctIon

We further apply the k-clique clustering algorithm 
to the WiFi user network. A k-clique communi-
ty is the union of all cliques of size k that can be 
reached through adjacent (sharing k – 1 nodes) 
k-cliques. We vary the value of k from 10 to 150, 
and for each k present the number of clusters and 
the average cluster size (the number of nodes in 
the cluster) in part 2 of Table 1. It is clear that, 
whatever the value of k is, a considerable number 
of communities can be detected in the WiFi user 
network. In particular, for k = 10, 20, 50, 100, 
and 150, there are 107.2, 103.8, 92.1, 61.1, and 
32.0 percent of the nodes clustered into different 
communities, respectively. It should be noted that 
there are cases where over 100 percent of nodes 
are clustered. This implies that overlapping com-
munities are detected when k is small.

The result of k-clique clustering indicates that 
the WiFi user network is well structured and highly 
connected, which strongly suggests the existence 
of social communities. Researchers have discussed 
the construction [12] and the incentive mecha-
nism design [13] of wireless community networks 
for years. However, no large-scale wireless com-
munity network with long-term impact has been 
built or observed. For the first time, we observe 
and provide the evidence of such social commu-

nities based on the geographical access patterns 
of WiFi users. This provides great opportunities 
for various aspects of network optimization. For 
instance, social media contents can propagate not 
only in online social networks but also in geograph-
ical WiFi user networks through cascaded physical 
communications relayed by users and APs [14]; the 
communities can help optimize the crowdsourcer 
recruitment for mobile crowdsourced sensing [15].

conclusIon
In this article, we have conducted a large-scale 
measurement study on wireless networks in mod-
ern metropolises. Based on an extensive dataset, 
we have first investigated the coverage of today’s 
WiFi networks, and by classifying wireless APs, we 
uncovered their rich geographical features. We 
further studied the access patterns of the WiFi 
users during weekdays and analyzed the polar-
ization of user-AP connection durations. Finally, 
and most importantly, we identified the existence 
of geographical social networks and community 
structures among WiFi users. To the best of our 
knowledge, this is the first time such autonomous 
wireless communities have been observed in 
large-scale networks. Based on our observations, 
we believe that WLANs are shifting from com-
plementary access technology to primary access 
technology in today’s metropolises and providing 
rich information for the underlying social relations 
among WiFi users.

rEfErEncEs
[1] K. Lee et al., “Mobile Data Offloading: How Much Can Wi-Fi 

Deliver?” IEEE/ACM Trans. Networking, vol. 21, no. 2, 2013, 
pp. 536–50. 

Table 1. Statistics and clustering results.

(1) Miscellaneous statistics

Number of nodes 64,142

Number of edges 4,232,061

Average degree 65.98

Average clustering coefficient 0.91

Diameter (longest shortest path) 22

90-percentile diameter 8

Average shortest path length 5.9024

(2) k-clique clustering

k Number of clusters
Average 

cluster size

10 893 77

20 774 86

50 532 111

100 258 152

150 103 199 

Based on our observa-

tions, we believe that 

WLANs are shifting 

from complementary 

access technology to 

primary access technol-

ogy in today’s metrop-

olises and providing 

rich information for the 

underlying social rela-

tions among  

WiFi users.



IEEE Communications Magazine • May 201748

[2] Cisco, “Cisco Service Provider Wi-Fi: A Platform for Business 
Innovation and Revenue Generation,” tech. tep. doc. ID 
1458684054151755, 2012. 

[3] A. R. Ekti et al., “On the Traffic Offloading in Wi-Fi Supported 
Heterogeneous Wireless Networks,” J. Signal Processing Sys-
tems, Springer, vol. 83, no. 2, 2016, pp. 225–40. 

[4] M. Afanasyev et al., “Usage Patterns in an Urban WiFi Net-
work,” IEEE/ACM Trans. Networking, vol. 18, no. 5, 2010, 
pp. 1359–72. 

[5] X. Chen et al., “Network Performance of Smart Mobile 
Handhelds in a University Campus WiFi Network,” Proc. 
2012 ACM Internet Measurement Conf., 2012, pp. 315–28. 

[6] J.-P. Laulajainen et al., “Study of Youtube Demand Patterns in 
Mixed Public and Campus WiFi Network,” Proc. 2014 IEEE Int’l. 
Wireless Commun. Mobile Computing Conf., 2014, pp. 635–41. 

[7] S. Biswas et al., “Large-Scale Measurements of Wireless Net-
work Behavior,” Proc. ACM SIGCOMM. ACM, 2015, pp. 
153–65. 

[8] L. Wu et al., “Mining Face-to-Face Interaction Networks 
using Sociometric Badges: Predicting Productivity in an IT 
Configuration Task,” available at SSRN 1130251, 2008. 

[9] S. Vural, D. Wei, and K. Moessner, “Survey of Experimental 
Evaluation Studies for Wireless Mesh Network Deployments 
in Urban Areas Towards Ubiquitous Internet,” IEEE Com-
mun. Surveys & Tutorials, vol. 15, no. 1, 2013, pp. 223–39. 

[10] C. Haythornthwaite, “Social Network Analysis: An 
Approach and Technique for the Study of Information 
Exchange,” Library & Info. Science Research, vol. 18, no. 4, 
1996, pp. 323–42. 

[11] D. J. Watts and S. H. Strogatz, “Collective Dynamics of 
Small-World Networks,” Nature, vol. 393, no. 6684, 1998, 
pp. 440–42. 

[12] P. A. Frangoudis, G. C. Polyzos, and V. P. Kemerlis, “Wire-
less Community Networks: An Alternative Approach for 
Nomadic Broadband Network Access,” IEEE Commun. Mag., 
vol. 49, no. 5, May 2011, pp. 206–13. 

[13] M. H. Manshaei et al., “On Wireless Social Community 
Networks,”Proc. 27th IEEE INFOCOM, 2008. 

[14] Z. Wang et al., “Propagation-Based Social-Aware Replica-
tion for Social Video Contents,” Proc. 20th ACM Int’l. Conf. 
Multimedia, 2012, pp. 29–38. 

[15] R. K. Ganti, F. Ye, and H. Lei, “Mobile Crowdsensing: Cur-
rent State and Future Challenges,” IEEE Commun. Mag., vol. 
49, no. 11, Nov. 2011, pp. 32–9.

bIogrAphIEs
Lei Zhang [S’12] received his B.E. degree from the Advanced 
Class of Electronics and Information Engineering, Huazhong 
University of Science and Technology, Wuhan, China, in 2011, 
and his M.S. degree from Simon Fraser University, Burnaby, 
British Columbia, Canada, in 2013. He is currently a Ph.D. 
student at the School of Computing Science, Simon Fraser Uni-
versity. He is a recipient of the C.D. Nelson Memorial Gradu-
ate Scholarship (2013). His research interests include mobile 
cloud computing, social media, and multimedia systems and 
networks.

Liting Zhao received her B.E. degree in information security in 
2015 from Beijing University of Posts and Telecommunications, 
China. She is currently a Master’s candidate in computer science 
at Tsinghua University. Her research interests focus on urban 
data mining and user behavior analysis.

Zhi Wang [S’10, M’14] received his B.E. and Ph.D. degrees 
in computer science in 2008 and 2014, both from Tsinghua 
University, Beijing, China. He is currently an assistant professor 
at Tsinghua University. His research areas include online social 
networks, mobile cloud computing, and large-scale multimedia 
systems. He is a recipient of the China Computer Federation 
Outstanding Doctoral Dissertation Award (2014), ACM Multi-
media Best Paper Award (2012), and MMM Best Student Paper 
Award (2015). 

Jiangchuan Liu [S’01, M’03, SM’08, F’17] is a professor in the 
School of Computing Science, Simon Fraser University, and an 
NSERC E.W.R. Steacie Memorial Fellow. He was an EMC-En-
dowed Visiting Chair Professor of Tsinghua University (2013–
2016). He is a co-recipient of the inaugural Test of Time Paper 
Award of IEEE INFOCOM (2015), ACM SIGMM TOMCCAP 
Nicolas D. Georganas Best Paper Award (2013), and ACM Mul-
timedia Best Paper Award (2012). 



49IEEE Communications Magazine • April 2017 0163-6804/17/$25.00 © 2017 IEEE

AbstrAct

Vehicular transportation is an essential part 
of modern cities. However, the ever increasing 
number of road accidents, traffic congestion, and 
other such issues become obstacles for the real-
ization of smart cities. As the integration of the 
Internet of Vehicles and social networks, vehicu-
lar social networks (VSNs) are promising to solve 
the above-mentioned problems by enabling 
smart mobility in modern cities, which are likely 
to pave the way for sustainable development 
by promoting transportation efficiency. In this 
article, the definition of and a brief introduction 
to VSNs are presented first. Existing supporting 
communication technologies are then summa-
rized. Furthermore, we introduce an application 
scenario on trajectory data-analysis-based traf-
fic anomaly detection for VSNs. Finally, several 
research challenges and open issues are high-
lighted and discussed.

IntroductIon
The objective of smart cities is to improve the 
quality of a citizen’s life. In this regard, the 
transportation sector is of great significance 
due to the rapidly increasing number of vehi-
cles in big cities, which makes traffic manage-
ment for smart cities rather challenging. As a 
vehicular user-centric network, the vehicular 
social network (VSN) deeply integrates social 
networks and the Internet of Vehicles (IoVs). 
Recently, vehicular communication networks 
are at a turning point, with application targets 
transforming from road traffic safety and trans-
portation efficiency to VSNs, which can provide 
comprehensive social services for citizens. Vari-
ous leading IT companies are entering this area. 
For instance, Apple launched the vehicle sys-
tem Carplay in March 2014, by which users can 
participate in social activities easily and safely. 
Google joined in the development of VSNs by 
releasing Andriod Auto in June 2014.

Vehicular communication technology has 
evolved explosively in the past two decades. The 
novel design of technologies and protocols has 
been the focus of both industry and academia. 
For instance, a 75 MHz spectrum was licensed 
at 5.9 GHz band as dedicated short range com-
munication (DSRC) by the U.S. Federal Commu-
nications Commission (FCC) to provide wireless 

communication among vehicles. IEEE then stan-
dardized the whole communication stack as wire-
less access for the vehicular environment (WAVE) 
under IEEE 802.11p, which provides support for 
interconnection among vehicles, and between 
vehicles and roadways. For the sake of studying 
access to social networks and social information 
sharing among car users, a joint research plan 
for the next generation of IoVs was launched in 
May 2014 by four top universities in the United 
States (Carnegie Mellon University, the University 
of Wisconsin, Duke University, and Boston Uni-
versity), which sparked high attention on VSNs in 
academia.

Enabling smart mobility and fulfilling high-ef-
ficiency content transmission are challenging 
due to the intrinsic features of VSNs. Although 
VSN is a brand-new communication paradigm 
with interest from both academia and industry, 
the convergence of social networks with IoVs is 
still in its infancy. With the objective of making 
VSNs practical and widely utilized, their specific 
research challenges and feasible solutions deserve 
to be studied, which motivates our work. The rest 
of this article is organized as follows. The concept 
of VSNs is introduced in the next section. Sup-
porting communication technologies in VSNs are 
then summarized. Following that, a case study for 
VSNs is developed. Then we discuss the challeng-
es and possible solutions in VSNs, and the final 
section concludes our work.

WhAt Are VehIculAr socIAl netWorks?
The study of IoV has sprung up, where vehicles 
perform as sensor hubs to capture information by 
in-vehicle or smartphone sensors, then publish it 
for consumers. The integration of intelligent sen-
sors and communication technologies opens up 
an entirely new frontier for IoVs in smart cities 
since vehicles have changed dramatically.

From IoVs to Vsns

For the sake of information dissemination and 
connectivity improvement, opportunistic routing 
has been extended into IoVs, whose applications 
have natural contact with social networks. As 
human factors are involved, this emerging para-
digm is often named socially aware networking, 
which makes use of social relationships among 
device users for the construction of mobile social 
networks. Since social features and behaviors of 
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individuals are more stable than their mobility pat-
terns, it is promising to combine socially aware 
networking with IoVs [1]. We define VSNs as deep 
integrations of social networks and IoVs, which 
not only incorporate the social networks describ-
ing relationships among vehicle users, but also 
embrace the vehicular networks for communica-
tions among vehicle users with social relationships. 
Specifically, VSNs contain not only conventional 
vehicle-to-vehicle (V2V) and vehicle-to-infrastruc-
ture (V2I) communication frameworks, but also 
human factors that impact vehicular connectivity.

A social framework for vehicular communica-
tion along with an application named Roadspeak 
were proposed in [2]. It is called the VSN, and 
was initially defined as “a social network of vehi-
cles, enabled by spatial and temporal localities 
on the road.” This opened up a new paradigm 
enabling drivers and passengers to socialize on 
the road. VSNs can solve the problems faced by 
IoVs and delay-tolerant networks (DTNs) by inte-
grating their features with social properties of the 
users and vehicles.

ArchItecture oF Vsns

A schematic diagram of VSNs is illustrated in Fig. 
1. The bottom level embraces the communication 
networks among vehicles and smart terminals, 
and can be viewed as a social network including 
physical communities. The spatiotemporal proper-

ties are critical for social relationship construction 
in VSNs since vehicles connect with each other 
when they encounter each other on the road. 
Meanwhile, the virtual social networks are con-
structed by mobile users in light of their inherent 
social ties on the upper level. In VSNs, the smart 
devices can be embedded into onboard units, 
roadside units (RSUs), and pedestrians. Individu-
als communicate with each other by exploiting 
social behaviors, which support various wireless 
communication technologies and enable commu-
nication at close proximities. Interactions among 
these devices/users can be divided into three 
types: human-to-human, human-to-machine, and 
machine-to-machine. The architecture of VSNs 
is flexible, including: centralized architecture, 
where a centralized server manages the system 
enabling V2I communication; decentralized archi-
tecture, where V2V communication is carried out 
opportunistically via DSRC or WAVE; and hybrid 
architecture, where users can be connected to 
the Internet via cellular networks like third/fourth 
generation (3G/4G) through RSUs.

chArActerIstIcs oF Vsns

VSNs could be broadly leveraged in smart cit-
ies since they can obtain individuals’ social rela-
tionships through network analysis, and extend 
users’ social activities in IoVs by providing data 
services. The main intrinsic features in VSNs 
can be summarized from the social and mobile 
aspects.

Compared with online social networks 
(OSNs), the construction of VSNs is more 
dynamic. Social relationships in VSNs are weaker 
than those in OSNs, because VSNs are no lon-
ger active when users depart from the network. 
Besides, social connections among vehicles may 
be established even if they do not know each 
other before. Individuals in VSNs are more like-
ly to have common interests instead of family 
members or friends.

Several factors influence the mobility of VSNs, 
including the mobility model, selfishness status, 
and preferences of human beings. Based on the 
mobility model in the community, some locations 
would draw high social attractiveness (e.g., restau-
rants, malls, and theaters) and become communi-
cation hotspots. Furthermore, the mobility model 
in VSNs is time-varying and has some trajecto-
ry characteristics. For example, individuals move 
toward the office in the morning and return home 
at night.

Other characteristics of VSNs include large 
scale, high dynamics, limited bandwidth, data het-
erogeneity, individual sociality, and so on. The 
main differences between VSNs and OSNs are 
summarized in Table 1.

Figure 1. Schematic diagram of VSNs.

Social networks

VSNs

IOVs

Table 1. Main differences between VSNs and OSNs.

Network access Social relationship Lifetime

VSNs

Given scenarios (specific position, 
content and social relationship); 
given time (by encounter, on the fly, 
sporadic).

Dynamic and weak, people with common 
interests instead of family members or 
friends, even anonymous users.

Limited lifetime, no 
longer active when 
users depart from the 
network.

OSNs Anytime and anywhere.
Stable and relatively strong, mostly based 
on social relationship and friendship.

Unlimited lifetime, once 
formulated, “always on.”
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ApplIcAtIons oF Vsns
The traditional applications of VSNs mainly focus 
on safety-related and entertainment-based appli-
cations. The former concentrates on enhancing 
the safety on roads to lower the probability of 
road accidents according to the information of 
a vehicle’s position, speed, direction, and so on. 
The latter focuses on sharing and downloading 
of multimedia services based on a user’s interest.

Recently, studies of data-driven applications 
are prevalent in VSNs. The periodic moving pat-
terns offer an insightful and concise illustration, 
and could help to compress trajectory data and 
forecast the future movement of vehicles [3]. A 
trajectory, generated by the traveling vehicles in 
geographical spaces, can be gained by mobile 
computing techniques. Our daily life emerges 
as an army of GPS-equipped vehicles, including 
taxis, buses, and ambulances. These vehicles can 
report a timestamped location with a certain 
frequency interval, by which a great number of 
spatial trajectories can be generated for vehicle 
behavior analysis, resource allocation, and trans-
portation efficiency improvement in VSNs. Table 
2 demonstrates the taxonomy of VSN applica-
tions, which can be further divided into social-da-
ta-driven vehicular networks, social vehicular ad 
hoc networks (VANETs), and data-driven social 
networks [4].

supportIng communIcAtIon 
technologIes

Existing communication methods that might pos-
sibly be employed in VSNs can be broadly classi-
fied into the following four categories.

context-AWAre trAnsmIssIon

It was reported by Cisco that 300 million pas-
senger vehicles can generate over 400 million 
GB of data in wireless communications [5]. A 
large amount of data calls for effective informa-
tion dissemination mechanisms, because irrele-
vant information is unwelcome by drivers. VSNs 
are promising to filter the information by social 
relationship recognition, interest comparison, 
and context-aware transmission. Therefore, filter-
ing information on cloud and delivering relevant 
information by combining the emerging wireless 
technologies (e.g., 5G and millimeter-wave) will 
be essential in future vehicular networks.

Generally, the encountering probability of 
humans with certain social relationships is large. 
However, the encountering probability and dura-
tion time of vehicles may be low even with the 
same destination, which makes data forwarding 
and sharing in VSNs challenging. For the sake of 
fulfilling the requirements of applications and ser-
vices in smart cities, the concept of social rela-
tionships among vehicles could be employed 
to promote the effectiveness and efficiency of 
information dissemination in VSNs. Wan et al. [6] 
investigated an architecture supported by mobile 
cloud for the vehicular cyber-physical system, 
and designed a context-aware dynamic parking 
service for smart cities as a case. Our previous 
work [7] presented an interest-based forwarding 
scheme for VSNs, which simulates food foraging 
behavior of bees to record information passing 
through different communities.

relIAble trAnsmIssIon

The moving speed of vehicles is much faster than 
human beings, which causes topology chang-
es frequently in VSNs. Data transmission should 
accommodate highly dynamic topologies. Thus, it 
is imperative to guarantee the real-time transmission 
of urgent messages, and the correctness of regular 
information in both dense and sparse environments. 
For the sake of promoting stability and guarantee-
ing transmission reliability in VSNs, some mecha-
nisms have been studied for the stimulation of node 
selfishness, which can be generally divided into 
methods based on reputation, tit-for-tat, and virtual 
currency. A representative game incentive mech-
anism was presented in [8], and it can be applied 
in VSNs by ameliorating the traditional game theo-
ry. A distributed incentive model was designed for 
VSNs based on the job market signaling model [9], 
and the selfish nodes are encouraged to perform 
cooperatively by compensating a certain amount of 
virtual currency for packet forwarding.

trustWorthy trAnsmIssIon

The benefit of sharing common interest among 
vehicle drivers can be brought into VSNs. How-
ever, privacy issues deserve to be considered, 
which require trustworthy transmission. A trust-

Table 2. Taxonomy of VSN applications.

Vehicular social 
networks

Social  
data-driven  
vehicular 
networks

Traffic information

E-advertisements

News

Smart calendar

Entertainment

Social VANETs

Cooperative 
driving

Cruise control

Navigation

Location services

Platooning

P2P networking

Content delivery

Car-share

Waze

Uber

Data-driven 
social net-
works

Theft control

Healthcare

Diagnostic

Route planning

Safety warnings

Emergency alert

Vehicle tracking
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worthy information sharing scheme for VSNs was 
presented in [10] by evaluating direct trust from 
past interacting information and deducing indi-
rect trust from social recommendations among 
vehicles. As an emerging application in VSNs, a 
dynamic trustworthy parking scheme was studied 
in [11], by which trusted groups of vehicles can 
be constructed to seek out parking spaces in the 
corresponding community area. A framework to 
construct and maintain VSNs was constructed in 
[12], where some trust principles were proposed 
to form a social group for admission and control 
the interactions among members.

mobIle croWdsensIng

The objective of mobile crowdsensing is to 
involve participants from the public to contrib-
ute sensing data from their mobile terminals in a 
collaborative way. Crowdsensing has drawn wide 
attention, due to the ever increasing use of mobile 
equipment. Not only can an ideal and ubiquitous 
platform to encourage mobile users to participate 
by crowdsensing be supplied in VSNs, but also 
clients in mobile crowdsensing can be provided 
by excellent assistance through employing social 
contexts. The effectiveness of mobile crowd-
sensing in VSNs has already been demonstrated, 
which can be leveraged for safety improvement 
and traffic management [13]. Since traffic predic-
tion and congestion alleviation are important for 
smart cities, a mobile crowdsensing-based scheme 
was presented for dynamic route selection [14]. 
A message delivery scheme for the combination 
of geographical and topological information was 
proposed in [13]. It is adaptive for crowdsensing 
in vehicular circumstances, and the V2I connec-
tion for cloud services is the main consideration.

Although various kinds of applications can be 
enabled by crowdsensing, employing them in real 
systems still has a long way to go in VSNs. Some 
issues deserve to be investigated further [15], 
such as sensing with human participation, data 
redundancy and inconsistency, and crowdsourced 
data mining.

A cAse study: trAjectory dAtA-AnAlysIs-bAsed 
trAFFIc AnomAly detectIon

Some events (e.g., accidents, celebrations, sports, 
and disasters) cause traffic anomalies. The objec-
tive of traffic anomaly detection is to find the 
traffic patterns that are not expected, by which 
traffic problems can be discovered accurately. In 
this section, we propose a trajectory data-anal-

ysis-based model to detect traffic anomalies by 
crowdsensing. To the best of our knowledge, this 
is the first work to utilize bus trajectory data to 
infer urban traffic conditions. Since a bus route 
cannot be changed even if the bus driver encoun-
ters traffic conditions on the road, passengers can 
share the traffic anomaly situations, and provide 
information for arriving time prediction and other 
applications for traffic management.

Due to space limitations, we mainly focus on 
the utilization of results by crowdsensing. The task 
allocation is distributed to passengers on the bus, 
who can report the bus trajectory information. 
Task execution can be fulfilled by the GPS and 
sensors (mobile phones) equipped with the bus 
and passengers, respectively.

The framework of our method in Fig. 2 con-
tains two parts: traffic modeling and anomaly 
detection. We leverage bus station line data to 
divide the urban road networks into road seg-
ments spatially, and extract temporal and spatial 
(TS)-segments from bus trajectory data according 
to the divided road segments. Two features are 
extracted from each TS-segment: average velocity 
and average stop time. The former models the 
real traffic condition on the road, while the latter 
represents the passenger flow volume of the bus. 
In the anomaly detection part, we use the inner-
line anomaly detection method to find the anom-
alous TS-segments by calculating the local outlier 
factor (LOF) of TS-segments, and discover anoma-
lous regions with an inter-line-based method.

trAFFIc modelIng

We first extract the TS segments from bus tra-
jectory data to describe the traffic conditions 
around the city. Then we partition the urban road 
networks into road segments based on the bus 
line data. After that, we get the TS-segments to 
describe the real traffic situation around the city. 
Details are illustrated as follows.

Network Partition of the Urban Road: Bus sta-
tion line data are leveraged to partition the urban 
road networks into road segments, which contain 
the information of two adjacent stations. A road 
segment can be identified uniquely by the bus 
line ID, line direction, and station number.

TS-Segment Extraction: With the results of 
road network partition, bus trajectory can be 
divided spatially. First, we search the stopping 
items, whose location coordinates are in the range 
of the line’s station area. Then items with adjacent 
stations in one line can be obtained according 
to the line ID and station number, which are the 
results of partition from the spatial aspect.

TS-Segment Feature: Each TS-segment has lots 
of trajectories. The trajectory speed is the ratio 
between the Manhattan distance within the adja-
cent two stations of a TS-segment and the time 
the bus travels between stations.

TS-Segment Matrix Construction: We formu-
late a matrix for each bus line, and its item pres-
ents a TS-segment as a tuple.

trAFFIc AnomAly detectIon

We first mine the anomalous TS-segments, which 
affect bus traveling by calculating the LOF of each 
TS-segment. Then we partition the city into small 
regions shown as grids on the map. With the results 
of inner-line detection, we map the anomalous 

Figure 2. Framework of the trajectory data analysis-based model.
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TS-segments in different lines to the small regions 
for better understanding traffic condition of the city.

Inner-Line Anomaly Detection: The average 
velocity and stop time of a TS-segment are lev-
eraged to find the anomalous one by calculat-
ing the LOF in each line. LOF indicates a point’s 
degree of outlier and illustrates the level of a 
point’s anomaly numerically. After calculating the 
LOF of a TS-segment, we can find the collection 
of anomalous TS-segments, which largely affect 
the efficiency of a bus traveling in one line.

Inter-Line Anomaly Detection: After the detec-
tion of inner-line anomaly, the outlier collection of 
TS-segments can be obtained. Since hundreds of 
bus lines with connections coexist in the large city, 
the TS-segments need to be considered compre-
hensively. Furthermore, the traffic situation tends to 
be associated with the number of cars apparently.

We use two real datasets in Hangzhou, China: 
one is the bus station line dataset, and the other 
is the bus trajectory dataset. The bus trajectory 
data were collected in October 2014 and March 
2015, respectively. Figures 3 and 4 depict the 
inferred traffic conditions (on average) in these 
two months, on weekdays and weekends, respec-
tively. The background of the figures is the road 
network of Hangzhou. The detected anomalous 
regions are represented by the small grids with 
colors, which represent the LOFs of the regions.

It can be observed from Figs. 3a, 3b, 4a, and 
4b that two main parts in Hangzhou have serious 
traffic problems. Deeper colors indicate worse 
traffic conditions. The first one covers districts 
like West Lake and Xiacheng, where downtown 
areas, Zhejiang University, and the governments 
of Zhejiang Province and Hangzhou City are 
located. The other one is around the Xiaoshan 
commercial city, where many office buildings, 
hotels, and banks are located. Figures 3c and 
4c show the changes in traffic conditions from 
October 2014 to March 2015 on weekdays and 
weekends, respectively. The green and red col-
ors represent better and worse traffic conditions, 
respectively. The changes might be caused by 
some social events or administrative traffic control 
(e.g., National Day and Spring Festival in China).

Figure 5 demonstrates the inferred traffic 
conditions of specific regions on weekdays and 
weekends in March 2015. Figures 5a and 5b cor-
respond to an education region near Zhonghe 
Street, where more than ten schools are located. 
Figures 5c and 5d correspond to the scenic area 
around Xili Lake. These results are quite consistent 
with the reality, thus demonstrating the effective-
ness of our method.

chAllenges
A lot of challenges still exist for enabling smart 
mobility with VSNs. We highlight and discuss 
some of them below.

messAge dIssemInAtIon

Delivering relevant messages intelligently to drivers 
in VSNs is challenging. Since no prior knowledge 
exists on user interest, the data will be stored on 
vehicles (or a server), or broadcast to interested 
vehicles. How to manage local data to reasonably 
utilize storage space and effectively disseminate 
messages should be investigated. Generally, a larg-
er number of data copies accompanies a higher 

Figure 3. Inferred traffic conditions on weekdays: a) October 2014; b) March 
2015; c) changes between the two months.
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success probability of transmission. A VSN-orient-
ed multi-copy data duplication method deserves 
to be studied, because too many copies increase 
resource overhead. One promising solution is to 
integrate vehicular networks with content distri-
bution networks, where the information types of 
vehicles are identified and classified by information 
relevance estimation for the decision of whether to 
inform the driver or share the information further.

How to address human factors to forward 
data under limited bandwidth is still an open issue, 
because user aspiration, node diversity, and self-
ishness variability have not yet been fully studied. 
Furthermore, nodes in VSNs might exhibit social 
selfishness, where they only cooperate when having 
social relationships of some sort. This phenomenon 
causes a lot of problems in reliable data dissemina-
tion like increased delay and loss of data packets. 
One common strategy is to stimulate cooperation 
among selfish nodes, that is, to suppress selfish node 
behaviors. However, node selfishness is an intrin-
sic feature varying with time. One possible solution 
is to develop selfishness-tolerant data transmission 
schemes by viewing individual selfishness as a fun-
damental social attribute in VSNs (just like mobility).

bIg trAjectory dAtA AnAlysIs

The ever increasing trajectory data require novel 
technologies to discover data from various sourc-
es. Selecting ways to mine big trajectory data 
and other data sources brings new challenges for 
researchers. Machine learning and data mining 
models have been leveraged to handle one single 
dataset. However, the technology to learn mutu-
ally reinforced knowledge from multiple datasets 
still needs to be studied. Knowledge fusion does 
not imply merely putting together an array of 
characteristics extracted from multiple datasets, 
but calls for deep understanding of each dataset 
and effective utilization of datasets in different 
parts of a big data computing framework.

The huge volume of trajectory data makes it 
possible to analyze the mobility patterns of travel-
ing vehicles and their social relationships in VSNs. 
However, trajectories of vehicles are not perfectly 
accurate due to sensor noise and other reasons, for 
example, false positioning signals received in some 
urban areas [4]. Therefore, it is necessary to filter 
such noise points from traffic trajectories before 
starting a mining task. After that, map matching is 
needed to convert an array of raw latitude/longi-
tude coordinates to an array of road segments.

trust, securIty, And prIVAcy

In order to construct VSNs for practical applica-
tions, the following four aspects need to be ful-
filled: social group formation, trust management 
and evaluation, decentralized architecture, and 
data integrity. It is noted that all efforts in network 
optimization are nothing without trust. For trust 
transmission in VSNs, two main challenges can be 
summarized as follows. Constant change of topol-
ogy caused by the movement of vehicles makes 
the contact time limited, and a third party is 
required for trust maintenance; VSNs utilize users’ 
information like location, identity, mobility pat-
terns, and social connections to provide services. 
Potential security threats for users should also 
be considered, since their personal information 
can be exposed to malicious attacks and criminal 

Figure 4. Inferred traffic conditions on weekends: a) October 2014; b) March 
2015; c) changes between the two months.
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activities. Similarly, false alarms can be raised in 
an emergency situation, which may mislead the 
users or even cause mishaps on the roads.

With the objective of protecting users from pri-
vacy information leaks due to disclosing users’ tra-
jectories, the trajectory would not be manifested so 
certainly. On one hand, it is encouraged to obscure 
the user’s location; on the other hand, the user’s 
satisfaction of service should be guaranteed. Cor-
relational studies mainly focus on two aspects: loca-
tion-based services to report the traffic conditions 
within 1 km around the user, and publication of the 
historical trajectories. Furthermore, misleading infor-
mation in utility services may cause waste of time 
and energy. So far, little related work has been done 
to eradicate these issues in VSNs. Therefore, social 
trust-based strategies can be devised in future for 
reliable and secure communications in VSNs.

conclusIon
In this article, we have emphasized the importance 
of high-efficiency and reliable transmissions in VSNs 
for smart cities. Particularly, we study a case of traf-
fic anomaly detection for VSNs by trajectory data 
analysis. Although VSNs can be regarded as the inte-
gration of social networks and IoVs to improve the 
quality of life for citizens, the avenues of VSN studies 
are not flat, and many open issues are still ahead. We 
believe that VSNs will draw extensive attention and 
research efforts in the near future as the integration 
of information technology and social network ser-
vices becomes more compacted.
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AbstrAct

It is expected that the incessant use of SBSs 
by indoor mobile users to achieve high data rate 
and high energy efficiency for their smart mobile 
devices will drive ultra dense deployment of SCNs 
within MCNs, specifically in future smart cities. 
However, SCN densification has a hard effect 
on the deterioration of the energy efficiency and 
QoS throughput of mobile users equipped with 
smart mobile devices like smartphones, laptops, 
PDAs, and tablets. This degradation is due to the 
severe cross-tier interferences occurring in ultra 
dense co-channel deployments of SCNs within 
MCNs. The present article intends to study the 
energy efficiency of mobile users for better bat-
tery life management of their smart mobile devic-
es through minimal energy consumption during 
their uplink transmissions. The proposed solution, 
based on a fully decentralized algorithm for shar-
ing time access executed by SBSs and multi-hom-
ing capabilities of macrocellular users, improves 
the energy efficiency of mobile users for better 
battery life, and keeps their QoS throughput 
requirements. Therefore, it leads to the eco-friend-
ly smart mobile devices required in future smart 
cities. The results validate our proposed solution 
and show the improvement achieved compared 
to the conventional access control mechanisms. 
Furthermore, our scheme requires no coordina-
tion among SBSs and macro base stations, which 
reduces the huge signaling overhead when using 
cooperative schemes.

IntroductIon
Future smart cities are designed to meet citizens’ 
ever increasing requirements efficiently and in an 
enviromently sound manner [1]. Currently, smart 
mobile devices such as smartphones, using high 
data rate and high energy consumption applica-
tions like streaming contents and network gam-
ing, are growing significantly. These demanding 
applications lead to battery drain for smart mobile 
devices at a faster rate. Consequently, future 
smart mobile devices will require a high data rate 
with low energy consumption for satisfying their 
quality of service (QoS) requirements, improv-
ing their battery life and being environmentally 
friendly. Nonetheless, the 4G cellular networks 
are still incapable of satisfying these requirements 
for smart mobile devices in smart cities.

According to the standards of LTE and the 
requirements of future smart cities, future 5G 

cellular networks are expected to be ultra dense 
small cell networks (SCNs), composed of a mix-
ture of dense indoor SCNs such as pico and 
femtocells installed practically everywhere with-
in macrocell networks (MCNs). SCNs enhance 
spectrum reuse and coverage while providing 
high data rate services and seamless connectivity. 
Meanwhile, SCNs are also considered as a green 
solution for network operators and smart mobile 
devices in future smart cities.

The balance of this article is organized as 
follows. We discuss the SCNs densification in 
smart cities in the next section. Then we present 
the advantages and drawbacks of co-channel 
deployments and our solution. Following that, we 
present the numerical results. Finally, we make 
concluding remarks.

towArd scn densIfIcAtIon In 
future smArt cItIes

The advantages of SCNs, which appear in ensur-
ing higher data rates with low-power transmission 
to the users of SCNs as well as offloading from 
the MCNs, will lead to the spread of SCNs within 
MCNs, especially in future smart cities. As a con-
sequence, a vast number of neighboring SCNs 
with overlapping zones will show up (Fig. 1). The 
extent of the overlapping zones depends on the 
closeness of neighboring SCNs to each other.

co-chAnnel scn deployments

Unlike orthogonal channel deployments of SCNs, 
co-channel SCN deployments share the same 
frequency band between MCNs and SCNs, thus 
resulting in high spectral efficiency over the use 
of self-optimization techniques. However, this 
happens at the cost of degrading the energy effi-
ciency and QoS requirements of the cellular users 
due to the cross-tier interferences. Moreover, 
overlapping zones of neighboring SCNs have a 
crucial impact on the deterioration of the energy 
efficiency of cellular users due to the gravity of 
cross-tier interferences, especifically in ultra dense 
co-channel SCN deployments. Hence, interfer-
ence management in heterogeneous networks 
with SCNs has received more attention from the 
industrial and academic research communities. 
Self-optimization techniques such as power con-
trol, frequency, and time allocation used by small 
cell base stations (SBSs) are good methods that 
need to be implemented based on sensing meth-
ods for avoiding cross-tier interferences. On the 

Toward Eco-Friendly 
Smart Mobile Devices for Smart Cities

Abdellaziz Walid, Abdellatif Kobbane, Jalel Ben-Othman, and Mohammed El Koutbi

enAblIng mobIle And wIreless technologIes for smArt cItIes

The authors study the 
energy efficiency of 
mobile users for better 
battery life management 
of their smart mobile 
devices through minimal 
energy consumption 
during their uplink trans-
missions. The proposed 
solution, based on a fully 
decentralized algorithm 
for sharing time access 
executed by SBSs and 
multi-homing capabilities 
of macrocellular users, 
improves the energy 
efficiency of mobile users 
for better battery life, and 
keeps their QoS through-
put requirements.

Abdellaziz Walid, Abdellatif Kobbane, and Mohammed El Koutbi are with Mohammed V University of Rabat; Jalel Ben-Othman is with the University of Paris 13.
Digital Object Identifier:
10.1109/MCOM.2017.1600271



IEEE Communications Magazine • May 2017 57

other side, the access control policy to the SCNs 
also has a major role in defining the impact of 
interferences on the overall system performance. 
Two access control methods for SCNs have been 
proposed:
• Closed access: Only the owner of the SCN 

and its list of authorized users have the right 
to use the SCN.

• Open access: Everyone have the right to use 
the SCN.

energy effIcIency of mobIle devIces

The energy consumed by wireless networks and 
mobile devices was ignored in the traditional 
deployments of wireless cellular networks. This 
neglect leads to a significant waste of electricity, 
poor battery autonomy of mobile devices, and 
increased CO2 emissions. Hence, energy efficien-
cy [2, 3] arises as a strongly property of future 
wireless networks and mobile devices designed 
for smart cities. In addition, current applications 
of mobile devices increase communication power 
consumption due to their high data rate require-
ments, which consequently raises power cost [4]. 
Therefore, energy efficiency is taking more atten-
tion; also, spectrum efficiency and green wireless 
networks are widely studied nowadays.

Accordingly, the energy aspect needs to be 
considered in heterogeneous networks with 
SCNs. In [5], cognitive radio and power control 
optimization are studied for SCNs. The problem 
is modeled as a Stackelberg game to obtain the 
Stackelberg equilibrium solution. Similarly, power 
control optimization for the uplink communica-
tions of two-tier heterogeneous networks is inves-
tigated in [6], using fictitious games. Joint energy, 
spectrum utilization, and outage capacity are 
addressed in [7]. In [8], the problem of power 

optimization is formulated via game theory as a 
non-cooperative game, in which each macro base 
station (MBS) maximizes its gain based on circuit 
and transmission power, while each SBS tends to 
maximizes its utility based on signal-to-interfer-
emce-plus-noise ratio (SINR). Energy efficiency of 
uplink transmissions of mobile devices is investi-
gated with QoS requirements and multi-homing 
capabilities [9].

In brief, a plethora of studies on energy-effi-
cient uplink communication for heterogeneous 
networks (HetNets) are investigated considering 
only closed or open access control mechanisms. 
On the other hand, all scenarios of their simula-
tions are simple, composed of a few SCNs with-
in MCNs and assuming no overlapping zones 
among SCNs. However, in reality, SBSs are 
deployed in a random way to satisfy the high data 
rate requirements of mobile users in indoor envi-
ronments (house, enterprise, etc.). In this case, in 
dense urban zones a random ultra dense co-chan-
nel deployment of SCNs will show up with numer-
ous overlapping zones where there are many 
macro indoor users that aggravate the effect of 
cross-tier interferences in the closed access policy. 
Furthermore, in the open access policy, macro-
cellular users located inside overlapping zones of 
neighboring SCNs will face complications in mak-
ing their decisions in such a way that each macro 
indoor user will have the right to select a single 
SBS among all neighboring SBSs involved in the 
overlapping zones. As a result, each cellular user 
located inside an overlapping zone of wireless 
networks will choose the best one among all avail-
able wireless networks. Received signal strength 
(RSS) [10], available bandwidth [11], and maxi-
mum SINR are criteria for choosing the best avail-
able wireless network. One disadvantage is that 
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Figure 1. Ultra dense SCNs deployments in future smart cities.
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all resources from different neighboring SCNs are 
not fully exploited with the single network selec-
tion mode. Another drawback is the call blocking 
that occurs when no resources are available for 
cellular users. Furthermore, a congested network 
will occur if many macro indoor users choose the 
best SBS among all neighboring SBSs at the same 
time [12]. On the contrary, with multi-homing 
capabilities, a macrocellular user located in the 
overlapping zone of neighboring SCNs can main-
tain multiple simultaneous connections with its 
neighboring SBSs rather than using a single SBS.

In this article, we consider ultra dense co-chan-
nel deployments of indoor SCNs within an MCN, 
analyzing and evaluating the energy efficiency 
performance of smart mobile devices in smart 
cities.

The major contributions of this article can be 
outlined as follows:
• Our research takes into consideration the 

study of the energy efficiency of cellular 
users in ultra dense co-channel deployments 
of SCNs in future smart cities.

• A solution based on a fully decentralized 
algorithm and multi-homing capabilities of 
macrocellular users has been proposed, to 
improve the energy efficiency and to satisfy 
the QoS requirements of mobile users.

• Our scheme requires no coordination among 
SBSs and the MBS, which reduces the exces-
sive overhead over the backhaul links [13] 
induced using cooperative schemes [14].

energy effIcIency AnAlysIs

smAll cell network densIfIcAtIon model

In our model, we consider a macrocell M with 
radius RM centered at an MBS and a variable 
number Ns of SBSs (called femto BSs) distribut-
ed randomly within the area covered by mac-
rocell M. Nm macrocellular users are uniformly 
distributed within the coverage area of macro-
cell M, and ns,i cellular users (called home cellular 
users) are randomly distributed within the area of 
their SBSi. The macro users and home users use 
smart mobile devices with fixed transmit powers 
of pm and ph, respectively. We focus our study 
on LTE technology, and we consider the uplink 
transmission that uses single-carrier frequency-di-
vision multiple access (SC-FDMA). We consider 
a co-channel deployment where all SCNs and the 
MCN use the same band frequency. We take into 
account the cross-tier interferences between each 
SCN and MCN, co-tier interferences between 
neighboring SCNs, and path loss and propaga-
tion models. We divide all cellular users into three 
categories: macro indoor users, macro outdoor 
users, and home users or small BS owners.

energy effIcIency model

For smart mobile devices, energy efficiency is 
expressed as a measure of the maximum amount of 
bits that can be delivered per joule of energy con-
sumed. In order to model the system as a set of dis-
tinct mobile devices, the definition in [15] represents 
the total energy efficiency expressed as the sum of 
energy efficiency for individual mobile devices.

our solutIon : shAred tIme And 
multI-homIng Access polIcy

In this section, we focus on how to maximize 
the energy efficiency of smart mobile devices by 
adopting our solution which is based on a fully 
decentralized algorithm for sharing time access 
executed by SBSs and multi-homing capabilities of 
macrocellular users.

dIstrIbuted shAred tIme Access AlgorIthm

We consider the shared time access where an 
SBSi allocates f i fraction of time slots to home 
users and the remaining (1 – fi) fraction of time 
slots to macro indoor users in the uplink. Each 
SBS tries to optimize fi in order to maximize self-
ishly the total energy efficiency of users located in 
its area and to satisfy their QoS requirements.

Algorithm 1. The fully decentralized algorithm.

Step 1 : Each SBSi sets up the closed access as a default access policy fi* = 1;
Step 2 : Each SBSi sensing periodically for macro users in the area of its coverage;
Step 3 : If they exist in the area of a SBSi, it gets some parameters ni, ns,i, Wh

i, Wm
i ;

Step 4 : The SBSi gets the total throughput of homes users in the uplink Th,i
total, and the 

total throughput of macro indoor users in the uplink Tmin,i 
total received by SBSi;

Step 5 : The SBSi computes the fraction of the shared time access fi and (1 – fi) that will 
be allocating to home and macro indoor users respectively;
Step 6 : If the fraction is feasible (0 < fi < 1), it will represent the solution fi* = fi , else 
the SBSi will switch to the open access policy.

Table 1. Simulation parameters.

Parameter Value

Macrocell radius (Rm) 1000 m 

Small cell radius (Rs) 75 m 

Number of macrocellular users (Nm) 500 

Number of home users 1–2 

Frequency 2 GHz 

Macro UE power pm 0.2 W 

Home UE power ph 1 mW 

Indoor walls loss (Liw) 5 dB 

Outdoor walls loss (Low) 20 dB 

Bandwidth of downlink Bw 20 MHz 

Nsc 12 

Nsymbol 4 

Nrb 100 

Modulation scheme 64-QAM 

Subcarrier spacing (Df) 15 kHz 

Bit error rate (BER) 10–6 

White noise power density (N0) –174 dBm/Hz

Home user QoS requirements Wh
i 1 Mb/s 

Macro user QoS requirements Wm
i 0.1 Mb/s 

Number of homogenous interfaces of 
macrocellular users

4
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In the shared time access we have

fi ∈ [0,1[ and pmin,k = ph,k

where pmin,k is the transmit power of a macro 
indoor user on subcarrier k, and ph,k is the trans-
mit power of a home user on subcarrier k. The 
total energy efficiency of mobile devices in an 
SBSi is given as 

EESBSi =
1
ph,k

φiTtotal
h,i + (1− φi )Ttotal

min ,i( )
  

(1)

where Th,i  
total , Tmin,i  

total are the total uplink throughput 
of home users and the total uplink throughput of 
macro indoor users in SBSi, respectively

Maximize EESBSi ,  subject  to

   
φiTtotal

h,i

ns,i
≥ Ωh

i  and  
(1− φi )Ttotal

min ,i

ni
≥ Ωm

i

  
Wi

h represents the average QoS uplink through-
put requirement of a home user h.

Wi
m represents the average QoS uplink through-

put requirement of a macro user m.
The optimal value fi* of the time allocation of 

a SBSi is given as 
if Th,i  

total ≥ Tmin,i  
total

S1 = φi
* = 1− Ωm

i ni
Ttotal
min ,i

  (2)
This solution S1 is feasible if 

φi
* ≥

Ωh
i ns,i
Ttotal
h,i

 
if Th,i  

total < Tmin,i  
total 

S2 = φi
* =

Ωh
i ns,i
Ttotal
h,i

  (3)
Accordingly, this fully decentralized algorithm 
(Algorithm 1) presents a low-complexity and 
low-latency implementation, which motivates its 
deployment in the SBSs due to their low resourc-
es in terms of memory, CPU, and so on.

exploItIng multI-homIng cApAbIlItIes of 
mAcrocellulAr users

With multi-homing capabilities of macrocellular 
users located in overlapping zones of SCNs, 
macrocellular users can maintain multiple simul-
taneous uplink associations with different SCNs 
through their multiple homogeneous radio inter-
faces. Hence, in multi-homing radio resource 
allocation, the macrocellular user sends its 
uplink traffic to all available SBSs enabling 
shared time access by exploiting its multi-hom-
ing capabilities. This has the advantage of sup-
porting applications with high required data 
uplink rate through aggregating the offered 
resources to different SCNs. Then the achieved 
energy efficiency of a macro indoor user EEmin 
total with multi-homing capabilities, located in an 
overlapping zone of a set of SCNs, is the sum 
of its energy efficiencies in all SCNs involved in 
the overlapping zone.

Moreover, the multi-homing capabilities of 
macrocellular users give our solution the advan-
tage of preventing frequent occurrence of 

handoff that leads to the deterioration of ser-
vice quality, especially with single network selec-
tion solutions. However, our solution presents 
a drawback due to the technical limitations in 
deploying many homogeneous LTE interfaces in 
mobile devices for the support of multi-homing 
in HetNets.

sImulAtIon results
The simulations are event-based and developed 
according to Third Generation Partnership Proj-
ect (3GPP) standards. The simulations’ scenario is 
given according to our SCN densification model. 
The simulation parameters are given in Table 1. 
The plotted values are an average of 10,000 inde-
pendent simulations using Matlab.

Figure 2. Total energy efficiency of cellular users.
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Figure 3. Empirical CDF of energy efficiency of macro indoor users.
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ImpAct on system energy effIcIency

First, we study the impact of our solution on the 
overall energy efficiency by increasing the num-
ber of SCNs within an MCN.

As depicted in Fig. 2, the overall ener-
gy efficiency in the uplink reaches its high 
level when the shared access policy is com-
bined with the multi -homing capabil it ies 
of macrocellular users. Shared access with 
multi-homing mitigates the cross-tier interfer-
ences caused by macro indoor users to SBSs 
in closed mode and offloads from the mac-
rocell. Furthermore, it keeps the QoS param-
eters of both home and macro indoor users 
degraded in the open access mode. More-
over, multi-homing improves the energy effi-
ciency with the increasing of SCNs compared 
to the shared time access with single access 
mode.

energy effIcIency cumulAtIve dIstrIbutIon functIon
Second, we study the impact of our solution on 
the empirical cumulative distribution of macro 
indoor users, macro outdoor users, and home 
users. The simulated network consists of 300 SBSs 
distributed randomly within the area covered by 
MCN.

Figure 3 shows the empirical CDF energy effi-
ciency of macro indoor users. Shared time access 
mode with multi-homing is the most suitable 
because it mitigates the interferences caused by 
macro indoor users to SBSs in the closed mode, 
at the same time avoiding the degradation of 
QoS parameters of home and macro indoor 
users in the open access mode. What is more, 
the multi-homing capabilities of macro indoor 
users in overlapping zones of SCNs improve the 
energy efficiency of macro indoor users with the 
densification of SCNs compared to shared access 
without multi-homing capabilities of macrocellular 
users because the greater the number of SCNs, 
the greater the number of macro indoor users are 
in overlapping zones.

As depicted in Fig. 4, open access, shared 
access, and shared access with multi-homing are 
suitable modes for macro outdoor users because 
they offload from the macrocell by decreasing the 
number of macro users using the service of the 
macrocell, hence increasing the data rate capacity 
of macro outdoor users. However, this will be at 
the expense of QoS requirement of home and 
macro indoor users, which will be degraded in the 
open access and shared access modes.

As shown in Fig. 5, the preferred access policy 
for home users is shared access with multi-homing 
compared to open, closed, and shared access 
policies. This is because it reduces interferenc-
es caused by macro indoor users to home users 
in the closed mode and the degradation of QoS 
requirements of home and macro indoor users in 
the open mode. Moreover, it gives better energy 
efficiency for home users compared to the shared 
access mode thanks to the multi-homing capabil-
ities of macrocellular users, which mitigate more 
interferences in overlapping zones compared to 
shared access without the multi-homing capabili-
ties of macrocellular users.

conclusIon
In this article, ultra dense co-channel deployment 
scenarios of indoor SCNs within MCNs located in 
smart cities are studied. To deal with the challenges 
from random deployments, cross-tier interferences 
and huge overhead induced by SBSs and MBSs 
using coordination and cooperative schemes, a 
solution based on a fully decentralized algorithm 
for sharing time access executed by SBSs and 
multi-homing capabilities of macrocellular users 
is proposed. Our solution aims to improve the 
energy efficiency of cellular users for better battery 
lifetime of their smart mobile devices while meet-
ing their throughput QoS requirements. In fact, 
numerical results display the effectiveness of our 
solution compared to closed, open, and shared 
time access mechanisms in the context of energy 
efficiency and QoS throughput requirements. It is 
noteworthy that future studies can combine our 
proposal with power control methods and sophisti-
cated multi-homing algorithms to achieve far better 
results for future smart green cities.

Figure 4.Empirical CDF of energy efficiency of macro outdoor users.
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Figure 5. Empirical CDF of energy efficiency of home users.
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AbstrAct

The backhaul forwards aggregated traffic from 
massive users, machines, and sensors to the core 
network, and is the key infrastructure to facili-
tate a smart city. The beamforming and spatial 
multiplexing technologies enable the wireless 
multipoint-to-point backhaul to connect dense 
small cell eNodeBs (eNBs) and macrocell eNBs. 
Because the spatial characteristics of the backhaul 
channels, such as the angular power spectra and 
spreads, determine the interference and capac-
ity performance of the backhaul links, accurate 
3D channel modeling is vital for the evaluation 
and comparison of candidate proposals. In this 
article, the concepts and methodology of spatial 
channel modeling are first introduced, and the 
state-of-the-art models developed by the standard-
ization bodies in recent years are surveyed. Then 
we present a field measurement campaign on the 
3D backhaul channels in an urban street, includ-
ing the channel sounder implementation, field 
measurement, multipath parameter estimation, 
and propagation modeling. The Rx of the sound-
er (emulating a donor eNB) was installed on the 
rooftop of a five-story building, and the Tx was 
located along a street and at different altitudes to 
emulate a relay eNB. The channel angular power 
spectra in the elevation and azimuth domains 
were measured, and the impact by the relay’s dis-
tance and altitude on the angular spreads was 
evaluated. In addition, a Laplace model is pro-
posed for the power spectra in both domains. 
This article not only explains the methodology 
and implementation of the spatial channel mea-
surement, but also reveals the urban wireless 
backhaul channel characteristics which are useful 
for the design and deployment of wireless back-
haul for a smart city.

IntroductIon
WIreless bAckhAul And Fd-MIMo

Modern cities experienced a dramatic growth in 
both populations and demand for information 
service in the last several decades. In the era of 
Long Term Evolution (LTE), the heterogeneous 
network (HetNet) has emerged as a flexible and 
high-capacity architecture. In a HetNet, a macro-
cell tier is overlaid with a dense tier of small cells 

(composed of picocells, femtocells, and relays). 
The small cell eNodeBs (eNBs) provide connec-
tivity to nearby user equipments (UEs), while the 
macrocell eNBs provide ubiquitous coverage to 
the others. The former (acting as a relay) forwards 
the massive traffic from UEs to the latter (acting 
as a donor), and it is vice versa for the downlink 
data. Dense deployment of pico/femtocell eNBs 
with smaller radius can reuse spectrum geographi-
cally and also significantly reduce the transmission 
power. Nowadays, the HetNet has been regard-
ed as the key infrastructure to provide wireless 
access to not only dense citizens in urban areas 
but also networked sensors and actuators, which 
can make city operations more efficient and envi-
ronmentally safe.

The deployment and popularity of a HetNet 
require a high-capacity and flexible backhaul 
infrastructure to connect the relay and donor 
eNBs. Small cell (relay) eNBs usually need to 
be quickly deployable, scalable, and cost-effec-
tive [1]. Hence, compared to the wired solution 
(e.g., fiber), the wireless backhaul is a more suit-
able and viable alternative for the dense urban 
deployment. The flexibility also allows temporary 
or mobile deployment (e.g., for sport or entertain-
ment events) and indoor coverage. The emerging 
large-scale antenna array systems and full-dimen-
sional multiple-input multiple-output (FD-MIMO) 
technologies [2] are currently under investigation 
to realize high-performing and cost-effective wire-
less backhaul. By using a large number of active 
antenna elements (AAEs) in a planar array, FD-MI-
MO can form multiple narrow beams and con-
centrate radiation power in both the azimuth and 
elevation dimensions. By extending the spatial 
separation to the elevation domain as well as the 
azimuth domain, the 3D digital beamforming is 
attractive to cater for the network densification in 
cities. As shown in Fig. 1, the donor eNB commu-
nicates with multiple relay eNBs simultaneously 
in a multipoint-to-point manner by space-division 
multiplexing (SDM). Meanwhile, the radiated 
power is more concentrated spatially toward the 
intended receivers, leading to much higher signal 
strength and less interference to other users.

The current 4G/LTE-Advanced systems oper-
ate at 2.6 GHz. Operating backhaul and access 
links in the same frequency band (in-band wire-
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less backhaul) is preferable for operators. First, 
the additional cost of buying separate frequen-
cy licenses for backhaul is eliminated. Second, 
the current radio units can be reused to serve the 
backhaul links. Therefore, the 3D beamforming 
working in the current frequency band is a prom-
ising solution to enable wireless backhaul for a 
smart city.

3d chAnnel chArActerIzAtIon For 
WIreless bAckhAul

Capacity and reliability of wireless hackhaul are 
still challenging issues. In SDM by 3D beam-
forming, the inter-sector interference is the lim-
iting factor on the link throughput and system 
capacity. The received signal-to-interference ratio 
(SIR) depends on the design of AAE arrays and 
the spatial multipath propagation characteristics 
(e.g., the distribution and spread of the angular 
power spectrum). The accurate characterization 
of the spatial backhaul channels provides the fun-
damental assumptions for the theoretical analysis 
and performance simulations of the candidate 
systems. To describe the multipath propagation 
in the vertical and horizontal dimensions, a 3D 
channel model defines the spatial parameters 
of azimuth/elevation angle of arrival (AoA/EoA), 
root-mean-square (RMS) azimuth/elevation spread 
of arrival (ASA/ESA), and the counterparts of 
these parameters for path departure on the trans-
mitter side. In addition, the angular power spectra 
in the two domains represent the power arrival 
distributions over the incident angles, called the 
azimuth/elevation power spectrum (APS/EPS). 
The angular spreads (ASA, ESA, ASD, and ESD) 
are the second-order moments of the correspond-
ing power spectra, and indicate the spreads of the 
power arrival/departure. They have a significant 
impact on the inter-sector interference in direc-
tional beamforming and spatial multiplexing.

contrIbutIons oF thIs ArtIcle

The main contributions of this article are two-
fold. First, we introduce the fundamental concept 
and methodology for the 3D channel modeling 
and then survey the current major standardiza-
tion efforts in recent years. The wireless back-
haul channels are essentially different from those 
between UEs and BSs (as discussed in detail later), 
but are still less explored.

Second, since the channel characterization 
and modeling are based on precise field mea-
surements and parametrization, a field measure-
ment campaign on the typical 2.6 GHz in-band 
backhaul channels is reported. In particular, the 
design of a MIMO channel sounder developed 
jointly by Huawei and Northwestern Polytech-
nical University (NPU) is presented, including 
the hardware implementation and path param-
eter estimation method. Then the measurement 
results of the angular power spectra and spreads 
in both the elevation and azimuth domains are 
provided. The Laplace distribution model for 
APS and EPS is proposed, and the impact of 
relay eNB’s distance and altitude on the angular 
spreads (ASA and ESA) is revealed based on the 
measurement data.

The system design of the sounder provides a 
valuable reference for future spatial channel mea-
surements. The proposed channel models can be 

used for the deployment and evaluation of the 
SDM-based wireless backhaul in realistic urban 
environments.
current 3d chAnnel ModelIng Works

concept And Methodology oF 
3d chAnnel ModelIng

The geometry-based stochastic channel models 
(GSCMs) are ray-based double-directional mul-
tipath models for MIMO links. The small-scale 
(SS) ray parameters (e.g., delay, power, and arriv-
al and departure directions of each propagation 
path) and the large-scale (LS) channel parame-
ters (e.g., delay spread, angular spread, shadow 
fading, and cross-polarization ratio) are defined, 
and their empirical distributions are statistically 
extracted from field measurements for typical sce-
narios. GSCMs can generate impulse respons-
es in both the temporal and angular domains, 
called channel realizations, which are then used 
in wireless system simulations. Channel realiza-
tions are the superposition of contributions of 
rays (plane waves) with three levels of random-
ness. At first, the LS parameters are drawn sto-
chastically from scenario-dependent distribution 
functions (by using random number generators 
and suitable filters). Next, the SS parameters are 
generated randomly also according to the tabu-
lated distributions and the LS parameters (second 
moments). Third, by picking (randomly) different 
initial phases of the scatterers, an unlimited num-
ber of different realizations can be generated. The 
models are usually antenna independent, that is, 
different antenna configurations and element pat-
terns can be inserted. The GSCMs have become 
an enabling tool for the link and system-level 
simulation and performance evaluation of radio 
interface technologies in realistic propagation 
conditions.

The traditional GSCMs, such as Third Gener-
ation Partnership Project (3GPP) TR25.996-v11 
(spatial channel model, SCM) [3] and WINNER I 
[4], are 2D in the sense that only the azimuth-re-
lated parameters (i.e., AoA/AoD and ASA/ASD) 
are characterized, and the elevation angles of 
propagation paths are neglected. Inspired by the 
attractive features and potential benefit of FD-MI-
MO and 3D beamforming, several standardiza-
tion projects in recent years, such as WINNER, 

Figure 1. Multipoint-to-point wireless backhaul deployment scenario.
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3GPP, COST2100, and METIS, have made sig-
nificant achievements in defining the 3D bidirec-
tional, dual-polarized MIMO channel models. 
True elevation angles are associated with signal 
paths. The new SS parameters EoA/EoD and two 
new LS parameters ESA/ESD are defined in the 
extended models. Their distributions and correla-
tions with other LS fading parameters such as the 
path loss and delay spread are also given for spe-
cific scenarios.

current 3d chAnnel Models

The major efforts in the 3D channel modeling by 
the standardization bodies are briefly introduced 
as follows.

The WINNER family is a set of GSCMs, 
describing various environments including out-
door, indoor, and outdoor-to-indoor. The models 
are parameterized using results from an exten-
sive set of measurement campaigns. The 3D 
channel model, WINNER+ [5], has been evolved 
from the earlier phases of WINNER I and II 
(SCM wideband extension, SCME). The novel 
features include the elevation parametrization, 
scenario-dependent polarization modeling, new 
scenarios, and so on. The generalization from 
2 to 3D uses the same modeling approach in 
generating the elevation-related parameters. The 
composite APSs of all clusters are modeled by 
the wrapped Gaussian distribution. The AoAs 
of paths are generated by applying the inverse 
Gaussian function with input parameters of clus-
ter power and ASA given for specific scenarios. 
The cluster EPSs have the Laplace distribution. 
Then the elevation angles of paths are deter-
mined by the same procedure with the original 
ASA values replaced by ESAs. Due to the limit 
of available measurement results, the cross-cor-
relation coefficients of the new LS parameters 
are set as zero if the measured values are less 
than 0.4. Furthermore, if the measurement data 
for a scenario are not available, it is proposed to 
borrow values for other scenarios.

3GPP has also paved the way to full 3D 

channel models. 3GPP established a study item 
in 2012 [6] on 3D channel modeling. The find-
ings are captured in the latest technical report 
(TR36.873) released in June 2015 [7]. The new 
scenarios for the UE-specific elevation beamform-
ing, such as the UMa with high outdoor/indoor 
UE density, are specified. The modeling of the 
elevation-domain parameters is similar to that in 
WINNER.

European Cooperation in the Field of Scien-
tific and Technical Research (COST) Actions in 
the field of wireless communications started from 
Action 207 (Digital Land Mobile Communica-
tions), followed by a series of successful Actions 
of COST 231, 259, 273, and, finally, 2100 [8]. 
The channel model in COST2100 characterizes 
the 3D channel at the individual cluster level. A 
cluster (scattering object) is not specific to one 
single link but depicted as an ellipsoid in space. 
The cluster angular spread (CAS) includes the 
arrival/departure power spread in both the azi-
muth and elevation planes. It is proposed that 
the CAS follows the lognormal distribution with 
a base of 10.

Another important effort is from the Mobile 
and Wireless Communications Enablers for the 
Twenty-twenty Information Society (METIS) proj-
ect [9]. METIS has the goal to provide solutions 
for the new challenges in the fifth generation (5G) 
systems. Based on extensive measurement cam-
paigns in the propagation scenarios relevant to 
5G and at various frequencies between 2 and 60 
GHz, new channel models are proposed for accu-
rate 3D propagation characterization, massive 
MIMO with high spatial resolution, and dual-mo-
bility links (e.g., vehicle-to-vehicle communica-
tions) [10]. The modeling approaches include the 
GSCM, a map-based site-specific deterministic 
model (based on ray-tracing), and a hybrid model 
for scalability. In the GSCM approach, the gen-
eration of arrival and departure directions in the 
azimuth and elevation domains follows the distri-
bution models in 3GPP TR14-36873 [7] discussed 
above.

Figure 2. The architecture of the MIMO channel sounder.
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ModelIng For WIreless bAckhAul chAnnels
The existing 3D channel models developed in 
recent years mainly focus on the cellular commu-
nication links between fixed BSs and mobile UEs 
[11]. However, the backhaul scenario, which has 
been less explored, is essentially different, in par-
ticular in the following three aspects:
• Relay eNBs are above the height of pedestri-

ans. They are usually mounted on lampposts 
or exterior walls of buildings. The altitude 
will have a significant impact on the channel 
characteristics.

• The relay eNBs employ directional antennas 
(or antenna arrays) instead of omnidirection-
al antennas used in UEs. The main lobe of a 
relay eNB is pointing to its target donor eNB 
to concentrate radiated power. Since there 
are no paths emitting from the back of the 
directional antenna, the angular power spec-
tra on both the relay and donor eNBs may 
change.

• The eNBs are fixed, and thus there is no 
Doppler effect. Therefore, the channel mod-
eling focuses on the spatial properties. The 
high-performing wireless backhaul tech-
niques set new requirements for radio chan-
nel and propagation modeling, which has 
motivated this work.
MeAsureMent systeM And scenArIo

MeAsureMent systeM
The measurement campaign on the wireless back-
haul channels was conducted using a MIMO 
radio sounder. Its architecture is illustrated in Fig. 
2, and photographs of the transceivers are pre-

sented in Figs. 3c and 3d. The sounder probes 
channels in the time domain based on the direct 
sequence spread spectrum (DSSS) approach. The 
carrier of 2.6 GHz frequency is modulated by 
cyclic pseudo-noise (PN)-sequences and transmit-
ted over the air. The length of a PN-sequence is 
1023 chips and the rate is 62.5 Mchips/s.

The Tx and Rx are both equipped with a 
dual-polarized uniformed planar array (UPA). One 
UPA is composed of 16 pairs of cross-patches 
organized in a 4  4 matrix with spacing of half 
a wavelength (Fig. 3a). Each pair includes two 
dipoles in ± 45° polarizations, and hence there 
is a 4  4 dipole array in either polarization. A 
dipole has 7 dBi peak gain and a half-power 
beamwidth of –70° to +70° in both the azimuth 
and elevation dimensions. The incident angle of 
an impinging wave is defined with respect to the 
coordinate in Fig. 3b. The spatial and polariza-
tion domains are covered by measuring the chan-
nel responses between multiple transmitting and 
receiving antenna pairs sequentially in a time-divi-
sion multiplexing (TDM) manner. On the Tx side, 
the signal source is connected to the UPA with 
a microwave switch with 1 input and 32 output 
ports. The 32 dipoles are stimulated one by one 
through the switch, and each dipole transmits 10 
frames for 1 ms to probe the channel. Each frame 
contains five PN-sequences plus header and tail, 
and lasts for 0.1 ms. On the Rx side, a microwave 
switch with 32 input and 4 output ports is con-
nected to the UPA, which selects 4 co-polarized 
dipoles in one column and outputs the received 
signals. The radio signals are then processed by 
low noise amplifiers (LNAs) and bandpass filters, 

Figure 3. The channel sounder setting and measurement positions: a) antenna array; b) coordinate; c) receiver (donor eNB); d) trans-
mitter (relay eNB); e) measurement positions (distance unit: meter).
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and finally input into the 4 ports of a Tex70608 
oscilloscope where they are sampled by the rate 
of 625 MHz and stored for offline processing. 
The microwave switch connects 4 dipoles in one 
column for 0.1 ms to receive one complete frame 
and then switch to the next column. Thus, with-
in the transmitting time of one Tx dipole (1 ms), 
the 8 columns of the Rx UPA take 8  0.1 = 0.8 
ms for reception, while all 32 dipoles receive a 
complete frame of the sounding signal. The anten-
na elements are switched almost instantaneously 
so that the channel response remains practically 
constant within the Rx antenna switching period. 
The waveforms captured on the 4  4 rectangular 
array in one polarization during this period is a 
spatial channel snapshot, which is then used to 
estimate the power and 2D angle of arrival of the 
propagation paths. To ensure signal timing and 
antenna switching synchronization, two GPS-trig-
gered rubidium clocks are used at the transceivers 
to provide reference clocks of 1 Hz, 1 kHz, and 
10 kHz pulses per second (PPS).

The path parameters are extracted using 
super-resolution techniques including two tasks. 
First, paths are resolved from the captured radio 
waveforms jointly by sliding correlation (between 
the received signals and the spreading code) in 
the time domain and spatial smoothing in the 
space domain. Second, based on the array com-
plex impulse responses received on the UPA, 
the 2D incident angles of the paths are estimat-
ed using the subspace-decomposition algorithm. 
Readers are referred to [12] for detailed presen-
tation of the parameter estimation algorithm. 
System calibration is performed on each measure-
ment day to compensate the transfer functions of 

the radio chains of the Rx in the captured chan-
nel impulse responses. The 3D radiation pattern 
of the Rx UPA (steering vectors) has been mea-
sured in an anechoic chamber and is incorporat-
ed in the angle of arrival estimation algorithm to 
remove the antenna effect. Thus, the antenna-in-
dependent channel characteristics are obtained.

MeAsureMent scenArIo

The measurement campaign was conducted on 
the campus of NPU. One important deployment 
scenario of small cells is along urban streets to 
forward high traffic load generated from pedes-
trians and passengers on vehicles. We consider 
the multipoint-to-point scenario where a donor 
eNB connects multiple relay eNBs by SDM, as 
shown in Fig. 1. The wireless backhaul channels 
in such a street canyon environment with line 
of sight (LOS) were measured in this campaign. 
Since multiple beams would be formed on the 
donor eNB antenna array in this scenario, we 
focused on the power arrival profile at the donor 
eNB. Furthermore, according to the channel 
reciprocity, the power departure profiles were 
also obtained by swapping the directions of the 
incoming paths.

The Rx was installed on the rooftop of a 
five-story office building by the roadside as the 
donor eNB (Fig. 3c). Its antenna panel was 24.5 
m high and above the other buildings in the sur-
rounding environment. The Tx was placed in six 
regions along the street, where the distances to 
the Rx changed from 120 to 250 m horizontally, 
as illustrated in the map in Fig. 3e. The regions 
were evenly spaced by 26 m. In each region, the 
Tx was placed at two positions which were paral-
lel and spaced by 2 m. Furthermore, to emulate a 
relay eNB, the Tx was raised up to three altitudes 
(2, 4.5, and 7 m) by an elevator at each position 
(Fig. 3d). Thus, the impact of the relay distance, 
altitude, and scattering environment on the wire-
less backhaul channel could be studied.

In this work, the signals when both transceiv-
er antennas were +45° polarized (with respect 
to the Rx coordinate system) were used and the 
co-polarization measurements were performed. 
At each relay position and altitude, the 32 
dipoles on the Tx UPA transmitted for 25 cycles. 
Thus, the channel was sounded by 32/2  25 = 
400 times in one polarization, and 400 indepen-
dent channel snapshots were captured (as men-
tioned earlier, one snapshot was the array signal 
received by the Rx UPA during 0.8 ms when 
one Tx dipole was transmitting). Furthermore, 
from 2 measured positions in one region, 400 
 2 = 800 snapshots were obtained for a given 
relay-donor distance and altitude. From the array 
signal of each snapshot, the 10 most significant 
multipath components (MPCs) were resolved 
from the waveforms and parameterized. Based 
on the EoA, AoA, and power of these MPCs, 
the angular power spectra and spreads were 
obtained.

There was variation among the 800 snap-
shots at one altitude in a region, caused by the 
movements of the Tx over a small distance and 
the people and vehicles in the scattering environ-
ment. However, the relay-donor distance, altitude, 
and surrounding buildings remained stationary. 
Therefore, the variation among the snapshots is 

Figure 4. The measured angular spectra (EPS and APS) at different relay-to-donor 
distances and relay altitudes: a) region = 1, altitude = 4.5 m; b) region = 3, alti-
tude = 7 m; c) region = 1, altitude = 4.5 m; d) region = 2, altitude = 7 m.
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referred to as the small-scale spatial fading. The 
statistics of the snapshots collected from one Tx 
region and altitude represent the small-scale fad-
ing of the channel. On the other hand, the vari-
ation of the model parameters (e.g., mean and 
variance) among different relay regions and alti-
tudes reflects the large-scale spatial fading.

MeAsureMent results And ModelIng
AngulAr poWer spectruM And 

spreAd In the elevAtIon doMAIn

For a given relay-donor distance and relay’s alti-
tude, the EPS and ESA are calculated from the 
power and EoAs of the 800  10 = 8000 sample 
MPCs (800 channel snapshots and 10 MPC sam-
ples per snapshot). As illustrative examples, the 
obtained EPSs when the Tx was placed 4.5 m high 
in region 1 and 7 m high in region 3 are plotted in 
Figs. 4a and 4b, respectively.

As shown in Fig. 4, the power arrival mostly 
concentrates in the main clusters in this LOS sce-
nario. Hence the statistical model for the EPS of 
the main cluster is established. Since the main 
clusters are symmetric with one peak, we consid-
er the candidate distribution functions of Laplace, 
normal, and Cauchy probability distribution func-
tions (PDFs). By using the AIC-testing method, 
they are compared in fitting the empirical power 
spectra, and the Laplace distribution can model 
the measurement graphs best. The Laplace PDF 
is denoted by Lap(mE, bE), where mE and bE are 
the location parameter and the scale parameter, 
respectively. For example, the best-fit Laplace 
PDFs, obtained with minimum mean square error 
(MMSE), are superimposed in Figs. 4a and 4b. 
The location parameter mE is approximated by the 
LOS direction, that is, mE = qLOS where qLOS is the 
EoA of the LOS path and calculated geometrically 
according to the geographic locations of the relay 
and donor eNBs.

The scale parameter bE describes the spread 
of the main cluster, and 2b E (the second 
moment of the Laplace distribution function) is 
actually the ESA of the main cluster. The values 
of bE for all the measurement regions and alti-
tudes are plotted in Fig. 5. First, it is observed 
that the impact of the relay altitude, denoted 
by hrel, is remarkable. For a given relay-donor 
distance (denoted by drel), bE is larger when the 
relay altitude is increased. This shows that higher 
relay altitude leads to larger ESA at the donor 
eNB. Second, as drel increases, bE has fluctua-
tions, and the linear regressions on the measured 
values show two tendencies. When the relay is 
low (2 m high), the expectation of bE is almost 
constant for various drel. But bE has a common 
decreasing tendency at the altitudes of 4.5 and 
7 m. This indicates that when the relay is moved 
away from the donor, the channel ESA almost 
does not change if the relay is close to the 
ground, but decreases if the relay is placed high-
er. Third, it can be seen that when the distance is 
increased, the values of bE at the three altitudes 
converge. Therefore, the impact of a relay’s alti-
tude is more significant when it is close to the 
donor horizontally, and vice versa.

Figure 5 shows that bE varies linearly with 
respect to the relay-donor distance, and the slope 
and intersect depend on the relay altitude. There-

fore, bE can be modeled by a linear function with 
respect to the independent variable drel and the 
parameter hrel, expressed as 

bE = a (hrel)drel + b(hrel). (1)

The coefficients of the linear function for the three 
measured relay altitudes, hrel = 2, 4.5, and 7 m, 
are obtained directly by the linear regression as 
plotted in Fig. 5. The results are (a, b) = (0, 0.33), 
(–0.004, 1.457), and (–0.002, 1,274). The coeffi-
cients for other hrel from 2 to 7 m can be derived 
by interpolation. The linear model in Eq. 1 reflects 
the impact of the relay’s altitude and horizontal 
distance and their interaction on the channel ESA. 
Based on the linear model, the value of bE for the 
continuous relay distance (in the range of drel ∈ 
[120, 250] m) and altitude (in the range of hrel ∈ 
[2, 7] m) can be determined. Then the realizations 
of the main cluster EPS can be generated by the 
Laplace model of Lap(qLOS, bE).

AngulAr poWer spectruM And spreAd In the 
AzIMuth doMAIn

Following the same approach for the elevation 
domain, the measured APSs when the Tx was 
located at 4.5 m in region 1 and 7 m in region 2 
are plotted in Figs. 4c and 4d for demonstration. 
In addition to the main clusters, due to the scat-
tering and reflection by the roadside buildings, 
small clusters can be observed. Again, the sym-
metric shape of the main clusters suggests the 
candidate functions of Laplace, Normal, and Cau-
chy PDFs. The AIC-testing indicates that the APSs 
of the main clusters can be best fit by the Laplace 
distribution, which is denoted by Lap(mA, bA).  
2b A is the ASA of the main cluster.

The location parameter mA is the AoA of the 
LOS direction, denoted by fAoA and calculated 
geometrically. The scale parameter bA of the best-
fit Laplace PDFs is shown in Fig. 6a for the relay 
distances and altitudes measured in this campaign. 
As can be observed, as the horizontal distance drel 

Figure 5. The scale parameter bE of the best-fit Laplace distribution functions 
for the measured main cluster EPS.
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increases, bA presents considerable fluctuations 
at all the altitudes. From the street map in Fig. 
3e, the building layout by the roadsides is irreg-
ular. There are gardens of grass and small trees 
between the buildings, and the distance between 
the Tx and roadside buildings varies. This indicates 
that the change of the roadside building layout 
has a significant impact on the ASA of the back-
haul channel. Furthermore, interesting properties 
of bA can be found. First, the variation tendencies 
at the three altitudes are coincident with each 
other, as plotted in Fig. 6a. Therefore, the impact 
of surrounding environment is consistent for dif-
ferent relay altitudes. Second, when hrel is larger, 
the fluctuation of bA is more significant. This indi-
cates the interaction between hrel and drel. Higher 
relay altitude leads to larger variance of bA when 
the relay is located at different distances.

To model the distribution of bA, the probability 
plots in Fig. 6b testify to the measurement values 
against the normal distribution using the function 
normplot in MATLAB. As observed, the sample 
values are close to the lines and hence follow the 
normal distributions well. In addition, the Kolm-
ogorov-Smirnov test has shown that the measure-
ment results of bA have the normal distribution at 
the significance level of 0.05. Therefore, we pro-
pose the normal distribution model for bA of the 
main cluster APS, that is, bA  N(mb, s2

b), where 
mb and sb are the mean and standard deviation 
(STD), respectively. According to the fitting results 
plotted in Fig. 6b, mb of the normal PDFs for the 
three relay altitudes are 0.90°, 0.94°, and 0.97°. 
Hence, we can approximate mb by a constant, 
that is, mb ≈ 0.94°. The values of sb of the normal 
PDFs are 0.05°, 0.15°, and 0.26° which increase 
quite linearly for the relay altitudes. Therefore, we 
can model sb by a linear function with respect 
to hrel. By using the linear regression, it can be 
derived as sb = 0.042 hrel – 0.036. The value of sb 
for the relay altitude between 2 and 7 m can be 
calculated simply by the linear function.

To generate channel realizations, mb and sb are 

first determined according to drel and hrel as spec-
ified above. Then the scale parameter bA is drawn 
stochastically by the normal distribution N(mb, s2

b). 
Finally, the main cluster APS is obtained as the 
Laplace distribution of Lap(fAoA, bA).

conclusIon
High-capacity and scalable wireless backhaul will 
be essential for the HetNet in providing ubiq-
uitous coverage for dense citizens and sensors 
in smart cities. The successful deployment of 
wireless backhaul using high-throughput spatial 
multiplexing requires a solid understanding and 
accurate propagation models of the radio chan-
nels between relay and donor stations. In this arti-
cle, we have surveyed the development of 3D 
channel models defined by the standardization 
bodies in recent years. The principles, method-
ologies, and channel sounder implementation 
for 3D channel modeling are introduced. Then 
a field channel measurement campaign on the 
3D co-polarized wireless backhaul channels in a 
typical urban street environment is presented. We 
have shown that the APS and EPS of the main 
MPC cluster can be well modeled by the Laplace 
distribution. The location and scale parameters 
have been formulated with respect to the relay 
altitude and distance. The measurement results 
provide an initial insight into the 3D multipath 
propagation of street backhaul channels and how 
the relay altitude and distance affect the channel 
characteristics. Furthermore, the Laplace model 
and stochastically generated channel realizations 
can be used for the analysis and simulations of 
the wireless backhaul technologies, such as the 
SIR evaluation and interference cancellation in 
beamforming and spatial multiplexing. Third, the 
proposed power spectrum model can extend cur-
rent 3D GSCMs reviewed previously.

The street backhaul channel model can be fur-
ther extended to the packet level. By considering 
the wireless channel dynamics, the packet-level 
model describes the link SIR or packet error rate 

Figure 6. The scale parameter bA of the best-fit Laplace distribution functions for the measured main cluster APSs: a) measurement 
results of bA; b) probability plot of bA.
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on the basis of packet transactions [11, 13]. It will 
be a useful tool for fast simulations of upper-lay-
er protocols and applications of the SDM wire-
less backhaul. Another avenue of interest is the 
channel characterization for the millimeter-wave 
(mmWave) capabilities at frequencies such as 28 
and 38 GHz. The mmWave communications are 
expected to provide multi-gigabit rates to further 
enhance the backhaul capacity.
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Network slicing has evolved from a simple fixed net-
work overlay concept to a fundamental feature of 
the emerging multi-provider fifth generation (5G) 

systems, enabling new business opportunities by facilitating 
flexible and agile support for multi-service and multi-tenancy. 
Network slicing can drastically transform the monolithic “one 
network fits all” architecture by abstracting, isolating, and 
separating logical network behaviors from the underlying 
physical network resources, opening the network to third 
parties and providing the means of integrating vertical mar-
ket segments. Network operators can exploit network slicing 
not only for reducing capital and operational expenditures, 
but for enabling network programmability and innovation, 
in order to enrich the offered services from providing simple 
communication pipelines to a wider range of business solu-
tions. 

Network slicing in 5G systems defines logical, self-con-
tained networks that consist of a mixture of shared and 
dedicated resource instances, such as radio spectrum or 
network equipment, and virtual network functions. Virtualiza-
tion allows the decoupling of network functions from propri-
etary hardware appliances in order to create distinct building 
blocks that can be flexibly chained to create value-added 
communication services.

The notion of resources in 5G network slicing includes 
network, compute, and storage capacity resources, virtual-
ized network functions, and radio resources. Service design-
ers can select the optimal control/user plane split, as well 
as compose and allocate virtualized network functions at 
particular locations inside the core or radio access network 
depending on the service requirements. 5G network slicing 
enables a particular communication service exploiting the 
principles of software defined networks (SDN) and network 
functions virtualization (NFV) to fulfill the business and reg-
ulatory requirements. The achieved networking and service 
flexibility enables a radical change, beyond network sharing, 
enabling tailored services to third parties and vertical market 
players.

This Feature Topic includes five outstanding articles that 
focus on 5G network slicing — elaborating the network slic-
ing concept, principles, and architectures from different per-
spectives considering distinct network parts, for instance, 
the radio access, mobile core network, backhaul, and fixed 

IP, as well as the support of different tenants and services. 
In addition, these articles provide insight on the architecture 
aspects, pointing out enhancements of the current mobile 
networks and on key enabling technologies, highlighting 
operational features for efficient management and orchestra-
tion in order to achieve the desired flexibility, service isola-
tion, and performance customization.

The first article, “Network Slicing to Enable Scalability and 
Flexibility in 5G Mobile Networks,” by P. Rost, C. Mannwei-
ler, D. Michalopoulos, C. Sartori, V. Sciancalepore, N. Sastry, 
O. Holland, S. Tayade, B. Han, D. Bega, D. Aziz, and H. Bak-
ker, presents the concept of network slicing in 5G networks 
focusing on the architectural aspects associated with the 
coexistence of dedicated and shared slices, bringing light to 
the revenue potential. In addition, it analyzes the different 
options for providing a flexible radio access network consid-
ering the impact on the 5G mobile network design. 

The second article, “Slicing for 5G with SDN/NFV: Con-
cepts, Architectures and Challenges,” by J. Ordonez-Lucena, 
P. Ameigeiras, D. Lopez, J. J. Ramos-Munoz, L. Lorca, and 
J. Folgueira elaborates the concept of 5G network slicing, 
analyzing the Open Networking Foundation (ONF) SDN and 
European Telecommunications Standards Institute (ETSI) NFV 
technologies in an effort to introduce a combined solution 
for realizing network slicing. 

The following article, “PERMIT: Network Slicing for Per-
sonalized 5G Mobile Telecommunications,” by T. Taleb, M. 
Corici, A. Nakao, and H. Flinck, brings light to the 5G net-
work architecture in terms of elasticity and scalability require-
ments with respect to network slicing for providing deep 
customization at different granularity levels, while ensuring 
the desired service delivery on the top of a common infra-
structure. 

The next article, “Network Slicing in 5G: Survey and Chal-
lenges,” by X. Foukas, G. Patounas, A. Elmokashfi, and M. 
Marina, analyzes the concept of network slicing with respect 
to multi-service support and provides a comprehensive 
overview of different network slicing proposals, presenting 
a framework that can evaluate their maturity and identify 
potential open research challenges.

The last article, “5G-ICN: Delivering ICN Services over 
5G using Network Slicing,” by R. Ravindran, A. Chakraborti, 
S. O. Amin, A. Azgin, and G. Wang, elaborates the notion 
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Guest editorial

of application-centric network slicing over a programmable 
compute, storage, and transport infrastructure considering 
information-centric networking (ICN). The article emphasizes 
the flexibility offered by NFV/SDN over which 5G-ICN can 
be realized and introduces the concept of mobility as a ser-
vice.

We hope that these five articles provide an overview to 
the readers with a representative taste of the 5G network 
slicing concepts, principles, and architectures. 
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AbstrAct

We argue for network slicing as an efficient 
solution that addresses the diverse requirements 
of 5G mobile networks, thus providing the nec-
essary flexibility and scalability associated with 
future network implementations. We elaborate 
on the challenges that emerge when designing 
5G networks based on network slicing. We focus 
on the architectural aspects associated with the 
coexistence of dedicated as well as shared slices 
in the network. In particular, we analyze the real-
ization options of a flexible radio access network 
with focus on network slicing and their impact 
on the design of 5G mobile networks. In addi-
tion to the technical study, this article provides 
an investigation of the revenue potential of net-
work slicing, where the applications that origi-
nate from this concept and the profit capabilities 
from the network operator’s perspective are put 
forward.

IntroductIon
Future mobile networks will be subject to 
manifold technical and service requirements 
with respect to throughput, latency, reliability, 
availability, as well as operational requirements 
such as energy efficiency and cost efficiency. 
These requirements stem from an increasing 
diversity of services carried by the mobile net-
work as well as novel application areas such 
as Industry 4.0, vehicular communication, or 
smart grid. In order to provide cost- and ener-
gy-efficient solutions, it is necessary to avoid a 
largely segmented solution space with deploy-
ments of individual mobile network solutions 
for each use case. Hence, there is the need 
for a flexible and scalable mobile network. 
Thus, flexibility and scalability go hand in hand 
and ensure that the mobile network can be 
appropriately adopted to the network environ-
ment of a particular use case (e.g., available 
bandwidth, transport network, or access point 
density). Furthermore, the actual quantitative 
technical requirements may differ significantly; 
for example, while packet error rates of 10–4 
are acceptable in a mobile broadband system, 
industrial use cases require significantly lower 
packet and frame error rates, particularly if 
latency constraints must be met [1].

defInItIon of network slIces
In order to cope with the above requirements, the 
concept of network slicing has been proposed 
as a means of providing better resource isolation 
and increased statistical multiplexing [2]. The Next 
Generation Mobile Network Alliance (NGMN) 
defines network slicing as a concept for running 
multiple logical networks as independent business 
operations on a common physical infrastructure 
[2]. Each network slice represents an indepen-
dent virtualized end-to-end network and allows 
operators to run different deployments based on 
different architectures in parallel. In the following, 
the term network slice refers to a specific instance 
of such a logical network (instantiated according 
to a pre-defined network slice blueprint).

A network slice as a logical end-to-end con-
struct is self-contained, having customized func-
tions also including those in the user equipment 
(UE), and using network function chains for 
delivering services to a given group of devices. 
Employing network slicing in 5G networks engen-
ders a number of challenges, in part due to diffi-
culties in virtualizing and apportioning the radio 
access network (RAN) into different slices, as dis-
cussed in the ensuing subsection.

desIgn chAllenges 
In the following, we provide a detailed explana-
tion of the potential challenges associated with 
the implementation of network slicing in future 
networks. 

Granularity constraints in spectrum and 
radio-level resource sharing: Unlike fixed net-
work slices, which can be scaled up by adding 
more hardware resources, RAN slicing quickly 
runs into a physical constraint: the limited avail-
ability of spectrum. This limitation is deteriorat-
ed if dedicated carriers are assigned to individual 
slices, since this approach does not leverage the 
network’s potential for multiplexing gains.

Radio access technology (RAT) heterogeneity 
and spatial diversity: It is expected that 5G will 
incorporate several kinds of RATs and air inter-
faces, each with different capabilities and needs. 
General-purpose infrastructure providers will need 
to carefully plan and apply different technologies 
to serve diverse tenant needs. However, it may be 
infeasible to satisfy the needs of each application 
at any location. For instance, tactile Internet may 
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require careful positioning of resources to min-
imize latency. In another example, an industrial 
control network might have to use a certain com-
putational resource in a given location for security 
reasons.

Managing information exposure and sharing 
constraints: Different flavors of network slices 
can be defined based on the extent of network 
elements that are shared, for example, whether 
only the physical layer (PHY) is shared, wheth-
er the medium access control (MAC) layer is 
shared, or even whether the complete RAN is 
shared. The more information that can be pro-
vided by the infrastructure about the shared 
parts to the network slice, the more efficiently 
the slice can be operated. However, exposing 
information also creates new potential security 
vulnerabilities between infrastructure providers 
and their clients (also known as “tenants” [2]), 
as well as between tenants themselves. Securi-
ty requirements of specific tenant applications, 
such as traffic associated with emergency ser-
vices or machine control (e.g., remote surgery or 
vehicular control), could put constraints on how 
the slices are partitioned, or even prevent net-
work slices coexisting and thus share the same 
hardware at all.

Transparency of network slicing: A major 
question is whether a slice can be extended 
all the way to the UE; that is, whether the defi-
nition of the slice will be transparent to the UE, 
or whether the UE will be aware of the network 
slice. A slicing-aware UE may open up new pos-
sibilities (e.g., simplification of multi-slice connec-
tivity). However, it also creates new challenges 
for network slices; for example, UE mobility may 
need to be handled by the slice provider as part 
of the slice setup and maintenance. 

Network slice requests brokerage: Network 
slicing in 5G networks enables a new ecosys-
tem in which different tenants issue requests to 
an infrastructure provider for acquiring network 
slices. Since spectrum is a scarce resource for 
which overprovisioning is not possible, apply-
ing an “always accept” strategy for all incom-
ing requests is not feasible. This calls for novel 
algorithms and solutions to allocate network 
resources among different tenants, allowing an 
infrastructure provider to accept or reject net-
work slice requests with the objective of maxi-
mizing the overall utility.

network slIcIng ApplIcAtIons And profItAbIlIty

This section highlights the major applications 
where the slicing concept is expected to play a 
key role in future networks, along with a profit-
ability assessment as seen through the lens of the 
operator.

Slicing Applications: Smart Factory and the 
Tactile Internet: Two exemplary applications for 
network slicing are smart factory industrial com-
munications and the tactile Internet. In both 
cases, wireless communication conveys force (or 
kinesthetic) information to a client, and in the tac-
tile Internet case especially, touch sensations such 
as texture might be conveyed. The purpose of 
these applications is to achieve the touching or 
manipulation of remote real or virtual objects by 
a human or machine. If kinesthetic information is 
conveyed to a machine client, the latency require-
ment might correspond to the challenging 1 ms 
in 5G. For human clients, this is relaxed to around 
5 ms, or more than 100 ms for tactile informa-
tion alone conveyed to humans. Both applications 
also require extremely high reliability and security 
requirements, noting the mission-critical character-
istics associated with them.

Network slicing can address the latency, reli-
ability, and security requirements of these appli-
cations. Referring to the remote surgery example 
shown in Fig. 1, virtualization allows the instantia-
tion of network elements at appropriate locations 
for the communication to proceed as close to 
a direct path as possible, reducing propagation 
delay and hence latency. The instantiation of vir-
tualized elements collectively forming network 
slices allows multiple instances of such applica-
tions to viably share available computational and 
other resources end to end, making virtualization 
viable from a management point of view. Slicing 
also assists reliability through the reservation of 
hardware and other resources as distinct slices, 
even in some cases potentially down to spectrum 
resources. Security can benefit through slicing 
(e.g., tenant isolation and “sandboxing” capabil-
ities). Furthermore, slices may only be operated 
locally within a factory in order to ensure data 
privacy while its operation is coordinated with slic-
es operated by public mobile network operators 
(MNOs) offering Internet services or specific net-
work functionality such as mobility management.

Slicing as a Means to Increase Network Rev-
enue: Besides the flexibilities provided by net-
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work slicing, it is also important to demonstrate 
the economic profit of applying network slicing 
from the MNO’s perspective. The cost in terms 
of capital expenditures (CAPEX) and operation 
expenditures (OPEX) of a network is often much 
higher in comparison to the revenue expected 
by the operators. One reason for low revenue 
is underutilization of the network. According to 
the KPI requirements, different use cases may 
have highly specified resource demands. Never-
theless, in the current framework, the operator 
can only provide the network with an unspecified 
resource bundle for general utilization. Hence, 
most of the resources are often reserved for use 
cases with only slight demands on them, and are 
thus wasted. With network slicing, the MNOs are 
able to efficiently analyze the operational cost 
and revenue generated from the respective slice. 
According to the analysis, they can allocate dif-
ferent network resource bundles to different 
slices, which makes the resource management 
much more structured, flexible, and efficient. As 
a result, the very same network can be utilized to 
seamlessly provide more and better services (i.e., 
generate more revenue without any increase in 
CAPEX). 

Moreover, concepts such as cooperative slic-
ing and inter-operator network sharing can be effi-
ciently implemented by optimizing the network 
cost model for increasing the overall revenue, and 
simultaneously providing network scalability. For 
example, the sliced network of operator A is serv-
ing several services and still has a few resources 
unutilized. Hence, the network can implement 
another slice that requires less resources but more 
coverage area, and might belong to operator B. 
The moderated approach of implementing slic-
ing is beneficial for both the operators for pro-
viding more services without increasing CAPEX 
while simultaneously generating revenue from the 
unutilized resources. Hence, the network provider 
needs a new algorithm (e.g., based on a threshold 
rule) that allows it to decide whether to accept 
or reject an incoming network slice request while 
maximizing its revenue.

relAted work 
A simplified network slice concept has been 
exhaustively studied in the literature, wherein 
a dedicated portion of RAN elements are fully 
reserved to particular services such as an “isolat-
ed slice.” However, with the advent of advanced 
network virtualization techniques, the notion of 
network slicing in 5G has evolved to more flexible 
sharing, aiming to attain a significant multiplexing 
gain while still guaranteeing isolation and separa-
tion. The network virtualization substrate (NVS) 
was introduced in [2], allowing the infrastructure 
provider to control the resource allocation toward 
each virtual instance of an eNB before each virtual 
operator customizes scheduling within the allocat-
ed resources. In [5], relevant technologies for net-
work slicing are discussed with particular focus on 
synchronous functions, such as multi-dimensional 
resource management, dynamic traffic steering, 
and resource abstraction. A particular architecture 
for network slicing has been introduced and dis-
cussed in the context of the 5G NORMA project 
[6]. Another network slicing solution consider-
ing a gateway-based approach is illustrated in [7], 

wherein a controller provides application-orient-
ed resource abstraction of the underlying RAN. 
A capacity broker for slice resources was intro-
duced first by the Third Generation Partnership 
Project (3GPP) and extensively evaluated in [8] 
by enabling on-demand slice resource allocation. 
The infrastructure provider instantiates a net-
work slice by allocating specific resources to a 
mobile virtual network operator (MVNO), service 
providers, and vertical segments for a specified 
time duration. A study that explores the different 
options of network sharing based on a central-
ized broker is provided in [9] considering mobility 
means for redirecting users to other networks, 
spectrum transfer policies, and the application 
of resource virtualization. Finally, [10] discusses 
a dynamic slicing scheme that flexibly schedules 
radio resources based on the requested service 
level agreement (SLA), while maximizing the user 
rate and applying fairness criteria. 

our contrIbutIon

This work elaborates on the fundamental pillars 
for efficient utilization of the concept of network 
slicing in mobile networks, based on the mobile 
network architecture framework investigated in 
the research project 5G NORMA [5]. Particular 
focus is put on the basic architectural principles 
for accommodating network slicing in the 5G 
ecosystem as well as on RAN and core network 
(CN) aspects. In this regard, we underline the key 
elements that enable the coexistence of dedicat-
ed and shared slices within a common network 
architecture, and elaborate on the implementa-
tion of the notion of network slicing in the RAN 
and in CN, putting particular emphasis on the 
concept of software defined mobile network con-
trol (SDM-C). 

mobIle network slIcIng ArchItecture
dedIcAted And shAred sub-slIces

Network slices operate on top of a partially shared 
infrastructure, which is composed of generic hard-
ware resources such as network functions virtu-
alization infrastructure (NFVI) resources, as well 
as dedicated hardware such as network elements 
in the RAN. Network functions running on NFVI 
resources (referred to as virtual network func-
tions, VNFs) are typically instantiated in a custom-
ized manner for each network slice. However, this 
approach cannot be applied to network functions 
(NFs) relying on dedicated hardware. Therefore, 
a key issue for network slicing is the identifica-
tion and design of common NFs, which are either 
physical or virtual and have to be shared by multi-
ple end-to-end slices.

Examples of common NFs include distributed 
and monolithic eNBs, and the radio scheduler in 
the RAN domain. In the CN domain, candidates 
for shared VNF instances include the home sub-
scribe server (HSS) and mobility management. 
Generally, three solution groups are discussed 
with varying levels of common functionality in 
3GPP standards [11]: Group A is characterized 
by a common RAN and completely dedicated 
CN slices, that is, independent subscription, ses-
sion, and mobility management for each network 
slice handling the UE. Group B also assumes a 
common RAN, where identity, subscription, and 
mobility management are common across all net-
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work slices, while other functions such as session 
management reside in individual network slic-
es. Group C assumes a completely shared RAN 
and a common CN control plane, while CN user 
planes belong to dedicated slices.

In line with the above grouping considered by 
3GPP [11], the framework of the 5G NORMA 
project [5] introduces dedicated network func-
tions, which together form a dedicated sub-slice 
and are controlled by the software-defined mobile 
network controller (SDM-C). As illustrated in Fig. 
2, shared network functions are aggregated in 
common sub-slices that are controlled by the 
SDM coordinator (SDM-X), reflecting the fact 
that these functions have to coordinate and, if 
necessary, prioritize the quality of service (QoS) 
requirements of multiple slices.

end-to-end network slIcIng: common And 
dedIcAted network functIons

When sharing NFs and resources between dis-
tinct network slices, a central entity in charge of 
managing and controlling the process is needed 
(i.e., the SDM-X). This entity ensures attaining high 
resource efficiency while guaranteeing individual 
SLAs. Based on the SDM-C paradigm, this enti-
ty resides on the common control layer; it also 
includes NFs, either virtual or physical, on which 
the network slices rely. While a fixed splitting of 
common NFs (and resources) simplifies the net-
work management and operation, it may lead to 
inefficient network utilization. Conversely, dynam-
ic adjustments of common resources might bring 
multiplexing gains at the expense of less deter-
minism. Hence, the main objective of the SMD-X 
is to properly administer the trade-off between 
flexible and static resource assignments by taking 
into account sharing policies set by the service 
provider.

Let us consider the system spectrum as 
a shared resource pool (divided into sever-
al resource blocks, RBs) fully managed by the 
SDM-X. The flexibility introduced by the SDM-X 
enables dynamic and short-term scheduling deci-
sions based on slice requirements. Specifically, 
the SDM-X facilitates a “masked” view of the 
shared resource pool toward the network slic-
es. The resource mask is defined as a group of 

physical RBs dynamically assigned to each net-
work slice. The advantage of this solution relies 
on the SDM-X channel monitoring phase and 
on the subsequent dynamic adjustment of slice 
resource masks needed to cope with the fast 
channel dynamics. In a multi-tenancy context [5], 
a dedicated resource scheduler per tenant may 
be directly connected to the SDM-X interface, 
acting as an SDN application. The scheduler uses 
the slice resource mask and applies its own sched-
uling policies, while preserving slice isolation con-
straints. The SDM-X plays a key role in assigning 
priority to network slices: Different objective func-
tions can be dynamically implemented in order to 
achieve fairness, maximize spectral efficiency, and 
mitigate interference.

ImplementAtIon of rAn And cn slIcIng
reAlIzAtIon of network slIcIng In cn And rAn

Figure 3 illustrates how RAN slicing can be real-
ized such that existing and well proven principles 
of radio access are utilized. In this regard, the 
network slice selection function (NS-SF), which 
is part of the SDM-X concept (Fig. 2), is responsi-
ble for selecting the appropriate slice per user. In 
addition, it configures the RAN-CN interface such 
that the control and user plane traffic is routed to 
the accordingly configured functional elements in 
the CN slice. The user plane anchor (UP-Anchor) 
is responsible for distributing the traffic according 
to the configured slice policy, and for encryption 
with slice-specific security keys.

Radio resource management and control in 
the base station, and correspondingly in the UE 
if several slices are configured, is responsible for 
configuring the RAN protocol stack and QoS 
according to the slice requirements. For exam-
ple, for a slice with high throughput requirements, 
radio bearers are configured to support multi-con-
nectivity (MC), for example, similar to the split 
bearer approach as in LTE dual connectivity or the 
equivalent in 5G. For slices with low latency and 
high robustness requirements, lower frame error 
rates as well as multi-point diversity techniques 
may be utilized. 

In the example illustrated in Fig. 3, the radio 
flow in network slice A, which could correspond 
to a radio bearer in LTE, is configured with two 

Figure 2. Combining dedicated and shared sub-slices to form e2e mobile network instances.
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radio connections, while network slice B is con-
figured with only one connection according to 
the provided policy configuration. In summary, 
network slicing can be realized by appropriate 
mapping control and configuration of radio net-
work functions without changing fundamental 
paradigms of the RAN. 

multIplexIng network slIces In rAn 
The RAN is a typical example of a shared net-
work function controlled by a single authority, 
where spectrum is shared among mobile virtual 
network and service operators. Figure 4 illustrates 
an example of a common spectrum shared by 
three network slices, each with its own RAN and 
CN part. The layer 2 control plane is split into cell 
related functions that are common to all slices, 
and session or user-specific radio resource con-
trol (RRC). Depending on the underlying service, 
RRC can configure and tailor the user plane pro-
tocol stack. For example, for a slice supporting 
low-delay services, IP and related header com-
pression (HC) may not be used, and RLC can 
be configured in transparent mode. In contrast, 
for services requiring high quality of experience 
(QoE) and excellent QoS, IP as well as acknowl-
edged RLC must be initiated. In addition, there 
would be the possibility to chain proprietary and 

operator-specific functions within a network slice. 
In this regard, the intra-slice application scheduler 
(which prioritizes sessions within the related slice) 
is chained in RAN slice 1, while the inter-slice 
radio scheduler (which schedules different slic-
es) resides in the common RAN part (Fig. 4) and 
makes use of multi-service scheduling capabilities. 
Multi-service scheduling is part of a flexible RAN 
and provides the capabilities to differentiate traffic 
classes and to assign resources according to QoS 
requirements. Hence, service flows from different 
slices can be individually treated; for example, 
flexible numerologies can be used to fulfil QoS 
constraints and even semi-persistently reserved 
resources for deterministic traffic requirements.

It is worth mentioning that although the high-
er RAN layers can be configured to operate in a 
slice-specific mode relatively easily, this is not the 
case for the lower-layer radio interface. In contrast 
to current 3GPP LTE, where radio slices are repre-
sented by new variants of 3GPP such as narrow-
band Internet of Things (NB-IOT), 5G requires the 
inherent coexistence of diverse services. Hence, 
in contrast to 4G LTE where adding a new radio 
slice requires modification to the legacy LTE radio, 
the new radio proposed for 5G is designed to be 
forward compatible [11], among other ways by 
utilizing new radio framing and protocols. This 
means that future addition of new services and 
thus radio slices will not require changes in the 
5G radio framework. 

In a similar context, it is worth pointing out 
that the new radio framing involves the so-called 
tiling concept [12]. That is, time and frequency 
resources of the new 5G radio are tiled so that 
they it can be allocated for the needs of certain 
slices with given requirements. An illustration of 
the tiling concept is provided in Fig. 5.

exemplAry ArchItecture wIth shAred rAn slIces

An exemplary architecture with shared RAN slic-
es is presented in Fig. 6a, which shows how the 
different aspects may integrate, based on three 
options [13]:

1. Option 1 shows two network slices where 
each slice carries two different services. Each 
slice may be operated by a different MNO. Fur-
thermore, for each slice an individual RAN pro-
tocol stack is implemented down to the upper 
part of the physical layer. Only the lower part 
of the physical layer is shared across slices. The 
multiplexed access to the transponder part of 
the physical layer (PHY-TP) is coordinated by the 
SDM-X, which makes use of flexible and efficient 
radio resource management for supporting dif-
ferent numerologies within the same spectrum. 
One could think of option 1 as implementing all 
user-specific functions such as forward error cor-
rection encoding, layer mapping, and precoding 
in an individual fashion, while TP-specific function-
ality such as transmission of synchronization and 
cell-specific reference signals are shared.

2. Option 2 again depicts two network slices 
from two operators. Compared to the previous 
example, each slice uses an individual imple-
mentation of service-specific functionality such 
as Packet Data Control Protocol (PDCP), radio 
link control, RLC, and slice-specific radio resource 
control (RRC). In addition, the tenant may imple-
ment customized QoS scheduling to perform 

Figure 3. Multi-connectivity anchor — the interface between network slicing 
and RAN.
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pre-scheduling. The access to the MAC layer is 
then controlled by the SDM-X where resource 
fairness across tenants and QoS guarantees cor-
responding to individual SLAs must be met. Fur-
thermore, resource isolation must be provided to 
alleviate side-effects.

3. Option 3 illustrates the case of two opera-
tors using the same RAN as shared resource, that 
is, the SDM-X is the interface between CN and 
RAN. In this example, no customization of radio 
resource management beyond SDM-X parame-
ters and configuration would be possible.

flexIble rAn technologIes As  
enAblers for shAred rAn

In addition to the flexible architecture consid-
erations mentioned above, further flexible RAN 
technologies enable a shared RAN for network 
slicing and accommodating highly diverse ser-
vices. In the following, some of them are briefly 
explained and how they facilitate network slicing.

Multi-connectivity (MC): The term RAN 
MC refers to the versatile scenario where a UE 
connects to the network via multiple cells. For 
the sake of the current explanation, it suffices 
to consider that a multi-connectivity approach 
takes place whenever the connection of the 
UE to the RAN involves multiple PHY interfac-
es. Those multiple PHY interfaces are leveraged 
to deliver enhanced performance capabilities, 
which are translated into aggregated throughput 
or increased reliability. A major challenge is to 
enforce different QoS requirements, differentia-
tion, and prioritization within a RAN exploiting 
MC and multi-RAT through a single scheduler. 

Next, we consider two MC options, the com-
mon PDCP and common MAC approach, which 
are shown in Fig. 6b, as part of the exemplary 
architecture option 2 discussed earlier. The com-
mon PDCP approach dictates that the PDCP layer 
of the protocol stack is shared between the indi-
vidual connections of the RAN multi-connectiv-
ity (henceforth called “radio leg”), and all layers 
below PDCP are separate logical entities. This 
approach resembles that of dual connectivity in 
3GPP LTE, and offers the advantage of flexibility 
in terms of the physical location of the protocol 
stack layers. The main advantage of the common 
PDCP approach is the flexibility it offers in terms 

of the physical location of the protocol stack 
layers. In particular, since the interface between 
PDCP and RLC is not a time-critical interface, the 
common PDCP layer is not necessarily co-located 
with RLC; hence, mobility-related signaling can 
be hidden from the CN. In the common MAC 
approach, the multi-connectivity anchor point is 
the MAC layer, similarly as carrier aggregation 
in 3GPP LTE. Owing to the time-critical interface 
between MAC and PHY, the common MAC 
approach requires that either the multi-connec-
tivity legs originate from the same site, or they 
are interconnected via a high-capacity transport 
link. Nevertheless, the common MAC approach 
offers the advantage of fast information exchange 
between the different multi-connectivity legs. This 
facilitates coordinated scheduling, interference 
mitigation, and other schemes related to MAC 
scheduling [14].

Multi-RAT and millimeter wave (mmWave) 
technology: It is envisioned that mmWave tech-
nology will play a key role in the fulfillment of 5G 
network requirements. MC will be an essential 
requirement to support mmWave deployments, 
which are anticipated to cover both mobile broad-
band and machine-type applications. The design 
characteristics of such deployments will depend 
on factors that span a wide area of architecture 
requirements, such as transport capabilities, low-
band integration, propagation impairments, and 
(edge or core) cloud implementations. Conse-
quently, a flexible architecture incorporating 
mmWave support is required to meet different 
slice requirements. 

User-centric signaling: User-centric signaling 
and mobility management for services including 
short, sporadic, and delay-tolerant data packets 
is proposed based on a user-centric connection 
area (UCA) [15]. The UCA consists of a set of 
radio nodes selected by the flexible 5G-RAN. 
One radio node acts as an anchor node within 
the UCA, which shares the user context with all 
other nodes within the UCA. The CN connections 
(bearers) are terminated at the anchor node. With 
the help of a shared context, mobility is managed 
by the RAN instead of the CN as long as the UE 
moves within the UCA. This implies that mobility is 
hidden from the CN, which reduces mobility and 
connection related signaling. Based on the con-

Figure 5. The radio tiling concept proposed for 5G radio with network slicing.
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text sharing, the UE is able to send uplink packets 
and receive downlink packets by any node within 
a UCA. The user-specific aspect provides flexibility 
and reconfigurability in the realization of a UCA; 
that is, each UCA can be configured according 
to specific requirements taking into account QoS 
parameters. 

Mobile edge computing and edge cloud pro-
cessing: Advanced 5G services are envisioned to 
be offered at the network edge so as to reside 
much closer to the user in order to enhance delay 
and perceived performance, for example., adopt-
ing the European Telecommunications Standards 
Institute (ETSI) mobile edge computing (MEC) 
paradigm.1 Therefore, a flexible service chaining 
should also be improved to establish dynamic 
services considering edge network locations and 
might be combined with VNFs to ensure joint 
optimization of services and networking opera-
tions. Edge server locations can also be exploited 
for storage, computation, and dynamic service 
creation within a given network slice by verticals 
and over-the-top providers, introducing another 
multi-tenancy dimension.

conclusIons And further chAllenges
An overview of the basic implementation features 
of network slicing was presented, along with its 
potential to provide revenue to the network oper-
ator. The analysis included the basic principles 
behind the mapping of dedicated and shared 
slices, as well as implementation-specific aspects 
when the concept of network slicing is employed 
over RAN and CN. Special focus was put on the 
connection of network slicing with RAN concepts. 
Based on the above analysis, strong potential of 
network slicing was revealed for addressing the 
diverse requirements of future 5G systems. Never-
theless, network slicing remains at an early stage 
in terms of its development; hence, one should 
anticipate a long way before it becomes a mature 
technology and thus be adopted by network stan-
dards.
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AbstrAct

The fifth generation of mobile communications 
is anticipated to open up innovation opportunities 
for new industries such as vertical markets. How-
ever, these verticals originate myriad use cases 
with diverging requirements that future 5G net-
works have to efficiently support. Network slic-
ing may be a natural solution to simultaneously 
accommodate, over a common network infra-
structure, the wide range of services that verti-
cal-specific use cases will demand. In this article, 
we present the network slicing concept, with a 
particular focus on its application to 5G systems. 
We start by summarizing the key aspects that 
enable the realization of so-called network slic-
es. Then we give a brief overview on the SDN 
architecture proposed by the ONF and show 
that it provides tools to support slicing. We argue 
that although such architecture paves the way 
for network slicing implementation, it lacks some 
essential capabilities that can be supplied by 
NFV. Hence, we analyze a proposal from ETSI to 
incorporate the capabilities of SDN into the NFV 
architecture. Additionally, we present an example 
scenario that combines SDN and NFV technolo-
gies to address the realization of network slices. 
Finally, we summarize the open research issues 
with the purpose of motivating new advances in 
this field.

IntroductIon
Fifth generation (5G) systems are nowadays being 
investigated to satisfy the consumer, service, and 
business demands of 2020 and beyond. One 
of the key drivers of 5G systems is the need to 
support a variety of vertical industries such as 
manufacturing, automotive, healthcare, energy, 
and media and entertainment [1]. Such verticals 
originate very different use cases, which impose 
a much wider range of requirements than exist-
ing services do nowadays. Today’s networks, with 
their “one-size-fits-all” architectural approach, are 
unable to address the diverging performance 
requirements that verticals impose in terms of 
latency, scalability, availability, and reliability. To 
efficiently accommodate vertical-specific use 
cases along with increased demands for existing 
services over the same network infrastructure, 
it is accepted that 5G systems will require archi-
tectural enhancements with respect to current 
deployments.

Network softwarization, an emerging trend 
that seeks to transform networks using soft-
ware-based solutions, can be a potential enabler 
for accomplishing this. Through technologies like 
software-defined networking (SDN) and network 
functions virtualization (NFV), network softwariza-
tion can provide the programmability, flexibility, 
and modularity that is required to create multi-
ple logical (virtual) networks, each tailored for a 
given use case, on top of a common network. 
These logical networks are referred to as network 
slices. The concept of separated virtual networks 
deployed over a single network is indeed not new 
(e.g., virtual private networks, VPNs); however, 
there are specificities that make network slices 
a novel concept. We define network slices as 
end-to-end (E2E) logical networks running on a 
common underlying (physical or virtual) network, 
mutually isolated, with independent control and 
management, which can be created on demand. 
Such self-contained networks must be flexible 
enough to simultaneously accommodate diverse 
business-driven use cases from multiple players on 
a common network infrastructure (Fig. 1).

In this article, we provide a comprehensive 
study of the architectural frameworks of both SDN 
and NFV as key enablers to achieve the realization 
of network slices. Although these two approaches 
are not yet commonplace in current networking 
practice, especially in public wide area networks 
(WANs), their integration offers promising possibil-
ities to adequately meet the slicing requirements. 
Indeed, many 5G research and demonstration 
projects (e.g., 5GNORMA, 5GEx, 5GinFIRE, and 
5G!Pagoda) are addressing the realization of 5G 
slicing through the combination of SDN and NFV. 
Thus, we present a deployment example that illus-
trates how NFV functional blocks, SDN controllers, 
and their interactions can fully realize the network 
slicing concept. Furthermore, we identify the main 
challenges arising from implementing network slic-
ing for 5G systems.

The remainder of this article is organized as 
follows. We commence by providing a back-
ground on key concepts for network slicing. Then 
we describe the SDN architecture from the Open 
Networking Foundation (ONF) and the NFV archi-
tecture from the European Telecommunications 
Standards Institute (ETSI), respectively. Follow-
ing that, we show a network slicing use case with 
NFV and SDN integration. Finally, we provide the 
main challenges and future research directions. 
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bAckground on key concepts for 
network slIcIng

In this section, we provide a background on key 
aspects that are necessary to realize the network 
slicing concept. 

resources

In its general sense, a resource is a manageable 
unit, defined by a set of attributes or capabilities that 
can be used to deliver a service. A network slice is 
composed of a collection of resources that, appro-
priately combined, meet the service requirements of 
the use case that such a slice supports. In network 
slicing, we consider two types of resources.

Network Functions (NFs): Functional blocks 
that provide specific network capabilities to sup-
port and realize the particular service(s) each 
use case demands. Generally implemented 
as software instances running on infrastructure 
resources, NFs can be physical (a combination 
of vendor-specific hardware and software, defin-
ing a traditional purpose-built physical appliance) 
and/or virtualized (network function software is 
decoupled from the hardware it runs on).

Infrastructure Resources: Heterogeneous hard-
ware and necessary software for hosting and con-
necting NFs. They include computing hardware, 
storage capacity, networking resources (e.g., links 
and switching/routing devices enabling network 
connectivity), and physical assets for radio access. 
Suitable for use in network slicing, the aforemen-
tioned resources and their attributes have to be 
abstracted and logically partitioned leveraging vir-
tualization mechanisms, defining virtual resources 
that can be used in the same way as physical ones.

VIrtuAlIzAtIon

Virtualization is a key process for network slicing 
as it enables effective resource sharing among 
slices. Virtualization is the abstraction of resources 
using appropriate techniques. Resource abstrac-
tion is the representation of a resource in terms of 
attributes that match predefined selection criteria 
while hiding or ignoring aspects which are irrele-

vant to such criteria, in an attempt to simplify the 
use and management of that resource in some 
useful way. The resources to be virtualized can 
be physical or already virtualized, supporting a 
recursive pattern with different abstraction layers. 

Just as server virtualization [2] makes virtual 
machines (VMs) independent of the underlying 
physical hardware, network virtualization [3] enables 
the creation of multiple isolated virtual networks that 
are completely decoupled from the underlying phys-
ical network and can safely run on top of it. 

The introduction of virtualization to the net-
working field enables new business models, with 
novel actors and distinct business roles. We con-
sider a framework with three kinds of actors:
• Infrastructure provider (InP): owns and man-

ages a given physical network and its constit-
uent resources. Such resources, in the form of 
WANs and/or data centers (DCs), are virtual-
ized and then offered through programming 
interfaces to a single or multiple tenants.

• Tenant: leases virtual resources from one or 
more InPs in the form of a virtual network, 
where the tenant can realize, manage, and 
provide network services to its users. A net-
work service is a composition of NFs, and it 
is defined in terms of the individual NFs and 
the mechanism used to connect them.

• End user: consumes (part of) the services 
supplied by the tenant, without providing 
them to other business actors.
As discussed above, virtualization is naturally 

recursive, and the first two actors can happen in 
a vertical multi-layered pattern, where a tenant at 
one layer acts as the InP at the layer immediately 
above. The recursion mentioned here implies that 
a tenant can provide network services to an end 
user, but also to another tenant (Fig. 2). In such 
a case, this second tenant would provide more 
advanced network services to its own users. 

orchestrAtIon

Orchestration is also a key process for network 
slicing. In its general sense, orchestration can be 
defined as the art of both bringing together and 
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Figure 1. 5G network slices running on a common underlying multi-vendor and multi-access network. Each 
slice is independently managed and addresses a particular use case.
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coordinating disparate things into a coherent whole. 
In a slicing environment, where the players involved 
are so diverse, an orchestrator is needed to coor-
dinate seemingly disparate network processes for 
creating, managing, and delivering services. 

A unified vision and scope of orchestration has 
not been agreed upon. According to the ONF [4], 
orchestration is defined as the continuing process of 
selecting resources to fulfill client service demands 
in an optimal manner. The idea of optimal refers 
to the optimization policy that governs orchestra-
tor behavior, which is expected to meet all the spe-
cific policies and service level agreements (SLAs) 
associated with clients (e.g., tenants or end users) 
that request services. The term continuing means 
that available resources, service demands, and opti-
mization criteria may change in time. Interestingly, 
orchestration is also referred to in [4] as the defining 
characteristic of an SDN controller. Note that client 
is a term used in the SDN context. 

The ONF states that the orchestrator functions 
include client-specific service demand validation, 
resource configuration, and event notification. For 
a more detailed description of these functions, 
see [4, Sec. 6.2]. 

However, in network slicing, orchestration can-
not be performed by a single centralized entity, 
not only because of the complexity and broad 
scope of orchestration tasks, but also because it 
is necessary to preserve management indepen-
dence and support the possibility of recursion. In 
our view, a framework in which each virtualization 
actor (Fig. 2) has an entity performing orchestra-
tion functions seems more suitable to satisfy the 
above requirements. The entities should exchange 
information and delegate functionalities between 
them to ensure that the services delivered at a 
certain abstraction layer satisfy the required per-
formance levels with optimal resource utilization.

IsolAtIon

Strong isolation is a major requirement that must 
be satisfied to operate parallel slices on a com-
mon shared underlying substrate. The isolation 
must be understood in terms of:

Performance: Each slice is defined to meet par-
ticular service requirements, usually expressed in the 
form of key performance indicators (KPIs). Perfor-
mance isolation is an E2E issue, and has to ensure 
that service-specific performance requirements are 
always met on each slice, regardless of the conges-
tion and performance levels of other slices.

Security and privacy: Attacks or faults occur-
ring in one slice must not have an impact on 
other slices. Moreover, each slice must have 
independent security functions that prevent unau-
thorized entities to have read or write access to 
slice-specific configuration/management/account-
ing information, and be able to record any of 
these attempts, whether authorized or not.

Management: Each slice must be independent-
ly managed as a separate network.

To achieve isolation, a set of appropriate, con-
sistent policies and mechanisms have to be defined 
at each virtualization level, following the recursion 
principle introduced earlier. The policies (what is to 
be done) contain lists of rules that describe how dif-
ferent manageable entities must be properly isolat-
ed, without delving into how this can be achieved. 
The mechanisms (how it is to be done) are the pro-
cesses that are implemented to enforce the defined 
policies. From our point of view, to fully realize the 
required isolation level, the interplay of both virtual-
ization and orchestration is needed. 

onf network slIcIng ArchItecture 
The SDN architecture provided by the ONF com-
prises an intermediate control plane that dynam-
ically configures and abstracts the underlying 
forwarding plane resources so as to deliver tai-
lored services to clients located in the application 
plane (see the SDN basic model in [4]). This is 
well aligned with the requirements of 5G network 
slicing, which needs to satisfy a wide range of ser-
vice demands in an agile and cost-effective man-
ner. Thus, the SDN architecture is an appropriate 
tool for supporting the key principles of slicing. 
The purpose of this section is to describe the SDN 
architecture and how it can be applied to enable 
slicing in 5G systems.

Figure 2. InPs and tenants as virtualization actors. This scenario shows the recursion principle, where these 
actors happen in a vertical multi-layered pattern.
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According to [4], the major SDN architectur-
al components are resources and controllers. For 
SDN, a resource is anything that can be utilized to 
provide services in response to client requests. This 
includes infrastructure resources and NFs, but also 
network services, in application of the recursion 
principle described earlier. A controller is a logi-
cally centralized entity instantiated in the control 
plane which operates SDN resources at runtime 
to deliver services in an optimal way. Therefore, 
it mediates between clients and resources, act-
ing simultaneously as server and client via client 
and server contexts, respectively. Both contexts 
are conceptual components of an SDN controller 
enabling the server-client relationships (Fig. 3):

Client context: Represents all the information the 
controller needs to support and communicate with 
a given client. It comprises a Resource Group and 
a Client support function. The Resource Group con-
tains an abstract, customized view of all the resourc-
es that the controller, through one of its northbound 
interfaces, offers to the client, in order to deliver 
on its service demands and facilitate its interaction 
with the controller. Client support contains all that 
is necessary to support client operations, including 
policies on what the client is allowed to see and do 
[4], and service-related information to map actions 
between the client and the controller. 

Server context: Represents all the informa-
tion the controller needs to interact with a set of 
underlying resources, assembled in a Resource 
Group, through one of its southbound interfaces. 

The process of transforming the set of 
Resource Groups accessed through server con-
texts to those defined in separate client contexts 
is not straightforward, and it requires the SDN 
controller to perform virtualization and orchestra-
tion functions. 

When performing the virtualization function, the 
SDN controller carries out the abstraction and the 
aggregation/partitioning of the underlying resourc-
es. Thanks to virtualization, each client context pro-
vides a specific Resource Group that can be used 

by the client associated with that context to realize 
its service(s). Through orchestration, the SDN con-
troller optimally dispatches the selected resources 
to such separate Resource Groups. The interplay 
of both controller functions enables the fulfillment 
of the diverging service demands from all clients 
while preserving the isolation among them. 

The SDN architecture also includes an adminis-
trator. Its tasks consist of instantiating and config-
uring the entire controller, including the creation 
of both server and client contexts and the installa-
tion of their associated policies. 

According to the ONF vision, the SDN architec-
ture naturally supports slicing [5], as the client con-
text provides the complete abstract set of resources 
(as a Resource Group) and the supporting control 
logic that constitute a slice, including the complete 
collection of related client service attributes. 

Another key functional aspect that makes SDN 
architecture ideal to embrace 5G slicing is recur-
sion. Because of the different abstraction layers 
that the recursion principle enables, the SDN 
control plane can involve multiple hierarchically 
arranged controllers that extend the client-server 
relationships at several levels (Fig. 4). According to 
these premises, it is evident that SDN can support a 
recursive composition of slices [5]. This implies that 
the resources (i.e., Resource Group) a given con-
troller delivers to one of its clients in the form of a 
dedicated slice (i.e., client context) can, in turn, be 
virtualized and orchestrated by such a client in the 
case of being an SDN controller. This way, the new 
controller can utilize the resource(s) it accesses via 
its server context(s) to define, scale, and deliver 
new resources (and hence new slices) to its own 
clients, which might also be SDN controllers. 

nfV reference 
ArchItecturAl frAmework

Although the SDN architecture described above 
gives a comprehensive view of the control plane 
functionalities enabling slicing, it lacks capabilities 

Figure 3. ONF SDN network slicing architecture [5].
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that are vital to efficiently manage the life cycle of 
network slices and its constituent resources. In this 
respect, the NFV architecture [6] is ideal to play 
this role, as it manages the infrastructure resources 
and orchestrates the allocation of such resources 
needed to realize VNFs and network services. 

To benefit from the management and orches-
tration functionalities of NFV, appropriate coop-
eration between SDN and NFV is required. 
However, embracing SDN and NFV architectures 
into a common reference framework is not an 
easy task [7, 8]. In this section, we briefly describe 
the tentative framework that ETSI presents in [8] 
to integrate SDN within the reference NFV archi-
tecture. This framework incorporates two SDN 
controllers, one logically placed at the tenant and 
another at the InP level. We commence providing 
a brief overview of the NFV architectural frame-
work, and later describe the integration of the 
two SDN controllers (Fig. 5). 

The NFV architecture comprises the following 
entities:

Network Functions Virtualization Infrastruc-
ture (NFVI): A collection of resources used to 
host and connect the VNFs. While the broad 
scope of SDN makes resource a generic concept, 
the current resource definition in the NFV frame-
work comprises only the infrastructure resources.

VNFs: Software-based implementations of NFs 
that run over the NFVI. 

Management and Orchestration (MANO): 
Performs all the virtualization-specific manage-
ment, coordination, and automation tasks in the 
NFV architecture. The MANO framework [9] 
comprises three functional blocks:
• Virtualized infrastructure manager (VIM): 

responsible for controlling and managing the 
NFVI resources.

• VNF manager (VNFM): performs configu-
ration and life cycle management of the 
VNF(s) on its domain. 

• Orchestrator: According to ETSI, it has two 
set of functions performed by the Resource 
Orchestrator (RO) and Network Service 
Orchestrator (NSO), respectively. The RO 
orchestrates the NFVI resources across 
(potentially different) VIMs. The NSO per-
forms the life cycle management of network 
services using the capabilities provided by the 
RO and the (potentially different) VNFMs. 
Network Management System (NMS): Frame-

work performing the general network manage-
ment tasks. Although its functions are orthogonal 
to those defined in MANO, NMS is expected to 
interact with MANO entities by means of a clear 
separation of roles [9]. NMS comprises:
• Element management (EM): anchor point 

responsible for the fault, configuration, 
accounting, performance, and security 
(FCAPS) of a VNF.

• Operation/business support system (OSS/
BSS): a collection of systems and manage-
ment applications that network service provid-
ers use to provision and operate their network 
services. In terms of the roles we considered 
earlier, tenants would run these applications.

The ETSI proposal includes two SDN controllers 
in the architecture. Each controller centralizes 
the control plane functionalities and provides an 
abstract view of all the connectivity-related com-
ponents it manages. These controllers are:

Infrastructure SDN controller (IC): Sets up 
and manages the underlying networking resourc-
es to provide the required connectivity for com-
municating the VNFs (and its components [10]). 
Managed by the VIM, this controller may change 
infrastructure behavior on demand according to 
VIM specifications adapted from tenant requests. 

Tenant SDN controller (TC): Instantiated in 
the tenant domain [11] as one of the VNFs or as 
part of the NMS, this second controller dynami-
cally manages the pertinent VNFs used to realize 
the tenant’s network service(s). These VNFs are 
the underlying forwarding plane resources of the 
TC. The operation and management tasks that the 
TC carries out are triggered by the applications 
running on top of it (e.g., the OSS).

Both controllers manage and control their 
underlying resources via programmable south-
bound interfaces, implementing protocols like 
OpenFlow, NETCONF, and I2RS. However, each 
controller provides a different level of abstrac-
tion. While the IC provides an underlay to support 
the deployment and connectivity of VNFs, the 
TC provides an overlay comprising tenant VNFs 
that, properly composed, define the network ser-
vice(s) such a tenant independently manages on 
its slice(s). These different resource views each 
controller offers through its interfaces have reper-
cussions on the way they operate. On one side, 
the IC is not aware of the number of slices that uti-
lize the VNFs it connects, nor the tenant(s) which 
operate(s) such slices. On the other side, for the 
TC the network is abstracted in terms of VNFs, 
without notions of how those VNFs are physically 
deployed. Despite their different abstraction levels, 
both controllers have to coordinate and synchro-
nize their actions [8]. Note that the service and 
tenant concept mentioned here can be extended 
to higher abstraction layers by simply applying the 
recursion principle, as shown in Fig. 2.

Figure 4. Complex client-server relationships enabled by the recursion in the 
SDN control plane, adapted from [7].
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network slIcIng use cAse 
wIth sdn-nfV IntegrAtIon

In this section, we describe an SDN-enabled NFV 
deployment example that illustrates the network 
slicing concept, with several slices running on a 
common NFVI (Fig. 6). This deployment includes 
two tenants, each managing a particular set of 
slices. In the example, we only consider a single 
level of recursion, and thus the tenants directly 
serve the end users. Each slice consists of VNFs 
that are appropriately composed to support and 
build up the network service(s) the slice (and 
thus the tenant) delivers to its users. Note that 
the deployment includes two distinct phases: 
first, a slice creation phase, in which an end user 
requests a slice from a network slice catalog, and 
then the tenant instantiates the slice; and next, 
a runtime phase, where the different functional 
blocks within each slice have already been creat-
ed and are now operative. For simplicity, in Fig. 6 
we only depict the runtime phase.

The example considers that the tenants 
access NFVI resources from three InPs. InP1 pro-
vides compute and networking resources, both 
deployed on two NFVI points of presence (NFVI-
PoPs) [12] in the form of DCs. InP2 and InP3 
provide SDN-based WAN transport networks, 
used to communicate such NFVI-PoPs. The VMs 
and their underlying hardware, instantiated in the 
NFVI-PoPs and in charge of hosting VNFs (and 
their components), are directly managed by the 
VIMs. The networking resources, supporting VM 
(and hence VNF) connectivity at the infrastructure 
level, are programmatically managed by the ICs 
following the VIM and the WAN infrastructure 
manager (WIM) premises. Both VIMs and WIMs 
act as SDN applications, delegating the tasks relat-
ed to the management of networking resources 
to their underlying ICs. Although in this example 
the ICs are deployed on the NFVI, it would be 
possible to integrate them into their correspond-
ing VIMs, as [8] suggests.

On top of the InPs, the tenants independently 
manage a set of network slices. Each slice com-

prises an OSS, a TC, and an NSO. The OSS, 
an SDN application from the TC’s perspective, 
instructs the controller to manage slice’s constitu-
ent VNFs and logically compose them to efficient-
ly realize the network service(s) the slice offers. 
The life cycle of such network service(s) is man-
aged by the NSO, which interacts with the TC via 
the OSS. The TC, deployed as a VNF, relies on the 
capabilities provided by virtual switches/routers 
(in the form of VNFs as well) to enable the VNF 
composition, forwarding pertinent instructions to 
such virtual switches/routers via its southbound 
interfaces. Through its northbound interfaces, the 
TC provides a means to securely expose select-
ed network service capabilities to end users. 
Such interfaces allow end users to retrieve con-
text information (real-time performance and fault 
information, user policies, etc.), operate, manage, 
and make use of the slice’s network service(s), 
always within the limits set by the tenant. 

The fact that each slice is provided with its 
own NSO, OSS, and TC instances enables the 
required management isolation. 

Each tenant must efficiently orchestrate its 
assigned resources to simultaneously satisfy the 
diverging requirements of the slices that are under 
its management. The RO is the functional block 
that performs such task on behalf of the tenant, 
providing each slice with the required resourc-
es via interfaces with each slice’s NSO. The RO 
must perform the resource sharing among slices 
while fulfilling their required performance, follow-
ing an adequate, effective resource management 
framework that must comply with both tenant 
and slice-specific policies. Such a framework is 
required so that the RO enables performance iso-
lation among slices. 

All the NFVI resources available for use by a 
tenant (i.e., those that RO orchestrates) are sup-
plied by the different InPs. Each InP rents part 
of the virtual resources according to a business 
lease agreement that both InP and tenant have 
previously signed. To access, reserve, and request 
such resources, the tenant’s RO interacts with the 
VIM(s)/WIM(s) by means of interfaces those func-

Figure 5. Integrating SDN controllers into the reference NFV architectural framework at the two levels 
required to achieve slicing [8].
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tional blocks expose and that tenant’s RO con-
sumes. Indeed, we assume that VIMs and WIMs 
support multi-tenancy. We also assume that WIMs 
can communicate with each other according to 
predefined business agreements. In this respect, 
the interaction between a WIM and an RO might 
be achieved indirectly through another WIM. 

As Fig. 6 suggests, the resource management 
must be performed at two levels: at the infra-
structure level, where a slice-agnostic VIM/WIM 
provides the subscribed tenants with (virtualized) 
infrastructure resources, and at the tenant level, 
where the RO delivers its assigned resources to 
the corresponding slices. Both the VIM(s)/WIM(s) 
and the RO have to collect accurate resource 
usage information (each at its domain) and in turn 
to forecast resource availability in relatively short 
timescales to satisfy tenant and slice demands, 
respectively.

Please note that, with the exception of hard-
ware resources, the functional blocks (e.g., VIM, 
RO, NSO, SDN controllers) are modeled as inde-
pendent software components. The need for 
separate access, configuration, and management 
suggests this modeling, wherein the software rela-
tionships are enabled with the help of the appli-
cation programming interfaces (APIs) that each 
component provides.

To preserve security and privacy isolation 
among slices, it is required to apply the compart-
mentalization principle at each virtualization level. 
In addition, each functional block and manage-
able resource (e.g. VNF) within a given slice must 
have its own security mechanisms, ensuring oper-
ation within expected parameters and preventing 
access to unauthorized entities. This is intended to 

guarantee that faults or attacks occurring in one 
slice are confined to that slice, preventing their 
propagation across slice boundaries.

Additionally, although recursion has not been 
addressed in this example, it is readily applica-
ble to this scenario by simply assuming that some 
of the slice’s users are tenants that in turn can 
deploy and operate their own slices.

chAllenges And reseArch dIrectIons
In this section, we identify the main challenges 
and future research arising from implementing 
slicing in 5G systems.

performAnce Issues In A shAred InfrAstructure

When network slices are deployed over a com-
mon underlying substrate, the fulfillment of the 
performance isolation requirement is not an easy 
task. If a tenant’s RO only assigns dedicated 
resources to network slices, their required per-
formance levels are always met at the cost of 
preventing slices sharing resources. This leads to 
overprovisioning, an undesired situation bearing 
in mind that the tenant has a finite set of assigned 
resources. One way to resolve this issue is to per-
mit resource sharing (see, e.g., [13]), although this 
means slices are not yet completely decoupled 
in terms of performance. Thus, it is required to 
design adequate resource management mecha-
nisms that enable resource sharing among slices 
when necessary without violating their required 
performance levels. To accomplish the sharing 
issue, the RO could use policies and strategies 
similar to those used in VIMs (e.g., the OpenStack 
Congress module or Enhanced Platform Aware-
ness attributes).

Figure 6. Network slicing deployment in a common framework, integrating both SDN and NFV.
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mAnAgement And orchestrAtIon Issues
Given the dynamism and scalability that slicing 
brings, management and orchestration in multi-
tenant scenarios are not straightforward. To 
flexibly assign resources on the fly to slices, the 
optimization policy that governs the RO must 
deal with situations where resource demands 
vary considerably in relatively short timescales. To 
accomplish this: 
• An appropriate cooperation between 

slice-specific management functional blocks 
and RO is required.

• Policies need to be captured in such a way that 
they can be automatically validated. This auto-
mation enables both the RO and slice-specific 
functional blocks to be authorized to perform 
the corresponding management and configu-
ration actions in a timely manner.

• It is necessary to design computational-
ly efficient resource allocation algorithms 
and conflict resolution mechanisms at each 
abstraction layer.

securIty And prIVAcy

The open interfaces that support the programma-
bility of the network bring new potential attacks 
to softwarized networks. This calls for a consistent 
multi-level security framework composed of poli-
cies and mechanisms for software integrity, remote 
attestation, dynamic threat detection and mitiga-
tion, user authentication, and accounting manage-
ment. The security and privacy concerns arising 
from 5G slicing (see [14]) are today a major barrier 
to adopting multi-tenancy approaches. 

new busIness models

The innovative partnerships between several 
players, each providing services at different posi-
tions of the value chain, and the integration of 
new tenants such as verticals, over-the-top service 
providers, and high-value enterprises, empow-
ers promising business models. Given this busi-
ness-oriented approach, new transition strategies 
must be broadly analyzed, allowing for a gradu-
al evolution to future 5G networks and ensuring 
compatibility with past infrastructure investments. 
To accomplish this, a deep review of the telecom 
regulatory framework has to be made. Innova-
tive ways of pricing, new grounds for cost shar-
ing and standardized solutions, which provide the 
required support for interoperability in multi-ven-
dor and multi-technology environments, must be 
studied as well.
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AbstrAct

5G mobile systems are expected to meet differ-
ent strict requirements beyond the traditional oper-
ator use cases. Effectively, to accommodate needs 
of new industry segments such as healthcare and 
manufacturing, 5G systems need to accommodate 
elasticity, flexibility, dynamicity, scalability, manage-
ability, agility, and customization along with differ-
ent levels of service delivery parameters according 
to the service requirements. This is currently pos-
sible only by running the networks on top of the 
same infrastructure, the technology called network 
function virtualization, through this sharing of the 
development and infrastructure costs between the 
different networks. In this article, we discuss the 
need for the deep customization of mobile net-
works at different granularity levels: per network, 
per application, per group of users, per individual 
users, and even per data of users. The article also 
assesses the potential of network slicing to provide 
the appropriate customization and highlights the 
technology challenges. Finally, a high-level archi-
tectural solution is proposed, addressing a massive 
multi-slice environment. 

IntroductIon
Mobile networks are nowadays architected to 
serve all mobile users, ensuring some degree of ser-
vice-level differentiation but with no specific tailoring 
of the functioning to the specific user needs. How-
ever, statistics demonstrate that users do not behave 
all in the same way: 53 percent are light mobile 
phone users, 24 percent exhibit medium usage 
behavior, and the remaining 23 percent are heavy 
mobile phone users [1]. Even among heavy mobile 
users, usage patterns of data-intensive mobile appli-
cations, that is, those related to social, news, and 
video, vary considerably [2, 3]. From these statistics 
and others, it becomes apparent that having the 
same mobile network architecture serving all mobile 
users, let alone all mobile applications, despite the 
diversity they exhibit in their attitudinal response to 
mobile services, have to be rethought. 

Furthermore, a mobile user usually subscribes to 
a single mobile operator that provides the delivery 
of all the mobile services. In addition, a single mobile 
network usually ensures communication for all ser-
vice types, regardless of the suitability of its available 
functionality to deliver these services with acceptable 
quality of experience (QoE) and network efficiency. 
Due to the uniformity of the network, all users of the 

network are charged based on the same bandwidth 
consumption model, which fails to capture the specif-
ics of the usage of applications with large overhead 
and makes too expensive the network for individual 
large-scale sensor deployments. 

Last but not least, current mobile core networks 
are offering a uniform ubiquitous service for all the 
connected devices. Even if a mobile user moves 
far away from the mobile core network infrastruc-
ture, he/she remains serviced by the same core 
network, even in the case of a highly decentralized 
mobile system [4]. This feature may impact numer-
ous emerging advanced mobile services with strict 
latency and jitter requirements (e.g., augmented 
reality and self-driving vehicles). High latency and 
jitter degrade such mobile services, rendering 
their respective devices unusable, ultimately turn-
ing users away and impacting revenues. Also, a 
large number of users do not move from a specific 
network area, their mobility support being only an 
additional overhead on the network. 

To cope with the above, this article advocates 
the need for customizing mobile telco services, 
through providing a functional differentiation for 
the different user requirements. Herein, the inten-
tion is to leverage the emerging technologies in the 
areas of network function virtualization (NFV) [5], 
software defined networking (SDN), and cloud and 
edge computing for providing a single infrastruc-
ture on top of which multiple versions of the same 
software, generically named slices, customized to 
have specific behaviors are running, through this 
removing the overhead of the uniform network ser-
vice. Furthermore, in order to account for different 
layers of granularity, this article underlines the need 
and the technical possibilities to support a very 
large number of slices as well as their appropriate 
deployment according to the momentary location 
of the subscribers. 

This article is organized in the following fash-
ion. We present a quick overview on network slic-
ing and highlights its utility for the Personalized 
Mobile Telecom (PERMIT) vision. The overall PER-
MIT framework is portrayed. We introduce the 
PERMIT slice orchestration system and discusses 
its challenges. The article then concludes. 

network slIcIng
The term “network slicing” has captured much 
attention within research communities and the 
industry, as well as standards development orga-
nizations (SDOs), such as the Next Generation 
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Mobile Network Alliance (NGMN), Third Genera-
tion Partnership Project (3GPP), and International 
Telecommunication Union — Telecommunication 
Standardization Sector (ITU-T). Although the defi-
nition of network slicing is still under heavy dis-
cussion, it generally means an isolated collection 
of resources and functions implemented through 
software programs on top of the resources, flexi-
bly allocated on demand in order to enable qual-
ity of service (QoS) guarantee for the network 
requirements as well as in-network processing 
along end-to-end communications.

In PERMIT, network slicing (slicing hereafter) 
is considered to be one of the most important 
concepts to realize personalization of mobile net-
works for users. Although slicing in the mobile 
networking context has often been addressed for 
enabling different classes of communications (e.g., 
enhanced mobile broadband, massive machine-
type communications, and ultra reliable and low 
latency communications), in PERMIT, slices can 
be instantiated per user, and in the most extreme 
case, per device and/or per application. 

It is a well-known fact that the concept of slice 
in networking was first introduced in the overlay 
network research efforts, such as PlanetLab, in 
2002. At that time, a slice was defined as an iso-
lated static set of resources allocated for a group 
of users who “program” network functions and 
services over their overlay network, overlaid across 
“the planet.” Since various network virtualization 
testbed efforts (e.g., GENI, VNode, FLARE, and Fed-
4Fire) have inherited the concept of slices as a set 
of programmable, dynamically allocated resources 
to tailor new network services and protocols, it is 
quite natural to use the slice concept in PERMIT to 
further personalize the access and in-network edge 
processing for mobile network users. 

the PermIt FrAmework
Figure 1 schematically depicts the main compo-
nents of the PERMIT framework. It mainly consists 
of two orchestrators, the mobile network person-
alization service orchestrator (MNP-SO) and the 
mobile service personalization service orchestra-
tor (MSP-SO). PERMIT also envisions some chang-
es to the user equipment as detailed below. The 
MNP-SO and MSP-SO entities can run separately or 
jointly on dedicated hardware or as software on vir-
tual machines (VMs) with adequate characteristics. 
These two entities incorporate all necessary intelli-
gence for mobile service personalization and mobile 

network personalization, respectively. They are deci-
sion making entities that decide how mobile services 
and the lightweight virtual mobile network (VMN) 
[6, 7] to transport them shall be personalized to the 
current and anticipated needs of a mobile user or 
a group of mobile users. In their decision making 
procedures, both MNP-SO and MSP-SO take into 
account the underlying infrastructure dynamics, pro-
cessing and storage capabilities of user equipment, 
and users’ contextual information like mobility and 
resource usage patterns. 

In the envisioned PERMIT framework, light-
weight VMNs are expected to run as a slice on 
one or multiple instantiated virtual resources [6, 
8]. These lightweight VMNs are expected to have 
the flexibility to serve up to a granularity of a sin-
gle service for one individual user, multiple ser-
vices for one individual user, or a group of users, 
although due to scalability reasons, most proba-
bly users with same services and behavior will be 
grouped into the same slice. This flexibility can 
be attained by composing the lightweight VMN 
of uncorrelated building blocks that can be freely 
and dynamically combined or separated as per 
the requirements of the target mobile services 
and the needs of the serviced users [6]. 

Indeed, in PERMIT, a mobile network com-
ponent (a network function) is defined in terms 
of its application logic and data, as depicted in 
Fig. 2. The application logic is decomposed into 
compute “blocks,” including one basic block that 
provides minimal core network functionalities 
and multiple added value blocks, extending the 
basic components to provide additional network 
services such as communication reliability, QoS, 
and mobility support or accounting. The blocks 
run either at the network edge or in the cloud, 
depending on latency, bandwidth, resilience, and 
security requirements. 

The composition of the blocks should follow 
the latest frameworks in service composition such 
as the ones based on micro-service application 
programming interfaces (APIs) [9] or on event 
bus communication. Both of these ensure the 
loose coupling between the main functionality 
and the other modules, permitting the addition 
of new functions on demand and even during 
runtime, as well as a comprehensive separation of 
the liabilities. The PERMIT architecture will further 
optimize these mechanisms to address the end-
to-end delay while processing a request through 
multiple compute blocks. 
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Figure 1. PERMIT virtual mobile network architecture.
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The PERMIT architecture enables the config-
uration of the in-service parameters related to 
the network functions as well as to the composi-
tion of the network functions within end-to-end 
services. This approach enables the creation of 
lightweight, customizable, and truly elastic mobile 
networks with network services/blocks that can 
be adapted to the users’ needs. It will also enable 
seamless decomposition of application logic and 
data, allowing them to be moved to more con-
venient network locations. It is worth noting that 
careful attention shall be paid to how to graceful-
ly compose the different functionalities within the 
network functions, especially considering the per-
formance of multi-vendor software components, 
in order to provide a retraceable service level as 
well as to separate liabilities in case of failures. 

At the protocol level, the lightweight feature of 
VMNs can also be achieved by simplifying a num-
ber of procedures typically required for mobile 
networks like authentication, authorization, and 
accounting (AAA) and charging functions. Depen-
dencies on data anchoring (i.e., the packet data 
network gateway in the Evolved Packet System, 
EPS) and mobility anchoring (i.e., the serving 
gateway in EPS) concepts shall be relaxed if not 
completely replaced, as in the follow me cloud 
concept [10, 11]. With customizable VMNs, cur-
rently unsupported communication modes that 
mimic connectionless communication over shared 
media become possible over mobile networks. 

In PERMIT, the personalization of mobile net-
works for a mobile user or a group of mobile 
users is achieved by anticipating the needs of 
the mobile services of this user or this group of 
users. Indeed, once the needs of a mobile service 
or a set of mobile services received by an indi-
vidual user or a group of users are anticipated, 
the right VMN with the right characteristics (e.g., 
composing building blocks, total number of VMs 
involved, the locations of their respective DCs, 
their respective CPUs/memory/storage) can be 
identified so that VMNs can scale up and down as 
per the assessed needs. Another aspect of VMN 
personalization consists of its mobility to a differ-
ent data center when required. For this purpose, 
it is possible to leverage different algorithms and 
mechanisms [12] that decide on and enforce the 
VMN mobility as per the mobility patterns of the 
served mobile users and/or the dynamics of the 
underlying infrastructure, in such a way that the 
“mobile network,” serving a user or a group of 

users, follows their mobility. This decision may be 
based on several possibly conflicting attributes/
criteria such as the mobile service type (e.g., 
delay-sensitive), the perceived quality of experi-
ence (QoE), the migration cost, the activity level 
of the users, the usage behavioral patterns, the 
mobility patterns, and the dynamics of the under-
lying communication infrastructure (e.g., for load 
balancing). Inputs, used for VMN personalization 
and VMN mobility, and relevant to users’ mobile 
service usage behavior, perceived QoE, a user’s 
mobility, and dynamics of underlying communica-
tions infrastructure are schematically depicted in 
Fig. 1 through arrows 2c, 3, and 6. 

The personalization of the mobile service 
depends first of all on the user preferences for 
the service delivery (arrow 1 in Fig. 1) and on its 
mobility (arrow 2). Based on insights on the user 
behavior and on its perceived QoE, the network 
is customized according to the user needs (arrow 
3). As multiple users may have the same network 
requirements, the customization can be seen as a 
user classification problem toward the appropri-
ate cluster of users that have the optimal handling 
of the communication requirements. Similar to 
network customization, a service customization 
may also be executed (arrow 4). As the users may 
come from different customized networks, mainly 
due to their multi-application terminals, the cus-
tomization of the applications should consider the 
customization of the network as a given param-
eter. A further step in the customization is the 
distribution of the service data (arrow 5) to the 
user equipment (UE) when needed or when the 
network conditions are appropriate, depending 
on the specific user behavior. 

Finally, the customization highly depends on 
the availability of the infrastructure resources for 
the specific customization (arrows 6 and 7). The 
decisions of both the MNP-SO and MSO-SO 
depend on the possibility of the infrastructure to 
support their needs at the specific location. As the 
PERMIT architecture assumes a very large number 
of slices (i.e., up to one for each network user), 
it is possible that the network infrastructure will 
not have enough momentary resources to han-
dle the subscriber communication. In this case, 
the subscribers should be classified in a default 
communication class for which the processing is 
handled by a central data center within a default 
slice similar to the current network infrastructure. 

THE PERMIT Vmn slIce  
orchestrAtIon system

PERMIT aims to achieve elasticity, flexibility, dyna-
micity, scalability, manageability, and efficiency 
beyond the current network level by building on-de-
mand VMN slices, customized to the service require-
ments, thus much reducing the network overhead. 

The PERMIT architecture is envisioned to func-
tion for different slices ranging from slices of indi-
vidual users to Internet of Things (IoT) application 
slices as well as for verticals such as industrial con-
trol systems, autonomous driving, virtual reality, or 
video streaming. The resulting system will consist 
of numerous network slices, running in parallel and 
composed for end-to-end service delivery (Fig. 3). 

Each slice consists of a set of virtual network 
functions (VNFs) within both the control and data 

Figure 2. Network functions consisting of application logic and application data.
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planes, customizable to the particular service 
types or vertical market needs or personalized to 
the individual end user, as presented earlier. From 
the perspective of the orchestration, the VNF 
components of each slice are seen as software 
functions that may be composed and customized, 
thus transparent to the functions they handle. 

The VNFs accommodate the intrinsic features 
of the slices and their changing requirements, such 
as scaling up to match sudden growth in their traf-
fic or smooth mobility to another network location. 
Also taking into account the requirements of the 
service delivery in terms of latency, reliability, and 
security together with the large number of slices, 
resource control becomes highly complicated. 
With the deployment of a large number of soft-
ware services across multiple cloud and edge data 
centers, the complexity of the system increases 
beyond the capabilities of a single orchestration 
node. Moreover, a centralized network orches-
trator may not be able to make the appropriate 
decisions and enforce them in due time, as it needs 
to handle a large amount of runtime operations, 
especially related to the sharing of the common 
data path environment. These delay and scalability 
limitations can be overcome through a distributed 
orchestration system where parts of the orchestra-
tion functionality are delegated to the edge nodes 
[13]. Data path sharing between the different slices 
and the decisions that require immediate response, 
such as network function failures, are particularly 
suitable for such delegation.

Figure 3 shows a high-level architecture of the 
PERMIT VMN slice orchestration system. The phys-
ical infrastructure consists of hardware for comput-
ing, storage, networking, and monitoring. These 
equipments can be administrated by the same 
entity or could belong to different domains. The 
slice orchestration plane of the architecture include 
images of VNFs, which represent the software ver-
sion of existing network equipment. These VNFs 
could consist of building blocks (Fig. 2) designed in 
a clean-slate fashion or as components of existing 
network equipment. The VNF slice orchestration 
system is the main component of the architecture. 
It creates slices of VNFs for an individual user or a 
group of end users of a vertical. These slices can 
be created following pre-defined blueprints or in a 

fine-grained fashion, taking into account inputs rel-
evant to end users’ mobile service usage behavior, 
perceived QoE, and mobility, as discussed earlier. 
The slice orchestration system can be owned by a 
cloud provider, a mobile operator, or a new stake-
holder. The users of the system can be vertical pro-
viders (e.g., automotive and IoT service provider), a 
mobile application developer, or an individual end 
user wishing for personalized mobile telecommuni-
cation service. Users can communicate to the slice 
orchestration system via well defined northbound 
interfaces (e.g., following Open Mobile Alliance, 
OMA, guidelines).

In order to separate the orchestration concerns, 
the following PERMIT orchestration levels are con-
sidered. First, a basic NFV resource orchestrator 
is considered, able to broker the available virtual 
resources, as provided by a virtualized infrastruc-
ture manager (VIM), to the different slices. The 
NFV orchestrator receives resource allocation 
requests from the VNF managers, one for each 
slice, which are aware of the specific slice logic. 
The role of the VNF manager is to transmit network 
function placement [12] and scaling requirements 
to the NFV orchestrator, as well as to transmit to 
the VNFs the dependency parameters in order to 
enable the communication between the different 
VNF Components within a slice. 

To reduce the complexity and to appropriate-
ly manage the slice-specific operations, a VMN 
slice orchestrator is added to the architecture hav-
ing the role of managing the functionality within 
the specific slice, including fault, configuration, 
accounting, performance, and security (FCAPS),1 
adapted to the dynamic resource environment. 
This includes the acquisition of monitored data on 
the specific service agents within the slice, a com-
position logic for the VNF components, enabling 
the appropriate processing flow allocation accord-
ing to the momentary available resources as well 
as the interaction with other slices within the sys-
tem. Another important role of the VMN slice 
orchestrator could also be offering flexible service 
function chaining (SFC) as a service, indicating the 
forwarding graph/path that a set of VNFs should 
be following within the respective slice. For this, 
the management system as well as the commu-
nication plane are extended with a slice border 

Figure 3. PERMIT VMN Slice Orchestration System: diverse VMN slices running in parallel and serving 
diverse verticals or individ-ual users.
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control (SBC), which is similar to the session bor-
der controllers in the current architecture, and 
enables the filtering and the classification of both 
the inbound and outbound data traffic, the appli-
cation-level firewall, as well as the appropriate 
forwarding to the components within the slice or 
to the SBC of the peer slice. 

Through this separation of concerns within mul-
tiple functions, the possible policy conflicts are miti-
gated, although due to the shared resources, it may 
happen that the exact requirements of a specific 
slice would be partially fulfilled by the infrastruc-
ture. Considering the large number of slices, the 
alternative to provide the information on available 
resources to each VNF manager is highly complex. 

From the users’ perspectives, PERMIT will 
facilitate a fully personalized and elastic end-to-
end mobile connection service, which will pro-
vide mobile users with easy and efficient access to 
advanced mobile services. Indeed, with PERMIT, a 
mobile user may have his/her mobile network fully 
personalized to his/her current and anticipated 
needs or to the requirements of his/her mobile 
services. True service elasticity will be attained: 
services of heavy mobile phone users shall never 
be throttled. Fair charging models can also be 
achieved: light and medium mobile users will have 
their respective VMNs running on smaller VMs, 
which will enable them to be fairly charged only 
for what they have indeed consumed. A group of 
users of a vertical or receiving a particular service 
may have a mobile network fully customized to 
their needs and the requirements of their mobile 
service. This shall enable the much desired ser-
vice-tailored mobile networking concept. Further-
more, different VMNs with the right processing 
features can be created for different services as 
per the specifications of each service. Instead of 
being “locked in” the same mobile network for the 
delivery of all service types, users will then have the 
flexibility of subscribing to the most suitable VMN 
slice to receive a particular service type. Accord-
ingly, subscription to multiple VMNs for multiple 
service types becomes possible. This requires UEs 
to have the capability to simultaneously connect to 
and steer mobile traffic across multiple VMN slices, 
optimally created for a set of services (Fig. 4). A 
default connectivity slice will always be assumed 
for each user, available for applications that use 
non-customized service delivery. A UE shall be able 
to discover existing VMN slices and request the 
creation of a new one. The creation of a new VMN 
slice for a particular service can be UE-initiated (fol-
lowing a set of rules and policies) or network-con-
trolled when discovering that the current slice used 
for the application is inefficient for the delivery of 
the service to the user or to a group of users. A UE 
shall also have the ability to leave a VMN slice, join 
an existing one, or upgrade an ongoing one, either 
upon a UE request or upon a network-based classi-
fication of the UE.

The slice concept can be extended further to 
support the slicing of resources within a single 
UE. In the current smartphone market, it is quite 
common that UEs come with application vending 
facilities such as Google Play on Android phones, 
iTunes App Store for iPhones, iPads, and iPods, 
and proprietary application marketplaces on other 
smartphones. Applications on top of UEs must be 
examined and approved by their respective vendors 

and must run in the sandboxes they have prepared. 
We posit that the application marketplaces and 
the sandboxes as execution environments should 
be implemented, isolated within separate slices, so 
that one can have multiple, different, personalized 
execution environments and available application 
suites within a single UE. With this envisioned UE 
slicing concept, one may have multiple personal-
ized containers within a single UE, so one may have 
different security and privacy contexts such as pri-
vate usage and corporate usage as well as automat-
ic personalized updates directly from the software 
developers. Considering data contamination and 
privacy breaches often observed in the mixed use 
of a single UE for private and public matters, it 
makes a lot of sense to introduce isolation between 
different usages. For example, one may want to iso-
late the applications with personal data (e.g., med-
ical record and bank account information), those 
with confidential data (e.g., corporate confiden-
tial information), and those with public data (e.g., 
general web browsing applications) exposed to 
rather wild and rogue environments where secu-
rity breach is often observed. If multiple UEs are 
carried to avoid such mishaps, it is reasonable to 
consolidate them into a single one using slicing 
techniques. Alternatively, one may have multiple 
UEs with different operating systems, so one may 
benefit from different application suites and exe-
cution environments. Embedded operating system 
virtualization and network virtualization technol-
ogies have already advanced to support such a 
concept of UE slicing [3, 16]. However, to the best 
of the authors’ knowledge, PERMIT is the first to 
consider end-to-end slicing, including UE slicing, 
mobile network slicing, edge computing, and cloud 
computing. The authors are also already aware of 
the challenges of defining the granularity of slicing, 
such as the necessity of individual UE-level slicing 
and the feasibility of slicing in mobile operators. 
Although compelling application use cases drive 
such decisions, the authors have already conducted 
a feasibility study of application-specific slicing con-
cepts [14, 15]. We plan to address these challenges 
in our future research work.

In PERMIT, a user can have his/her personal-
ized VMN and his/her personalized mobile ser-
vices constantly following him/her. In this way, 
PERMIT will support a wide gamut of high-quality 
services, customized to users’ preferences, behav-
ior, and mobility features. Emerging devices, such 
as Microsoft HoloLens, will largely benefit from 
the PERMIT approach, particularly when their 
users are moving in dense smart cities onboard 
smart connected vehicles. 

PERMIT shall also define novel and promis-
ing business opportunities for cloud providers, 
especially in the area of providing value-added 
services beyond the basic infrastructure sharing. It 
also represents an innovative and ambitious solu-
tion to open up mobile networks and revolution-
ize the mobile networking principles, going from 
large-scale ubiquitous uniform connectivity service 
to highly efficient service support tailored to the 
specific needs of individuals. In PERMIT, a new 
set of business stakeholders may also emerge, 
orchestrating the mobile service and mobile net-
work personalization for individuals and groups 
of users as well as orchestrating the interaction 
between the mobile service slices. 
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conclusIon And 
Future reseArch dIrectIons

In this article, we propose the PERMIT approach, 
which is expected to act as a catalyst for structural 
changes to the current communication system 
configuration, whereby both the mobile delivery 
network and the mobile services it supports are 
personalized for each individual user, or alterna-
tively customized for groups of users/verticals.

In PERMIT, service personalization goes 
beyond the traditional approaches whereby 
service personalization is based on the classi-
cal users’ preferences, explicitly indicated by the 
users or deducted through collaborative filtering 
from other means  (e.g., social networks), result-
ing in a specific parametrization of the uniform 
network. In PERMIT, users’ mobility patterns, 
their mobile service usage behavioral patterns, 
and the dynamics of the underlying communi-
cations infrastructure are all taken into consid-
eration for acquiring both network and service 
personalization, treating service personalization 
and networking customization as two flexibili-
ty-enabling and complementary components. To 
always ensure short response times for emerging 
advanced mobile services, the mobility of mobile 
services and the personalized mobile networks 
are both enabled toward the proximity of the 
respective mobile users across the overall mobile 
service area, as per the mobility features of 
mobile users, and in a seamless and cost-efficient 
manner. This will make both the mobile delivery 
network and the mobile services — after being 
personalized — constantly follow their respective 
mobile users. 

With such an approach, service personaliza-
tion and network personalization can take place 
dynamically and interactively. This also enables 
the much desired service-tailored mobile network-
ing concept, achieving a so far unprecedented 
level of flexibility in service-specific optimizations, 
fine-grained network resource slicing, and trans-
parent capacity scaling. In this regard, scalable 
programming of data plane and data paths and 
fine-grained mobility management of various ser-
vices, considering both centralized and distributed 
approaches, are needed. This defines a promising 
research area that will stimulate the relevant com-
munity of researchers. 
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AbstrAct

5G is envisioned to be a multi-service network 
supporting a wide range of verticals with a diverse 
set of performance and service requirements. Slic-
ing a single physical network into multiple isolated 
logical networks has emerged as a key to realizing 
this vision. This article is meant to act as a survey, 
the first to the authors’ knowledge, on this topic 
of prime interest. We begin by reviewing the 
state of the art in 5G network slicing and present 
a framework for bringing together and discuss-
ing existing work in a holistic manner. Using this 
framework, we evaluate the maturity of current 
proposals and identify a number of open research 
questions.

IntroductIon
Mobile devices have become an essential part of 
our daily lives and, as such, the mobile network 
infrastructure that connects them has become 
critical. It is set to take on an even bigger role 
with the fifth generation (5G) mobile systems 
envisioned to support a wide array of services and 
devices. In this article, we consider the architec-
tural aspect of mobile networks looking toward 
5G. Examining the evolution of mobile networks 
until now suggests that the changes across gen-
erations have been driven largely by the need to 
support faster data oriented services. For instance, 
spectral efficiency in the radio access network 
(RAN) has increased by a factor of 30 from 2G to 
4G. On the core network (CN) front, the packet 
switched component (IP) introduced initially in 
the 2.5G (general packet radio service, GPRS) 
system eventually supplanted the legacy circuit 
switched component in 4G systems.

What 5G systems are going to be has yet to 
be determined. However, it is conceivable that 
the eventual 5G system will be a convergence 
of two complementary views that are currently 
driving the research and industrial activity on 5G. 
One is an evolutionary view focusing on signifi-
cantly scaling up and improving the efficiency 
of mobile networks (e.g., 1000 traffic volume, 
100 devices, and 100 throughput). Much of 
the research focused around this view is on the 
radio access side looking at novel technologies 
and spectrum bands (e.g., massive miultiple-input 
multiple-output, MIMO; millimeter-wave). 

The other service-oriented view envisions 5G 
systems catering to a wide range of services dif-
fering in their requirements and types of devic-
es, and going beyond the traditional human-type 
communications to include various types of 
machine-type communications. This requires the 

network to take different forms depending on the 
service in question, leading naturally to the notion 
of slicing the network on a per-service basis, the 
focus of this article. Realizing this service-oriented 
view requires a radical rethink of the mobile net-
work architecture to turn it into a more flexible 
and programmable fabric, leveraging technolo-
gies like software defined networking (SDN) and 
network functions virtualization (NFV), which can 
be used to simultaneously provide a multitude of 
diverse services over a common underlying phys-
ical infrastructure. We take this view in this article 
as it is intertwined with the 5G mobile network 
architecture, although the evolutionary view also 
has architectural implications. 

We aim to survey the existing work on net-
work slicing in the 5G context and identify chal-
lenges remaining to be addressed to make the 
service-oriented 5G vision a reality. This article is, 
to the authors’ knowledge, the first survey on this 
important topic. We start by outlining representa-
tive 5G architectural proposals that highlight the 
crucial role network slicing is expected to play 
to meet the widely different requirements of var-
ious use cases. We then present a generic 5G 
architectural framework made up of infrastruc-
ture, network function, and service layers as well 
as the cross-cutting aspect of service management 
and orchestration (MANO). With respect to this 
framework, we discuss the state of the art in net-
work slicing in the mobile/5G context. This leads 
us to identify some key outstanding challenges to 
realize a slice-able, softwarized 5G mobile net-
work architecture. 

network slIcIng In the 5g ArchItecture
This section highlights the need for a flexible 5G 
architecture to accommodate diverse use cases; 
outlines representative architectural proposals that 
indicate the crucial role network slicing is expect-
ed to play; and presents a generic framework that 
broadly represents various proposals and is used 
as the reference for our network slicing literature 
review in following sections.

use cAses And requIrements

The 5G network is expected to be the basis for 
a range of verticals and use cases. For example, 
the International Telecommunication Union (ITU) 
and Fifth Generation Public Private Partnership 
(5G-PPP) have identified three broad use case 
families: enhanced mobile broadband, massive 
machine-type communications, and critical com-
munications. Within those, it is possible to define 
several specific use cases [1] ranging from gener-
al broadband access with global coverage to spe-
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cialized networks for sensors or extreme mobility. 
The stark differences between these use cases 
translates to a set of heterogeneous requirements 
(Fig. 1) that cannot be satisfied by a one-size-
fits-all architecture. With this in mind, alternative 
architectural proposals for 5G have emerged 
recently to accommodate use cases with diverse 
requirements; we outline two such proposals next. 

ArchItecture

The Next Generation Mobile Network Alliance’s 
(NGMN’s) architectural vision [1] advocates a 
flexible softwarized network approach. This views 
network slicing as a necessary means for allow-
ing the coexistence of different verticals over the 
same physical infrastructure. Initial proposals were 
limited to slicing the CN, but NGMN has argued 
for an end-to-end (E2E) scope that encompasses 
both the RAN and CN. To realize this and provide 
the needed context awareness, both parts need 
to be flexibly sliced into several overlaid instances 
serving different types of users, devices, and use 
cases. This whole process needs to be orchestrat-
ed by an E2E MANO entity that has a central role 
in the architecture.

The overall NGMN architecture is split into 
three layers: infrastructure resource, business 
enablement, and business application. Realiz-
ing a service in this proposal follows a top-down 
approach via a network slice blueprint that 
describes the structure, configuration, and work-
flows for instantiating and controlling the network 
slice instance for the service during its life cycle. 
The service/slice instance created based on the 
blueprint may be composed of several subnet-
work instances, each in turn comprising a set of 
network functions and resources to meet the 
requirements stipulated by the service in question. 

5G-PPP’s architectural vision [3] offers a 
more elaborate examination of the roles and 
relationships between different parts of the 5G 
network. Overall, 5G-PPP shares the NGMN 
view that a potential 5G architecture must sup-
port softwarization natively and leverage slic-
ing for supporting diverse use cases. 5G-PPP’s 
architectural proposal is divided into five layers: 
infrastructure, network function, orchestration, 
business function, and service layers. Relating 
this to the NGMN proposal, while both are built 
on infrastructure and network function (business 
enablement) layers, there are a couple of differ-
ences: the orchestration/MANO is viewed as a 
separate layer in the 5G-PPP proposal; and the 
business application layer in the NGMN propos-
al is divided into two layers (business function 
and service) in the 5G-PPP case. 

More generally, there seems to be a broad 
consensus on the need for native support for soft-
warization and network slicing as a means of real-
izing widely different services in 5G. Moreover, 
various 5G architectural proposals can be broadly 
mapped to a generic framework that is shown 
in Fig. 2. This framework is composed of three 
main layers: the infrastructure layer, the network 
function layer, and the service (or business) layer. 
It also consists of a MANO entity that translates 
use cases and service models into network slices 
by chaining network functions, mapping them 
to infrastructure resources, and configuring and 
monitoring each slice during its life cycle. 

stAte of the Art In 5g network slIcIng
In this section, we discuss the existing work on 
network slicing for 5G using the generic frame-
work presented in the previous section (Fig. 2) as 
a reference. Table 1 summarizes this discussion. 
Figure 3 gives an overview of the various research 
issues related to network slicing, and indicates 
where future research should be focused. 

InfrAstructure lAyer

Scope: The infrastructure layer broadly refers to 
the physical network infrastructure spanning both 
the RAN and the CN. It also includes deployment, 
control, and management of the infrastructure; 
the allocation of resources (computing, storage, 
network, radio) to slices; and the way that these 
resources are revealed to and can be managed by 
the higher layers.

Existing work: The related work focuses on 
two main subjects: the composition of the net-
work infrastructure and its virtualization.

Composition of Network Infrastructure: It 
has been advocated that in order to realize slic-
ing, we need to move towards the infrastructure 
as a service (IaaS) paradigm [4], where different 
infrastructural elements covering different require-
ments can be leased to accommodate the needs 
of the various slices. This paradigm is well known 
in the context of cloud computing, but it needs to 
be further adapted for the 5G context. 

Considering the CN, there is a broad con-
sensus in favor of using generic hardware infra-
structure for the deployment of virtual network 
functions [5–7]. However, due to the differing 
constraints between various services deployed 
over the network, a simple centrally positioned 
cloud infrastructure might not be suitable for all 
the slices. For example, a sub-millisecond latency 
requirement of a tactile service such as remote 
surgery deployed over a dedicated network slice 
cannot be accommodated if the cloud infrastruc-
ture is located far away from the RAN. Therefore, 

Figure 1. Key 5G use cases and their requirements. In this illustration, the fur-
ther the distance of a requirement from the center, the more important it 
is to the corresponding use case. It is inspired by a similar illustration from 
ITU [2]. Diverse use cases need to be mapped to suitably tailored network 
structures. It is therefore vital for a 5G architecture to be flexible to realize 
different structures as needed.
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some network slicing architectures [5, 7] propose 
a mix of central and edge cloud computing infra-
structures where resources can be allocated to 
either of them, depending on the slice require-
ments. 

On the other hand, the RAN comprising of 
multiple base stations is expected to span diverse 
radio access technologies (RATs) including LTE 
and Wi-Fi. Moreover, since the slices are expect-
ed to be created dynamically with their service 
requirements not known a priori, the RAN infra-
structure needs to be flexible enough to provide 
support for various RATs on the fly, following a 
RAN as a service (RaaS) paradigm. This is why 
a large number of architectural proposals [4, 6, 
7] for network slicing expect the deployment of 
generic software-defined base stations composed 
of centralized baseband processing units and 
remote radio heads as the logical next step. 

Infrastructure Virtualization: The ability to vir-
tualize the underlying infrastructure and provide 
isolation among services is essential for network 
slicing. This not only means virtualization and full 
isolation of the underlying resources (processing, 
storage, network, and radio) among slices but 
also the ability to support different types of con-
trol operations over the resources in a virtualized 
manner based on the service requirements. This 
characteristic of providing a virtualized end-to-end 
environment that can be potentially opened up 
and fully controlled by third parties is one of the 
key features that separates network slicing from 
the already existing network sharing solutions [4, 
5].

Considering the virtualization of the CN infra-
structure, research done in the context of cloud 
computing can be leveraged. Specifically, technol-
ogies like kernel-based virtual machines (KVMs) 
and Linux containers (LXC) can provide isolation 
guarantees in terms of processing, storage, and 
network resources at the operating system (OS) 
or process level. These isolation guarantees com-
bined with the capabilities offered by platforms 
like OpenStack for the pooling of resources can 
greatly simplify the on-the-fly creation of virtual-
ized CNs. Due to the high maturity level of the 
aforementioned technologies, concrete prototype 
implementations of slicing frameworks are already 
available, enabling the deployment of virtual core 
network functions — virtual mobility management 

entity (MME), virtual service gateway (SGW), and 
so on — over cloud infrastructures (e.g., [7]). 

On the other hand, virtualization approach-
es for the RAN are at an early stage. Applying 
VM and container-based solutions in this domain 
does not fully address the problem as they do not 
deal with the additional dimension of virtualizing 
and isolating radio resources (spectrum and radio 
hardware). Existing RAN virtualization approaches 
that account for this dimension fall into one of 
two categories:
• Providing a dedicated chunk of spectrum for 

each virtual base station (slice) to deploy a 
full virtual network stack on top of it [7]

• Dynamically sharing the spectrum between 
different virtual base station instances (slices) 
by employing common underlying physical 
and lower medium access control (MAC) 
layers [8]
The dedicated spectrum approach is easier to 

implement, especially with dedicated radio hard-
ware per slice, since isolation of radio resources 
is guaranteed through the static fragmentation of 
the spectrum, but it can result in inefficient use 
of radio resources. The other approach of fine-
grained and dynamic spectrum sharing has the 
opposite problem of making isolation between 
slices challenging. 

network functIon lAyer
Scope: The network function layer encapsu-

lates all the operations that are related to the 
configuration and life cycle management of 
the network functions that, after being optimal-
ly placed over the (virtual) infrastructure and 
chained together, offer an end to end service 
that meets certain constraints and requirements 
described in the service design of the network 
slice.

Existing work: The research interest in this 
layer mainly revolves around the technologies 
that can act as enablers for the deployment and 
management of network functions, as well as 
around issues regarding the granularity and type 
of the deployed functions.

Enabling Technologies: There already seems 
to be a consensus among researchers and the 
industry about the role of SDN and NFV [5–7, 
9]. NFV is an ideal technology for the life cycle 
management and orchestration of the network 
functions, while SDN can inherently act as an 
enabler of NFV by allowing the configuration and 
control of the routing and forwarding planes of 
the underlying infrastructure through standardized 
protocols (e.g., Openflow).

Granularity of Network Functions: One par-
ticularly interesting aspect of this layer that is 
thoroughly discussed in various relevant works 
is the granularity (scope) of the available virtu-
al network functions [5, 10]. On one end, we 
have coarse grained functions, where each one 
is responsible for a large portion of the network’s 
operations (e.g., individual functions for LTE eNo-
deBs, MMEs, S-GWs). On the other end, we have 
functions with very fine granularity, where each 
of the coarse-grained functions mentioned above 
is divided further into many sub-functions. For 
example, in [11] the LTE Enhanced Packet Core 
(EPC) is broken down into functions responsible 
for mobility and forwarding traffic (MME, S-GW, 

Figure 2. Generic framework representing various 5G architectural proposals. 
We review and appraise the 5G network slicing literature with respect to 
this framework.
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packet gateway, P-GW), which in turn are further 
decomposed into sub-functional entities including 
signaling load balancers, mobility managers, and 
functions dedicated to the forwarding of either 
control or data plane traffic.

The coarse-grained approach offers a more 
simplified way of placing and managing the net-
work functions of a slice. However, this comes 
at the expense of a slice that is less flexible and 
less adaptive to the changes of the underlying 
network conditions, something that can be critical 
when the slice needs to conform to specific ser-
vice level agreements (SLAs) [10]. For example, 
the radio resource scheduler in a slice might need 
to be swapped for another one with a different 
scheduling policy when a large number of mobile 
devices appear concentrated in a specific loca-
tion in order to avoid violating the slice’s SLA. If 
the scheduler is tightly coupled and packed as a 
single function with the rest of the eNodeB, per-
forming the swapping operation can become a 
challenge. However, it has also been argued that, 
despite its benefits on the adaptation of a slice 
to the network conditions, fine granularity can 
be problematic for the interfacing and chaining 
of the network functions since the more network 
functions exist, the more interfaces need to be 
defined for their inter-communication [5]. This is 
particularly an issue when virtual network func-
tions are made available by third parties through 
some kind of a network function store [7], since 
without common interfaces, their interoperabil-
ity is not guaranteed. As a workaround, the use 
of a container-based protocol that will wrap the 
interface of the contained functions has been pro-
posed [5]; however, there is no concrete descrip-
tion as to how to achieve this.

servIce lAyer And mAno
Scope: Perhaps the most important element 

that distinguishes network slicing in the context 
of 5G from other forms of slicing that have been 
considered in the past (e.g., cloud computing) 
is its end-to-end nature and the requirement to 
express a service through a high-level description 
and to flexibly map it to the appropriate infra-
structural elements and network functions. This 
observation regarding the operation of slicing 
in the context of 5G naturally leads to two new 
high-level concepts:

• A service layer that is directly linked to the 
business model behind the creation of a net-
work slice

• Network slice orchestration for the hypervi-
sion of a slice’s life cycle.
Existing work: Due to the novelty that this 

layer introduces in terms of concepts and ideas, 
the related research in this domain naturally focus-
es on answering fundamental questions regarding 
network slicing architectures. More specifically, 
the topics considered are related to the way ser-
vices should be described and how they should 
be mapped to the underlying network compo-
nents, and the architecture of network slicing 
managers and orchestrators.

Service Description: Regarding the service 
layer and the way that the business model of a ser-
vice should be described in high-level terms, there 
are two different proposals. In one approach, the 
service level description (manifest) is simply a set 
of traffic characteristics, SLA requirements (e.g., 
for performance related aspects like throughput 
and latency), and additional services (e.g., local-
ization service) [6]. In the second approach, the 
service description is more detailed in the sense 
that it can identify specific functions or RATs that 
are bundled together and should be used for the 
creation of the slice [7] that provides a specific 
service (slice as an application). The main differ-
ence lies in the way that the network slice will 
be generated. In the first case, the slice orches-
trator will be assigned the more complex task of 
identifying the appropriate functions and tech-
nologies that will guarantee the fulfillment of the 
requirements described in the slice’s manifest, 
while in the second case things are more simpli-
fied since the required building blocks of the slice 
are already identified in its description. However, 
the second approach can be less efficient as it 
leaves less flexibility to the slice orchestrator to 
tune the components of the slice.

MANO architecture: The exact form that the 
network slicing MANO entity should have is still 
unclear with different works presenting different 
ideas. Some proposals envision that network slic-
ing will come through an evolution of the cur-
rent Third Generation Partnership Project (3GPP) 
standards and therefore propose enhancements 
in terms of interfaces and functionalities for the 
existing mobile architecture [12]. Others envision 

Table 1. Approaches for addressing different aspects of network slicing and their (dis)advantages.

Advantages Disadvantages

Virtualization of 
radio resources

Dedicated resources
Natrually ensures resource isolation, ease of realizing 
virtual base station stacks and supporting multiple RATs

Inefficient utilization of radio resources

Shared resources More efficient use of radio resources
Requires more sophisticated techniques to ensure isolation of radio 
resources

Granularity of 
network functions

Coarse-grained
Easier deployment and management of network 
functions

Less flexible and adaptive to changes in underlying network 
conditions

Fine-grained More flexible and easier to conform to SLAs Service chaining and interoperability of functions challenging

Service description

Human-readable 
format

Easier to express service requirements
MANO role challenging in mapping requirements to network 
components

Set of functions and 
network components

Non-intuitive way to express service requirements Simpler realization of network slices
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a more radical clean-slate approach where the 
slice management and orchestration will be imple-
mented as an application over an SDN controller, 
which will oversee both the wired and wireless 
domains [4, 5, 9]. Concrete implementations 
of MANO reference frameworks such as Open 
Source MANO1 (OSM) are already appearing, 
which enable experimental studies on end-to-end 
5G network slicing. 

Mapping of Services to Network Compo-
nents: Another very important issue is how to 
map and stitch together the components that are 
available to the various layers of the architecture 
in order to compose an end-to-end slice. Two 
types of mapping have been considered:
• The functional/SLA mapping of the service 

requirements to network functions and infra-
structure types

• The mapping of network functions and infra-
structure types to vendor implementations 
[6, 7]
The first type of mapping refers to the way that 

MANO chooses appropriate high-level network 
elements which are required to create a slice for 
a given service in order to meet its functional 
requirements and SLA. For example, if a slice has 
a need to cover devices over a wide area without 
any capacity concerns, choosing an LTE deploy-
ment with macrocells might be a good option. For 
this mapping, it has been proposed that the avail-
able infrastructural elements and network func-
tions should reveal their capabilities to the MANO 
in a form of meta-data, describing the types of 
services that they can support [6].

Once the type of functions and infrastructural 
elements required for the slice have been iden-
tified, there is a need for a further mapping of 
these elements to concrete vendor implemen-

tations. Depending on the implementation of a 
function by a vendor, different levels of services 
can be offered. For example, alternative software 
implementations of an LTE eNodeB could provide 
support for a different number of users, with dif-
ferent performance guarantees or even different 
capabilities (e.g., flexible modification of the MAC 
scheduler). Here too, the high-level solution to 
this problem seems to be the use of meta-data in 
the elements provided by the vendors of the func-
tions and the infrastructure. Such meta-data could 
describe both the capabilities of the vendor-spe-
cific functions and hardware [5, 6] as well as their 
deployment and operational requirements (con-
nectivity, supported interfaces, and infrastructural 
key performance indicator [KPI] requirements) 
[6, 7], providing the MANO with sufficient infor-
mation to perform the best possible configuration 
for the slice.

chAllenges
From the last section, it is apparent that 5G net-
work slicing has already received a fair amount of 
attention from the research community and indus-
try. At the same time, there are several aspects 
key to end-to-end network slicing that are not well 
understood, as captured by the illustration in Fig. 
3. With this in mind, we now elaborate on sev-
eral significant outstanding challenges that need 
to be addressed to fully realize the vision of net-
work-slicing-based multi-service softwarized 5G 
mobile network architecture. 

rAn vIrtuAlIzAtIon

As already discussed earlier, the main challeng-
es for infrastructure virtualization lie in the RAN. 
Solutions that pre-allocate distinct spectrum 
chunks to virtual base station instances (slices) 1 https://osm.etsi.org/

Figure 3. Maturity level of various aspects of 5G network slicing research.
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are straightforward to realize and provide radio 
resource isolation but have the downside of inef-
ficient use of radio resources. The alternative 
dynamic and fine-grained spectrum-sharing-based 
RAN virtualization approach does not have this 
limitation and therefore is desirable. However, 
ensuring radio resource isolation is a challenge for 
this approach. This can potentially be addressed 
by adapting SD-RAN controllers like [13]. As 5G 
networks are expected to span multiple RATs 
(including emerging technologies, e.g., 5G new 
radio and narrowband Internet of Things, NB-IoT), 
it is vital for RAN virtualization solutions to be able 
to accommodate multiple RATs. This presents an 
additional outstanding challenge as it is unclear 
whether multiple RATs can be multiplexed over 
the same possibly specialized hardware, or each 
needs its own dedicated hardware; the answer 
to this question might depend on the set of RATs 
under consideration. 

From the RAN virtualization viewpoint, realiz-
ing the RaaS paradigm is another major challenge 
over and above the ones outlined above. This is 
a significant step over the notion of RAN sharing 
that involves sharing of radio resources among 
tenants, such as mobile virtual network opera-
tors (MVNOs), via a physical mobile network 
operator; various solutions for RAN sharing exist 
(e.g., [8, 13]). The RaaS paradigm requires going 
beyond radio resource and physical infrastructure 
sharing [4, 9] to have the capability to create vir-
tual RAN instances on the fly with tailored sets 
of virtualized control functions (e.g., scheduling, 
mobility management) to suit individual slice/ser-
vice requirements while at the same time ensur-
ing isolation between different slices (virtual RAN 
instances). 

servIce composItIon wIth 
fIne-grAIned network functIons

Ease of composing a service out of the available 
network functions is, as discussed earlier, directly 
dependent on the granularity of these functions. 
Coarse-grained functions are easy to compose 
as fewer interfaces need to be defined to chain 
them together, but this comes at the cost of 
reduced flexibility for the slices to be adaptable 
and meet their service requirements. Fine-grained 
network functions do not have this limitation and 
are more desirable. However, we lack a scalable 
and interoperable means for service composition 
with fine-grained functions that could be imple-
mented by different vendors. The straightforward 
approach of defining new standardized interfac-
es for each new function is not scalable as the 
functions increase in number and the granularity 
becomes finer. 

end-to-end slIce orchestrAtIon And mAnAgement

A significant challenge for the realization of a net-
work slice is how to go from high-level description 
of the service to the concrete slice in terms of 
infrastructure and network functions. The problem 
of describing services has already been identified 
in the literature but without satisfactory resolu-
tion. A good approach to address this void is to 
develop domain-specific description languages 
that allow the expression of service characteris-
tics, KPIs, and network element capabilities and 
requirements in a comprehensive manner while 

retaining a simple and intuitive syntax (e.g., in the 
philosophy of [14]). Two important features that 
such languages should inherently provide are the 
flexibility/extensibility to accommodate new net-
work elements that may appear in the future (e.g., 
new network functions, new RATs) and the appli-
cability to be used in multi-vendor environments. 
A desirable feature would also be the capability 
to compose complex rules and expressions out of 
simpler ones, introducing abstraction layers in the 
expression of service requirements. 

As noted earlier, concrete MANO frameworks 
like OSM have emerged in recent years. While 
such platforms are essential to flexibly realize net-
work slices end-to-end and as needed, there’s a 
more significant challenge that is only starting to 
be addressed. This concerns holistic orchestra-
tion of different slices so that each meets its ser-
vice/SLA requirements while at the same time 
efficiently utilizing underlying resources. This calls 
for a sophisticated end-to-end orchestration and 
management plane. Such a plane should not be 
limited to trivial slice generation that does map-
ping of slices to network components and stati-
cally allocates them resources. Instead, it should 
be adaptive, ensuring that the performance and 
resiliency requirements of the deployed services 
are met. To achieve this, it should efficiently and 
holistically manage resources by making decisions 
based on the current state of slices as well as their 
predicted state/demands in the near future [4].

Such issues have been thoroughly investigated 
in the context of cloud computing and data cen-
ters, where many concrete solutions have already 
been proposed (e.g., [15]). While underlying prin-
ciples from these other contexts can be leveraged, 
mechanisms targeting 5G network slicing should 
be suitably adapted and extended considering 
additional types of resources. Specifically, not just 
the resources found in cloud environments (mem-
ory, storage, network), but also radio resources 
need to be included, considering their correlation 
and how adjusting one resource type could have 
a direct effect on the efficiency of another, and 
therefore on the overall service quality. The prob-
lem of meeting requirements of different services 
while efficiently managing underlying network 
resources in the 5G network slicing context is also 
somewhat analogous to quality of service (QoS) 
provisioning in the Internet. 

summAry
We have presented what we believe to be the 
first survey of the state of the art in 5G network 
slicing. To this end, we have presented a common 
framework for bringing together and discussing 
existing work in a holistic and concise manner. 
This framework essentially groups existing slicing 
proposals according to the architectural layer they 
target; that is, the infrastructure, network func-
tion, and service layers along with the MANO 
entity. With respect to this framework, we have 
evaluated the maturity of current proposals and 
identified remaining gaps. While several aspects 
of network slicing at the infrastructure and net-
work function layers are quickly maturing, issues 
such as virtualization in the RAN are unresolved. 
Also, approaches for realizing, orchestrating, and 
managing slices are still in their infancy with many 
open research questions. 
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AbstrAct

The challenging requirements of 5G, from 
both the applications and architecture perspec-
tives, motivate the need to explore the feasibility 
of delivering services over new network architec-
tures. As 5G proposes application-centric network 
slicing, which enables the use of new data planes 
realizable over a programmable compute, storage, 
and transport infrastructure, we consider informa-
tion-centric networking as a candidate network 
architecture to realize 5G objectives. This can 
coexist with end-to-end IP services that are offered 
today. To this effect, we first propose a 5G-ICN 
architecture and compare its benefits (i.e., innova-
tive services offered by leveraging ICN features) to 
current 3GPP-based mobile architectures. We then 
introduce a general application-driven framework 
that emphasizes the flexibility afforded by network 
functions virtualization and software defined net-
working over which 5G-ICN can be realized. We 
specifically focus on the issue of how mobility as a 
service (MaaS) can be realized as a 5G-ICN slice, 
and give an in-depth overview on resource provi-
sioning and inter-dependencies and coordination 
among functional 5G-ICN slices to meet the MaaS 
objectives. The article tries to show the flexibility of 
delivering services over ICN where virtualization of 
control and data plane can be used by applications 
to meet complex service logic execution while cre-
ating value to its end users.

IntroductIon
The key driving factors for the fifth generation 
(5G), which have been laid out in [1], include:
• Support for high-density Internet of Things (IoT) 

devices and services with very stringent end-to-
end requirements (e.g., latency of 1–10 ms)

• Support for very high throughput, with the 
average being 50 Mb/s in all urban condi-
tions, and peaking at 1–10 Gb/s in ideal 
conditions

• Support for a new service class consisting of 
tactile applications that simultaneously carry 
low latency and high reliability requirements

Accordingly, a significant differentiator operators 
seek in 5G is the transition toward a service-cen-
tric infrastructure1 that is also capable of fostering 
new business models between operators and the 
popular over-the-top (OTT) providers. These fac-
tors along with a shift in communication patterns 
from connecting hosts to efficient dissemination 
of information [2] considering security and mobil-

ity requirements motivate the need to evaluate 
new network architectures (other than the cur-
rently used IP networking).

Current research efforts on 5G network archi-
tecture adopt two different views.

The first view, as considered in the 5G Public 
Private Partnership (5GPPP) project [3], propos-
es a 5G architecture with focus on the evolved 
radio access network (RAN), while preserving 
4G’s core network architecture but over a flexible 
network functions virtualization/software defined 
networking (NFV/SDN)-based infrastructure. 
However, adopting 4G network architecture to 
5G also means to inherit the drawbacks of the 
current IP architecture, with respect to:
• Complex core networking based on tunnel-

ling technology to support mobility
• Security challenges leading to high signaling 

costs
• Lack of multihoming support
• A networking infrastructure that does not lever-

age the agility of cheap computing and stor-
age resources in the transport infrastructure
The second view, as considered by the Inter-

national Telecommunication Union’s (ITU’s) 
5G focus group FG-IMT2020’s Phase-1 [4] and 
5G-America’s Phase-2 [5] works, acknowledging 
the heterogeneous service requirements, discusses 
the benefits of architectures like information-cen-
tric networking (ICN) with inherent support for 
features like name-based networking, in-network 
storage, edge computing, security, and mobility in 
5G. This is made feasible in 5G by the proposed 
network softwarization and the ability to slice the 
endpoints, access and core transport, and compute 
and storage resources, among multiple services [1] 
with heterogenous service guarantees. Within the 
context of such 5G architecture that is driven by 
a network slicing framework, ICN can be realized 
as a slice comprising physical and virtual resources 
over which the services can be delivered.

In this article, adopting the second view, we 
discuss a 5G-ICN architecture based on the 
NFV/SDN framework to realize a top-down ser-
vice-centric platform, in which the ICN-based 
service delivery platform becomes a natural exten-
sion of the cloud into the infrastructure. This is 
made possible as:
• ICN merges compute, storage, and network 

virtualization on the same resource platform.
• An ICN-based service delivery can orchestrate 

complex service logic execution by service 
function placement and content processing at 
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the extreme edges of the network (e.g., base 
stations [BSs]) while being extendible to com-
modity utilities (e.g., lampposts or traffic lights). 

Furthermore, as ICN has proven its usefulness in 
constrained and ad hoc infrastructures [6, 7], it 
also represents an ideal platform to deliver uni-
fied IoT services [8] over the 5G framework. We 
exemplify the benefits of such a service platform 
by considering the case of delivering mobility as a 
service (MaaS) over a converged programmable 
infrastructure that enables network slicing.

The remaining sections are laid out as follows. 
We provide a brief introduction to ICN, followed 
by a discussion on a 5G-ICN architecture, with 
focus on accommodating IoT services and appli-
cations with high bandwidth requirements. Here, 
we explain the features enabled by this archi-
tecture considering the current 3GPP systems, 
and various 5G-ICN deployment scenarios. We 
introduce a generalized network slicing frame-
work, over which both IP and 5G-ICN services 
can be delivered. We present a use case study of 
realizing the 5G-ICN architecture over a network 
slicing framework, where we discuss how MaaS 
can be realized. We emphasize how to bootstrap 
different ICN network and service slices and their 
interactions to achieve the MaaS objectives. We 
then present our final remarks.

InformAtIon-centrIc networkIng
ICN [2] is a result of various future network archi-
tecture research studies pursued in various parts 
of the world that enable features such as:
• Name-based networking of resources corre-

sponding to contents, services, devices, and 
network domains

• Session-less transport through per-hop name 
resolution (of the requested resource), which 
also enables 5G-targeted features such as 
mobility, multicasting, and multi-homing

• Exploiting transport embedded compute-stor-
age resources that are virtualizable among 
heterogenous services

• Network layer security, which allows one to 
authenticate user requests and the returned 
content objects, thereby allowing location-inde-
pendent caching and computing as desired by 
ICN applications and infrastructure providers

• Suitability to both ad hoc and infrastruc-
ture-based IoT environments, where the 
information-centric nature of IoT applications 
matches what the ICN infrastructure offers

Although ICN has been an active area of 
research, many research challenges still remain 
[9] in various aspects of the architecture and busi-
ness feasibility.

We next discuss an ICN-based 5G architecture 
capable of leveraging these features to enable a 
service-oriented network architecture.

5g-Icn ArchItecture
5G presents a great opportunity for introducing 
new network architectures to address service 
requirements that are difficult to satisfy with cur-
rent IP networking. The need for a new network 
architecture can be justified based on the follow-
ing important benefits:
• To address the issue of having a single pro-

tocol that can handle mobility and security 
instead of having a diverse set of IP-based 

3GPP protocols (as is the case for the cur-
rent cellular systems)

• To serve as a unifying platform with the same 
layer 3 (L3) application programming interfaces 
(APIs) to integrate heterogenous radios (e.g., 
Wifi, LTE, 3G) and wired interfaces over which 
devices and services connect to the network

• To converge computing, storage, and net-
working over a single platform, which 
improves the flexibility of enabling virtu-
alized service logic and caching functions 
anywhere in the network (especially for the 
access segment)

All of these benefits can be achieved by a 5G 
architecture based on ICN (i.e., 5G-ICN).

In the data plane, 5G-ICN is capable of real-
izing a flat architecture without specialized gate-
ways, as shown in Fig. 1, where applications and 
devices seek connectivity through the RAN to 
ICN gateways (resulting in a service-enabled RAN 
or SE-RAN). The SE-RAN is optimized to deliv-
er services with both high bandwidth and strict 
latency requirements. This requires an enhanced 
cloud RAN implementation to support 5G-ICN 
architectural features, called next generation 
cloud RAN (NG-RAN). In Fig. 1, we refer to the 
edge ICN routers as ICN service routers (ICN-
SRs), as these nodes are equipped with additional 
compute, storage, and bandwidth resources to be 
shared among services. The inherent ICN capabil-
ities (e.g., in-network caching and computing, and 
multi-homing features) enable 5G-ICN to natural-
ly offer support for high bandwidth applications. 
Similarly, the suitability of ICN to support IoT 
applications [10] (due to exploiting, for instance, 
naming, device-to-device communications, con-
textual networking, and self-X features such as 
configuration, management, and healing) allows 
IoT services to be efficiently delivered using the 
same protocol infrastructure. The 5G-ICN seg-
ment for IoT services can be supported with dis-
tributed middleware service functions over ICN 
(e.g., device and service discovery, naming, con-
text processing, and publish/subscribe service) 
features required for the IoT systems.

In control and service planes, considering the 
service-oriented networking requirement as stated 
by [1], 5G-ICN naturally lends itself to service vir-
tualization through a global service orchestrator. 
This can be realized through a logically central-
ized service plane, which abstracts resources from 
domain-level orchestrators that monitor, manage, 
and abstract ICN infrastructure resources within 
each domain. To support data plane virtualiza-
tion, we consider sharing cache, compute, and 
networking resources within ICN routers among 
multiple services using compute virtualization 
such as virtual network functions (VNFs),2 a P4 
framework [11], or logical resource partitioning of 
a physical or software ICN router (similar to VPN 
technologies over IP today).

Additionally, 5G-ICN can meet several require-
ments that do not exist in current cellular network 
architectures such as LTE [12], and these include:

Naming: Applications today conflate IP address-
es as identifiers; hence, it becomes difficult to sup-
port session mobility or achieve multihoming in an 
IP architecture. On the other hand, ICN applica-
tions bind to persistent names that are used to iden-
tify hosts, contents, or services. Naming resources 

ICN allows different 

application-centric 

naming schemas, such 

as human-readable, 

self-certified or a hybrid 

one. Self-certified 

names offer another 

desirable property, that 

is, authentication of 

hosts, services, devic-

es or contents with 

minimal signalling cost 

[13]. Such state can be 

managed at the BS to 

authenticate upstream 

or downstream trans-

missions.

2 Virtual network functions 
are virtual machines (VMs) or 
containers required to sup-
port specific logical functions 
of the network such as IP/
ICN forwarding, fronthaul/
backhaul RAN processing, 
and generic middlebox 
functions.
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insulates applications from any kind of host mobil-
ity or even service mobility, as the ICN layer han-
dles the mapping from the high-layer application 
identifiers to network identfiers. ICN allows dif-
ferent application-centric naming schemas, such 
as human-readable, self-certified, or a hybrid one. 
Self-certified names offer another desirable prop-
erty, that of authenticating hosts, services, devices, 
or contents with minimal signaling cost [13]. Such 
state can be managed at the BS to authenticate 
upstream or downstream transmissions. 

Mobility: As shown in Fig. 1, ICN enables a flat 
architecture, where mobility can be handled in 
a distributed manner by the point of attachment 
(PoA) nodes, which in our architecture can be the 
ICN base station (ICN-BS) or the ICN-SR integrat-
ing multiple radios. On the other hand, mobility in 
LTE [12] is handled by an orthogonal set of proto-
cols. Specifically, in LTE, a per-user bearer tunnel 
state is created between the LTE-BS (eNodeB) 
and the Evolved Packet Core (EPC) containing 
the service gateway (S-GW) and the packet data 
network (PDN) gateway (P-GW), through which 
the user equipment’s (UE’s) incoming/outgoing 
traffic is tunneled, as the UE hands over from one 
eNodeB to another. As the amount of tunnel state 
required to handle mobility in the data plane is 
proportional to the number of UEs, signaling over-
head increases with host dynamicity.

Security: In current LTE systems, it typically 
takes 60 ms for a device to go from idle state to 
active state before sending or receiving any data 

[14], which is due mostly to UE authentication and 
signaling of the bearer paths — between eNodeB, 
S-GW, and P-GW — for the UE traffic. In the case 
of ICN, application APIs for Interest/Data traffic3 
bind identity information to enable security features 
such as content integrity and provenance validation. 
Also, the primitives associated with ICN traffic can 
be contextualized with additional security attributes 
such as device or user identity, which can be sub-
jected to in-network security verification.

Reliability: The features inherently offered by 
ICN, such as sessionless store-and-forward oper-
ation, per-hop name resolution,4 per-hop conges-
tion control, multi-homing, replicated caching, 
and multi-path routing, allow quick and painless 
recovery from congestion scenarios or link failures 
in manners not achievable with IP networking.

Efficiency: ICN offers efficiency at every level, 
from the data plane to the control and manage-
ment planes. Data plane efficiency is achieved 
through replicated computing, caching, and stor-
age in the network, thereby reducing costs asso-
ciated with upstream bandwidth, latency, storage, 
and computation uses. Control plane efficiency 
is achieved through name-based networking that 
allows different modes of control plane techniques 
based on the networking environment, such as the 
flooding mechanism in the case of device-to-device 
communications for ad hoc scenarios, or lever-
aging traditional routing mechanisms to enable 
unicast, multicast, or anycast in the infrastructure. 
Management plane efficiency is achieved by sev-

3 Note that the Interest/Data 
primitives belong to CCN/
NDN [15], but are similar to 
that of other ICN protocols 
such as MobilityFirst [13]. 
 
4 This applies to both Interest 
and Data.

Figure 1. 5G-ICN architecture.
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eral Self-X features that ICN provides, such as per-
hop congestion control, multi-path routing, and 
minimal overhead for bootstrapping.

Contextual Communication: ICN APIs are 
service-centric and contextualized by nature. For 
instance, consumers can make requests for a con-
tent using optional contextual metadata (i.e., loca-
tion, device, or criticality of information request or 
response), which can then be subjected to in-net-
work processing at the ICN routers or through 
overlaid virtual service functions (VSFs)5 for fur-
ther processing. In doing so, these contextualized 
requests can be satisfied at the network edge, 
which can improve UEs’ quality of experience 
(QoE) to meet the service objectives.

5g-Icn deployment models

We consider three possible 5G-ICN deployment 
scenarios, which are shown in Fig. 2 and dis-
cussed next using the LTE [16] architecture as a 
reference.

The overlay model is shown in Fig. 2a, in which 
ICN becomes an overlaid service over the current 
IP infrastructure. Despite being overlaid, ICN can 
still be realized as a service platform that is man-
aged by the operator, while offering caching and 
compute benefits to heterogenous applications 
through the edge and core cloud infrastructure 
(which can serve a large regional geography). .

The integrated model is shown in Fig. 2b, in 
which ICN becomes tightly integrated with the 
core mobile network infrastructure. This model 
assumes an explicit control and management 

plane to relay ICN packet data units (PDUs) from 
UE over 5G to the P-GW, which hosts the ICN 
router. Hence, for an ICN service slice, ICN ser-
vice flows can choose to route to different ICN 
P-GWs based on the service requirements. In this 
scenario, mobility is handled by the underlay 5G 
protocol, but the benefits of caching and comput-
ing are distributed within the core infrastructure 
and closer to UE. In this model the ICN channel 
could be enabled using the same control and sig-
naling infrastructure of the LTE.

The flat model is shown in Fig. 2c, in which 
the 5G-ICN architecture (discussed earlier) is inte-
grated within the network to take advantage of all 
the benefits offered by 5G-ICN. As ICN integrates 
security and anchorless mobility, other overlay 
protocols are not required in the ICN infrastruc-
ture. Even if control functions such as mobile 
management entity (MME), home subscriber ser-
vice (HSS), or policy and charging rule functions 
(PCRFs) are required, they can be adapted to the 
ICN network after accounting for the features 
enabled by ICN in the network layer.

With the above view of the 5G-ICN architecture, 
we discuss how 5G-ICN can be realized in a frame-
work capable of offering a network slicing service.

network slIcIng ArchItecture
Slicing a 5G network on an end-to-end basis, 
which spans multiple technology domains and 
includes the UE resources, aims to support a 
diverse set of applications with different service 
requirements (e.g., latency, bandwidth, and reli-
ability) using a common resource pool consisting 
of compute, storage, and bandwidth resources. 
Figure 3 shows a generic network slicing archi-
tecture with capability to create IP and 5G-ICN 
service slices. The framework has the following 
five functional planes (FPs):

FP1— Service Business Plane forms the inter-
face between the external 5G service users and 
the softwarized infrastructure that helps realize 
connectivity and user-centric services in a dynamic 
manner. FP1 exposes various service APIs, which 
the network is capable of delivering through a for-
mal intent model, along with service management 
and monitoring functions. The business plane APIs 
can be realized with a high-level abstraction lan-
guage, through which the service expresses:
• Its objectives (i.e., what it wants to accomplish)
• The network services required to accomplish it
For instance, service input can include ser-
vice type, demand patterns, and requirements 
on service level agreement (SLA)/quality of ser-
vice (QoS)/QoE and network services such as 
reachability, security, mobility, multicasting, and 
storage. FP1  converts these requirements into 
information-and-data models as required by FP2.

FP2 — Service Orchestration and Management 
Plane, upon receiving the service requests from FP1 
— with explicit information on the narrow waist to 
use for service delivery — communicates the service 
requirements to the respective IP/ICN global service 
orchestrators for their execution. 

FP3 — IP/ICN Global Orchestrator realizes IP 
and ICN services by leveraging the already existing 
slices (if necessary). In Fig. 3, IP and ICN service 
orchestrators are logically separated, as the net-
work and services operate on different data, con-
trol, and service plane APIs. FP3 interfaces with 

5 Virtual service functions 
are responsible for executing 
specific service logics related 
to the services, or generic 
ones to aid services such as 
with service discovery and 
naming services. 

Figure 2. ICN deployment models: a) overlay model; b) integrated model;  
c) flat model.
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domain controllers to virtualize compute, storage, 
and network resources to meet the service require-
ments, with the help of the following functions:
• Translating service requirements to resource 

requirements in the data plane, and identify-
ing different VNF/VSFs required to support 
the given service, while generating a slice 
context for service, control, and data plane 
management

• Monitoring compute, storage, and network 
resources at the edge and core clouds, and 
transport segments6

• Keeping an abstract view of the physical 
(topology) resources and its mapping in the 
context of multiple slices

• Interfacing with technology-specific domain 
controllers (in FP4), to enforce the rules 
determined by the service orchestrator

• Handling global life cycle management of 
the VNF/VSFs, failure management, and net-
work reliability based on the service layer 
agreement (SLA) requirements
FP4  — Domain Service Orchestration and 

Management support orchestration of IP and ICN 
services within domains. As end-to-end network 
segments will comprise multiple domains with dif-
fering technologies, ranging from 4G/5G RAN 
to optical/multiprotocol label switching (MPLS) 
transport domains, and from edge to central 
cloud resources, each of these domains will be 
governed by its own local network, compute, and 
storage controllers. ICN controllers are realized 
as sub-controllers in the ICN relevant domains. 
Functions such as domain slice SLA management, 
VNF/VSFs life cycle, and failure management are 
also handled by the domain controllers in coordi-
nation with the FP3 function.

FP5 — Infrastructure Plane distributed among 
multiple domains and managed by FP4, enables 
the service rules in an end-to-end manner, span-
ning the UEs, RAN, heterogenous transport seg-
ments, edge, and central clouds.

In the context of multiplexed IP/ICN flows, 
the transport plane should be able to differen-
tiate among these flows to provide the appro-
priate resource guarantees. In the case of ICN, 
finer flow-level service differentiation depends on 
the ability of the network to understand the ICN 
primitives (i.e., name-based flows, resources to 
manage the multicast state,7 request forwarding 
and software-defined cache management policies, 
in-network computing and context processing 
rules, and, QoS and queue management policies).

Software-defined radio (SDR) allows the reali-
zation of flexible and elastic MAC/PHY layers to 
cater to a diverse set of services, such as low-power 
IoT and high-bandwidth video applications. Various 
middlebox, data plane, control and service functions 
can be realized over the generic Intel-x86 infrastruc-
ture in the form of VNF/VSFs. Data plane can be 
based on virtual network overlays or deeply pro-
grammable hardware based on the P4 or OpenFlow 
technologies to multiplex IP/ICN service flows to 
achieve QoS isolation and line-rate switching. UE 
programmability enables mapping IP/ICN flows 
(e.g., using a host virtual switch) to appropriate radio 
slices and then handing over the service flows at the 
BS to the appropriate service slice.

Having provided a broad discussion of the net-
work slicing framework capable of delivering both 

IP and ICN services, we next discuss the realiza-
tion of MaaS as a 5G-ICN slice and its functional 
interaction with other 5G-ICN service slices.

5g-Icn mobIlIty As A servIce
In this section, as a case study of realizing 5G-ICN 
within a network slicing framework, we discuss 
MaaS and how other service slices can use the 
APIs exposed by MaaS to enable mobility service 
to its dynamic entities. We consider the following 
objectives for MaaS:
• On-demand mobility allows ICN resource 

names belonging to any slice to be dynamical-
ly (de-)registered for the mobility service, and 
when registered, all the flows for that name are 
provided with seamless mobility support.

• Minimal session disruption is needed to pro-
vide seamless mobility support to service 
flows within a mobility enabled network 
slice, as a member UE moves from one PoA 
to another within the same slice.

Even though the specific details of handling 
mobility in ICN vary depending on the protocol, 
the general principle remains the same, that is, 
separating application name binding from the 
topological network names or addresses, which is 
also referred to as the ID/locator name split and 
the late-binding feature [17] that allows ICN PoA 
to redirect flows to a UE’s new PoA in a dynamic 
manner.

For this case study, we assume the ICN net-
work is realized as a set of virtual entities, such 
as using a Container technology; hence, the state 
within a virtual ICN forwarders consists of only 
the service states, such as cached items and name 
reachability state, that only remain for the lifetime 
of the virtual slice instance.

6 In the case of ICN, com-
pute and storage resources 
become part of the infra-
structure.  
 
7 This includes both multiple 
user requests for the same 
content, or pushing a con-
tent to multiple receivers.

Figure 3. Network slicing framework.
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mAAs operAtIon
We show the overall architecture that enables 
MaaS, which any service slice can leverage, in 
Fig. 4. This architecture is based on the discussion 
provided earlier. The application we assume is 
a videoconference service, in which the partici-
pants join the conference randomly and can solic-
it audio/video/text content from other desired 
parties dynamically. Here, the global and domain 
service controllers, and VNF/VSFs of each service 
expose the appropriate APIs that can be used by 
each other to achieve a service objective. We 
next explain how MaaS is realized considering the 
various stages of slice provisioning and interac-
tions among the different slices.

Step 1: Base network slice bootstrap. To sup-
port ICN service virtualization, first, we need to 
bootstrap the service functions that enable UE 
applications to discover and name the services, 
provide security functions, and connect them to 
the appropriate service gateway. We call this the 
Base Network Slice, which is managed by the 
Base Network Slice VNF Orchestrator. ICN con-
nectivity of this service slice among the various 
VNFs8 and the UE is managed by the Base Net-
work Slice Controller.

Step 2: Mobility network slice bootstrap. As 
the mobility service is bootstrapped by the Mobil-
ity Service Orchestrator, two important service 
functions are enabled in the corresponding slice: 
• Mobility Service Agent (MSA), which expos-

es APIs for the name resolution
• Name Resolution Service (NRS), which maps 

the registered names to the corresponding 
locators in the network

For entities outside a domain, we assume the NRS 
to have APIs for inter-domain resolution. As NRS 

is a very critical component, the mobility compute 
and network controllers should ensure high avail-
ability for this service (see mobility network slice 
in Fig. 4).

Step 3: Creating a videoconferencing slice. 
As an external trigger for a videoconferencing 
instance arrives from the business plane to the 
Conference Service Orchestrator, it maps the 
conference requirements (i.e., location informa-
tion, number of participants at a physical loca-
tion, device types, etc.) to the ICN VNFs and VSFs 
with appropriate compute, cache, and bandwidth 
resources to manage the expected traffic load. 
The Conference Service VNF Manager provisions 
the requested set of virtual ICN forwarders and 
service functions to support the conference ses-
sion. The Conference Network Controller manag-
es the connectivity between the virtual forwarders 
and service functions, and maps the dynamically 
arriving participants and their requests to appro-
priate VNFs for load balancing. Also, appropriate 
forwarding rules are pushed into the VNF instanc-
es to handle the service flows (see the conference 
service slice in Fig. 4).

Step 4: UE application bootstrap. The ICN 
application at the UE discovers the service to 
connect to, through well-known APIs available 
for service discovery (which is provided by the 
Base Network Service Slice). The discovery results 
in the application receiving names, keys, and 
trust information, and connecting to the appro-
priate slice gateway in the conference slice. For 
instance, in Fig. 4, UE’s application instance, P1, 
connects to the gateway VNF1 when the UE joins 
the conference session.

Step 5: Enabling dynamic mobility. Assume 
that an external trigger from the business plane 

Figure 4. Mobility as a service realization.
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requests mobility service for the participants in a 
given conference slice instance. This request is 
first received by the Conference Service Orches-
trator, which invokes the service APIs provided 
by the Mobility Service Orchestrator that pushes 
the request to the Mobility Network Controller, 
which sets the appropriate policy state (depend-
ing on the specific ICN protocol) in the MSA and 
the NRS within the mobility network slice. At the 
same time, the Conference Service Orchestrator 
triggers the Conference Network Controller to 
register the mobile named entities of that slice 
to the NRS. The Conference Network Controller 
configures the ICN virtual forwarders to invoke 
resolution function to handle ICN flows bound 
to these mobile names. In short, for an incom-
ing ICN request, the resolution request from the 
conference slice is passed to the MSA function 
in the mobility network slice, which then invokes 
the NRS for resolution to the mobile participant’s 
current location.

Step 6: Handling seamless mobility. A late-bind-
ing mechanism (e.g., [17] for NDN) can be used 
by the conference slice in the data plane to handle 
seamless mobility of the participants and to achieve 
minimal session disruption for the voice/video ses-
sions handled by the conference slice. 

Note that, similar to the above scenario, mobil-
ity service can be disabled or enabled by a trigger 
in the business plane over any service slice.

conclusIon
In this article, we explore the feasibility of real-
izing future networking architectures, like ICN, 
under the network slicing framework proposed 
for 5G. We argue that while ICN simplifies the 
network architecture, it can help meet the heter-
ogenous service objectives leveraging the several 
desirable features of ICN. We examine a poten-
tial 5G-ICN architecture, explaining the features 
it enables and the possible deployment models. 
Finally, we study how mobility as a service can be 
dynamically enabled as a service slice considering 
a 5G-ICN framework and how other service slices 
could leverage it to enable mobility to its resource 
entities.
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Interest in standards education has been rising in the sci-
ence, technology, engineering, and mathematics (STEM) 
fields in recent years. Technical standards are formal docu-

ments that establish uniform criteria, methods, and practices 
through accredited and consensus processes in numerous 
areas within the STEM domain. They ensure equipment/
system interoperability and are catalysts for technological 
innovation and global market competition. 

Standards and standardization processes are not tradi-
tionally incorporated into university curricula. In some cases, 
where attempts are made to teach standards, traditional 
instruction methods are used. Since these are not effective 
with standards content, they result in limited impact, and do 
not help advance standards education. This situation results 
in a knowledge gap among STEM graduates and profession-
als, which is impacting the ability of our workforce to face 
emerging global challenges. 

Telecommunication is a field of substantial standardization 
activities. Although standards constitute a cornerstone for the 
telecom industry, students in telecom-related disciplines and 
most telecom professionals experience little knowledge, if 
any, of standards. Several efforts are underway today to deal 
with this shortcoming, to integrate standards education into 
university curricula, to explore innovative instruction methods 
that are suitable for standards education, and to develop 
standards education programs for professionals.

This Feature Topic provides an ensemble of standards’ 
education projects, activities, and experiences, and opens a 
window of opportunity for the reader of IEEE Communica-
tions Magazine to learn about them. The variety of activities 
reported herein is inspiring to academicians and to telecom 
industry professionals. They present models of telecom stan-
dards education that can be followed by others. 

The Feature Topic comprises seven articles. The first arti-
cle, Interactive Research-Based Instruction Strategies for 
Standards Education” by El-Bawab and Effenberger, reports 
on the project Integrating Standards into Telecommunica-
tion Engineering Education (ISTEE), which is funded by the 
U.S. National Institute of Standards and Technology (NIST). 
The project developed a specialized, broad-scope university 
course, Telecommunication Standards and Standardization 
Processes, and incorporates a research-based instruction 
strategy where simulation of standards development organi-

zation (SDO) meetings is utilized to enhance students’ learn-
ing. The second article, “Learning Mobile Communications 
Standards through Flexible Software Defined Radio Base 
Stations” by Jimenez et al., focuses on modern mobile com-
munications and the need for standards education therein. 
This work, which is funded by several Spanish funding agen-
cies, describes a Flexible Radio Access Mobile Environment 
Defined by Software (FRAMED-SOFT) approach to stan-
dards education. The third article, “Multidisciplinary Learning 
through Implementation of the DVB-S2 Standard,” is from 
Belgium and is authored by Murillo, Van den Bergh, and 
others. It describes a project-based approach to teaching and 
learning based on existing standards. In the EAGLE project, 
students partially implement the European Telecommunica-
tions Standards Institute (ETSI) ratified Second Generation 
Digital Video Broadcasting over Satellite (DVB-S2) standard 
in transmitter systems. The fourth article, “Teaching Commu-
nication Technologies and Standards for the Industrial IoT? 
Use 6TiSCH!” by Watteyne et al., describes a collaborative 
international effort to focus on the Internet Engineering Task 
Force’s (IETF’s) 6TiSCH as an education tool to empower stu-
dents with competences in computer networking, embedded 
systems, wireless communications, and Industrial Internet of 
Things (IIoT) applications.

The following two articles address the needs of the tele-
com industry from university programs and discuss methods 
to bridge the gap between theory and practice. The fifth 
article in this Feature Topic, “Hands-On Education about 
Standardization: Is That What Industry Expects?,” is also inter-
national in its authors’ affiliations, and has been written by 
Katusic et al. The article underlines difficulties recent engi-
neering graduates are facing in real life due to the fact that 
the education programs they graduate from rarely encourage 
them to solve standards-based problems. The article propos-
es a research-based approach where students can acquire 
hands-on experience by getting involved in industrial proj-
ects. Our sixth article, “Teaching Telecommunication Stan-
dards: Bridging the Gap between Theory and Practice” by 
Gelonch-Bosch et al., views telecom standards as a platform 
for collaboration between industry and research institutions. 
The article proposes a software-defined radio approach to 
teaching wireless communication standards that benefits 
both sides while fulfilling certain student learning objectives. 

TelecommunicaTion STandardS educaTion
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The approach utilizes open source software and commercial 
of-the-shelf computers, and can easily be adopted by other 
education institutions. The last article in this Feature Topic, 
“ITU Spectrum Management Training Program: A Compre-
hensive Modular Framework for Formalized Professional 
Education” by Medeisis, discusses the International Telecom-
munication Union’s (ITU) professional education Spectrum 
Management Training Program (SMTP), currently implement-
ed under the auspices of the ITU Academy. This program is 
designed to give professional certification in radio spectrum 
management.

We would like to thank all colleagues who submitted 
manuscripts to this Feature Topic and those who served as 
reviewers. We received a record number of submissions for 
IEEE Communications Magazine’s Education and Training 
Series. We are hopeful that this Feature Topic, which is the 
first of its kind, will be enjoyed by the magazine’s readership, 
and will stimulate further efforts by academia and industry to 
collaborate in telecom standards education. 
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AbstrAct

Efforts are underway to advance technical stan-
dards education into science, technology, engineer-
ing, and mathematics (STEM) university programs. 
This article provides an overview of Project ISTEE: 
Integrating Standards into Telecommunication 
Engineering Education. We discuss the background 
and motivations behind this project and describe 
its tasks and deliverables. The project produces a 
university course in telecommunication standards 
and standardization processes. Evaluation results 
of two offerings of this course are reported and 
discussed. Our findings confirm that interactive 
research-based instruction strategies are particularly 
suitable for standards education. A model for stan-
dards education is developed that can be adopted 
by other STEM disciplines.

bAckground
Lack of sufficient components of standards edu-
cation in science, technology, engineering, and 
mathematics (STEM) curricula is an issue facing the 
U.S. higher education system. This issue results in 
a workforce with a knowledge gap in standards, a 
critical aspect of tomorrow’s science, engineering, 
and economy. Standards control access to virtu-
ally every market in global commerce. Integrating 
Standards into Telecommunication Engineering Edu-
cation (ISTEE) is a project to advance and integrate 
knowledge of standards into STEM education in 
general, and into telecommunication engineer-
ing education in particular [1, 2]. ISTEE focuses 
on telecom as a platform, and presents a model 
of standards education that can be adopted by 
other STEM disciplines. The project is a partnership 
involving academia, industry, and the U.S. National 
Institute of Standards and Technology (NIST) to 
work toward achieving this objective. 

Three distinct approaches to technical stan-
dards education are possible. In the first approach, 
some elements of standards education are intro-
duced into existing STEM courses. In the second 
approach, specialized courses in standards and 
standardization processes are designed and includ-
ed in university curricula. These can be introduced 
as core or elective courses, depending on the 
needs of the discipline. In the third approach, the 
first two methods can be mixed in various parts.

Project ISTEE was launched as a result of efforts 
underway to revisit STEM education [3–8], efforts 

to integrate standards thereto,1 and the recogni-
tion of telecommunication engineering as a distinct 
university education discipline by the Accreditation 
Board for Engineering and Technology (ABET) [9]. 
Telecom is a field that is particularly rich in stan-
dards and standardization activities, which makes a 
case for specialized course(s) in telecom standards. 
Progress in several emerging areas such as the 
Internet of Things (IoT), big data, and green infor-
mation and communication technologies (ICT), 
all of which find strong roots in telecom, actually 
makes a case for further post-ISTEE efforts in tele-
com standards education. 

This article provides an overview of Project 
ISTEE. In the following section, we briefly describe 
this project. In the third section, we present our 
evaluation and assessment results of the course 
offered under ISTEE. These results are further dis-
cussed in the fourth section, where we analyze 
the outcomes of the project and discuss some of 
the lessons learned. The article is then concluded 
in the fifth section.

the Project
Technical standards education is challenging on 
two levels. They are based on STEM topics, the-
ories, and applications. Therefore, their educa-
tion embodies the same challenges facing STEM 
education in general [3–8]. Meanwhile, standards 
education materials may not always be taught like 
those of conventional STEM courses. Innovative 
nontraditional instruction strategies are neces-
sary to engage students, get them excited, and 
advance standards education. Methods where 
students undertake research activities and interact 
with each other have the potential to be partic-
ularly effective in understanding standards and 
standardization processes [1, 2].

Project ISTEE produces a novel 3-credit-hour 
university course, where innovation is twofold: in 
course structure and content, and in instruction 
strategy. The course title is Telecommunication 
Standards and Standardization Processes, and it 
has been offered twice so far (spring 2016 and 
fall 2016) at Jackson State University, Mississippi, 
United States. It is designed for senior undergrad-
uate and graduate students. The course comprises 
two interleaved components, a conventional (lec-
ture type) component and an interactive research-
based component of two workshops. The first 
component is mostly composed of expository 
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material to help students understand the back-
ground, and acquire the vocabulary, of telecom 
standards. Conventional classes build toward the 
workshops (the second component) with prepa-
rations and research assignments. Every workshop 
is focused on particular standards project(s). A 
workshop is structured into two parts. The first 
part is a one-hour seminar by a standards’ expert. 
The second is a two-hour standards meeting simu-
lation where teams of students assume the various 
roles played by numerous parties in the standard-
ization process, make contributions concerning 
the project(s) they have researched, debate these 
contributions, and appreciate how standards are 
developed and the role they play in today’s engi-
neering, economy, and business [2]. 

In our model, each of the simulation work-
shops may be based on a specific standards devel-
opment organization’s (SDO’s) rules/culture. 
Simulations are designed around simplified techni-
cal problems in order to strike a balance between 
basing them on technical grounds, making them 
telecom-centric while open to other undergrad-
uate majors such as electrical engineering and 
computer engineering/science, and leaving ade-
quate room for students to learn about nontechni-
cal issues. Examples of topics that meetings were 
simulated around include Internet-based home 
appliances, enhancing the performance of the tin-
cup telephone, networked cars, wrist-band health 
monitors, and networks for manufacturing plants. 

The new course is designed to give students 
a practical perspective of telecom standards 
and standardization processes. The syllabus also 
involves discussions of topics at the crossroads of 
engineering, technology, economy, market, poli-
tics, and human behavior. Examples of these top-
ics included the competition between VHS and 
Betamax video tapes, the rise and fall of asynchro-
nous transfer mode (ATM), the digital subscrib-
er line (DSL) line-code war, the quest to deploy 
wavelength division multiplexing (WDM) passive 
optical networks (PONs), and others. 

Students are graded mainly based on their 
performance in workshops. Other grading instru-
ments, such as creative writing (papers, standards 
contributions, drafts, etc.), presentations, and 
quizzes, have been utilized as well. These other 
instruments are geared toward coaching students 
for the workshops and enhancing their learning 
experience from them.

Project ISTEE attempts to help students enter 
the workforce or proceed to graduate study with 
strong understanding of the value and benefits 
of standards and standardization. Further details 
about the course we produced in this project are 
described in [2]. 

evAluAtion results
Preliminary evaluation results were reported in 
[2]. These were based on an after-class survey and 
on the first course offering in spring 2016. Some 
of the improvements introduced in fall 2016 were 
based on the data collected and results obtained 
during the spring evaluation process. 

We have been measuring the impact of the new 
course on students’ learning and on their apprecia-
tion of the role standards play in engineering and 
economy. Two types of metrics are involved in our 
evaluation plan. Type 1 is survey-based numerical 

metrics where students grade several aspects of the 
course along with potential avenues to improve it. 
This type of measurement helps us understand stu-
dents’ perception of the new course, and explore 
methods to further stimulate their interest and 
enhance their learning from it. Type 2 measure-
ments are based on ABET-type metrics to assess 
certain student learning outcomes. Data of this sec-
ond type were collected using a combination of 
questions added to the spring 2016 survey and 
new quizzes introduced in fall. The goal of the 
evaluation plan is to examine the impact of the 
project on students’ education and to guide our 
way toward continuous improvement.

The number of students enrolled in Telecom-
munication Standards and Standardization Pro-
cesses in spring 2016 was 18. In fall 2016, 21 
students took the class, bringing the total count 
of enrollments so far to 39 engineering students.

In this article, we report the results obtained 
up to the end of fall 2016, using the two types of 
measurements indicated above. The survey was 
enhanced by adding educational-outcome relat-
ed questions to the spring version. Besides their 
role as a grading instrument, the quizzes were 
articulated in such a way as to complement sur-
vey questions and to test the effectiveness of the 
course in meeting certain program educational 
objectives. The results reported here are cumu-
lative in their coverage of the inputs and perfor-
mances of 39 students over two semesters. They 
are also expanded in terms of their consideration 
of some metrics we were not able to measure 
earlier with sufficient credibility.

Figure 1 depicts students’ general perception 
of the impact of the new course on their educa-
tion, how it fits within their program of study, and 
whether they better appreciate the role standards 
play in their discipline after taking this course. 
The trends observed in our earlier measurements 
continue. Only 8% of the students are neutral in 
terms of their recognition of the course as a ben-
eficial addition to their program of study, and in 

Students’ are graded 

mainly based on their 

performance in work-

shops. Other grading 

instruments, such as 

creative writing (papers, 

standards contributions, 

drafts, etc.), presenta-

tions, and quizzes, have 

been utilized as well. 

These other instruments 

are geared toward 

coaching students for 

the workshops and 

enhancing their learning 

experience from them.

Figure 1. Students’ perception of course return and 
usefulness.
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terms of their intention to recommend it to other 
students. Only 3% are not sure they appreciate, 
or do not appreciate, the role of standards in their 
fields. None of the students described the course 
as not useful or suggested they have not acquired 
some knowledge of the role of standards.

Figure 2 focuses on students’ perception of 
the two instruction methods involved in the new 
course. 87% of the students agree that a mix of 
conventional instruction and interactive research-
based workshops is necessary for these kinds of 
university courses.

Interactive workshops enable students to apply 
knowledge and skills they acquire in class into sim-
ulations based on simplified case studies. Three 
types of standards meetings have been simulat-
ed: based on an International Telecommunication 
Union Telecommunication Standardization Sector 
(ITU-T) model, based on an Institute of Electrical 
and Electronics Engineers Standards Association 
(IEEE-SA) model, and based on a generic (not 
SDO-specific) countries’ model. In these simu-

lations, students experience critical thinking and 
team work. They get an opportunity to appreciate 
how standards projects are initiated, debated, and 
negotiated; how real-life standards are developed, 
and what impact they can have on engineering, 
market, and business. Out of the 39 enrolled stu-
dents, about 85% believe that they learned more 
from workshops than they did from conventional 
classes. About 13% believe the other way around. 
Approximately 71% of the students want to see 
more workshops in this course at the expense of 
conventional classes, whereas 8% prefer to have 
only one workshop instead of two. Based on our 
experience, however, it can be difficult to organize 
more than two or three workshops of this type in 
a semester, especially if industrial guest experts are 
to participate in their design and administration.

Along with Table 1, Fig. 3 illustrates how students 
graded the topics of the course Telecommunication 
Standards and Standardization Processes. As part of 
our effort to improve the syllabus for fall 2016, the 
course was restructured, some part(s) were added, 
and other parts renamed, as described in the table. 
The figure shows how students graded all six topics/
chapters over the two semesters on a scale ranging 
from 0 to 10, where 0 is the lowest grade and 10 is 
the highest. The horizontal bars depict the average 
grade given to each topic. The cumulated averages 
are strikingly close to preliminary results we reported 
earlier for spring 2016, and verify them. A new Part 
VI (Miscellaneous Topics), which was introduced 
in fall, received the highest score so far. This part 
came up as a fruitful addition to the course. It cov-
ers the relationship between standards and patents, 
and discusses competition in the arena of telecom 
standards.

Project ISTEE and standards education offer an 
opportunity to measure certain student educational 
outcomes typically sought in ABET’s engineering 
self-studies.2 Usually, these measurements are not 
particularly easy to perform. Examples of the out-
comes we are able to measure using the new course 
include the students’ ability to design within real-life 
constraints, to function on multi-disciplinary teams, 
to understand professional and ethical responsibili-

2 Studies prepared by pro-
grams/institutions seeking 
ABET accreditation.

Figure 2. Students’ perception of the two instructional components of the course: a) students’ response to 
the two instruction methods; b) students’ recommendation to have more/less workshops.
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Table 1. Course parts.

Course part Fall 2016 topic Spring 2016 topic

Part I
Introduction to Standards and 
Standardization: A Telecom Perspective

Introduction to Standards and 
Standardization: A Telecom 
Perspective

Parts II
and/or III

Part II: International, Regional, and 
National Standards Organizations Part III: Telecom Standards 

Development Organizations (SDOs)Part III: Academic and Industrial Standards 
Organizations

Part III Standardization Processes

Part IV The Standardization Process
Standards Relation to Technology Life 
Cycle (TLC)

Part V
Standards in Relation to Technology Life 
Cycle

Standards and Telecom Market 
Forces

Part VI Telecom Market Forces Miscellaneous Topics
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ties, to know about contemporary issues and their 
impact on engineering work, and to appreciate 
the need for life-long learning. Figure 4 gives the 
percentages of students who were able to demon-
strate evidence of acquiring or improving these abil-
ities through their enrollment in Telecommunication 
Standards and Standardization Processes.

The data in Fig. 4 were collected in fall 2016. As 
designed, the course is ideally suited to blending 
technical, economic, social, and political issues, 
and provides an excellent platform for students to 
see how these issues interplay in real life. This inter-
play and the standards resulting thereto, coupled 
with continuing progress in science, technology, 
and engineering, resulted in overwhelming recog-
nition by students of the importance of lifelong 
learning, of acquiring multidisciplinary skills, and of 
designing within real-life constraints. The students, 
the vast majority of whom come from underserved 
minority backgrounds [3–8], have also demonstrat-
ed compelling evidence of their recognition of pro-
fessional and ethical responsibilities and the impact 
of contemporary social, economic, and political 
issues on their engineering work. It is worth noting 
that the picture drawn herein is not of the percent-
age of students who acquired these five specific 
skills. Figure 4 merely reflects the percentages of 
students who were able to demonstrate evidence 
that they did so.

discussion
As project ISTEE is getting close to an end, the 
deliverables are fairly aligned with project goals and 
objectives. We have developed and delivered a 
first-of-its-kind syllabus and university-course material 
to help advance standards education in telecom-
munication engineering, and articulated a model 
of standards education for other STEM disciplines, 
departments, and universities to follow. Telecom 
is an area of engineering and technology where 
a case can be made for a specialized standards 
course. In other disciplines, standards education can 
be approached by integrating smaller, adequate, 
syllabic components into existing courses. In these 
cases, the ISTEE model provides a wealth of guide-
lines and examples to follow as well.

The new course introduces students to tele-
com standards and enables them to appreciate 
the combination of technical, regulatory, mar-
ket, political, and other factors involved in stan-
dards and standardization. Telecom SDOs are 
classified and discussed. Various standardization 
processes and cultures are explored. The relation-
ship between standards and technology life cycle 
(TLC) is examined; so is the impact of the telecom 
market forces on standards. The course also offers 
students a unique opportunity to learn about pat-
ents and patenting, their relation to standards, 
how industry may cooperate in standards while 
competing in research and product development.

Instruction methods are key to attracting 
students to topics of academic study, and stan-
dards are no exception. Results of project ISTEE 
demonstrate that a mix of conventional classes 
and research-based interactive classes is the most 
appropriate formula for standards education. Our 
experience proves that research-based instruc-
tion strategies are ultimately the most effective 
approach to standards education because they 
actively engage students and get them excited 

into real-life simulations. Our results are also in 
line with discipline-based education research 
(DBER), where similar findings have been 
observed in science and engineering education in 
general [11, 12]. Our findings, however, indicate 
that the impact of research-based strategies on 
standards education in particular is strong and 
can be transformational. Courses in econom-
ics, policies, and standards can be unpopular 
among some engineering students who are used 
to and prefer certain analytical and pedagogical 
approaches. Interactive research-based approach-
es to standards education can resonate with the 
engineering method to acquire knowledge and 
can overcome some of the challenges facing stan-
dards education in university programs. 

DBER is an emerging interdisciplinary research 
enterprise that combines the expertise of scien-
tists and engineers with methods and theories 
that explain learning. This enterprise investigates 
teaching and learning in a discipline from a per-
spective that reflects the discipline’s priorities, 
views, knowledge, and practices. Informed by 
and complementary to research on learning and 
cognition, DBER generates insights that can be 
used to improve students’ learning in science 
and engineering [11, 12]. We believe that these 
insights are particularly helpful in advancing 
technical standards education and agree with 
our findings in this regard. Research-based and 
interactive instruction strategies are more effec-
tive than traditional lecturing in improving knowl-
edge acquisition and students’ attitude toward 

Figure 3. Students’ reaction to course topics.
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Figure 4. Assessment of course outcomes in terms of some ABET criteria.
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standards learning. These strategies involve a 
range of approaches, including the use of real-
life simulation exercises and making students 
work in groups, as is evident by the success of 
the workshops we designed and implemented. 
Other approaches include making lectures more 
interactive, and incorporating authentic problems 
and activities, which are methods we utilized as 
well. Several tools are developed today and can 
be utilized in this regard [11–14].

Project ISTEE has, of course, faced some diffi-
culties, and other lessons can be learned thereto. 
The logistics and administrative tasks involved in 
launching a new course that incorporates two 
workshops where industrial speakers take orga-
nizational roles can consume considerable time 
and energy. These matters are budget-dependent. 
Therefore, institutional support (by universities) of 
a project like ISTEE, and of standards education in 
principle, is critical. Release time for faculty mem-
ber(s) responsible for putting these workshops 
together and undertaking project activities is 
essential for the timely implementation and suc-
cess of this kind of project. Online tools that have 
been developed in recent years can help over-
come some of these problems [13, 14].

Standard education is necessary for future engi-
neers who will practice their profession in a global 
space. More efforts are needed to communicate 
the need for curricular materials on the topic and 
to promote their incorporation in STEM programs 
everywhere. The instruction material of the course 
produced by project ISTEE will be published and 
made available to accredited university programs, 
industrial educators, and the general public. Prog-
ress in the field of telecom and telecom-related 
standards suggests that further projects are desir-
able. ISTEE is a catalyst project that paves the way 
for more efforts to advance and modernize stan-
dards education. Areas of future interest and focus 
include the evolving standards and standardization 
efforts in IoT, big data, and green ICT. 

conclusion
Science, technology, engineering, and mathematics 
(STEM) education is re-examined today, in terms of 
its objectives, curricula, majors, and instruction meth-
ods. Several changes are anticipated, including new 
majors such as Telecommunication Engineering and 
new instruction strategies. The goal of these efforts is 
to better prepare our workforce for the global chal-
lenges of the 21st century. As part of these trends, 
efforts are underway to advance technical standards 
education and integrate it into STEM programs. Proj-
ect ISTEE is a project to advance technical standards 
education in U.S. university programs. The project 
has developed a first-of-its-kind university course in 
telecom standards and standardization processes, 
and presents a model for other STEM disciplines, 
programs, departments, and universities to follow. 
We have discussed the motivation and rationale of 
the project, described the tasks involved therein, 
discussed the results obtained so far, and explored 
future possibilities to expand this work and further 
advance its cause and goals. 
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AbstrAct

Mobile communications are today widespread 
and contribute to the development of our society. 
Every day new devices include some means of 
wireless transmission, which is becoming ubiqui-
tous with the Internet of Things. These systems 
are standardized by international organizations 
such as the IEEE, 3GPP, and ETSI, among others. 
Even though knowledge of wireless standards is 
key to the understanding of these systems, wire-
less communications are quite often taught in 
engineering degrees in a traditional way, without 
much emphasis on the standardization. More-
over, strong focus is often placed on the theoret-
ical performance analysis rather than on practical 
implementation aspects. In contrast, most of the 
current applications make extensive use of mobile 
data, and the global users’ satisfaction is highly 
correlated with the mobile data throughput. Thus, 
modern wireless engineers need to have deep 
insight on the standards that define the mobile 
transmission systems, and this knowledge is not 
acquired following the traditional theoretical 
teaching schemes. In this article, a new learning 
approach is described. This novel paradigm is 
based on a new flexible hardware/software plat-
form (FRAMED-SOFT), which is also detailed. 
Although the article is focused on two wireless 
standards, GSM and UMTS, the work discussed 
in this article can easily be extended to other stan-
dards of interest, such as LTE and beyond, WiFi, 
and WiMAX.

IntroductIon
Mobile communications are nowadays deployed 
worldwide, and their applications are continually 
growing. In fact, our economy and everyday life 
are conceived today around mobile communica-
tions. The Internet of Things (IoT) and the new 
generation of smartphones, which include access 
to social networks, are just two examples of how 
ubiquitous communications have become, and 
this trend is foreseen to continue in the future.

However, a reliable but efficient and universal 
wireless technology is not easy to design, deploy, 
and manage. In this heterogeneous scenario, 
many different wireless systems will cooperate 
and interact. Indeed, the mobile engineers of the 
future will have to start from the traditional and 
current communications standards and evolve 

them toward a new generation. For this purpose, 
they need to have deep knowledge and insight 
on wireless standards and their practical imple-
mentation. Specifically, in this article we focus on 
two well established wireless standards, Global 
System for Mobile Communications (GSM) and 
Universal Mobile Telecommunications System 
(UMTS). Some of the work that we discuss can 
easily be extended to Long Term Evolution (LTE), 
and even to other wireless systems such as WiFi 
and WiMAX.

According to our experience, it is highly 
demanded that new communication engineers 
have good experience in practical aspects of wire-
less communications, besides a very strong the-
oretical knowledge of these technologies. This 
insight can only be acquired through the labora-
tory work and practical experience. In this sense, 
software defined radio (SDR) can be a good 
option for students to approach the real world in 
the industry, and prepare them for the profession-
al requirements they will face after finishing their 
studies. This requires a new learning paradigm 
where flexible equipment is used by engineering 
students and instructors, including cooperative 
education, which ensures that the students will be 
able to perform team work.

Some previously published papers highlight 
the benefits of teaching practical communications 
with SDR platforms. In [1] the work developed 
in six U.S. universities is presented showing how 
they have integrated SDR in their curricula, most 
of them including a significant laboratory com-
ponent. The authors of [2] focus on the practical 
challenges found in designing and implement-
ing wireless communications that are overlooked 
when focusing only on theory. They show how 
their students have improved their skills when 
working with the Universal Software Radio 
Peripherals (USRPs) of National Instruments (NI). 
Reference [3] describes the development of a 
hands-on open courseware using very low-cost 
SDR devices such as the RTL-SDR, which can 
be used in combination with Matlab to enhance 
the teaching of the principles and applications 
of digital signal processing and communications 
theory. Reference [4] presents a summary and 
comparison of hardware and software alternatives 
by examining four case studies of application of 
SDR in industry, academia, and government. All 
these works show experiences of using SDR in 
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teaching focusing on the principles and funda-
mentals of communications. Also, recently, some 
commercial communications design frameworks 
are starting to include some libraries that cover 
standards such as GSM and LTE. However, their 
focus is on commercial system development and 
not on learning. Therefore, many important prac-
tical aspects are already solved, and they are not 
illustrative for learning purposes.

Complementary to these approaches, in this 
article we present our experience, where we 
have prepared and exercised with students some 
practical work based on well-known wireless 
communications standards. After discussing the 
available platforms and recent work, we explain 
our proposal: a novel SDR-based platform denot-
ed as Flexible Radio Access Mobile Environment 
Defined by Software (FRAMED-SOFT). We pro-
vide a detailed description of the hardware, the 
developed software, and the contents of the prac-
tical work performed by the students. The article 
finishes with some conclusions about the learning 
methodology and the students’ perception of the 
experience.

HArdwArE/softwArE PlAtforms And 
rEcEnt work

The use of SDR is rapidly expanding, and these 
devices have become a very useful tool to pro-
totype new algorithms and evaluate them in a 
real-world environment [4]. The following SDR 
platforms are in widespread use: Ettus USRP 
N200/N210, ZedBoard with Xilinx Zynq-7000 
FPGA and AD-FMCOMMS5-EBZ, NooElec 
NESDR Mini SDR USB Stick, and Ettus USRP 
E300. A detailed comparison of them can be 
found in [4]. Besides these platforms, there is a 
programming system called RF Network-On-Chip 
(RFNoC) developed at Ettus Research to ease 
large SDR designs implemented in field program-
ming gate arrays (FPGAs).

NI offers the NI USRP-2920, which is func-
tionally equivalent to Ettus USRP. It is equipped 
with two antenna ports. The digital-to-analog con-
verters (DACs) and analog-to-digital converters 
(ADCs) are 400 Msamples/s with 16 bits/sam-
ple and 20 MHz of bandwidth. The operational 
frequency ranges from 50 MHz up to 2.2 GHz. 
These values enable the implementation of trans-
mitters and/or receivers with enough quality and 
fidelity for many of today’s communications stan-
dards.

The USRP needs to be handled with the help 
of the Laboratory Virtual Instrumentation Engi-
neering Workbench (LabVIEW) software, which 
integrates all the tools that engineers and scien-
tists need for the implementation of a wide range 
of applications. It is a graphical development soft-
ware that easily allows the description and imple-
mentation of a complete system.

Within the LabVIEW interface, the NI LabVIEW 
MathScript RT allows the use of Matlab code 
directly in LabVIEW designs. This is especially 
useful when students are not very familiar with 
LabVIEW, since they are generally familiar with 
Matlab. 

Alternatively, open source software tools for 
SDR prototyping are currently also used because 
they potentiate quick development, leveraging a 

high community of users. They include OSSIE [5], 
CubicSDR, ALOE [6], and the GNU Radio project 
[7]. However, due to our large experience with 
NI LabVIEW, their extensive range of products, 
and their comprehensive and timely support, we 
selected LabVIEW to develop our platform.

Using these types of SDR hardware and soft-
ware, several universities and some research insti-
tutions are including practical teaching for their 
students to better understand the communica-
tions concepts.

• Instructors at the University of Strathclyde 
propose in [3] open courseware for SDR using 
the cost-effective RTL-SDR. With this receiver they 
can scan the RF spectrum and digitize I/Q signals 
within the range 25 MHz to 1.75 GHz. The soft-
ware used is Matlab and Simulink.

• El-Hajjar et al. in [2] propose a practical ses-
sion using USRP and LabVIEW, where the stu-
dents must build a differential quadrature phase 
shift keying (DQPSK) modulation receiver. 
Besides, they present additional work that consists 
of building a PSK using pilot symbol assisted mod-
ulation (PSAM).

• Prof. Robert Heath uses NI USRPs and Lab-
VIEW to teach digital wireless communication 
concepts at the University of Texas at Austin.

• Prof. Joseph Camp designed a course based 
on FPGAs and the FPGA-based hardware plat-
form Wireless Open-Access Research Platform 
(WARP), for the School of Engineering at South-
ern Methodist University.

• Reference [8] shows the procedure to pro-
vide some wireless communication knowledge to 
engineering students with backgrounds in other 
areas. It is based on USRP and LabVIEW. In fact, 
they explain that they are replacing the WARP 
boards by NI USRP due to their enormous devel-
opment in the last few years.

All these constitute successful experiences of 
teaching the principles of wireless communica-
tions in a practical way. They present the main 
building blocks of a generic wireless system, with-
out particular focus on a given standard. Against 
this background, the proposed FRAMED-SOFT 
offers the possibility of working with real com-
munication standards and real base stations, as 
shown later. This is indeed the innovation of our 

Figure 1. The developed BTS including the hardware part with NI USRP 
(dashed box) and software part composed of the computer and the Lab-
VIEW design.
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approach: the focus on learning the telecommu-
nication standards by experience. Our platform 
integrates a complete communications chain, 
including the bit generation, framing, modulation, 
coding, and transmission of two representative 
examples of current mobile communications stan-
dards, GSM and UMTS. It is a flexible and mod-
ular platform that promotes cooperative learning 
among students and is scalable to include addi-
tional building blocks of the system. Moreover, 
the student contributions are included in the plat-
form to be used in following years, promoting 
continuous improvement of the platform.

Working with real standards prepares the stu-
dents for industrial experience. It also motivates 
them because they can practice with devices that 
they use in their everyday lives. The course is ori-
ented to undergraduate students. It shows them 
some of the recent improvements in the evolution 
of the wireless communication systems, encour-
aging them to explore their own ideas. FRAMED-
SOFT uses the NI USRP-2920 and LabVIEW as 
the hardware and software components.

The article is focused on learning the portion 
of the GSM and UMTS standards related to the 
physical layer. However, higher-level procedures 
established by the standards could also be envis-
aged to be dealt with in our platform.

concEPts lEArnEd wItH frAmEd-soft
As mentioned before, engineers need to have 
deep insight on telecommunications standards 
because they will probably need to implement, 
improve, and manage systems and services based 
on them. However, the standards documents are 
not easy to read and/or understand. More specif-
ically, the portion of the standards related to the 

physical layer is hard to learn, not only because 
of the complexity of the specifications, but also 
because there are many external and internal fac-
tors involved and multiple disciplines required. 
Interference, handovers, coexistence among stan-
dards and technologies, signal processing, com-
munication theory, and hardware design are key 
ingredients to be considered.

Practical knowledge of the standards is often 
not included in the curricula of engineering. In fact, 
the traditional way of teaching the telecommuni-
cations standards relies on describing, with higher 
or lower detail, how the frame structure is formed 
and the modulation used for transmitting the sig-
nal. Besides, the channel coding and other proce-
dures such as authentication, ranging, paging, and 
resource allocation are also theoretically explained. 
All these explanations are necessary. However, 
often the knowledge is neither assimilated nor 
remembered by the students because of the high 
complexity and abstraction level of the topics.

When there is a chance to illustrate telecom-
munications standards with practical classes or 
laboratory sessions, showing how the signal is 
built and transmitted, the learning of these con-
cepts is highly improved. Indeed, based on our 
experience, if these concepts are supported by 
current standards, students pay more attention. 
In order to consolidate this knowledge, realistic 
practical experience needs to be offered to future 
engineers. Moreover,the industry is demanding 
engineers with these practical skills, good knowl-
edge of standards, and understanding of imple-
mentation issues [8].

In our practical work, students become familiar 
with the specifications of the standards and learn 
how to browse throughout them. They are able 

Figure 2. Simplified FRAME-SOFT diagram for the GSM and UMTS laboratory.
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to find and understand the parts of the documen-
tation describing what they want to implement. 
Also, the students understand the importance of 
standardization in telecommunications experi-
encing two practical situations: they can imple-
ment a standard-compliant receiver that can be 
used with a working system, and, because of the 
interoperability allowed by standards, they realize 
it is straightforward to integrate different parts of a 
system performed by different students.

The FRAME-SOFT platform allows understand-
ing of the main concepts related to implemen-
tation according to the standards of wireless 
communications systems as follows.

Transmission and reception: This includes all 
aspects related to, among others, the concepts 
of pulse shaping, sampling, interpolation, band-
width, amplifier design, and automatic gain con-
trollers. Working close to a real implementation, 
students need to deal with these  concepts and 
design algorithms to carry out the required tasks. 
They can check what happens when changing 
their parameters and gain more insight into real 
physical aspects related to transmission.

Multiplexing and multiple access: In the 
design of multiplexing/demultiplexing, students 
deal with the frame structure, frame detection, 
and alignment and slot duration. According to our 
experience, this part is usually very time-consum-
ing for students due to the variety of schemes and 
algorithms that are involved.

Modulation and coding: This deals not only 
with the modulation scheme, but also with other 
signal processing procedures associated with 
transmission (e.g., spreading and scrambling in the 
case of UMTS). Block coding, turbo coding, and 
advanced coding schemes for the new mobile 
standards must be considered. When designing 
each of these blocks, they are aware of their com-
plexity and the interactions among blocks, as well 
as memory issues, overflows, and so on.

Receiver algorithms: Synchronization and chan-
nel estimation algorithms need to be designed 
and implemented to align signals in time and 
compensate the effects of the propagation chan-
nel. Although there are several algorithms already 
implemented in the platform, they can always 
improve them or design new ones. Delay is 
another important parameter, and students should 
realize here how it can compromise performance 
and quality of experience.

Signaling: There are procedures in wireless 
mobile communications including channel request, 
channel assignment, authentication, control signal-
ing transmission and reception, resource alloca-
tion/management, and so on that students will use 
and implement in the FRAME-SOFT platform.

Thus, after finishing our practices, the students 
are aware of the importance of standards and are 
better prepared to join the industry.

tHE frAmEd-soft PlAtform
In order to support the new concepts and peda-
gogy described above to learn the wireless stan-
dards and in particular the physical layer, new 
tools and platforms need to be developed. These 
architectures must be flexible to allow fast imple-
mentation of different standards but powerful 
enough to be able to implement either the base 
stations or the mobile terminals.

SDR platforms such as the USRP-2920 from NI 
[9] possess those characteristics and thus are per-
fect for our purpose. Two of these devices can be 
seen in Fig. 1, where the developed base station is 
shown (highlighted in a dashed box).

By using the above described USRPs, the 
FRAMED-SOFT platform has been designed and 
implemented (Fig. 2).

Although the same USRP could work simulta-
neously as transmitter and receiver (one antenna 
for transmission and the other one for reception), 
our design uses two different USRPs connected 
by the provided interconnection wire. In this way, 
the design is simpler, it allows the use of less pow-
erful computers for controlling the USRP, and it 
is not highly demanding for each USRP. Thus, it 
allows us to modify or optimize the transmission/
reception parts independently.

The software implementing the base station 
allows one to select the GSM or UMTS standard. 
Depending on which one is chosen, the adequate 
LabVIEW design is executed. It could also be 
extended to further standards in the near future.

Since both standards are completely different 
from the physical layer point of view, two different 
designs have been implemented. However, from 
the logical point of view, both of them have sev-
eral similarities. For example, both have a collec-
tion of specific channels for synchronization and 
channel estimation purposes, or for transmitting 
information or control tasks.1 All of these channels 
have been included and can be enabled or dis-
abled. Since the platform is focused on the physi-
cal layer, the vocoder has not been implemented 
and is emulated by random bits. However, since 
the platform is modular and flexible, higher-layer 
procedures could also easily be included.

For the GSM standard [10], FRAMED-SOFT 
includes the formation of the different multiframes 
(MF-51, Dedicated MF-51, and MF-26) following 
the instructions of burst composition and its cor-
responding information. The following channels 
are developed: FCCH, SCH, BCCH, AGCH, PCH, 
TCH/FS, and SACCH/TF.

To build the main functionality of the UMTS 
base station, the following physical channels are 
implemented: DPCH, P-CCPCH, CPICH, PICH, 
and SCH. As UMTS is based on wideband 
code-division multiple acces (WCDMA), the con-
catenation of specific spreading (channelization) 
and scrambling codes is implemented for each 
physical channel according to [11, 12]. Addition-
ally, the SCH is generated to contain the synchro-
nization codes [11].

In Fig. 3, the front panel of FRAMED-SOFT is 
captured, where it is shown that in GSM, the mul-
tiplexing/demultiplexing is performed in the time 
domain (upper part of Fig. 3), while in UMTS it 
is carried out in the code domain. The different 
channels for UMTS that can be fully configured 
are shown in the lower part of Fig. 3.

lEArnIng And gEttIng ExcItEd About tHE 
PHysIcAl lAyEr of  

tElEcommunIcAtIon stAndArds
This section explains how the FRAMED-SOFT plat-
form is used for introducing a new paradigm in 
learning about telecommunication standards. It 
is a complement and reinforcement to traditional 

1 Besides, there are many 
procedures, such as paging, 
resource allocation, synchro-
nization, or handover, among 
others, that are very similar 
between technologies, and 
all of them can be imple-
mented in FRAME-SOFT.
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teaching. The students practice with physical layer 
implementation, experience the concepts that 
they have previously seen in theoretical classes, 
and establish connections among concepts that 
were distant before.

The main idea is to involve the students as 
much as possible in their learning process. They 
are provided with knowledge and tools, and they 
are given some challenges to solve while acquir-
ing realistic and practical insight. At the same 
time, we have seen that this methodology helps 
them enjoy while they learn.

Students involved in the course have full 
access to the complete LabVIEW version because 
of the existing agreements with National Instru-
ments [13]. Thus, they can install the software at 
home. In this way, the students can implement 
their solutions at home and come to the labora-
tory to test their prototypes in the hardware. The 
platform also allows saving or loading signals from 
files. This allows, for example, the group working 
on the receiver to have access to a signal saved 
in electronic format at the transmitter side and be 
able to check their progress.

The variety of laboratory sessions is very rich. 
Some students can work with the transmitter 

while other students deal with the receiver. They 
can choose between GSM or UMTS for their 
experiments. Moreover, once they have select-
ed the element to work on, they can focus even 
more on which aspect to tackle.

cooPErAtIvE ProblEm solvIng

Students can work on a standalone problem. For 
example, one student can deal with the channel 
estimation and equalization at the UMTS base 
station, whereas another student can decide to 
improve the rake receiver. Both of them work sep-
arately at the beginning and cooperate at the end 
to obtain an improved equalizer. In addition, they 
can cooperate with another student who may have 
chosen to cope with synchronization, obtaining in 
that way a much better receiver. The platform is 
flexible and modular to give these opportunities.

cooPErAtIvE cHAllEngE

If the instructor and the class agree, they can 
organize a competition to see who is able to bet-
ter improve the system: the class is divided into 
groups of several students, and then one of the 
standards is chosen (GSM or UMTS). The different 
groups work on the diverse parts of the system 

Figure 3. Two examples of the front panel for the FRAMED-SOFT tuned to 600 MHz. Upper part: GSM 
receiver showing constellation, frequency and time signal, channel estimation, and received decoded 
bits. Lower part: UMTS base station showing the main transmission parameters that can be configured.
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in order to enhance them. They must cooperate 
with each other because at the end, the winning 
team will be the one that produces the whole 
system with the best performance, measured in 
terms of either error probability or throughput. 
This ranking will be considered for grades. The 
results from the current and previous years can be 
accessible to students. Thus, they can know how 
close they are to the previous or current teams.

rEAl bAsE stAtIon

The platform offers the possibility of implementing 
part of a realistic receiver. The advantage of using 
designs based on real standards is that the student 
can implement a receiver to detect a signal that 
is transmitted by a real base station from a tele-
communications operator. They can even extract 
additional knowledge from the signal. For example 
in UMTS, the scrambling code being used and the 
channelization codes can be found, or the informa-
tion in the broadcast channels can be decoded. In 
GSM, they can obtain information about the orga-
nization of the cell and the cell size by obtaining 
the timing advance parameter from the broadcast 
channels, the number of neighboring cells, or even 
the standards being used, whether GSM, general 
packet radio service (GPRS), or enhanced data rate 
for global evolution (EDGE), as well as the exact 
localization by measuring the received power and 
signal quality at different points. The improvements 
at the receiver in channel estimation, synchroniza-
tion, diversity, and detection will play an interesting 
role when working with these real signals.

Some examples of these configurations can 
be seen in Fig. 4 where, as explained before, all 
of them can be simultaneously given in the same 
class.

orgAnIzAtIon And scHEdulIng of tHE  
lAborAtory work

In the following, data obtained during academic 
years 2013–2014 and 2014–2015 in the Mobile 
Communications course [14] within the degree 
in engineering in communications systems at the 

University Carlos III of Madrid, is briefly described.  
The laboratory contents are summarized as fol-
lows.

When focusing on GSM, the purpose of the 
session is the generation of several GSM control 
channels along with a traffic channel. The main 
aim is that the students learn about the whole 
procedure starting from the source information 
bits until the information is transmitted. Concrete-
ly, two control channels and one traffic channel 
have been examined in detail follows these steps:
• Generation of two control channels:
 –Frequency correction channel (FCCH).
 –Synchronization channel (SCH): to generate 

the encrypted bits (78 bits). Each group has 
different parameters.

• Generation of one TCH (traffic channel): to 
create the end information bits (114 bits).

• Creation of bursts: The idea is to generate 
a module that receives the bits obtained 
before and conforms the bursts by including 
a training sequence and some tail bits (148 
bits).

• Integration of all the modules created pre-
viously and transmission of the generated 
signals with a USRP transceiver; afterward, 
reception of these signals with another USRP 
transceiver and analysis of the frequency 
spectrum, the time domain signal, and the 
constellation.

• Preparation of a written report with the expla-
nation of all the steps followed, the achieved 
results, conclusions, and difficulties found.
When the focus is on UMTS, the goal is the 

generation of very specific UMTS control chan-
nels, including:
• Generation of the SCH by using LabVIEW, 

including the SCH codes. Synchronization 
data are different for each group.

• Generation of the common pilot channel 
(CPICH) including the spreading and the 
scrambling codes for the specific cell.

• Multiplexing of both channels and transmis-
sion by the USRPs.

Figure 4. Examples of class configurations, roles, scenarios, and interactions among students.
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• Signal reception by an additional USRP and 
analysis of the quality of the received signal.

• Preparation of a written report with the expla-
nation of all the steps followed, the obtained 
results, conclusions, and difficulties found.
To speed up the learning curve of LabVIEW 

and USRPs for the students, a tutorial has been 
elaborated and an introductory laboratory train-
ing session has been scheduled. As [4] states, 
an open-ended design experience improves the 
students’ learning. Thus, several challenges are 
proposed such as the creation of a synchroniz-
er, equalizer, and channel estimator, and the 
extraction of base station information. The stu-
dents, organized in groups, design and implement 
a part of the communication system from scratch 
during several laboratory sessions. Detailed mate-
rial is available in [14].

ProjEct outcomEs

After the first experiences with the new teaching 
methodology and the developed platform, sev-
eral important lessons have been learned. The 
most important one is that this new practical work 
requires more effort from both sides, students and 
teachers. From the students, because they have 
not been exposed to LabVIEW before, they are 
not familiar with the tool, and the way of describ-
ing algorithms and procedures in a real prototype 
is new to them. From the teachers, more effort is 
required because they also have to get used to 
the tool and because of the wide range of ques-
tions and troubleshooting that are often encoun-
tered when dealing with real systems. Besides, we 
have to consider the amount of work devoted to 
the design of the practical work in the first year.

According to the students, who have answered 
a survey, their experience was very positive (95 
percent satisfaction). They agreed that the labora-
tory sessions with LabVIEW and the USRPs allowed 
them to learn both a completely different program-
ming language and how to use new hardware 
devices, which together allowed them to under-
stand better the real problems associated with 
the implementation of communications standards. 
Now they are ready to tackle the development of 
standard-compliant communications systems, and 
also, they are aware of the importance of standard-
ization. We would like to highlight that most of the 
students considered this practical work more diffi-
cult than the traditional work based on simulations 
with Matlab (80 percent). They evaluated as very 
important the initial tutorial taught at the beginning 
of the course (100 percent), although the practical 
work implied more workload compared to the tra-
ditional methods.

From the instructors’ point of view, the devel-
opment of the new practical work entailed signifi-
cant effort. From now on, this effort will be lower 
as only some continuous improvement and updat-
ing of the practical work will be needed.

Another important and interesting outcome is 
that after the introduction of this practical work 
into the Mobile Communications course, many 
students have decided to carry out their Bache-
lor’s thesis by using this platform. This is of great 
interest because their results will help to improve 
the existing practical work and develop new lab-
oratory sessions. In fact, a simple LTE version is 
being developed.

conclusIons

In this article the architecture and functional-
ities of a new flexible platform, called FRAMED-
SOFT, have been explained. By using this 
platform, new concepts and learning method-
ology have been explored, giving as a result 
an improved way of learning telecommunica-
tion standards. We have focused on two of 
the main cellular standards nowadays. Besides, 
these possibilities can be extended to also 
cover other wireless systems that are current-
ly being deployed. The main outcome of the 
proposed methodology using FRAMED-SOFT is 
that the students get involved in their learning 
process and enjoy the physical layer of mobile 
communications based on standards. Indeed, 
the study of standards that is usually found bor-
ing by students becomes exciting because they 
can understand and implement them. The fact 
that they can work in realistic scenarios adds 
value to their learning. Moreover, several stu-
dents have decided to carry out their Bachelor’s 
and Master’s theses in the field of wireless com-
munications specifically using and improving 
our platform. Other students had interesting 
ideas on how to improve the standards. With 
FRAMED-SOFT and the practical work carried 
out, students learned about some of the most 
important aspects in these standards, such as 
transmission and reception, multiplexing, modu-
lation and coding, synchronization, and channel 
estimation. They have done so using current 
standards, which has allowed them to experi-
ence their implementations with real-world sig-
nals. Any instructor may use our platform upon 
request as explained on our website [14].
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AbstrAct

Telecommunication standards are documents 
that contain consolidated knowledge about com-
munication systems and implementation best 
practices. They are created based on long con-
sensus processes in order to meet practical con-
straints. This article describes how the DVB-S2 
standard is used in the electrical engineering cur-
ricula at KU Leuven within a design and imple-
mentation course called EAGLE. The goal of the 
course is to teach third-year Bachelor students 
how to apply the abstract knowledge gathered in 
the theoretical courses (control theory, commu-
nication theory, software, and hardware) to the 
design of a complex and real engineering proj-
ect. Based on their progress during the academic 
year, we illustrate how standards can be used to 
teach a broad skill set and act as an accelerator to 
abstract system implementation complexity. We 
give an overview of the objectives of the EAGLE 
project and the relevance of the DVB-S2 stan-
dard, the design and implementation task that the 
students need to accomplish, and how they finally 
learn to master the complexity of a real communi-
cation standard, VHDL coding, and system verifi-
cation and integration. 

IntroductIon
The training of electrical engineering students 
should be broad and multidisciplinary, providing 
strong theoretical and practical foundations. How-
ever, it is challenging to design an engineering 
curriculum or even a single course that forces 
students to simultaneously think at the system 
level, develop theoretical insight on the underly-
ing topics, and master practical implementation. 
As standards are documents culminating years of 
research efforts and must be written in coherent 
and unambiguous terms, they can potentially be 
a unique means of teaching students how the-
oretical knowledge is translated into real-world 
applications. Moreover, it can help them identi-
fy industry leaders and understand the business 
aspects that rule standardization before entering 
the market once their education is completed. 

Contrary to this idea, engineering education 
at the Bachelor level classically omits the study of 
standards as they are often considered to be too 
specific for one particular technology or to con-
tain too many practical details. As a result, courses 
cover only abstract knowledge and understanding 
of common technologies, and application is post-

poned to the Master level. During the first years 
of their education, students obtain a skewed view 
of the engineering field, making them unaware of 
the real competencies needed for engineering, 
which are covered at the Master level [1, 2].

In this article we explain how we used the sec-
ond generation of the digital video broadcasting 
over satellite (DVB-S2) standard [3] in the design 
of the EAGLE course, taught to third-year Bache-
lor students. This standard is used to implement a 
wireless video link for a drone within a total time 
budget of around 50 hours using a lightweight 
and widely used field programmable gate array 
(FPGA) board, the ZyBo [4]. The main task is the 
partial implementation of a DVB-S2 transmitter 
in the very high-speed integrated circuit (VHSIC) 
Hardware Description Language (VHDL). Aware 
of the importance of introducing project-based 
learning at the Bachelor level [5], we decided to 
avoid designing a completely made up project 
and exploited the benefits of using an already 
existing standard: students are able to understand 
its importance faster and become more motivated 
thanks to its connection to the real world [6].

We now summarize the main arguments in 
favor of our choice of standard.

•As the task that the students need to fulfill is 
the development of a wireless video link, it makes 
sense to select one of the main technologies used 
nowadays. DVB-S2 is currently the main satellite 
digital television broadcast standard, used world-
wide to broadcast standard definition television 
(SDTV) and high definition television (HDTV) ser-
vices. The first part of [7] gives a clear overview 
of the advantages of DVB-S2 over legacy systems. 
More advanced standards could have been used 
(e.g., the terrestrial extension known as DVB-T2), 
but they were too complex for the technical back-
ground of third-year Bachelor students.

•It covers content that is already studied or will 
be studied for the degree. 

•Off-the-shelf components can be used for 
testing the implemented code, such as the ZyBo 
FPGA board for the transmission and a stan-
dard-compliant DVB-S2 receiver for the reception 
of the video signal. Additionally, as these com-
ponents are relatively cheap, students are not 
intimidated by them and feel free to experiment 
without the fear of breaking an expensive device. 

•While DVB-S2 is a common and widely used 
standard, no open source, complete VHDL imple-
mentation is available online. This means that stu-
dents get the opportunity to play a central role 
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in the implementation of the standard, while also 
learning a new programming language in the pro-
cess.

The structure of this article is as follows. First, 
more details of the EAGLE course are given. Next, 
we give in-depth information about the wireless 
video link task. We discuss the conclusions we 
can draw after running the course for one year. 
Finally, we conclude this article, where we give 
examples of other accents that could be given 
with the same material. The whole project gives 
the instructor a wide palette of possible study 
items on which to elaborate. 

top-lEvEl ovErvIEw of thE  
EAglE coursE

In the third year of the electrical engineering 
Bachelor program at KU Leuven, there is an 
important design and implementation course aim-
ing to teach students how to bring this broad the-
ory into practice, called EAGLE. We introduce this 
project and give an overview of the different mod-
ules to be implemented by the students, while we 
describe the wireless video link task related to 
the DVB-S2 standard. Finally, we elaborate on the 
different resources available to the students for 
completing the course and its evaluation criteria.

thE EAglE mIssIon

The EAGLE problem solving and design course 
carries a total study load of 270 hours per stu-
dent, representing nine European Credit Transfer 
System (ECTS) credits out of the 60 envisioned 
for the academic year [8]. In the current EAGLE 
course, nine teams of ten students have to 
design a smart drone able to fly autonomously 
and execute a complex task: the EAGLE mission. 
Note that a different drone per team should be 
designed. In order to do so, a total of six modules 
need to be implemented:
1. Hardware design of the electronic control 

system of the engines
2. Vision processing to recognize the environ-

ment
3. Cryptography to secure the mission
4. Autonomous navigation and control
5. Wireless power transfer
6. Wireless video link for transmitting the video 

stream obtained from a camera to a central 
controller

This last module represents 50 out of the 270 
working hours dedicated to the project.

The EAGLE mission is demonstrated during 
the final demo session of the course. A safe-
ty net ensures physical separation between the 
drone and the students, and a 5  4 grid of quick 
response (QR) codes is placed on the floor, as 
well as a landing platform. This mission takes 
place in an indoor scenario and is divided into 
three different phases, as can be seen in Fig. 1. An 
increasing number of modules is needed for suc-
cessfully completing each phase, with all of them 
correctly performing to ensure that the mission is 
finally accomplished. 

In the first phase students need to manually 
fly the drone toward the first QR code coordi-
nate using a remote controller and based on the 
camera signal sent through the wireless video link 
to a receiver PC. The steering of the motors and 

the navigation controller should also be opera-
tive in this phase in order to ensure a stable flight. 
In the second phase the drone switches to auto-
pilot mode and flies over the grid describing a 
predefined path. This path is obtained from the 
QR codes, which contain encrypted information 
about the next coordinate to which the drone 
should fly. For this phase the cryptography, auto-
pilot, and vision processing modules need to be 
functional in order to detect the lines of the grid 
and decode the QR information. Finally, in the 
third phase the drone obtains the position of a 
landing platform surrounded by a copper coil that 
is connected to a power receiving circuit, able 
to power a light emitting diode (LED) meter. The 
drone then needs to autonomously land on the 
platform and inductively transfer power from its 
coil to the one underneath the platform. Based on 
the performance of the landing maneuver and the 
wireless power transfer module, the LED meter 
will display a higher or lower level, and finally the 
mission is accomplished.

thE wIrElEss vIdEo lInk modulE

The wireless video link module is the focus of this 
article, and covers about one-sixth of the course. 
During the first semester two to three students 
per team work on a partial VHDL implementa-
tion of a DVB-S2 standard-compliant transmitter. 
This code will be deployed on the ZyBo board 
installed in the drone. The video stream is trans-
mitted to an off-the-shelf DVB-S2 receiver in order 
to obtain the signal being recorded by the cam-
era. 

The ZyBo development board was chosen 
for this project due to its low cost and small 
learning curve. This board has several I/O ports 
(USB, HDMI, Ethernet, VGA, audio, and GPIO), 
two ARM Cortex-A9 CPUs, and one FPGA. The 
camera functions like an IP surveillance cap-
ture device: H264 encoded packets are sent via 
Ethernet to the ZyBo at a rate of 1.5 Mb/s and 
encapsulated into a unidirectional lightweight 

Figure 1. The EAGLE mission featuring the three described phases, where an 
increasing number of modules need to be operative to successfully perform 
each task.
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encapsulation (ULE) stream [9] which has an 
acceptable overhead [10]. This MPEG transport 
stream is then handed to the DVB-S2 transmitter 
core in the FPGA fabric. The IP core is able to 
process approximately one bit of the transport 
stream data per clock cycle. Since it is capable of 
running at up to 100 MHz, much higher through-
puts are possible. The IP core supports all stan-
dard code modulations: quadrature phase shift 
keying (QPSK), 8-PSK, 16-amplitude and phase 
shift keying (APSK), and 32-APSK. All code rates 
are supported: 1/4 (short block only), 1/3, 2/5, 
1/2, 3/5, 2/3, 3/4, 4/5, 5/6, 8/9, and 9/10. In 
the case of the EAGLE project, the output signal 
has a symbol rate of 866 ksamples/s. A root-
raised cosine (RRC) filter with a roll-off factor of 
a = 0.35 is used. This digital baseband stream is 
finally delivered to a custom designed front-end 
that transmits it in the 5.8 GHz industrial, scien-
tific, and medical (ISM) band. For the EAGLE 
course, the constant coding and modulation 
(CCM) mode is used along with the regular single 
transport stream broadcasting service configura-
tion. This architecture is depicted in Fig. 2.

Other low-cost boards for the Xilinx Zynq-
7000 system on chip (SoC) can be used instead 
of the ZyBo, such as the ZedBoard [11]. The cam-
era selected for this project is a regular Raspberry 
Pi camera [12], while the receiver chosen is the 

TBS5980 QBOX CI DVB-S2 TV tuner [[13], which 
is connected to a PC. An EAGLE drone showing 
this hardware is depicted in Fig. 3.

The wireless video link task is divided into two 
different phases: design and implementation. In 
the initial design phase, students need to become 
familiar with the DVB-S2 standard and understand 
the functionality of the transmitter sub-blocks. 
They receive a copy of the full DVB-S2 standard, 
as well as a description of a partial VHDL trans-
mitter implementation. This is a version of a fully 
functional custom implementation of the DVB-S2 
standard for the ZyBo FPGA,1 with some blocks 
omitted that they will have to implement in the 
second phase. This approach reduces the com-
plexity of the task and ensures that students are 
not overwhelmed by the standard and the com-
plexity of VHDL coding, while still leaving space 
for a sense of achievement and experiment-
ing with the results of their work. The software 
and drivers for controlling and configuring the 
transmitter are also given to them, and run on 
the CPU. The software can dynamically modify 
the code rate and modulation parameters of the 
DVB-S2 transmitter and calibrate the front-end, 
while the drivers manage the communication with 
the camera. 

We emphasize that this approach is tailored to 
the technical background of third-year Bachelor 
students. They have already covered all mathe-
matical background and been introduced to top-
ics such as digital signal processing, programming, 
and circuit design. However, they are not familiar 
yet with error coding, modulation theory, propa-
gation issues, or VHDL. If the EAGLE course was 
designed for the Master level, much less or no 
content would need to be provided.

EvAluAtIon crItErIA And 
rEsourcEs AvAIlAblE to studEnts

In the EAGLE course every group needs to auton-
omously elaborate a plan for the design of the 
six modules and justify the amount of resources 
(team members) dedicated to each one of them. 
No information is given to them in this regard, but 
as the wireless video link module needs to already 
be operative in the first phase of the EAGLE mis-
sion, it is expected that all groups prioritize this 
task from the beginning, dedicating two to three 
students for its implementation.

Regarding grading, every group is evaluated 
based on both technical (meeting a predefined 
set of deadlines) and non-technical aspects (man-
aging skills, out-of-the-box thinking, work ethics), 
and several demo sessions are expected during 
the year. An online platform stores all material 
given to the students for the design of each mod-
ule. Inside this platform every group also has a 
blog in which they have to explain their progress 
and fulfill a peer review assessment, from which 
the individual grade is obtained in combination 
with the group grade. Knowledge transfer among 
team members is done through their regular 
meetings and the online platform, where several 
question and answer (Q&A) sessions are addi-
tionally planned with the teaching staff after the 
weekly sessions.

There are six technical experts involved in the 
course, advising students with respect to each of 
the six technical modules. In addition, each team 

Figure 2. Architecture of the wireless video link, consisting of a ZyBo board 
with added camera and custom front-end for the drone and an off-the-shelf 
DVB-S2 receiver for the ground station. The FPGA on the ZyBo board runs 
the custom DVB-S2 implementation.
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1 The open source imple-
mentation of the DVB-S2 
transmitter developed for 
this project can be found 
at http://opendvb.org. Any 
code related to parts stu-
dents need to implement is 
available only upon request.

Figure 3. EAGLE drone with the ZyBo board on top of it. The camera is 
attached below, facing the ground in order to recognize the QR codes.

http://opendvb.org
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of students has a team of three coaches for the 
non-technical aspects. The number of coaches per 
team may seem high, but usually only one takes 
an active role in the group, while the remaining 
two are left as backups in case of absence. Stu-
dents work on the project every Monday after-
noon throughout the year, and are supposed to 
organize themselves and ask relevant questions of 
the technical experts. The first author of this arti-
cle is the technical expert for the wireless video 
link. 

An In-dEpth ovErvIEw of thE 
wIrElEss vIdEo lInk modulE

This section offers a more detailed description 
of the wireless video link module and elaborates 
on the results obtained in the current academic 
year. The DVB-S2 standard is briefly introduced, 
and the breadth of topics relevant to engineering 
curricula covered is discussed. We describe the 
design and implementation phases of the wireless 
video link module. Finally, we give an overview 
of the progress of the students and present their 
feedback on the learning process.

thE dvb-s2 stAndArd And Its 
EducAtIonAl ApplIcAtIons

The complete specification of the DVB-S2 stan-
dard can be found in [3], while we give a short 
overview of the main sub-blocks and discuss their 
application to engineering curricula.

The block diagram of the DVB-S2 transmit-
ter can be found in Fig. 4. It consists of several 
sub-modules that can be indexed into four main 
categories:
1. Baseband (BB) processing blocks. These 

blocks format the incoming video data, and 
build the baseband frame by inserting the 
BB headers and adding the cyclic redundan-
cy check (CRC). Finally, the whole stream is 
scrambled.

2. Forward error correction (FEC) blocks. 
These comprise Bose Chaudhuri (BCH) and 
low-density parity check (LDPC) error cor-
rection coding, as well as an interleaver.

3. Constellation mapping and physical layer 
(PL) framing blocks. They build the actual 
quadrature symbol stream.

4. Modulation and filtering block. In this block 
the RRC filter is applied. The data is format-
ted in a way the front-end can understand.
The input interface inside the BB processing 

blocks can be used for explaining the relevance 
of headers and control information. It shows how 
they allow the receiver to know how to decode 
the data stream. Moreover, it can be taken as an 
example of how communications systems are lay-
ered. The data stream from one technology, the 
camera output, is fragmented and packetized into 
upper layer frames for another technology.

The CRC encoder serves the students as an 
introduction to error detection codes, while the 
scrambler can explain the need for bias-removal 
techniques.

The FEC blocks extend the knowledge intro-
duced by the CRC encoder. They can also be 
used to further strengthen the mathematical 
background of the students as they are based 
in polynomial division and several mathematical 

properties that allow one to detect if the received 
bitstream is corrupted by the channel.

The constellation mapping blocks introduce 
the students to several modulation schemes, and 
their performance and robustness to errors.

The use of the final RRC filtering block in 
the educational process can be twofold: first, it 
can reinforce the digital signal processing (DSP) 
background of the students on digital filter design 
as well as offer a textbook illustration of the 
Nyquist pulse shaping criterion and the concept 
of matched filtering; second, it allows discussion  
about the spectral efficiency of the chosen modu-
lation scheme and more high-level topics such as 
spectrum regulation, where such a filter is used to 
meet spectrum mask constraints. 

As introduced before, students receive a par-
tial implementation of the transmitter, starting 
from the LDPC encoder onward. This is done 
to specifically introduce or reinforce the topics 
covered by the BB processing and BCH blocks, 
which are taught in the remaining subjects stud-
ied during the academic year.

dEsIgn And ImplEmEntAtIon of thE 
wIrElEss vIdEo lInk

Design Phase: When the complete picture of 
the transmitter is clear, students need to design 
the BB processing and FEC blocks. 

For the design of the BB processing an input 
interface, CRC-8 encoder, frame builder (BB 
header insertion), and scrambler need to be 
designed. In the ZyBo architecture the incoming 
MPEG-2 video stream is delivered in byte form, 
while the transmitter must process one bit per 
clock cycle. Therefore, the input interface must 
serialize this data stream and handle the synchro-
nization of the transmitter with the camera to 
ask for a new byte of data only when the previ-
ous one has been processed and the remaining 
blocks are ready. Regarding the frame builder, the 
students need to choose the appropriate values 
of the header according to the application and 
build the BB frames, ensuring that the incoming 
video stream is fragmented to fit within the frame 
length. For the CRC-8 encoder, a linear feedback 
shift register (LFSR) must be designed in order 
to compute the checksum. This design can be 
reused for the scrambler, teaching the students 
the different applications of LFSRs.

For the design of the BCH encoding block, 
the standard describes the mathematical opera-
tion using polynomial division. Students need to 

Figure 4. DVB-S2 transmitter block diagram. Shaded blocks are to be imple-
mented by students during the project.
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understand this operation and how the result is 
obtained, but implementing it this way would not 
be feasible in the FPGA. They need to again relate 
this operation with LFSR and propose a simple 
design for computing the BCH parity bits.

Implementation Phase: The implementation 
phase covers the actual coding of the selected 
sub-blocks, based on the proposed design. As 
testing and debugging a VHDL implementation 
with the off-the-shelf receiver results in a com-
plex and binary process (it correctly receives 
and decodes the signal if there is no error in the 
implementation and completely fails to do so if 
there is), several standard compliance testbenches 
are provided to help locate faults in sub-blocks. 
This reinforces their critical thinking and teach-
es them the process of modular design, imple-
mentation, and debugging. The tests use custom 
test vectors containing the bitstreams before and 
after each block, so the code can be tested in 
pieces. Students are provided with tests for the 
BB processing with and without scrambler, the 
BCH encoder, the full FEC module, and finally the 
full transmitter, in which handshaking issues are 
tested. In order to test the handshaking, a bit_
ready and bit_valid input and output port 
for each sub-block are defined. Each of the blocks 
coded by the students needs to process the signal 
only when the incoming bit is valid, while always 
waiting to deliver the output until the next block 
is ready to receive it. We generate random pulse 
sequences in these signals to ensure the proper 
synchronization of the whole transmitter. In this 
way, the students become aware of not only the 
theoretical concepts but also the practical chal-
lenges of a real-life system.

Once all tests are passed, the VHDL project is 
compiled and flashed into the FPGA for perfor-
mance testing. In this last phase students need to 
also become familiar with the software for con-
trolling the transmitter, and will finally be able to 
see the streaming of the camera.

Milestones and Deliverables: The wireless 
video link is expected to be designed and imple-
mented during 10 weekly worksessions of 5 
hours. There are three milestones in the global 

planning, which correspond to the three manda-
tory demo sessions planned for the first semester. 
The expected milestones are depicted in Fig. 5.

The design phase takes place during the first 
four weeks, and its main deliverable is a complete 
pseudocode design of the BB processing and 
BCH blocks using a finite state machine (FSM) 
approach. The complete DVB-S2 standard as well 
as material covering FSM design and VHDL cod-
ing is given to the students in this phase.

The implementation phase is divided into two 
sub-phases: another four weeks are planned for 
the VHDL coding, testing, and flashing into the 
FPGA, with two optional sessions at the end. 
These two sessions may be used for implementing 
adaptive coding and modulation (ACM) on the 
transmitter, characterizing its performance vs. sig-
nal-to-noise ratio (SNR) through a measurement 
campaign or simply finishing the project in case it 
is not done by then.

studEnt progrEss And fEEdbAck

Figure 6 shows the progress of the students 
during the first semester of the current academic 
year. The main conclusion that can be obtained 
is that the course represents a very challenging 
but achievable task for the students. Their perfor-
mances are well spread, with all groups except 
one having a working VHDL code after the 10 
sessions. However, the optional tasks (ACM and 
characterization of performance vs. SNR) were 
neglected by all groups. 

Additionally, after the final week students are 
asked to submit a report providing feedback on 
the course. They have to reflect on the main diffi-
culties found during the project and express their 
level of satisfaction with the results obtained and 
the learning process. A comparison with other 
project-based courses studied before as well as 
suggestions to improve the project for coming 
academic years are also asked. 

Regarding the main difficulties, understand-
ing the standard was the common one for all 
groups. However, while perceived as difficult, the 
standard did improve the overall satisfaction of 
the students with the learning process. The vast 
majority of them reported that, although challeng-
ing, they preferred using a real application as the 
driver for learning VHDL. This is contrary to other 
project-based learning courses they have done. 
Moreover, as the standard covers more topics 
than they have already studied, they appreciated 
being introduced to them. As a general sugges-
tion, some initial sessions explaining the standard 
in more detail would have reduced the complexi-
ty of the project.

summAry of EducAtIonAl AspEcts
First, through the study of a real standard that is 
naturally decomposed in layers and functional 
blocks per layer, students learn how the divide and 
conquer approach is done in real technologies.

Second, students get their first hands-on expe-
rience in VHDL coding. After understanding the 
basics of VHDL, they learn to implement the indi-
vidual blocks and to connect them considering 
the relevant interdependencies. 

Of particular interest is the fact that students 
learn not only the relevant functionality for DVB-
S2, but also how to implement this efficiently 

Figure 5. Expected schedule and milestones for the design and implementation 
phases of the wireless video link module. Extra time slots are reserved to 
optionally extend the functionalities of the transmitter, or to ensure that the 
baseline transmitter is working.
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in an FPGA. Here, they learn to understand the 
trade-off between functionality and implementa-
tion, and see how a standard is actually a repre-
sentation of this trade-off. 

Next to technical skills, students also improve 
their soft skills. Project management, planning, and 
communication also play a crucial role in EAGLE 
in order to meet the target deadlines. Students 
first have to decide how to divide the team of ten 
people over the different modules, how to meet 
regularly to discuss progress, and how to interact 
with the technical experts. It involves having discus-
sions and making decisions with other teams about 
the functional decomposition of the tasks and the 
interfaces between the teams in order to guaran-
tee smooth integration. It is very interesting to see 
that there is a strong correlation between technical 
progress and teamwork; that is, teams that have 
good planning, communication, and teamwork 
skills also outperform on the technical milestones.

Finally, students learn to write technical reports 
about the progress they made and the problems 
they encountered. This helps them to identify 
what is going wrong, narrow down the problem 
to the real bottleneck, and learn how to avoid it 
in the future.

conclusIons
In this course we used the DVB-S2 standard to 
teach students how to go from theory to prac-
tice and how to manage a complex engineering 
project.

There was some initial skepticism about the 
challenging nature of the project, and during the 
first two to four weeks students indeed felt over-
whelmed. But it was remarkable to see that, after 
the initial reading of the standard, students con-
quered the most important insights, managed to 
get their VHDL code implemented, compiled, and 
tested, and delivered a working prototype. This 
disproves the idea that standards are too complex 
for Bachelor student education.

Several parts of the project were already given 
to the students. Depending on the curriculum and 
time allocated for the course, more blocks could 
be covered. If knowledge about PCB design or 
control of an analog front-end is needed, students 
could be asked to design a transmitter or focus 
more on the control of the front-end. If more focus 
is on baseband modulation theory, students could 
be asked to implement the extension for terrestrial 
broadcast, DVB-T2. It could also be interesting to 
compare the performance of both indoor and out-
door scenarios and understand the impact of multi-
path fading. If more focus is on the higher layers 
of the protocol stack, such as IP encapsulation or 
even the application layer, students can be asked 
to focus on the network stack. Finally, even appli-
cation layer video compression could be optimized 
to meet the specific requirements of the EAGLE 
mission, and the students could be introduced to 
the concepts of cross-layer design.

As a conclusion and to emphasize the benefits 
of using a standard in a project-based learning 
course, being able to recognize a familiar plat-
form (TV broadcasting) and learning the standard 
increases the motivation of the students to learn 
VHDL and code the transmitter, contrary to build-
ing a completely made up project that is not relat-
ed to a real-world application.

rEfErEncEs
[1] A. M. Agogino et al., “Making Connections to Engineering 

During the First Two Years,” Proc. 1992 IEEE Frontiers in 
Education Conf.

[2] M. J. Pavelich, B. M. Old, and R. L. Miller, “Real-World 
Problem Solving in Freshman/Sophomore Engineering,” J. 
Gainen and E. Willemsen, Eds., Fostering Student Success in 
Quantitative Gateway Courses, Jossey-Bass, 1995.

[3] “Digital Video Broadcasting (DVB); Second Generation Fram-
ing Structure, Channel Coding and Modulation Systems for 
Broadcasting, Interactive Services, News Gathering and Other 
Broadband Satellite Applications (DVB-S2),” Nov. 2014, 
https://www.dvb.org/standards/dvb-s2, accessed Feb. 2017.

[4] Xilinx Inc. Zybo Zynq-7000 ARM/FPGA SoC Trainer Board, 
https://www.xilinx.com/products/boards-and-kits/1-4azfte.
html, accessed Feb. 2017.

[5] C. L. Dym et al., “Engineering Design Thinking, Teaching, 
and Learning,” J. Engineering Education, vol. 94, 2005, pp. 
103–20.

[6] A. J. Dutson et al., “A Review of Literature on Teaching 
Design Through Project-Oriented Capstone Courses,” J. 
Engineering Education, vol. 76, no. 1, 1997, pp. 17–28. 

[7] B. Bennett et al., “DVB-S2 Benefits for Military Broadcast 
Systems,” MILCOM 2005, Atlantic City, NJ, 2005, vol. 1, 
pp. 148–54.

[8] KU Leuven, Project and Design EAGLE Course, https://
onderwijsaanbod.kuleuven.be/syllabi/n/H01Q6CN.htm (in 
Dutch), accessed Feb. 2017.

[9] “Unidirectional Lightweight Encapsulation (ULE) for Trans-
mission of IP Datagrams over an MPEG-2 Transport Stream 
(TS),” IETF RFC 4326, https://tools.ietf.org/html/rfc4326, 
accessed on Febr. 2017.

[10] A. Mayer et al., “Analytical and Experimental IP Encapsu-
lation Efficiency Comparison of GSE, MPE, and ULE over 
DVB-S2,” 2007 Int’l. Wksp. Satellite and Space Commun., 
Salzburg, Austria, 2007, pp. 114–18.

[11] Zedboard, Xilinx Zynq-7000 ARM/FPGA SoC Based Devel-
opment Board, http://zedboard.org/product/zedboard,  
accessed Feb. 2017.

[12] Raspberry Pi Camera Module v2, https://www.raspberrypi.
org/products/camera-module-v2/, accessed Feb. 2017.

[13] TBS5980 QBOX CI DVB-S2 TV tuner USB, external TV 
tuner box for laptop and PC, http://www.tbsdtv.com/
products/tbs5980-dvb-s2-ci-tv-tuner-usb.html, accessed Feb. 
2017.

Figure 6. Student progress on the milestones. In 
the design phase all teams were able to make 
a plan and a correct VHDL design, although 
two teams did not follow an FSM approach and 
used multiple if else statements. In the imple-
mentation phase one team was able to finish in 
less than eight sessions, and four teams finished 
in ten sessions. Three teams had minor bugs in 
the FPGA implementation, while one team was 
not capable of having a working VHDL code.
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AbstrAct

The IETF 6TiSCH stack encompasses 
IEEE802.15.4 TSCH, IETF 6LoWPAN, RPL, and 
CoAP. It is one of the key standards-based tech-
nologies to enable industrial process monitoring 
and control, and unleash the Industrial Internet of 
Things (IIoT). The 6TiSCH stack is also a valuable 
asset for educational purposes, as it integrates an 
Internet-enabled IPv6-based upper stack with state-
of-the-art low-power wireless mesh communication 
technologies. Teaching with 6TiSCH empowers 
students with a valuable set of competencies, 
including topics related to computer networking 
(medium access control operation, IPv6 network-
ing), embedded systems (process scheduling, 
concurrency), and wireless communications (multi-
path propagation, interference effects), as well as 
application requirements for the IIoT. This article 
discusses how the 6TiSCH stack can be incorporat-
ed into existing and new curricula to teach the next 
generation of electrical engineering and computer 
science professionals about designing and deploy-
ing such networks. It also gives a comprehensive 
overview of the 6TiSCH stack and the tools that 
exist to support a course based on it.

IntroductIon
All signs indicate that the Industrial Internet of 
Things (IIoT) revolution is upon us. This revolu-
tion relies on ubiquitous low-cost sensor- and 
actuator-enabled devices with constrained com-
putational capabilities that operate autonomous-
ly and are connected to the Internet through 
low-power wireless communication technologies. 
The deployment of such devices within the fac-
tory floor will bring together operation technolo-
gies (OT) and information technologies (IT), and 
enable industrial process monitoring and control 
applications. It is therefore of great importance to 
train the next generation of electrical engineering 
(EE) and computer science (CS) professionals on 
these low-power wireless communication technol-
ogies and standards that will be used to connect 
devices to the Internet in the industrial space.

We have observed a rising trend to use Wi-Fi 
(IEEE 802.11) and the IPv4 stack as the commu-
nication standards to teach IIoT-related courses. 
We acknowledge that there are many benefits 
to using Wi-Fi and IPv4 for this purpose, includ-
ing the fact that Wi-Fi connectivity is ubiquitous, 
and IPv4 is still the de facto protocol stack to con-

nect to the Internet. However, if the focus is on 
connecting devices to the Internet for industrial 
applications, this approach is flawed for several 
reasons. First, Wi-Fi is not low-power and does 
not provide the determinism and robustness levels 
required by industrial applications, thus limiting 
its applicability. Second, the IPv4 stack has been 
superseded by the IPv6 stack, which provides sev-
eral advantages in terms of simplicity, scalability, 
efficiency, quality of service, and security. Third, 
chips implementing Wi-Fi and IPv4 are typical-
ly provided as a black box, thereby limiting the 
opportunities to learn how they operate at the 
lower levels.

In contrast, standards for low-power wireless 
communications specifically targeted at the IIoT 
are reaching technical maturity and being adopt-
ed by industries around the world. One partic-
ular set of standards is being developed by the 
Internet Engineering Task Force (IETF) 6TiSCH 
standardization Working Group. 6TiSCH builds 
on the IEEE802.15.4 time slotted channel hop-
ping (TSCH) link layer without changing it, and 
combines it with an IPv6-ready “upper stack.” The 
result is the best of both worlds: industrial-grade 
performance and ease of integration into the 
Internet. Despite the fact that the standardization 
process is not finished, there are “pre-6TiSCH” 
products already available on the market, such as 
Linear Technology’s SmartMesh IP.

Compared to the Wi-Fi/IPv4 approach, there 
are several elements that make 6TiSCH an ideal 
match to teach how to connect devices to the 
Internet. First, it is based on truly low-power wire-
less mesh communication technology that has 
been validated in the industry for the past decade. 
Second, it is based on next-generation Internet 
standards currently being developed, which 
allows following the standardization process and 
learning from it. Third, it is a simple but complete 
stack, making it easy to understand the basic con-
cepts but allowing us to go deep into protocols 
and the implementation details.

This article shows how 6TiSCH can serve as 
an accelerator for students to learn a fully stan-
dards-based communication stack and get familiar 
with key IIoT protocols.

technIcAl overvIew of 6tIsch
This section offers an overview of 6TiSCH, dis-
cussing the protocol stack, its relevance, and suc-
cess stories.

Teaching Communication Technologies and 
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the 6tIsch Protocol stAck
Figure 1 shows the 6TiSCH protocol stack. It is 
composed of standards developed by the IEEE1 
and the IETF.2 Together, these standards achieve 
IPv6-based end-to-end connectivity while meet-
ing the determinism, robustness, and low-power 
operation required for battery-operated devices 
targeted at industrial process monitoring and con-
trol applications [1].

This section provides a brief introduction to 
each layer in the 6TiSCH stack — from the bottom 
up — highlighting the educational potential of each.

IEEE 802.15.4 defines the physical and data 
link layers for low-power wireless communica-
tion between battery-operated devices. It offers 
an appropriate trade-off between transmit power 
(0–10 dBm), data rate (250 kb/s), and maximum 
payload size (127 bytes). The new IEEE 802.15.4 
TSCH mode is targeted at demanding industri-
al applications. TSCH combines network-wide 
synchronization and channel hopping to achieve 
over 99.999 percent end-to-end reliability and 
over a decade of battery lifetime.

TSCH is a basic but complete link layer proto-
col to teach students the basics of multiple chan-
nel access, frequency diversity, scheduling, and 
coexistence. It trades off throughput with packet 
error rate and delay by scheduling more or less 
redundant transmissions. Students can derive 
equations and perform simulations to learn how 
to do the performance analysis of TSCH-enabled 
networks of various sizes.

The IETF 6top Protocol (6P) [2] is being 
standardized by the 6TiSCH Working Group. It 
defines a distributed scheduling protocol whereby 
neighbor nodes negotiate to add/remove one 
or multiple cells in the TSCH schedule. Each cell 
is a “communication opportunity” for the neigh-
bor nodes to exchange a link layer frame. Adding 
more cells increases the bandwidth and lowers 
the end-to-end latency, while at the same time 
increasing the nodes’ power consumption.

6P is a simple protocol that allows students to 
not only see how the TSCH schedule is managed 
“down to the wire,” but also touch on notions 
such as schedule consistency, network stability, 
and network churn.

IETF 6LoWPAN [3] allows long IPv6 packets 
(up to 1280 bytes) to fit into short IEEE 802.15.4 
frames (at most 127 bytes). It is composed of two 
main mechanisms. First, it defines rules for com-
pacting the IPv6 header. This is done by:
1. Removing fields that are not needed
2. Removing fields that always have the same 

contents
3. Compressing the IPv6 addresses by inferring 

them from link layer addresses
The result is that the 40-byte IPv6 header gets 
compacted down to a couple of bytes in the most 
favorable case. A low-power border router (LBR) 
sits at the edge of the low-power wireless net-
work and is responsible for doing the transparent 
IPv66LoWPAN and 6LoWPANIPv6 transla-
tion: a computer outside the low-power wireless 
network interacts with a low-power wireless 
directly with its IPv6 address. Second, it defines 
fragmentation rules so that multiple IEEE 802.15.4 
frames can make up one IPv6 packet.

6LoWPAN allows students to really understand 
every single bit in the IPv6 header and feel the 

power of the Internet. That is, once the devices 
implement 6LoWPAN correctly and the LBR is run-
ning, just by injecting a correctly formatted pack-
et into the Internet, the tiny low-power wireless 
device sitting on the student’s desk can interact 
with a computer halfway around the globe.

IETF RPL [4] is an intra-domain routing proto-
col for low-power wireless mesh networks. RPL 
organizes the network into a directed acyclic graph 
(DAG) rooted at a gateway device that connects 
to the Internet. As with other distance vector pro-
tocols, devices regularly advertise their distance to 
the root, allowing neighbors to compute their own.

Despite being “simple” (there are only two 
required packet formats), by playing with RPL 
students can understand the complexity of main-
taining a coherent multihop routing structure in a 
network made up of “lossy” wireless links.

IETF Constrained Application Protocol (CoAP) 
[5] is the “HTTP for constrained devices.” It turns 
every low-power wireless device into a web server 
and a browser, and allows web-like interactions. A 
constrained node can publish its sensor readings 
onto a server on the Internet, or a smartphone can 
operate smart blinds, all by using the communica-
tion paradigms of the Internet. Extensions to popular 
browsers and open-source libraries make adding 
CoAP support to an computer application easy.

CoAP is not particularly complicated from a 
protocol point of view; its header is 4 bytes long 
and it is “just” an application protocol. But by 
using this protocol, students can “put everything 
together” and really get that interacting with a 
6TiSCH devicesis just as easy as interacting with a 
web browser. Moreover, thanks to standardization, 
there is no need to learn exotic protocols, as third 
party libraries and tools are readily available.

success storIes And relevAnce

The 6TiSCH stack did not come out of thin air; 
it is the result of a rigorous multi-year standard-
ization effort. 6TiSCH is the latest generation of 
protocols exploiting TSCH technology, and inher-
its from the lessons learned from TSMP (2006, 
proprietary protocol), WirelessHART (2008), and 
ISA100.11a (2011).
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Figure 1. The IETF 6TiSCH protocol stack, com-

posed of IEEE 802.15.4, IETF 6P, 6LoWPAN, 
RPL, and CoAP.
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Since its formation in October 2013, 6TiSCH 
has followed the rigorous IETF standardization 
process. Three hundred ninety-eight people 
— with a mix of technology providers, end-user 
companies, and academics — follow the standard-
ization activity of the group through its mailing list 
and periodic face-to-face and online meetings.

Several companies have commercialized or 
are preparing “pre-6TiSCH” products. One exam-
ple is Linear Technolgy’s SmartMesh IP product 
line. A vibrant community has grown around 
6TiSCH, with open source implementations, open 
hardware platforms, open testbeds, “pre-6TiSCH” 
commercial off-the-shelf solutions, simulation plat-
forms, and other tools.

There is a clear momentum behind the 6TiSCH 
stack. From an educational perspective this means 
that it makes sense to teach 6TiSCH to next gen-
eration EE and CS professionals, facilitated by a 
wide availability of tools and implementations. 
One challenge is, of course, that the standardiza-
tion activity is ongoing, which means the technol-
ogy might still evolve.

IIot course objectIves
The topic of “Industrial IoT” is an educational 
goldmine. A course on IIoT should be targeted 
at the advanced undergraduate or graduate level. 
It can target both EE and CS students, and can 
be taught to mixed groups. Ideally, prerequisites 
include classical computer networking, computer 
architecture, computer programming, and digital 
electronics. Depending on the type of course, 
some of these requirements can be lifted, at the 
cost of more “hand-holding” of students.

Probably the most specific factor of an IIoT 
course — and a key differentiator with other cours-
es at that level — is its systems nature. That is, the 
course will allow the student to “put everything 
together” and build a minimal but fully function-
al device that connects the physical and digital 
worlds by interfacing physical sensors and actua-
tors to a micro-controller, and interacts with other 
devices on the Internet. During the process, the 
student will be able to get his/her hands on the 
complete chain (hardware, software, standards) 
and put his/her prior knowledge to the test.

One important limitation of 6TiSCH is that 
standardization is still underway, so the techni-
cal specifications the students will be working on 
might not be stable.

core educAtIonAl focus

There are three core educational focus points to 
an IIoT course.

Core Focus 1: Medium Access Proto-
cols. What makes 6TiSCH different from other 
low-power wireless technologies is the fact that it 
uses TSCH technology. Hence, a good first focus 
point are medium access control (MAC) proto-
cols. In particular, the first goal is to teach the 
students about the main challenges of building a 
reliable low-power wireless network: multi-path 
fading and external interference. The instructor 
can then touch upon TSCH, the technique used 
to achieve both channel hopping (to bring reliabil-
ity) and low-power operation.

Core Focus 2: Standardization Process. Based 
on core focus 1, the course can then focus on the 
standards that exploit channel hopping and synchro-

nization. This discussion is a great way to introduce 
the standardization process: What are the main stan-
dardization bodies? Who contributes to them and 
for what reasons? It is a good idea to highlight what 
makes the IEEE and the IETF different, but stressing 
the point that they both contribute equally to build-
ing the Internet. Somewhat counterintuitively, stan-
dardization is usually well received by students who 
appreciate learning about what it takes to turn an 
idea into interworking devices. 6TiSCH, still being 
standardized, is a great opportunity to learn about 
the process as standardization happens.

Core Focus 3: End-to-End Systems. The goal 
of any IoT system, including the IIoT, is to connect 
low-power wireless devices to the Internet. Prob-
ably the most important focus in a course is to 
take a systems approach and build an end-to-end 
system. Students are usually very engaged when 
“seeing it all work together.” It is therefore import-
ant to spend some time discussing the backend 
system (including turn-key solutions such as 
MQTT, Node-Red, Thingworx, and IBM Bluemix).

oPtIonAl educAtIonAl focus

An additional three focus points can be added as 
options to the course, depending on the students’ 
background and interests.

Optional Focus 1: Low-Level Programming 
(for CS). CS students usually enjoy getting to the 
bottom of a computer system, and the embedded 
nature of an IIoT system is a great example. The 
availability of open source implementations are 
a great opportunity to discover the inner details 
of embedded operating systems (concurrency, 
task switching, memory footprint) and low-level 
peripherals (timers, communication buses, radio 
transceivers).

Optional Focus 2: Hardware (for EE). IIoT 
devices are low-power wireless and battery oper-
ated in the vast majority of cases. They consist of 
a micro-controller and a radio connected to sen-
sors and actuators. Hence, they present a unique 
opportunity to delve into the design of low-power 
circuits (including the trade-off between perfor-
mance and power consumption when choosing a 
micro-controller and a radio chip) and the integra-
tion of sensors and actuators. Advanced groups 
can even go through the exercise of manufactur-
ing and characterizing a printed circuit board.

Optional Focus 3: Security (for CS and EE). 
The cyber-physical nature of the IIoT, combined 
with the critical requirements of the industrial appli-
cations in which it is used, makes the importance 
of security clear to the students. With IIoT, it is 
important to stress that security does not come as 
an optional add-on, but must be built in from the 
start. As with all systems, security is built into every 
layer of the protocol stack, including link layer 
(Cisco Call Manager [CCM]), transport (Datagram 
Transport Layer Security [DTLS]), and application 
(object security). A security focus point should con-
tain an overview of these different levels and some 
hands-on exposure to at least one of them.

tools And resources Around 6tIsch
This section serves as a listing of the 6TiSCH-relat-
ed tools and resource available to a person teach-
ing IIoT using 6TiSCH. We only list the tools and 
resources the authors of this article have either 
used for teaching, or have directly contributed to.

There is a clear 
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oPen source AcAdemIc ImPlementAtIons
As detailed in [6], 6TiSCH is now supported by 
the three major open source low-power wireless 
stacks:

OpenWSN3 [7] is an open source implementa-
tion specifically targeted at 6TiSCH. It was started at 
the University of California (UC) Berkeley in 2010, 
and has been considered the reference implemen-
tation for the 6TiSCH protocol stack, including in 
6TiSCH interoperability events. Its use in research and 
industrial applications is increasing, and OpenWSN is 
now supported on the most popular platforms. There 
are several tutorials available. OpenWSN includes the 
OpenSim emulator, detailed below.

Contiki4 is an open source operating system 
targeting low-power devices and aiming to provide 
the user with a complete toolbox for the design of 
IoT solutions. There are plenty of examples of how 
to use it online, and it is coupled elegantly with 
the Cooja simulator, which enables simulation of a 
protocol implementation before it is deployed in a 
testbed. Currently, Contiki supports TSCH. 

RIOT5 is an open source operating system for 
the IoT. It is developer friendly, as it allows easy 
programming in C/C++ and is supported by a 
wide range of platforms. Currently, RIOT supports 
TSCH through the OpenWSN project.

oPen hArdwAre PlAtforms

In principle, all hardware platforms that include a 
micro-controller and an IEEE 802.15.4 radio trans-
ceiver are suitable for implementing the 6TiSCH 
stack, since the core requirement to support it is a 
timer with capture and compare registers. For exam-
ple, the 6TiSCH stack has been successfully ported 
on the TelosB platform, which was developed at UC 
Berkeley back in 2004. Modern platforms based on 
the Cortex-M architecture are better suited to sup-
port the 6TiSCH stack given the fact that they are 
less constrained in terms of RAM and Flash memory.

A good example is the OpenMote platform6 
(Fig. 2), which was developed at UC Berkeley in 
2013 as a replacement for the TelosB. The Open-
Mote platform is based on the Texas Instruments 
CC2538 system on chip (SoC). The main advan-
tage of the SoC architecture compared to the 
dual-chip approach is that it removes the timing 
limitations associated with the micro-controller 
to radio transceiver communications based on a 
bus. This is particularly important for the 6TiSCH 
time-sensitive implementation.

oPen testbeds
Testbeds are an important tool for teaching since 
they enable large-scale experimentation while 
removing the need for each student to buy hard-
ware [8].

The IoT-Lab7 is a 2728-node testbed deployed 
over 7 locations in France and Germany. Three 
main hardware platforms are supported in the IoT-
LAB to conduct experiments, representative of 
the variety of IoT hardware. IoT-LAB offers a web-
based reservation system, a set of tools that enable 
application development and real-time debugging, 
and tools to measure current consumption.

TutorNet8 is a 100-node low-power wireless 
embedded IoT testbed that has been operational 
for nearly 10 years. It has been used for research 
and teaching of many WSN protocols, including 
multi-channel scheduling and routing protocols rel-

evant to 6TiSCH. Originally consisting of TMote 
Sky nodes, it is currently being upgraded to the 
OpenMote platform to support new operating sys-
tems, such as OpenWSN and RIOT, and new stan-
dards like 6TiSCH. The testbed allows researchers 
to deploy code on any subset of nodes, run the 
experiments, and collect the data. Currently, visual 
tools to program the nodes are being developed, 
and the whole software package is being docu-
mented to allow for replication at other institutions.

“Pre-6tIsch” commercIAl off-the-shelf solutIons

The 6TiSCH standardization process is not finished 
yet, so commercial 6TiSCH products do not exist. 
That being said, several “pre-6TiSCH” commercial 
solutions exist, which combine the industrial per-
formance of TSCH with an IPv6-enabled stack in a 
way very similar to the approach taken by 6TiSCH.

One example is Linear Technology’s Smart-
Mesh IP product line, which has been commer-
cially available since 2011. The specificity of this 
solution is that Linear Technology manufactures 
its own SoC. The result is a best-in-class solution 
that achieves over 99.999 percent end-to-end 
reliability and over a decade of battery lifetime. 
A SmartMesh IP starter kit9 (Fig. 3) is available 
that contains all the pieces necessary to build and 
benchmark a network. This kit has been used in 
numerous courses and educational materials.

sImulAtIon PlAtforms

Several tools have been created to simulate the 
performance of a 6TiSCH network.

NS-3 is the most widely adopted tool for net-
work simulation. It provides a large database of 
protocols, tools, and propagation models to emu-
late almost any kind of network. There are several 
ongoing efforts to add support for IEEE802.15.4 
TSCH and 6TiSCH.10

The 6TiSCH simulator11 is a Python-based 
high-level simulator maintained by the 6TiSCH 
Working Group. It allows students to benchmark 
the performance of a network implementing the 
full 6TiSCH stack.

OpenSim is the emulator that is part of the 
OpenWSN project. That is, the OpenWSN firm-
ware can be compiled as a Python extension 
module, and run within OpenVisualizer, the 
OpenWSN software running on the gateway 
computer. In this setup, the same firmware runs, 
and allows debugging and performance estima-
tion without requiring real hardware.

3 https://www.openwsn.org/ 

4 http://www.contiki-os.org/ 

5 https://riot-os.org/ 

6 http://www.openmote.
com/ 

7 https://www.iot-lab.info/ 

8 http://anrg.usc.edu/www/
tutornet/ 

9 http://www.linear.com/
solutions/3106 
10 https://github.com/EIT-
ICT-RICH/ns-3-dev-TSCH 

11 https://bitbucket.
org/6tisch/simulator/

Figure 2. The OpenMote platform with the OpenUSB carrier board. The 
OpenUSB contains various sensors (temperature, relative humidity, light, 
3-axis acceleration) and allows a user to reprogram it over USB.
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Cooja is a network simulator linked to the 
Contiki project. It is developed in Java and is built 
around the concept of the COOJA mote. The 
Contiki native code, written in C, is compiled as 
a shared library for the MSP430 16-bit architec-
ture using the GCC tool chain for the MSP430 
platform. Since Contiki supports the 6TiSCH stack 
using a platform-agnostic approach, it is possible 
to simulate the operation of a node and a whole 
6TiSCH network in Cooja.

mIscellAneous tools

The channel-hopping nature of a 6TiSCH networks 
makes it challenging to capture over-the-air traffic, 
as typical sniffers can only listen to a single chan-
nel at a time. Beamlogic’s sniffer12 listens to all 16 
frequencies in the 2.4 GHz band simultaneously, 
thus allowing the capture of all packets on air. The 
Argus project https://github.com/openwsn-berke-
ley/argus builds on it to allow co-located students 
to share one sniffer through the Internet.

Recent versions of Wireshark13 come with 
6TiSCH dissectors, including IEEE 802.15.4-2015 
and the 6TiSCH 6top protocol. These dissectors are 
developed and maintained by the OpenWSN proj-
ect team.14 There are countless CoAP libraries writ-
ten in virtually all programming languages (including 
Python15), which allow adding CoAP support to 
computer applications. The Copper extension to the 
Firefox browser16 is still the easiest to use.

AvAIlAble exPerImentAl results

Over the last couple of years dozens of papers have 
been published presenting results on the reliability 
[9], energy consumption [10], and synchronization 
accuracy [11] of 6TiSCH, complemented by appli-
cation results exploiting and evaluating the 6TiSCH 
technology [12, 13]. These results bring fundamen-
tal insights into the performance of 6TiSCH.

teAchIng the IIot wIth 6tIsch
The availability of numerous related resources and 
tools makes it easy to use 6TiSCH as a basis for 
an IIoT course. The instructor’s role is to select the 
pieces he/she wants the students to focus on and 
to assemble them in a logical order. With such 
a diversity of educational focus points and tools 
to choose from, we believe it would be wrong 
to recommend a single course outline. Rather, 
we highlight the two main questions an instructor 
should ask him/herself when preparing a 6TiSCH-

based course. For instructors in a hurry, we list 
several completely packaged and ready-to-teach 
6TiSCH materials.

Add to An exIstIng course or A new course?
As an instructor, a first question to ask is wheth-
er the IIoT material will be added to an existing 
course or be the basis of a full new course.

The first approach is adding 6TiSCH to an 
existing course. Courses suitable for such an addi-
tion include introductory courses on computer 
networks, wireless networks, distributed systems, 
and embedded systems. Materials pertinent to 
6TiSCH could be taught as a single module to 
illustrate concepts ranging from protocol layering 
in computer networks to interference mitigation 
in wireless networks. Alternatively, they may be 
interleaved throughout the course, for instance, 
by exposing students sequentially to different lay-
ers of the 6TiSCH stack, as they cover different 
layers of the protocol stack in a bottom-up (phys-
ical to application layer) or top-down (application 
to physical layer) manner.

The second approach is creating a full course 
based on 6TiSCH. The main challenge for such a 
course is that it should be broad and multidisci-
plinary, going from hardware all the way up to the 
application layer. When relying on the 6TiSCH 
standard, it is possible to cover all required pro-
tocols and technologies in one course, as 6TiSCH 
is supported by a broad range of tools used in 
networking design and test, from analysis to 
implementation. Within a full 6TiSCH course, we 
recommend a four-fold methodology that allows 
coverage of both the theoretical and hands-on 
knowledge:
• Deployment
• Simulation
• Testbeds
• Analysis
Depending on the choice of the instructor, it is 
possible to first start with hands-on experiments 
and then gradually move to simulation and anal-
ysis for understanding and explaining the experi-
mental results. Alternatively, a course can follow 
the traditional design flow, starting from analysis, 
to design and simulation, and finally to deploy-
ment.

oPen source or commercIAl?
One important question to ask ourselves as 
instructors is whether to use an open source 
implementation or an off-the-shelf commercial 
solution.

Understanding the distinction is crucial, and 
it is important for students to also understand it. 
Regardless of the enthusiasm of the communities 
behind them, open source implementations are 
never at the level of commercial solutions. The lat-
ter tend to “just work,” while the former are often 
riddled with little bugs and undocumented subtle-
ties, even if they might appear similar on paper.

As educators ourselves, our rule of thumb has 
been simple. For a course that focuses on building 
a real system which just works, we use a commer-
cial solution for the low-power wireless portion. 
For a course that focuses on the internals of the 
wireless system, an open source implementation 
is acceptable, as long as the students are reason-
ably comfortable with the tools involved.

Figure 3. Linear Technology’s SmartMesh IP starter kit allows students to exper-
iment with the market leading low-power wireless IIoT solution.
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12 http://www.beamlogic.
com/ 
 
13 https://www.wireshark.
org/ 
 
14 https://github.com/open-
wsn-berkeley/dissectors 
 
15 https://github.com/open-
wsn-berkeley/coap 
 
16 https://addons.mozilla.
org/en-US/firefox/addon/
copper-270430/

http://www.beamlogic.com/
https://www.wireshark.org/
https://github.com/openwsn-berkeley/argus
https://github.com/openwsn-berkeley/dissectors
https://github.com/openwsn-berkeley/coap
https://addons.mozilla.org/en-US/firefox/addon/copper-270430/


IEEE Communications Magazine • May 2017 137

Building an IIoT system is complex, as it con-
sists of a chain of elements (sensors, operating 
system, protocol stack, backend system, etc.) 
where each of them can fail. In our experience, 
using a commercial solution has allowed students 
to “go further” and build more polished solutions, 
at the cost of hiding some of the details of the 
low-power wireless network.

teAchIng trAck record And teAchIng resources

The authors of this article have been using 
6TiSCH as a vehicle for teaching the IIoT from 
half-day tutorials at conferences to a multi-week 
advanced undergraduate teaching courses. As a 
result, a lot of material has been prepared, which 
is readily available for instructors to use.

For a course using the open source approach, 
the OpenWSN project has been the foundation 
for half a dozen short courses. All the material, 
including presented slides, virtual machines, and 
pictures, are maintained on the project website.

For a course using the commercial approach, 
the DustCloud community17 has been maintain-
ing the “Dust Academy,” a series of 32 labs stu-
dents can follow using a SmartMesh IP starter kit. 
This material is ready to be presented, and instruc-
tors can get access to instructor-specific material, 
including the answers to the questions.

conclusIon
The 6TiSCH stack is an educational goldmine. It is 
a combination of protocols for the IIoT, resulting 
from a rigorous standardization process in the 
most prominent standardization development 
organizations. The 6TiSCH stack is widely seen 
as the key enabler for the IIoT, as it combines the 
performance of proven industrial low-power wire-
less communication technologies with the ease 
of use of an IPv6-enabled stack. A vibrant com-
munity has grown around it, making a plethora of 
tools and resources available to instructors, from 
open source implementations to “pre-6TiSCH” 
commercial products.

This article serves as a guide for an instructor 
to teach an IIoT course using 6TiSCH. Rather than 
recommending a single approach, it describes the 
educational focus points of an IIoT course, pro-
vides an exhaustive list of the tools and resources 
available, and discusses the key options an instruc-
tor has to choose when preparing the course.
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AbstrAct

Technical standards support compatibility and 
interoperability among numerous entities exist-
ing in the telecommunications market. However, 
the university curricula rarely include standards 
analysis and rarely encourage students to create 
solutions that are based on the standards. This 
fact poses a hindrance in the adoption of new 
technologies due to the fact that recent graduates 
as young professionals will most certainly have 
difficulties in using new standards they may get 
in touch with on their first job. In our approach, 
we acknowledge the need for students to work 
with standards before they graduate. Research 
activities, connected with industrial projects in 
which application of new standardized technolo-
gies is in focus, are combined with student proj-
ects, enabling students to get their own hands-on 
experience in analyzing and applying telecommu-
nications standards. As the result, students gain 
valuable experience for their future careers, an 
academic setting is used as a safe environment 
for testing and possibly even enhancing new stan-
dards, and the industry attains deeper knowledge 
about standards and technologies that could be 
used in their real-world deployments.

IntroductIon
The telecommunications sector is guided by rapid 
innovation, bringing new technological marvels 
at an unprecedented rate. Every year we are 
witnessing the deployment of not just upgrad-
ed versions of existing, but also completely new 
technologies. In the area of telecommunications, 
this roughly refers to new networking equipment 
building up network infrastructure, new protocols 
enabling their operation and communication, and 
new devices serving as platforms for innovative 
services. However, widespread use of technology, 
old or new, cannot be achieved without at least 
partial standardization.

Technical standards enable compatibility and 
interoperability between numerous devices in 
the telecommunications market. They allow firms 
to focus on specific individual components with-
in the telecommunications system, which they 
do not need to develop themselves entirely, as 
their products are now compatible with other 
firms’ products. Consumers gain more certainty 
in products they are offered on the market, and 
more choice because standards increase com-

petition between firms. Development of devices 
connecting to the existing network infrastruc-
ture, offering services, and communicating with 
the help of various protocols would be next to 
impossible without standardization efforts build-
ing common ground for particular technologies 
to be used.

Competing incompatible technologies can 
bring a specific marketplace to a halt, or even 
irretrievably hinder it. Obviously, a completely 
new technology cannot be standardized before 
it is invented, but as soon as it gains some impor-
tance on the market, some form of standardiza-
tion is inevitable. However, if defined and used 
rigidly, standards also have a tendency to restrict 
new innovation. Therefore, it is important for tele-
communications professionals to understand the 
importance of standards in technology, and if nec-
essary how to read, implement, or even define 
them in practice.

Education should prepare students for their 
future careers. The telecommunications sector, 
as are science, technology, engineering, mathe-
matics, and computer science (STEM-C) fields in 
general, is rapidly changing, which brings many 
challenges to the educational process [1, 2]. High-
er education institutions need to continuously 
adapt to society’s changing demands and new sci-
entific achievements. Telecommunications educa-
tion is not only focused on learning and mastering 
science and the technical skill set of future engi-
neers, but also basics of economics, management, 
and quality assurance.

Technical standards, apart from the very lat-
est still in development, are subject to moderate 
change and, in a very limited scope, are already 
integrated into faculties’ curricula. However, more 
important than bits and pieces of a particular stan-
dard’s content is the notion of their importance, 
as well as the ability of future professionals to 
read them and, if necessary, implement correctly 
in practice. This segment of professional devel-
opment is largely absent from courses students 
can attend in telecommunications or similar study 
programs.

Consequently, when one day on their first 
job, given the task to carefully analyze a partic-
ular standard describing, for example, the new-
est version of a communication protocol or a 
network device, which is not yet available as a 
polished and tested software module ready for 
integration into their firm’s product, most recent 
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graduates would not know what to do and how 
to start the given task. This is a likely outcome 
of the current educational approach due to the 
fact that a particular student can graduate with 
an M.Sc. in a telecommunications related field 
without once being engaged in a practical exer-
cise regarding technical standards. This could 
be potentially avoided if the students, in addi-
tion to learning about standards by listening to 
lectures, which are part of their regular academ-
ic curriculum, were presented with opportuni-
ties to get hands-on experience implementing 
standards by working on team-based student 
projects.

thE lAtEst trEnds In  
tElEcommunIcAtIons stAndArds

We are witnesses of how the complexity and the 
speed of technological development constantly 
increases, and different markets, especially those 
in the field of the telecommunications, show evi-
dence of a higher variety of products and solu-
tions in a more frequent manner. The need for 
technological standardization is growing as suc-
cessful standards allow a large number of market 
players to interoperate and innovate. Consequent-
ly, this helps commercial firms to expand, technol-
ogy to progress faster, and end users to enjoy a 
wider choice range, richer functionality, and lower 
costs.

Standardization efforts are of vital importance 
because they can make a significant difference in 
the success of an innovation by creating a shared 
framework for innovation and establishing the 
rules of the game [3]. Moreover, it has been prov-
en that the structures of convergence in techno-
logical development and standardization show a 
moderate positive correlation [4]. Finally, by pro-
viding a minimum level of quality, the reduction 
of variety, and supporting interoperability or com-
patibility between different parts, standards also 
show economic benefits [5].

In the past only standardization organizations 
played a major role in the telecommunications 
industry to guarantee interoperability between 
products and to allow different voices to be heard 
when it comes to expressing their opinion on the 
future directions the industry should take. How-
ever, the standardization landscape has changed 
over the past 20 years, and now in addition to 
formal standards (i.e., de jure standards) released 
by standardization organizations, there are also 
de facto standards, which can be proprietary stan-
dards developed by a single firm or informal stan-
dards as developed in standards consortia.

Standards consortia are private industry alli-
ances who share the same interest in developing 
technologies for standardization, and unlike for-
mal standardization organizations, they are more 
flexible and able to set standards right on time [6]. 
Although standards consortia lack formal accredi-
tation, their standards can still be widely accepted 
and of great importance, or even follow up cer-
tain formal standards [7]. Finally, the activities of 
formal and informal standardization bodies are 
complementary rather than substitutive, mean-
ing that most technical issues are addressed by 
both formal standardization organizations and 
standards consortia [8].

thE currEnt stAtE In stAndArds 
EducAtIon And thE roAd AhEAd

On their first job, recent graduates can come in 
contact with standardization and standards man-
agement in a variety of ways. On one hand, firms 
that are strategically active in standardization 
expect entry-level staff to have extensive knowl-
edge in this area, and on the other hand firms 
that are not involved in standards and standardiza-
tion have much lower expectations, as they them-
selves are not yet aware of how standardization 
can help them in achieving their business goals 
[9]. However, even in the latter case, when recent 
graduates are not expected to have a certain level 
of knowledge on standards and standardization, 
their knowledge can, for example, enable them to 
set up a new system within a firm.

The need for standardization education as 
part of their academic curriculum has been pre-
viously identified for students across different 
disciplines — technical sciences, business sci-
ence, science of public administration, econom-
ics, and law [10]. The gap between manifest and 
latent needs for standardization education can 
be bridged by a strong national policy, which 
may be a part of a regional policy, and by coop-
eration between government, industry, national 
standards bodies, academia, and other educa-
tional institutions [11]. There are lessons to be 
learned from some Asian countries — in particu-
lar from Indonesia, where in 2010 23 universities 
cooperated with their national standards body, 
and South Korea, where standardization educa-
tion is implemented in particular universities and 
secondary schools [12]. 

When it comes to academia, one of the prob-
lems is that only a limited number of university 
professors pay attention to standardization in 
their education and research activities. The sec-
ond one is that even in cases when there is an 
elective course focused on standardization, it is 
often the case that it may not appeal to students. 
We propose that the solution for this problem 
may be including it in other courses or as a com-
pulsory part of the curriculum at three different 
levels.

The first level would include learning only 
basic information about standardization. Students 
are, for example, presented with links to standard 
documents as part of their regular lectures. In this 
way students become aware of the fact that most 
of the materials they use when learning about 
telecommunications technologies are actually 
based on standards.

The second level would feature specialized 
lecture(s) for more detailed introduction into stan-
dardization issues. Students in these lectures find 
out more details about not only standards, but 
also standardization organizations and their work- 
flows (i.e., specific work groups responsible for 
defining standards and issuing reports).

Finally, the third level would consist of a prac-
tical task (as part of a homework or laboratory 
assignment) of reading the actual technical stan-
dards with practical implementation as the final 
goal. Thus, students become familiar with these 
documents, read them for the first time in their 
professional careers, and then proceed to practi-
cal implementation in defined programming lan-
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guage (if applicable) or write an essay outlining 
the most important characteristics of the technol-
ogy specified in the chosen standard.

However, in addition to professors’ willingness 
to include the topic in their courses, the prob-
lem is the curricula already being full, resulting in 
competition of a standardization topic with other 
more established ones. In order to overcome that, 
we propose a framework presented in Fig. 1. Spe-
cifically, at many universities, the teaching staff is 
involved in different types of activities. Primarily, 
there are educational activities, mainly in the form 
of lectures, but also often in the form of design-
ing and overseeing team-based student projects. 
These are often without a strictly defined syllabus, 
as the content of student projects is specified in 
agreement with their mentors.

Apart from educational activities, the staff is 
also usually involved in research activities and 
projects done in collaboration with the industry. 
We thus propose to combine student teams 
with research teams composed of research 
assistants employed at the university to develop 
standards-based platforms, as seen in Fig. 1. As 
a result, student teams gain valuable insight into 
new technologies based on standards, and by 
working together, research and student teams 
can take on larger amounts of work. Students 
can then afterward use the knowledge gained 
from deploying standards-based platforms with-
in a safe university environment as practical 
knowledge in the industry. Moreover, to gain 
insights into the process of defining standards 
and choosing the areas for which standards 
should be defined, it is strongly encouraged 
that the university staff signs up for member-
ship in standardization bodies with significant 
impact on the area of their interest. The pro-
posed process is iterative, and the results of 
ongoing industrial, student, and research proj-
ects serve as input for new industrial, student, 
and research projects.

good PrActIcEs of stAndArds EducAtIon 
At thE unIvErsIty of ZAgrEb

Using the methodology proposed in the previous 
section, we examined Telecommunications and 
Informatics profiles that are offered at the Uni-
versity of Zagreb Faculty of Electrical Engineering 
and Computing (UNIZG-FER) in Croatia. Educa-
tion at UNIZG-FER is divided into three levels: 
Bachelor, Master, and postgraduate. Courses are 
grouped into categories: Mandatory, Theoretical, 
Specialization, Elective, Mathematics and Science, 
Humanistic or Social, and Skills courses. Our anal-
ysis of telecommunications studies only involved 
the first four categories, as shown in Table 1. Stu-
dents must enroll in all mandatory courses, but 
only a finite number of courses from other cate-
gories, as recommended by maximum European 
Credit Transfer System (ECTS) score for each cat-
egory. In practice, this would roughly map into 30 
ECTS points per student per semester.

lEArnIng About stAndArdIZAtIon In 
dIffErEnt coursEs

We have analyzed the published curricula on the 
official websites of all the courses taught as part 
of Telecommunications and Informatics profiles 
in the fifth and sixth semesters of the Bachelor’s 
study program, and all four semesters of the Mas-
ter’s study program. The results may slightly vary 
year after year as some changes to homework’s 
or laboratory assignments’ content is expected. 
We have also interviewed several colleagues 
from the Department of Telecommunications and 
Department of Wireless Communications. Table 
1 summarizes our conclusions. Several courses in 
the curriculum included instruction on standards, 
especially in those dealing with telecommunica-
tions and networking, although not explicitly stat-
ing such material in the courses’ syllabus.

In the first level of standards education, mate-
rials explaining preeminent communication pro-
tocols, for example, did not present published 
technical standards, but abbreviated overviews 
instead. Notably, links to full texts of the technical 
standards were provided in lectures’ presentations. 
However, our concern is that limited academic 
exposure to standards inadequately prepares stu-
dents to use the protocols professionally. In the 
case of Bachelor studies, there are 50 percent of 
courses with the basic standards education in the 
category of mandatory courses, 25 percent of 
specialization courses, and 33 percent of elective 
courses. At the Master’s level, the situation is the 
following: 17 percent of courses in the category of 
mandatory courses, 63 percent of theoretical, 42 
percent of specialization, and 31 percent of elec-
tive courses offer basic standardization education.

Several courses in second-level standards edu-
cation commit at least one lecture explicitly to 
the overview of technical standards. In the case 
of Bachelor studies, there are two courses with 
standards lectures as defined in syllabus in the cat-
egory of mandatory courses, none in the category 
of specialization courses, and one elective course. 
A similar situation is at the Master’s degree, with 
none of the courses in the category of mandatory 
courses, but 25 percent of theoretical, 21 per-
cent of specialization, and 19 percent of elective 
courses.

Figure 1. The proposed framework for enabling students to get hands-on edu-
cation on standardization.
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Third-level course homework assignments 
required students to read, analyze, and implement 
a technical standard as a programming solution 
or author a report on the subject. Seminars and 
group-project-based courses, of which there are 
two Bachelor and three Master, required students 
to gain a working competency of standardization 
tasks. In the Bachelor’s study program, there are 
only two mandatory, no specialization, and one 
elective course with such a high level of standards 
education. The situation is, as expected, a bit bet-
ter in the Master’s study program with three of 
the courses in the category of mandatory cours-
es, one theoretical, three specialization, and one 
elective course requiring students to analyze and 
practically implement a technical standard. Impor-
tantly, students cannot attend all those courses 
because of limitations in ECTS points in each of 
the course categories. Moreover, standardization 
education in group-project-based courses is lim-
ited to a particular situation and depends princi-
pally on professors’ willingness to include such 
topics. These courses are marked with asterisks 
in Table 1. Unfortunately, the curriculum allows 
students to graduate with an M.Sc. in information 
and communication technologies without once 
being engaged in a practical exercise regarding 
technical standards.

hAnds-on ExPErIEncE In stAndArdIZAtIon EducAtIon

Several years ago, we started to enhance standards 
education using the proposed framework by incor-
porating hands-on experience within five available 
seminar and project-team-oriented courses. These 
courses (i.e., software design project and B.Sc. the-
sis at the Bachelor’s degree, and seminar, project, 
and graduation thesis at the Master’s degree) are 
without a strictly defined syllabus, as the content of 
student projects is specified in agreement with stu-
dents’ mentors. Apart from our educational duties, 
we also work on projects with our industrial part-
ners, such as Ericsson Nikola Tesla (ETK) and the 
Croatian regulatory authority for network industries 
(HAKOM). These projects bring opportunities to 
explore the latest technologies and use them to 
develop our prototype solutions to the problems 
on which we focus.

The institution’s students benefit from hands-on 
experience with state-of-the-art telecommunica-
tions technology by partnering with the industry. 
The aforementioned project-based courses with 
flexible curricula provide us with the best platform 
to achieve this goal. Students work on small-scale 
problems with the latest technologies, expanding 
our competencies in the field. This tactic proved 
useful to UNIZG-FER in applying for a research 
and innovation project symbIoTe, and in defining 

the system architecture. In the next sections, we 
describe three use cases in which teams of stu-
dents worked on industry focused projects.

Case Study 1: Machine-to-Machine Plat-
form with Semantic Support: The research 
focus of 2012–2013 was development of a stan-
dard-based machine-to-machine (M2M) system 
enabling communication between different types 
of devices [13, 14]. Our goal was the student-led 
development of a platform, based on European 
Telecommunications Standards Institute (ETSI) 
technical specifications, that supported semantic 
description of sensors, both physical and virtual 
ones. The performance of semantic repositories 
was meant to be analyzed.

The architecture of the system is shown in Fig. 
2. It consists of virtual sensors (1) that simulate 
changes in the value of the sensor, and send it 
to the eHealth Semantic App started on the 
Cocoon Gateway (2), an implementation of an 
ETSI proposed specification for M2M commu-
nication. Physical sensors (3) are based on the 
Libelium Waspmote platform, and communicate 
with the gateway using the IEEE 802.15.4 stan-
dard. The semantic repository (4) is deployed 
on the Sesame Semantic Server, and stores data 
in an OWLIM-Lite semantic repository. Informa-
tion from sensors is stored in resource descrip-
tion framework (RDF) form. Cloud storage (5) is 
implemented by using OpenNebula and Eucalyp-
tus solutions. Web application executed in cloud 
was able to show information about a particular 
sensor.

During the project, students had to become 
familiar with the actual ETSI standard in order 
to connect physical and virtual sensors with the 
Cocoon Gateway, implemented according to 
the same standard. Additionally, students gained 
experience in using semantic ontologies to sim-
plify configuration of M2M applications and 
represent information from heterogeneous data 
sources. Furthermore, students presented the 
prototype in a demo session at a scientific con-
ference, shown in Fig. 3. Our industrial partner 
gained insights about the usability of the Cocoon 
Gateway: whether it is easy to configure, what its 
functionalities are, and so on.

Case Study 2: 6LowPAN on Waspmote Mote 
Runners: One student group studied how differ-
ent types of low-power communication protocols 
affected network self-organization. The flexibility 
for self-organization was enabled by the Low-En-
ergy Adaptive Clustering Hierarchy (LEACH) 
protocol, commonly used to distribute energy 
consumption of sensors in a network, allocating 
more power to specific nodes designated as clus-
ter heads.

Table 1. Analysis of standards education at UNIZG-FER.

Bachelor degree Master degree

5. sem 6. sem Total Stand. 1. sem 2. sem 3. sem 4.sem Total Stan.

Mandatory courses 5 3 8 4/1/2* 2 2 1 1 6 1/0/3*

Theoretical courses — — — — 3 5 — — 8 5/2/1

Specialization courses 2 2 4 1/1/0 4 11 9 — 24 10/5/3

Elective courses — 12 12 4/2/1 — — 16 — 16 5/3/1
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The goal of the research was to compare 
several low-power communication protocols by 
analyzing each node’s energy consumption in a 
network organized into clusters using the LEACH 
protocol. The communication protocols surveyed 
included IPv6 over Low power Wireless Personal 
Area Networks (6LoWPAN), Bluetooth Low Ener-
gy (BLE), XBee, and Low Power Wide Area Net-
work (LoRaWAN). The platform we used for the 
6LoWPAN demonstration setup was a result of 
the partnership of two firms, one responsible for 
the hardware, and the other that developed the 
software. Unfortunately, the software had several 
bugs, and the company responsible for it dropped 
the development and support. Since there was no 
response to our direct inquiries aimed at solving 
the problem, there was no other option but to 
preclude the 6LoWPAN protocol from inclusion 
in the comparison.

This experience taught us and students partic-
ipating in the project a very valuable lesson: very 
often problems may occur with new, unproven 
technologies. Sometimes the reason may be that 
there is no official support, or as in our case, the 
development and support for this particular item 
was abandoned. For our industrial partner, our 
experience was also very valuable, exposing that 
a particular product was not ready for market, 
allowing for improvements before deployment to 
real environments.

Case Study 3: User-Centric Solution for Con-
trolling M2M Devices: Another topic for a stu-
dent group was to analyze control protocols for 

M2M devices, enabling starting and stopping of 
tasks on M2M devices through mobile or web 
applications. On-demand tasking achieves data 
transmission and other functionalities at the 
expressed intent of the user. When paired with 
environmental sensors, such as motion sensors 
in a room, the proposed infrastructure conserves 
energy, initiating tasks based on need, for exam-
ple, turning on the lights when someone enters 
the room.

The proposed architecture of the system, 
based on Message Queue Telemetry Transport 
(MQTT) protocol, is shown in Fig. 4. A request 
from the device management application begins 
communication between web server, gateway, 
and M2M devices. A similar solution (with the 
same network entities) was also implemented 
using Constrained Application Protocol (CoAP).

This study’s principal communication proto-
cols deployed to control M2M environments 
were MQTT and CoAP. The usage of both pro-
tocols will certainly grow in the nearer future, as 
M2M systems will become ubiquitous. This study 
equipped students with the technical knowledge 
and hands-on experience with both protocols 
they will almost certainly use in their future profes-
sional careers. As for our industrial partners, they 
gained insights into a prototype demonstrating 
what can be done by using protocols currently in 
the spotlight.

dIscussIon And conclusIon
Nowadays the benefits of standardization in the 
telecommunications industry are well known. This 
has resulted in not only formal standardization 
organizations, but also informal industry-driven 
standards consortia producing widely adopted 
and important standard solutions. Consequently, 
this increased our understanding about the impor-
tance of education on telecommunications stan-
dardization, which can be formal or post-formal, 
where the former is divided into four sub-catego-
ries: primary education, secondary education, and 
higher education composed of undergraduate 
and graduate education [15].

A very extensive analysis conducted on 16 
general promotion, 10 primary/secondary educa-
tion, 27 higher education, and 65 post-formal edu-
cation programs from 21 countries of a regional 

Figure 3. Demo at a scientific conference.

Figure 2. ETSI-based architecture of developed M2M system.
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variety showed that education on standards most-
ly consisted of lectures and group contest activ-
ities [15]. However, when it comes to academic 
settings, adding anything to already jam-packed 
curricula is dismissed as virtually impossible by 
many faculty professors. Faced with those chal-
lenges, the solution we propose is to allow stu-
dents to “get their hands dirty” by implementing 
certain standards during their project-based learn-
ing.

The lessons learned during the last five years 
of implementing our solution at UNIZG-FER are: 
• An academic setting is a “safe” environment 

in which students can fail and most certainly 
will once when involved in working with new 
technologies as early adopters.

• This failure will allow them to be more con-
fident in the future when faced with new 
problems.

• Industry settings are much less flexible, and 
the industry can benefit by learning from 
mistakes made in the academic environ-
ments, rather than spending much more 
money making the same mistakes in the 
industry environments.
One can say that the outcomes of an intern-

ship in a company are similar to those of our 
approach, which is really something that we want 
to achieve. However, there are a few substantial 
differences between the two of them:
• Proposed student projects are focused on 

new standards-based technologies, prefera-
bly as early adopters.

• Not all students have an opportunity to get 
an internship, whereas all students have to 
work on their student projects, making our 
approach more inclusive.

• In the proposed setting, students are super-
vised by university professors and work side 
by side with Ph.D. students and postdoctor-
al researchers, enabling them to learn basic 
skills of conducting research.

,• By including students in work on projects 
that are of interest for a particular industry, 
we build stronger ties between academia 
and industry, enabling a transfer of knowl-
edge.
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AbstrAct

Telecommunication standards have become a 
reliable mechanism to strengthen collaboration 
between industry and research institutions to 
accelerate the evolution of communications sys-
tems. Standards are needed to enable cooper-
ation while promoting competition. Within the 
framework of a standard, the companies involved 
in the standardization process contribute and 
agree on appropriate technical specifications to 
ensure diversity and compatibility, and facilitate 
worldwide commercial deployment and evolu-
tion. Those parts of the system that can create 
competitive advantages are intentionally left 
open in the specifications. Such specifications are 
extensive, complex, and minimalistic. This makes 
telecommunication standards education a diffi-
cult endeavor, but it is much demanded by indus-
try and governments to spur economic growth. 
This article describes a methodology for teaching 
wireless communications standards. We define 
our methodology around six learning stages that 
assimilate the standardization process and iden-
tify key learning objectives for each. Enabled by 
software-defined radio technology, we describe 
a practical learning environment that facilitates 
developing many of the needed technical and 
soft skills without the inherent difficulty and cost 
associated with radio frequency components and 
regulation. Using only open source software and 
commercial of-the-shelf computers, this environ-
ment is portable and can easily be recreated at 
other educational institutions and adapted to their 
educational needs and constraints. We discuss 
our and our students’ experiences when employ-
ing the proposed methodology to 4G LTE stan-
dard education at Barcelona Tech.

IntroductIon
Standards are fundamental for the development 
of products in many technical areas. Standard-
ization tackles real problems and defines the 
requirements of a technological ecosystem where 
a diverse set of players can effectively pursue their 
business objectives. Any company developing a 
method, process, service, or device in compliance 
with a standard needs to pass the homologation 
process, which consists of a series of tests that are 
defined in the standard. Thus, this regulated inter-

action is the cornerstone that holds the ecosystem 
and allows interactions (compatibility, interoper-
ability) among the stakeholders (manufacturers, 
service providers, etc.).

Standards have become a catalyst for techno-
logical innovation in numerous areas of science 
and technology because of the way standards 
are defined, leaving room for innovation and 
market differentiation [1]. Standards become a 
tool to coordinate efforts of various stakeholders 
while preserving competition. Involved companies 
can take benefits of economies of scale, build or 
strengthen collaborations, and participate accord-
ing to their business model and capability.

The potential of standards to spur economy 
and impact society is apparent more than ever 
in the increasingly globalized world. Standards 
developed by the Third Generation Partnership 
Project (3GPP), a consortium of several standard 
setting organizations (SSOs) that standardizes cel-
lular communications, led to an estimated global 
revenue of more than US$3.3 trillion in benefits 
and more than 11 million jobs in 2014 [2]. A bil-
lion human users enjoy wireless communications 
services today, and multiple billions of machines 
will be connected very soon.

Problem FormulAtIon

Cellular communications are evolving toward the 
fifth generation (5G). Five revisions of the 4G Long 
Term Evolution (LTE) have been released to date, 
while in parallel, IEEE and other standardization bod-
ies have evolved their WLAN or IEEE 802.xx series 
products, with a different mobile system profile. 
Many jobs in the wireless communications industry 
require telecommunication standards education. 
Implementing or evolving a complex standard such 
as LTE is challenging for anyone, but can be over-
whelming for fresh graduates. The 3GPP specifica-
tions are written in an unusual language, are often 
intricate, and refer to other documents, requiring 
a steep learning curve. The technical reasons for 
specifying one parameter or technique over another 
are difficult to understand and often have historical, 
political, or economical foundations. Moreover, typ-
ical parameter values that can be useful for imple-
menting an algorithm are extremely difficult to find 
in the specifications. Despite the minimalistic and 
formal description, standards have been developed 
with implementation in mind.
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Recent graduates are highly motivated and 
have strong theoretical background in many 
aspects of telecommunication systems, and may 
have basic familiarity with modern standards. 
The skills that are needed to implement a stan-
dard-compliant communications system are rare 
to find. Even after completing a Ph.D. in electrical 
engineering, graduates often lack implementation 
skills such as advanced programming or under-
standing the limitations and constraints of real sys-
tems. At the university, a student learns how to 
solve a particular problem, analyze the available 
solutions, and develop alternative approaches. 
However, until actually implementing an algo-
rithm and facing the practical challenges in terms 
of complexity and performance, the student does 
not fully understand the true differences and prac-
tical implications of selecting one algorithm for a 
standard over another. Therefore, standard-specif-
ic implementation, compliance, and performance 
assessment should be components of the electri-
cal engineering curriculum.

the ProPosed APProAch And relAted Work

Teaching wireless communications standards is a 
challenging objective. Important efforts are there-
fore being made by the IEEE Standards Associa-
tion (http://standards.ieee.org/about/stdsedu/
index.html) and others to show the importance 
of standards and the role that standardization 
plays for the industry and society. Through the 
IEEE Standards Education program, IEEE creates 
and distributes a variety of educational material 
and actively promotes the integration of standards 
into academic programs. They understand that 
standards are a tool that allows transitioning from 
theoretical, simulation, and experimental results to 
real-world implementations. Standards combine 
fundamental concepts with system implementa-
tion and address conformance, interoperability, 
operation, and management tasks. We argue that 
the reasons behind the technical choices, and 
their impact on resources and performance vs. 
flexibility trade-offs are important components of 
telecommunication standards education. More-
over, project management, teamwork, and the 
development of realistic expectations and practi-
cal solutions to imminent problems are skills that 
are demanded by the industry in addition to the 
domain-specific technical background. We there-
fore propose a methodology that allows develop-
ing such skills. 

The combination of lecture-centered educa-
tional methodologies [3] with laboratory-cen-
tered approaches [4, 5] has been adopted in the 
engineering curriculum with special emphasis 
when the conceive, design, implement, and oper-
ate (CDIO) methodology appeared in the last 
decade. CDIO defines a structured methodology 
to translate the expected education outcomes 
to the curriculum [6–8]. While lecture-centered 
education is considered one of the most effective 
learning methods [3], it is often criticized for not 
helping students to transform their knowledge 
into skills. Laboratory work enhances student skills 
and helps to consolidate the acquired knowledge. 
Other cognitive techniques that help to address 
the development of the much needed skills 
include the scaffolding approach, where students 
receive some support from the instructor, who 

incrementally reduces this support when no lon-
ger needed, the collaborative learning approach, 
where the collaborative process gives students 
the possibility of sharing thoughts and approach-
ing a valid solution [9], or the student-centered 
learning approach, which provides support that 
attends to specific student needs [4]. 

Considering the nature of standards and 
responding to industry needs, implementation-ori-
entated active learning methods, such as proj-
ect-based learning (PBL, http://www.bie.org), 
provide a student-centered learning environment 
that is appropriate for the purpose. Learning by 
doing has been a major engineering education 
breakthrough, inspired by how humans learn, 
how they develop expertise, and what mech-
anisms they activate when thinking at a higher 
level [10]. PBL also has its drawbacks. Students 
typically experience difficulties in initiating their 
project and do not reach the necessary depth 
when they lack sufficient background knowledge 
[11]. An interesting proposal to overcome this 
issue is the spiral step-by-step method [12], where 
information is grouped into stages and provided 
sequentially so that students can better focus and 
develop the necessary background with sufficient 
depth. 

We propose a PBL methodology for teaching 
telecommunication standards. We applied it for 
teaching 3GPP LTE beyond the basics by making 
use of free, open source software-defined radio 
(SDR) development tools. The presented meth-
odology was applied to the Wireless Communi-
cations master course taught at the Castelldefels 
School of Telecommunications and Aerospace 
Engineering (EETAC) of Barcelona Tech. Along 
with the methodology and case study, we 
describe our experiences and observations while 
teaching this course. The methodology and SDR 
framework are portable and allow adaptation 
to different learning environments and learning 
objectives.

enAblIng technologIes
A wireless communications standard defines the 
physical and logical components of the system, 
the processes, and performance requirements. 
The functionalities are split into basic functions 
that are formally presented in the specifications 
only once, following the established document 
organization and indexing. These functions com-
prise algorithms, often expressed as one or more 
mathematical operations or one or more tables, 
and interact with other functions through well 
defined interfaces to provide the desired func-
tionality. 

SDR technology and the availability of open 
source software libraries for several digital signal 
processing (DSP) functions allow implement-
ing complete radio systems in a few laboratory 
sessions. Software libraries exist for implement-
ing wireless communications standards, such as 
openBTS implementing the Global System for 
Mobile Communications (GSM), and Amarisoft, 
OpenAirInterface, and srsLTE for LTE. These soft-
ware libraries help to experiment with these sys-
tems at low cost. 

SDR technology intrinsically supports hands-
on learning, facilitating system implementation 
and practical analysis. We therefore advocate 
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for using SDR tools to implement, validate, and 
evaluate the performance of a wireless commu-
nications standard. SDR development and imple-
mentation frameworks, such as the software 
communications architecture (SCA), primarily 
used in military radios [13]; GNU Radio, primari-
ly used in research and education (http://gnura-
dio.org); and the application layer and operating 
environment (ALOE), also used in research and 
education (http://flexnets.upc.edu), have certain 
features in common with the specifications of 
wireless communications standards. SDR frame-
works use modular programming and support the 
concatenation of modules and access to external 
equipment through common interfaces. 

ALOE is an open source SDR framework that 
is specifically designed for the implementation 
of modern radio systems [14]. It takes advan-
tage of the regular data flow of DSP chains and 
provides a limited set of customizable services. 
The framework abstracts and virtualizes het-
erogeneous multiprocessor platforms, provides 
a packet-oriented network with first-in first-out 
(FIFO)-based interfaces between processors, and 
coordinates the real-time execution of the entire 
system. ALOE dynamically monitors the comput-
ing cost for every processing module and allows 
observing other critical system parameters in real 
time as well. Figure 1 provides a screenshot of 
the working environment of ALOE for a specific 

experiment. We can see the description of the 
processing chain in an .app file, a terminal for 
control of execution, and some graphs for visu-
alizing signals in different formats. SDR boards 
or other peripherals can be interfaced through 
specific modules that use the vendors’ application 
programming interfaces (APIs). Switching from a 
simulated channel to over-the-air transmission or 
reception then involves modifying the .app’s sink 
or source module.

teAchIng telecommunIcAtIon stAndArds: 
methodology And cAse study

Instead of reverse-engineering the standard, build-
ing the standard out of fundamental building 
blocks, or functions, aligns with the human learn-
ing process. Many basic functions are introduced 
in prior undergraduate and graduate classes. Here 
the student can focus on learning how to use 
these functions in concert and combine them into 
larger functionalities to achieve the desired sys-
tem behavior. The assembly of function and the 
analysis of how these functions work together and 
how they affect the subsystem or system perfor-
mance allows invaluable insights to be gained into 
the specifications and reinforces the practice-ori-
ented learning process. 

We provide students with a preliminary system 
implementation and define assignments that lead 

Figure 1. ALOE working environment. The upper left window shows an .app file that defines the modules involved, their configuration 
parameters, and the interfaces between them. The lower left window provides execution control and system status information. 
The graphs show a 1.4 MHz LTE spectrum and signal. The LTE signal was generated and captured using a pair of universal software 
radio peripherals (www.ettus.com).
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to gradually building and testing part of a stan-
dardized communications system. The students 
used ALOE to implement, validate, and evaluate 
the performance of the adopted solution with 
respect to its complexity. Students obtain grades 
from measurable system performance results. The 
motivation for students to make the system work 
helps them to acquire a solid background of the 
technical details of the standard.

Building a prototype that follows an industry 
standard gives significance to the implementa-
tion profile of standards and covers many of the 
expected skills. Having successfully completed 
this course, the student will be able to:
• Read a telecommunication standard and find 

the desired information
• Design and implement a telecommunication 

system that is standard-compliant
• Discuss the pros and cons of alternative tech-

nical solutions
• Discuss possibly evolutionary paths for the 

standard being analyzed
The class is divided into groups of five or six 

students. Inspired by the scaffolding and spiral 
step-by-step educational methodologies, after pro-
viding a high-level overview of the standard under 
study in the first quarter of the class, we narrow 
down the focus. More precisely, the students 
implement part of the system and test its proper 
functionality, performance, and standard compli-
ance based on previously defined metrics (about 
two quarters of the class period). Finally, the stu-
dents discuss the technical decisions that were 
made during standardization and identify alterna-
tive solutions or improvements (last quarter).

The development and testing, being the main 
part of the class, are continuously monitored by 
the professor during weekly sessions (two to three 
hours), where students describe their progress 
and the troubles encountered, followed by discus-
sions about the solutions adopted and the prog-
ress along the roadmap. 

The proposed methodology balances the 
teaching material and assignments to fit the 
schedule and accommodate the specific learn-
ing objectives that the instructor considers of 
highest relevance. We propose six learning stag-
es to guide the students through their projects, 
grouped into the modeling (I), development (II), 
and evaluation and review (III) phases. These are 
summarized in Table 1 and discussed in continua-
tion. We provide a brief description of the meth-
odology and exemplify it using a real case study.

The results presented in our case study are 
extracted from the documentation delivered 
by the project teams. This article discusses the 
project “Study of the computing cost of the LTE 
PHY,” carried out by multiple student groups in 
2012–2014. Starting from a baseline implementa-
tion, the project objective was to implement the 
missing pieces of the physical downlink shared 
channel (PDSCH), the data channel of LTE, and 
analyzing the impact of adaptive modulation and 
coding and the decoder on the system perfor-
mance, but also on the computing demand.

LTE defines about 30 modulation and cod-
ing schemes (MCSs) and employs turbo coding 
and decoding. The LTE base station, or eNodeB, 
assigns the mobile terminal, or user equipment 
(UE), the highest possible MCS according to the 

channel conditions reported by the UE. Changes 
in the MCS are reported to the UE receiver as 
part of the control signaling. The UE decodes the 
control messages first and accordingly modifies 
the operational parameters of the receiver pro-
cessing chain. We provided a simplified LTE PHY 
processing chain through ALOE [14], which fea-
tures the eNodeB transmitter and UE receiver and 
a simulated channel. The students download and 
install ALOE on their computers and do not need 
any additional hardware.

generAl overvIeW oF the stAndArd

Methodology: The student needs to get famil-
iar with the standard and the standardization 
mechanics. We therefore provide:
• A high-level description of the standard, 

from a general description to some details, 
describing theoretical concepts and 
employed technologies, identifying relevant 
working parameters and expected behaviors

• An overview of the standard specifications 
and the relationship among the main and 
auxiliary documents
According to our working approach and tem-

poral restrictions, we suggest providing tutorials in 
no more than two or three lecture periods. These 
tutorials should also cover the SDR framework or 
tools that the students will use in continuation of 
the course.

Case Study: The instructor provides LTE tutori-
als that cover the following topics: 
• Overall LTE architecture description and 

functional split
• Radio protocol architecture: a description 

of functionalities of user plane and control 
plane signaling

• Fundamental resources, timing, multiuser 
access, and scheduling

• LTE PHY: Logical and physical channels and 
mapping to physical resources, synchronization 
process, retransmission protocol, and so forth

• System performance metrics
• Conformance test and RF regulation
• Organization of LTE specifications with focus 

on the physical layer (PHY)
The LTE tutorial includes a description of how 

LTE specifications are organized with emphasis 
on how the Technical Specifications Group Radio 
Access Networks (TSG RAN) and their working 
groups (WGs) specify the LTE air interface. A fla-
vor of the information provided to the students is 
shown in Fig. 2.

Observing student progress over the years, we 
have found that the tutorials should be defined 
around a handful of key themes and involve the 
students. A technique that has worked well is hav-
ing the students summarize each session based 
on a template and specific questions that empha-
size the key take-home messages. This way the 
students obtain a general overview of the LTE 
standard, how the specifications are organized, 
and how to search for details.

Following the LTE tutorials, we introduced 
ALOE and the tools for building an LTE system. 
The ALOE tutorial describes the ALOE architec-
ture, tools, and services, and makes reference 
to the ALOE website (http://flexnets.upc.edu), 
where the entire ALOE code base resides and can 
be downloaded, installed, and modified for free.
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AbstrAct modelIng: modelIng the ProcessIng chAIn

Methodology: For wireless communications 
standards, the PHY is a key component of the 
system and is therefore a candidate for more 
detailed analysis. By abstracting the PHY, other 
parts of the standard can be analyzed instead.

According to the project specification, defined 
by the professor, the student teams are tasked to 
develop a system model. This model should iden-
tify not only the functionalities (boxes, modules) 
and their interconnections, but also the working 
parameters as well as an estimation of complexity. 
This stage is part of Phase I, where the students 
develop a model based on the standards over-
view and available tools.

Case Study: Student teams develop a connect-
ed graph that illustrates the LTE PHY. One realiza-
tion is shown in Fig. 3 and illustrates the simplified 
LTE PHY processing chain of the downlink trans-
mitter and receiver. The colored blocks represent 
processing functions or processing chains and are 
specific to the LTE standard (http://www.3gpp.
org/). For example, the resource demapping mod-
ule, RESDEMAP, extracts the control and data 
symbols and demultiplexes them to be processed 
by different processing chains. The tables identify 
the amount of data flowing through the interfaces 
between the modules for two MCS instances.

Such high-level modeling along with the analysis 
of relations among modules and functionalities and 

the impact of some of the important parameters 
provide a good perspective for addressing the par-
tial implementation and analysis of the LTE system.

nArroWIng the Focus

Methodology: The extension of modern wire-
less standard specifications and the limited course 
duration require further narrowing down the focus 
of the project to specific aspects of the standard. 
The focus could, for example, be on breakthrough 
technological concepts that distinguish this stan-
dard from its predecessors or emerging concepts 
incorporated as part of the evolution of a standard. 
According to the specific project goals, students 
need to identify those parts of the standard’s speci-
fications that require deeper analysis.

Conformance tests are an important part of 
telecommunication standards. Performance tests 
help to understand the system behavior and to 
identify key figures of merit (FOMs). The focus 
could therefore be to identify standard-specific 
tests by the students under the close supervision 
of the instructor:
• Define Conformance Tests to check the suit-

ability of the proposed implementation and 
fulfill the project specifications based on 
those defined in the standard.

• Define Performance Tests to address the 
impact of the employed technologies on the 
overall system performance.

Table 1.  Proposed learning stages.

Learning stages
Learning objectives
(To be able to…)

Tasks
[Instructor] [Students]

I 1. Overview of 
the standard

Good understanding of the standard
• Identify, at a high-level, the critical components of the standard, the relation
   among key components of the standard as well as some of the important
   options and tradeoffs
• Discuss how and where to search for specific information

Tutorials
• Standard technology and concepts description
• Standardization mechanics and specification documents
   organization
• SDR framework to be used in the project

2. Abstract 
modeling

Design the system
• Assemble a model of the main processing chain of the standard-specific
   transmitter and receiver
• Discuss the processing tradeoffs and how they impact key performance
   parameters, such as synchronization, throughput, latency, and spectral efficiency

• Propose the project and define the specific assignments and 
   milestones
• Develop a complete model of the system
• Document

II 3. Narrow the 
focus

Define tests and figures of merit (FOMs)
• Identify the key FOM for a system of interest
• Design performance and conformance tests based on the FOMs while
   taking into account the practical circumstances and limitation

• Define conformance tests and FOMs
• Define performance test and FOMs
• Document

4. Development 
and testing

Implement and test
• Implement the design from available building blocks
• Test the implementation in terms of functionality, compliance with the
   standard specifications (conformance) and performance

• Provide a baseline implementation
• Develop prototype to perform conformance and performance
   test
• Support to validate results
• In case of failure, propose and perform corrective measures

III 5. Review Review the product and process
• Identify where failures happened and discuss short-term remediation
   techniques as well as long-term solutions
• Analyze and design possible system evolution

• Discuss what went right and what went wrong
• Document

6. Publicity and 
evaluation

Demonstrate the product and process
• Demonstrate how objectives have been met and what process has been
   followed in obtaining the results
• Defend the work and discuss alternative approaches
• Evaluate the system and the team and individual team member performances

• Demonstration
• Poster
• Document and software library
• Students provide a self-evaluation of the team and individual
   team members
• Instructors evaluate group and individual performances

http://www.3gpp.org/
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As a result of both activities, the team devel-
ops a set of FOMs to quantitatively characterize 
the performance of the system w.r.t. the project 
requirements.

Case Study: The objective of the chosen proj-
ect was to analyze the impact of the MSC on 
the LTE system performance. By measuring the 
computing cost, the system performance can be 
plotted vs. computing overhead to emphasize 
the growing importance of computing in modern 
wireless systems. The student team working on 
the project defined the following tests to validate 
the system and analyze its behavior:
• Conformance tests: The first test validates the 

behavior in terms of bit error rate (BER) of 
the downlink processing chain when using 
the three LTE modulation formats that map 
2, 4, or 6 bits to modulation symbols and 
the simulated additive white Gaussian noise 
(AWGN) channel. The second test checks 
that the block error rate (BLER) is always 
below 0.1 or 10 percent, according to the 
specifications.

• Performance tests: The performance tests 
measure the BLER and the computing 
complexity (processing time overhead) for 
a selected set of MCS values and different 
signal-to-noise ratios (SNRs) in a simulated 
channel. 
The student team understood how to validate 

the processing chain according LTE standard spec-
ifications for later analyzing system performance.

develoPment And testIng

Methodology: This is the core part of the pro-
posed methodology, where the students actually 
implement part of the standard they have previ-
ously examined (1) and designed (2), and analyze 
their implementation based on the FOMs (3). The 
availability of a partial system implementation 
facilitates this phase and narrows it down to fit the 
course schedule. Students build the processing 
chain for their project from the standard speci-
fications using the provided tools and baseline 
implementation. The system components and the 
subsystems are continuously validated for correct 

Figure 2. Working groups and documents specifying the LTE PHY.
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functionality using test vectors and known output 
statistics. 

The second testing phase evaluates the sys-
tem or subsystem for conformance, based on the 
FOM defined in the previous stage. The results 
obtained from the conformance tests are validat-
ed by the instructor. In case of failure, an analysis 
of the implication on the overall subsystem perfor-
mance follows. The team then makes a decision 
whether to continue or solve the problem. 

Once the conformance tests are satisfactory, 
the third testing phase can be initiated. The per-
formance tests are performed and the results ana-
lyzed by the team in two sub-stages:
1. Analyze the system or subsystem perfor-

mance w.r.t. the expected performance and 
discuss the differences, if any.

2. Devise corrective strategies if system perfor-
mance does not match the expected results 
or discuss alternative solutions to improve 
the performance further.
In some cases, both conformance and per-

formance test may require the use of simulated 
channels (e.g., simulated fading channels), where-
as in other cases controlled over-the-air transmis-
sion and reception would be more appropriate.

Case Study: After having defined the FOMs in 
the previous stage, the students develop the par-
tial system using a baseline implementation and 
perform the conformance and performance tests. 
The following figures and discussion, extracted 
from the project team’s documentation, provides 
insights about the quality of the work as an indica-
tor of success of the proposed methodology.

MCS and System Performance: Figure 4 plots 
BLER over MCS for different SNRs with the objec-
tive to check the compliance of available imple-
mentation with LTE standard specs. The project 
team realized that the demodulation and decod-
ing process requires a certain SNR to achieve the 
0.1 BLER target (3GPP LTE specs), which varies 
according to the chosen code rate or MCS. 

The students learned how to use the turbo 
decoder and its relevance for error correction. 
Whenever the receiver implementation did not 
fulfill the 3GPP LTE specifications, the number of 
iterations was increased, from 1 decoding iteration 
(solid lines) to 5 (round points) in this case (Fig. 4).

MCS and Computing Cost: A second FOM of 
the learning process is capitalized in Fig. 5. 

Figure 5 plots the user throughput and com-
puting cost for 1.4 MHz LTE and different MCS 
values. LTE uses three modulation schemes, 4-, 
16-, and 64-quadrature amplitude modulation, 
mapping 2, 4, and 6 bits to one modulation 
symbol. The computing cost was a measure of 
the time spent to execute the processing chain 
using an ASUS X200CA Netbook PC (Intel Core 
i3-3217U) and Ubuntu 12.04.3 LTS operating 
system. Figure 5a results from analyzing the rela-
tionship between the transport block size — the 
number of bits transmitted in one transmission 
time interval — the number of resource elements, 
and the throughput. The nearly linear relationship 
between computing cost and MCS matches the 
expected behavior. According to the 3GPP spec-
ifications, an LTE UE can send one of 16 channel 
quality indicators (CQIs) to inform the eNodeB 
about the highest MCS that it can decode with a 
BLER not exceeding 10 percent. Students experi-

enced that more than one MCS can provide the 
required performance, but each has a different 
computing cost. Figure 5b shows the computing 
cost of the main processing blocks in the PDSCH 
processing chain of LTE. The students analyzed 
these figures to learn which blocks are critical and 
need careful (optimized) implementation.

revIsIon

Methodology: After successful completion of 
the tests, the students discuss what went right and 
what went wrong. In the case of unsatisfactory 
results, an analysis is conducted to identify the 
cause. This could need a new design (2), new 
FOMs (3), a review of the project procedure and 
goals, or even a revision of the standard [15].

Case Study: The use of FOMs based on imple-
mentation objectives helps to clarify to a student 
team their current status. Starting from the provided 
baseline implementation, students revise their system 
implementation continuously while progressing step 
by step, Corrective measures are taken when mis-
alignments with specifications are detected. Regard-
ing this case study, students experienced how the 
number of iterations of a turbo decoder impact the 
BLER but also the computing cost, and discussed 
about solutions from different points of view.

Along the years, the feedback provided by stu-
dents has revealed that implementing a wireless 
standard requires advanced skills and more time. 
The following list summarizes the student feed-
back, which helped improve the tools and our 
methodology over the years: 
• An optimized implementation of LTE that 

meets the timing requirements and FOMs 
requires experience with code optimization.

Figure 4. BLER vs. MCS for different SNR values. The solid lines indicate the 
achieved BLER with one turbo decoder iteration, whereas the round points 
correspond to the BLER achieved with five turbo decoder iterations.
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• A more detailed documentation of the pro-
vided baseline LTE implementation is desired 
for familiarization with the code.

• Incorporate means to identify potential bot-
tlenecks in the project development early.

• Unbalanced or uncommitted teams need 
careful guidance. 

PublIcIty And evAluAtIon

Methodology: The student evaluation is 
defined at three levels. The first one is based on 
the delivered documentation that describes the 
work done, the decisions made, and the system 
performance accomplished. A second level is 
done through a public presentation and demon-
stration of the work done to the entire class in 
a session open to other students and faculty. A 
third evaluation level is provided by each team 
member. They, better than anyone else, know the 
level of commitment and responsibility of each 
participant in the project team. This approach 
aims to enhance the cooperation skills of future 
engineers.

Case Study: Student teams provide a compre-
hensive document summarizing the standard piec-
es they have analyzed in more detail, the phases 
of the project, the realized tests and accom-
plished results, conclusions, and suggestions for 
improvement. At the end of each semester, the 
student teams present their accomplishments with 
demos, videos, or posters in a demo/poster ses-
sion. All class instructors and students assist in this 
session, ask questions, and make suggestions. The 
evaluation is in part based on how well a group 
presents its work w.r.t. the class learning objec-
tives and the specific project objectives.

conclusIons 
Testing a prototype or product for performance 
or standard compliance is a valuable experience 
for electrical engineering students looking for-
ward to contributing to current and next gener-
ation standards. The telecommunication industry 
is constantly looking for graduates with strong 
theoretical background as well as hands-on expe-

rience. Developing prototypes is always a huge 
endeavor, and dealing with concurrent processes 
of complex real-time systems is challenging for 
students. It is difficult to teach these skills as part 
of the engineering curriculum.

This article presents a PBL methodology and 
case study for teaching telecommunication stan-
dards. We identify three learning phases — mod-
eling, development, and evaluation and review 
— subdivided into a total of six learning stages, 
and describe our methodology in terms of activ-
ities of students and instructors to meet specific 
learning objectives. Since standards are developed 
with implementation in mind, using the specifica-
tions to build a (simplified) product provides the 
best way of gaining a solid understanding of the 
standard. We suggest using SDR technology and 
the ALOE framework, which provides an effective 
working environment and baseline implementa-
tion for the project development in a confined 
class period. The staged PBL approach allows 
identifying the necessary skills, transmitting these 
to the students, and providing an effective learn-
ing environment for acquiring them. 

We introduced the methodology into the elec-
trical engineering curriculum at Barcelona Tech 
several years ago. Our students have had different 
interests and prior experiences. Some were moti-
vated and acted as group leaders. Those students 
got the most out of the class. Other students 
delivered good work, but too narrow and specific. 
A balance is needed to gain broad knowledge 
without abstracting too many details. SDR tech-
nology and open source software frameworks, 
such as ALOE, provide an ideal framework for 
experiencing telecommunication standards and 
learning how to read, implement, and analyze the 
standards specifications in as much detail as con-
sidered adequate by the instructor.
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Figure 5. Computing cost: a) global computing cost and throughput vs. M.Sc. for one decoding iteration;d b) computing cost vs. MCS 
of the PDSCH LTE processing chain modules for five decoding iterations.
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AbstrAct

This article describes the concept and compo-
sition of the ITU Spectrum Management Training 
Program (SMTP) that was developed by the Inter-
national Telecommunication Union and is current-
ly being implemented under the auspices of the 
ITU Academy. SMTP was designed as a flexible 
ECTS-based modular framework for professional 
training that allows various degrees of immersion 
as well as different specialization paths toward 
a formal professional certification in the field of 
radio spectrum management. SMTP offers a solid 
and holistic system of professional education in 
both the theoretical and practical aspects of spec-
trum management as an important standardiza-
tion activity supporting development of wireless 
communications. The ITU envisages SMTP even-
tually becoming a global “gold standard” for pro-
fessional education in the highly specialized field 
of spectrum management. An essential differen-
tiator for SMTP, compared to the limited offer-
ings currently available for spectrum management 
training, is the formalized assessment of learning 
outcomes in terms of obtained professional skills 
and qualifications. Upon successful completion of 
SMTP, participants will be awarded a professional 
qualifications certificate by the ITU Academy or, 
possibly, a postgraduate professional education 
diploma of Master of Sciences from a partner uni-
versity. 

IntroductIon
Spectrum management (SM) is a highly special-
ized and vital activity in the field of telecommu-
nication standardization, operational planning, 
and management. However, it rarely gets any seri-
ous degree of attention in the formal educational 
programs available at engineering colleges and 
universities. This may be explained by its niche 
role and by the fact that the target employment 
opportunities for professionals trained in the SM 
field would be very limited — primarily as the staff 
of the national regulatory authorities in charge 
of telecommunications. Secondary employment 
options for spectrum managers are few and far 
between, such as within the planning departments 
of mobile operators and similar large wireless tele-
communication users.

The relative importance of this profession may 

be appreciated in light of the evolution and pro-
liferation of wireless telecommunication services, 
which all depend on the timely availability and 
favorable access rules applicable to the radio 
spectrum. Therefore, the judicious apportionment 
of radio spectrum and supervision of its efficient 
use remain ever relevant and critical. At the same 
time, liberalization of markets means that the tra-
ditional technical aspects of efficient SM need to 
be increasingly aligned with economic and legal 
considerations. As a result of these trends, there 
is a pressing need for SM professionals that pos-
sess highly specialized technical skills as well as a 
solid understanding of many legal and economic 
issues involved. Tools of the trade are constantly 
expanding and now encompass anything from 
traditional electromagnetic compatibility formulas 
to the theory and practice of real-time spectrum 
auctions.

These professional competences contrast 
strongly with the generalist knowledge and limited 
practical skill set of a typical university or college 
graduate. Even those who have majored in tele-
communication engineering often have a scant 
understanding of real-world radio spectrum use, 
not to mention the tools and specifics of how it is 
managed. Graduates entering the SM field would 
clearly benefit from additional specialized pro-
fessional training in the subject; however, there 
are very few opportunities for comprehensive 
SM training in existence today, and those that 
are available only scratch the surface in terms of 
depth of the required knowledge.

Having identified this educational gap, the ITU 
Academy [1], a human capacity-building initiative 
of the International Telecommunication Union 
(ITU), has established a comprehensive formal 
Spectrum Management Training Program (SMTP), 
which is described in this article. It is hoped that 
the presented case study of setting up a special-
ized professional training framework could pro-
vide a useful example for other organizations and 
institutions that face similar training gaps in their 
respective fields. 

The article begins with a review of the land-
scape of SM training options that are currently 
available and identifying the gap between those 
options vis-à-vis the professional skill set require-
ments. It then goes on to present the proposed 
concept of the SMTP framework composed of 
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a number of obligatory and elective modules, 
underpinned by a standardized system of aca-
demic credits. In the final sections the current sta-
tus of SMTP operations is reviewed and followed 
by conclusions.

thE currEnt sm 
ProfEssIonAl trAInIng lAndscAPE

on-thE-Job trAInIng
Our desk-based research has not identified a sin-
gle formal higher education program dedicated 
to the training of SM professionals. This finding is 
echoed by anecdotal accounts from the interna-
tional family of SM practitioners participating in 
various ITU and regional fora, who all seem to be 
introduced to the subtleties of the SM profession 
by means of on-the-job training. 

On-the-job training of new SM recruits most 
often takes the form of an “apprenticeship” under 
the guidance of experienced colleagues. This 
approach might work reasonably well in large 
organizations with many employees and a wealth 
of accumulated personal and institutional experi-
ence. But it takes a long time to reach the desired 
level of professional performance and too often 
may leave significant gaps of professional under-
standing. Such a method is also prone to suffering 
from negative effects of new recruits acceding 
unquestioningly to the past institutional work cul-
ture and knowledge, and thus propagating any 
existing shortcoming or biases.

In young or small organizations, such as reg-
ulatory agencies in many developing countries, 
opportunities for acquiring the necessary qualifi-
cations by following experienced colleagues may 
be limited or nonexistent.

IntErnAtIonAlly AvAIlAblE sm trAInIng oPtIons

Faced with the above limitations of on-the-job 
training, many new recruits and their managers 
seek opportunities for external professional SM 
training, but these are few and limited in their 
scope. The first port of call is often the ITU, which 
offers a number of sources for self-study through 
a large repository of handbooks, reports, and rec-
ommendations published by the ITU’s Radiocom-
munication Sector (ITU-R). For decades now the 
ITU-R has also offered a number of regular SM 
seminars and workshops [2] with the aim of dis-
seminating knowledge of best practices, policies, 
and national and international standardization 
processes in the field of SM. These events, espe-
cially the flagship biannual ITU World Radiocom-
munication Seminar, provide a good overview of 
state-of-the-art SM including updates on availabili-
ty and use of various specialist software tools. But 
due to the ad hoc nature of these events, with 
a short duration and typically consisting of one-
way plenary presentations, they do not provide a 
real alternative to formal and holistic professional 
training. An additional severe limitation of attend-
ing ITU seminars, or self-study by perusing ITU-R 
publications, is that they lack a formal assess-
ment of the professional skills and qualifications 
achieved.

Another veritable non-profit institution that 
provides training in the fields of SM and more 
generally the ICT policy and standardization, is 
the U.S. Telecommunications Training Institute 

(USTTI) [3]. Each year USTTI offers a number of 
SM-related courses aimed primarily at young pro-
fessionals from developing countries working in 
information, communications, and technology 
(ICT) industries and regulatory agencies. These 
courses are usually institutionally sponsored and 
tutored by staff from NTIA, FCC, or major U.S. 
companies engaged in wireless communications. 
The delivery format is face-to-face classroom train-
ing with duration from a few days to two weeks, 
held in the United States, usually at the facilities of 
the sponsor institution. The USTTI’s courses offer 
professionally and culturally enriching experienc-
es, but in terms of educational scope, outreach, 
and ultimate training impact, they are broadly sim-
ilar to the ITU seminars.

commErcIAl sm coursEs

Some SM training is offered on a commercial 
basis by consulting companies active in the SM 
field. This typically consists of an instructor-led 
classroom course delivered over a few days. Such 
courses are often aimed at beginners and offer 
a broad overview of various SM topics from the 
essentials (e.g., fundamentals of radio wave prop-
agation and key spectrum engineering methods) 
to more advanced ones (market allocation meth-
ods and modern SM policy trends). Tuition is pro-
vided by one or more experienced consultants.

These courses generally offer newcomers a 
quick “crash course,” based on a carefully select-
ed package of topics. Learning from internation-
ally recognized SM experts ensures access to 
some of the best professional know-how in the 
field. However, the condensed nature of these 
short courses does not allow for truly in-depth 
immersion in the subject matter, and the result-
ing outcome is inevitably patchy in terms of the 
professional skills and knowledge attained by 
the participants. Hence, these courses cannot be 
compared to formal comprehensive training that 
would cover the entire range of SM topics and 
lead to achieving measurable and lasting profes-
sional skills. Moreover, attending such commer-
cial courses can be very costly.

thE EducAtIonAl gAP

When reviewing the available educational options 
in the field of SM, it is evident that there is a sig-
nificant educational gap between what is offered 
today by various institutions and what is required 
from practicing SM professionals. As illustrated in 
Fig. 1, this gap exists in both the breadth of pro-
fessional knowledge as well as the level of the 
practical skills required.

A further shortcoming of the current educa-
tional landscape is the absence of any real option 
for formal certification of the professional SM cre-
dentials achieved, be it through formal or on-the-
job training. One existing certification option that 
comes close to the field of SM is the IEEE’s Wire-
less Communications Engineering Technologies 
(IEEE WCET®) [4] professional certificate. WCET 
defines certain benchmarks for measuring profes-
sional qualifications in the field of wireless engi-
neering and uses tests to determine whether or 
not a practicing professional has mastered those 
qualifications. Although IEEE WCET itself was not 
found to be directly applicable in the SM field, it 
provides a useful reference benchmark for estab-
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lishing a comparable professional certification as 
the ultimate target of a purpose-built SM training 
framework.
dEsIgnIng A modulAr smtP frAmEwork

A crEdIt-bAsEd flExIblE EducAtIonAl frAmEwork
Over the past few years the ITU Academy has 
investigated the feasibility of establishing a dedi-
cated SM training course at a post-graduate level 
to address the educational gap for SM profession-
als. It was decided that the course should cover 
the entire range of subjects involved in modern 
SM, be well structured and academically rigor-
ous, and lead to a recognized professional cer-
tificate or diploma. Originally it was conceived 
as a “Spectrum Management Master Program” 
leading to an M.Sc. equivalent diploma. Howev-
er, it became apparent that focusing solely on a 
formally accredited Master of Sciences program 
might become too much of a burden to set up 
while also becoming an unnecessarily rigid solu-
tion as it would have to be tied to one specific 
format and particular host institution(s) of higher 
education. Instead, the concept idea transformed 
to embrace a flexible framework of professional 
education consisting of a number of well defined 
and logically linked training modules, which can 
be used to build flexible training paths, as either 
part of the ITU Academy organized training or, 
eventually, part of formal M.Sc. programs at part-
ner universities around the world.

After extensive analysis of the existing SM 
training options and reference sources vis-à-vis 
modern educational trends and practices, the 
SMTP concept was built based on several key cor-
nerstones as illustrated in Fig. 2.

Taken together, these conceptual cornerstones 
both define the essence of the SMTP as a mod-
ern specialized educational program and provide 
answers to the previously identified shortcomings 
of existing training options, such as ensuring for-
mal evaluation and providing solid and recogniz-
able professional credentials.

The “academic credits” system used in many 
university programs today is an important enabler 
of modular education programs, permitting the 

trainees to tailor their study to any specific learn-
ing objectives at their desired study pace. After 
studying various options for SMTP, it was decided 
to use the well established principles of the Euro-
pean Credit Transfer and Accumulation System 
(ECTS) [5], which is an internationally recognized 
framework for evaluating the levels of universi-
ty learning or other types of formal or informal 
continuing education. A key feature of the ECTS 
framework is that it is learner-oriented, where the 
credits correspond to the average time it takes 
a student to achieve certain learning objectives. 
Specifically, one ECTS credit corresponds to 
25–30 hours of learning, and it is assumed that 
students taking a full-time formal educational 
course should be able to accumulate 60 ECTS 
credits per academic year. Then completing a 
first-level degree (B.Sc.) requires collection of 
180–240 ECTS credits, while completion of a sec-
ond-level degree (M.Sc.) requires further 90–120 
ECTS credits.

The European academic landscape also offers 
some good examples of joint international teach-
ing programs by university and industry consortia 
known as Erasmus Mundus Master Courses. Two 
examples in subject areas closest to SM include 
the Master of Science in Research on Informa-
tion and Communication Technologies (MERIT) 
[6] and the Erasmus Mundus Joint Master in Eco-
nomics and Management of Network Industries 
(EMIN) programs [7]. Although such programs 
do not change the essence or scope of university 
courses, they offer students more engaging and 
diversified studies, by combining modules taken 
at various participating universities and industry 
partners.

The flexible modular credit-based international 
programs were used as reference examples to 
design the SMTP structure. It is based on a num-
ber of obligatory modules, as well as some elec-
tive modules, with an associated number of ECTS 
credits. Similar to Erasmus programs, delivering 
SMTP through some (changing) forms and com-
binations of teaching consortia would provide 
two important benefits: the possibility to offer 
training locally in various regions of the world, 

Figure 1. The educational gap between formal higher education and SM professional requirements.
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and the possibility to promote incorporation of 
all or some of SMTP modules into formal M.Sc. 
programs of partner technical universities. This 
credit-based modular structure could provide a 
solid but versatile backbone for gradually building 
a formal SM training system to fill the identified 
educational gap, in terms of both the range of 
subjects covered and its global outreach.

dIffErEnt study lEvEls

It was also evident that the SMTP might be use-
ful for both recent graduates beginning their SM 
careers and also more established professionals in 
the field who have previous practical experience, 
but may wish to round up their on-the-job training 
with an internationally recognized professional 
certificate. Therefore, the SMTP framework was 
designed with two entry levels in mind:
• A basic level, for people with little or no prior 

work experience in SM
• An advanced level, for those who either 

completed the basic level or have some 
equivalent practical experience in the field
The time required to complete the program 

would differ according to the entry level appropri-
ate to the student, but in both cases, the studies 
would lead to the same professional certificate or 
diploma.

It is important to note that the possibility of 
joining SMTP at the advanced level should be 
conditional on meeting some formal requirements 
such as minimum number of years of practical 
experience and passing a formal entrance exam-
ination to assess previously obtained skills and 
competences. This would ensure compliance with 
the principles of ECTS, which allows recognition 
of outcomes of informal learning such as those 
obtained through practical work experience.

modulAr comPosItIon of smtP
The initial composition of SMTP consisting of 
eight study modules is shown in Fig. 3. Each mod-
ule is necessarily concluded by a standardized 
formal assessment tailored to the subject and con-
tent of the given module.

There are two types of modules: obligatory 
modules (OMs) and elective modules (EMs). 
The OMs deal with the core subjects of SM that 
should be understood by any practicing pro-
fessional. At the basic level, they progress from 
detailed introduction of the legal basis of SM such 
as radio regulations and various other mecha-
nisms and concepts constituting the entire regu-
latory framework of SM (OM1), to consideration 
of technical methods and tools of SM (OM2), and 
conclude with review of the role of SM as part 
of development of wireless telecommunications 
technologies (OM3). At the advanced level, it was 
considered to put more emphasis on specializa-
tion, so this level contains only two generic OMs: 
one reviewing the economic aspects and current-
ly trending market-based tools of SM (OM4) and 
the second one dealing with impact analysis of 
SM regulations and policies (OM5)

The collection of EM modules, as their name 
suggests, allow trainees to shape their studies so 
that they could more closely correspond to the 
specific area of their professional interest within 
the SM field. It is also intended that the collection 
of offered EMs will be further expanded over time 

by the ITU Academy or partner training institu-
tions to match the development of new wireless 
services and the appearance of novel SM toolsets, 
or to address some regionally or institutionally 
important topics. At the advanced level, where 
the taught skill sets are necessarily higher and thus 
imply a degree of specialization, the selection of 
EMs is streamlined by placing them into distinct 
specialization tracks: technical aspects vs. legal 
and market aspects. The initial collection of vari-
ous SMTP modules is described in Table 1.

dElIvEry oPtIons

The modular SMTP structure can easily be adapt-
ed to suit changing requirements and offer flexible 
delivery options including through cooperation of 
several institutions, for example, taking the follow-
ing forms:
• A professional training course organized and 

delivered by the ITU Academy or its asso-
ciated regional Centers of Excellence in the 
field of ICT. Upon completion of the training 
and passing all assessment tests, successful 
trainees would receive a professional SM 
qualification certificate granted in the name 
of the ITU Academy.

• An international course offered by one or 
a consortium of participating universities in 
partnership with the ITU and leading to a 
formal M.Sc. degree diploma, possibly along 
with supplementary SM proficiency certifi-
cate issued by the ITU Academy.
The SMTP could ultimately be used as a plat-

form for entirely distance-based learning. In this 
case the ITU Academy would make available all 
training materials online, offer student counselling 

Figure 2. SMTP’s key conceptual cornerstones.
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and training guidance, and assume responsibility 
for final examination of learning outcomes. With 
this option in mind, the ITU Academy has devel-
oped study materials, lecture notes, as well as for-
malized assessment tests for all SMTP modules.

More detailed information on the design and 
composition of SMTP including initial syllabus-
es of offered modules may be found in the ITU 
report on the subject [8].

stAtus of smtP ImPlEmEntAtIon
The syllabuses, training content, and assessment 
tests for the initial set of SMTP modules shown 
in Table 1 were developed by a large group of 
high-level international SM subject experts select-
ed by ITU for this task based on their professional 
reputation and specialization areas. One import-
ant point, and challenge, addressed during this 
phase was to ensure that syllabuses for all mod-
ules follow a standardized syllabus format and 
incorporate as much as possible of active learning 
methods, such as peer-to-peer learning and inter-
active exercises.

Furthermore, all the teaching material devel-
oped for SMTP was subjected to comprehensive 
peer review by other members of the SMTP sub-
ject experts team as well as a number of volun-
teer SM professionals from the national regulatory 
authorities and the ITU staff, to ensure the highest 
quality of the final product.

Since completing the preparation of all teach-
ing materials, the ITU Academy had been orga-
nizing pilot deliveries using its online training 
platform [1]. The most comprehensive and for-
mal pilot to date was to test a delivery of module 
OM1 as a standalone course, since it is identi-
cal in its scope to the typical commercial crash 
courses mentioned previously. The test group was 
limited to 40 participants with 36 places equally 

distributed between applicants from the six world 
regions according to ITU’s grouping of its regional 
activities: Africa, Americas, Arab States, Asia-Pa-
cific, Commonwealth of Independent States, and 
Europe. All these participants were recent recruits 
from the national regulatory authorities with lit-
tle or no previous experience in the SM field. 
The remaining four participants were ITU staff 
members acting as qualified observers to moni-
tor the quality of teaching activities and level of 
formal assessments. The pilot lasted four weeks 
with 100 percent of initial participants completing 
the course and 70 percent successfully passing 
all formal assessments to meet the final qualifi-
cation requirements. A questionnaire distributed 
at the end of the course returned very positive 
feedback from both trainees and trainers. The 
pilot thus provided a successful vindication of the 
SMTP concept and illustrated high demand from 
around the world for such training. Furthermore, 
the achieved high course completion and qualifi-
cation rates indicated that the course format and 
teaching materials well matched the professional 
level and motivation of the participants.

Meanwhile, the ITU Academy had also been 
actively seeking academic partners as a means to 
facilitate regional SMTP delivery options and gauge 
opportunities for integration of SMTP into formal 
university M.Sc. programs. This invitation is open.

Some of the most recent implementation 
examples include the pilot delivery of all SMTP 
modules by the African Advanced Level Telecom-
munications Institute (AFRALTI) [9], which will 
offer the complete course as a combination of 
online and face-to-face sessions. Another example 
of pilot SMTP delivery by a regional partner uni-
versity may be found at the Telecommunications 
Engineering Department of the Czech Techni-
cal University [10]. ITU sees a growing interest in 
delivering SMTP from a number of other univer-
sities and professional training institutions around 
the globe.

conclusIons
National management and international harmoni-
zation of radio spectrum is an increasingly import-
ant activity in the field of telecommunication 
standardization, which had been suffering from 
the lack of formal comprehensive professional 
education of specialist staff. The situation was fur-
ther exacerbated by the fact that the SM profes-
sion today requires from its practitioners a broad 
collection of skills that span from technical to 
legal and economic fields of knowledge. Such 
broad but highly specialized knowledge, required 
by a handful of professionals globally, could only 
be meaningfully delivered through a suitably 
designed specialized professional training course, 
such as the SMTP training framework described in 
this article. Developed within the training and pro-
fessional development branch of ITU, it is aimed 
to become a global standard of professional edu-
cation in the SM field.

The proposed SMTP framework has a com-
prehensive curriculum that spans various SM sub-
jects and functions, allowing participants to build 
a solid foundation of professional knowledge as 
well as optional specialization. SMTP’s modular 
structure based on the ECTS credit framework 
allows flexible variation of study paths and porta-

Table 1. Initial collection of offered SMTP modules: obligatory and electives.

Module #/track Module subject

OM1 Legal Basis and Regulatory Framework of Spectrum Management

OM2 Spectrum Engineering Fundamentals

OM3 Wireless Telecommunications Technologies

EM1-1: Free choice Spectrum Monitoring

EM1-2: Free choice Enforcement and Type Approval of Equipment

EM1-3: Free choice SM for Satellite Systems

EM1-4: Free choice SM for HF Systems, Science, Maritime and Amateur Services

EM1-5: Free choice SM for Aeronautical and Radio Determination Services and Military Systems

EM1-6: Free choice Computer-aided Spectrum Management

OM4 Economic and Market Tools of Spectrum Management

OM5 Strategic Planning and Policies for Wireless Innovation

EM2-1: Legal track Advanced Spectrum Authorization Regimes

EM2-2: Legal track Socio-Economic Impact of SM; Competition and Consumer Protection

EM2-3: Technical track Terrestrial TV Broadcasting Planning and Digital Transition

EM2-4: Technical track Opportunistic Spectrum Access and Cognitive Radio
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bility of the entire program or its parts to various 
delivery platforms or training institutions. SMTP 
also offers a valuable option of incorporating the 
specialized SM training course as an integral part 
of formal university programs for postgraduate 
professional education. It is therefore consid-
ered that SMTP might be a useful case study for 
designing similar specialized programs of profes-
sional education in other fields.
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SerieS editorial

The 2016 United Nations Climate Change Conference
held in Marrakesh, Morocco, from 7 to 18 November 
2016 was the 22nd Conference of the Parties (COP22) 

with delegates from 196 countries under the United Nations 
Framework Convention on Climate Change (UNFCCC) [1], 
and the 12th Conference of the Parties serving as the Meet-
ing of the Parties to the Kyoto Protocol (CMP 12), and the 
1st Conference of the Parties serving as the Meeting of the 
Parties to the historic Paris Agreement established in COP21 
[2] (CMA 1). In COP 22, the Parties investigated the key
steps to implement the Paris Agreement and develop the
rule book to support its objectives and long-term goals [1].
CMA 2 or COP23 will evaluate progress in developing the
rule book in 2017 [1]. The parties in COP22 decided that the 
Adaptation Fund, created in 2001, will support the Agree-
ment, and endorsed the Marrakech Action Proclamation,
which reaffirmed their commitment to implementing the
Paris Agreement [1]. The Marrakech Partnership for Global
Climate Action was established in COP22 as a platform to
facilitate the involvement of non-state actors in pre-2020
climate action. Besides the formal negotiations, the Climate
Vulnerable Forum (CVF), a group of 48 developing coun-
tries, declared their plans in COP22 to achieve 100 percent
renewable energy between 2030 and 2050. Canada, Ger-
many, Mexico, and the United States demonstrated their
strategies in decarbonizing their economies by 2050 [1].
Developed countries established a roadmap to 2020 on
achieving the agreed goal of US$100 billion per annum in
climate finance for developing countries. The new Nationally
Determined Contributions (NDC) Partnership in COP22
gathered together 33 countries and nine international insti-
tutions to develop tools, share best practices, and facilitate
support for countries to reach ambitious climate and devel-
opment goals as soon as possible [1]. As a parallel effort,
in 2016, IEEE approved the IEEE Environmental Engineering
Initiative, a pan-IEEE effort to support general environmen-
tal sustainability [2–4] under the IEEE Technical Activities
Board (TAB) across more than 25 IEEE Societies, Councils,
and other organization units (OUs). 

All those above efforts will inspire the IEEE Communica-
tions Magazine Series on Green Communications and Com-
puting Networks to continuing promoting green efforts. The 

sixth, May 2017, issue of this Green Series includes relevant 
articles.

The article “A Cost-Efficient Communication Framework 
for Battery-Switch-Based Electric Vehicle Charging” provides 
a brief review of state-of-the-art EV charging management 
schemes, and develops a fully distributed charging manage-
ment scheme with consideration of urban travel uncertainties 
based on a publish/subscribe communication framework.

In the article “On the Fundamental Energy Trade-offs of 
Geographical Load Balancing,” the achievable energy trade-
offs are considered via defining a service efficiency parame-
ter for geo-dispersed data centers.

The article “Multi-Method Data Delivery for Green Sen-
sor Cloud” addresses the potential applications and recent 
work on sensor cloud (SC), observes two issues regarding 
green SC, and further proposes a multi-method data delivery 
(MMDD) scheme for SC users.

The article “Energy Efficiency Challenges of 5G Small Cell
Networks” investigates the computation power based on the 
Landauer principle in massive MIMO-supported 5G small cell 
networks.
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AbstrAct

Charging management for EVs on the move 
has become an increasingly important research 
problem in smart cities. Major technical challeng-
es include the selection of charging stations to 
guide charging plans, and the design of cost-effi-
cient communication infrastructure between the 
power grid and EVs. In this article, we first present 
a brief review on state-of-the-art EV charging man-
agement schemes. Next, by incorporating battery 
switch technology to enable fast charging service, 
a publish/subscribe communication framework is 
provisioned to support the EV charging service. 
After that, we develop a fully distributed charging 
management scheme with consideration of urban 
travel uncertainties, for example, traffic congestion 
and drivers’ preferences. This would benefit from 
low privacy sensitivity, as EVs’ status information 
will not be released through management. Results 
demonstrate a guidance for the provisioning of a 
P/S communication framework to improve EV driv-
ers’ experience, for example, charging waiting time 
and total trip duration. Also, the benefit of a P/S 
communication framework is reflected in terms 
of the communication efficiency. Open research 
issues in this emerging area are also presented.

IntroductIon
As the emerging key urban infrastructures, the 
smart grid and intelligent transportation systems 
(ITS) have been playing increasingly import-
ant roles in modern cities. This enables electric 
vehicles (EVs), which are expected to be wide-
ly adopted in individual, commercial, and public 
vehicle fleets.

However, compared to traditional gaso-
line-powered vehicles, on-the-move EVs are 
more likely to run out of energy and need to be 
charged during their journeys. As a result, how to 
manage the charging processes of EVs to improve 
their drivers’ comfort is a vital research issue for 
the success and long-term viability of EV compa-
nies.

Existing charging techniques still require a rela-
tively long duration to complete battery charging 
(typically half to several hours [1]), leading to 
frequently overloaded charging stations (CSs) 
caused by their typically limited forecourt areas 
[2]. The time and effort spent on seeking available 

CSs over the city, and waiting in the service queue 
would cause an uncomfortable and anxious driv-
ing experience for EV drivers. A promising alterna-
tive approach to the traditional charging service, 
battery switch service [3], can replace a fully 
charged battery for an EV within several minutes 
by using industrial automation robots.

As EVs become more prevalent, their charging 
demands will significantly rise for CSs through-
out smart cities. Therefore, there is a necessity 
to design the communication infrastructure with 
efficiency and sustainability in mind. We aim to 
answer the following four questions in this article:
• How do we provision an ITS enabled com-

munication framework for EV charging
management, via techniques including the
roadside unit (RSU), GPS, and standardiza-
tion of vehicle-to-infrastructure (V2I) commu-
nications (e.g., 802.11p [4])?

• How does the provisioning of a communi-
cation framework affect the actual driving
experience, and how cost-efficient is it?

• Which CS is ranked as the best plan for an
EV on the move thatneeds the battery switch
service to perceive a comfortable driving
experience (e.g., minimized charging waiting
time and trip duration)?

• What are the influences of urban driving
uncertainties (e.g., traffic conditions and driv-
ers’ trip preferences) and battery switch sys-
tems on the driving experience?

By facilitating the battery switch service, we pro-
vision an ITS-enabled publish/subscribe (P/S) 
[5] communication framework, where necessary
information (availability to provide the battery
switch service) is shared among different EVs and
other ITS entities such as RSUs. We further pro-
pose a CS selection scheme driven by the drivers’
trip preferences. Throughout the case study in the
Helsinki city scenario, the influence of communi-
cation provisioning and urban driving uncertain-
ties on driving experience are studied.

revIew of ev chArgIng MAnAgeMent
PArkIng Mode

The majority of previous works have addressed 
this use case (concerning when/whether to 
charge EVs), where EVs have already been park-
ing at homes/CSs. Details can be found in [6]; 
herein we briefly summarize these works as:
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• Schedule and control the charging/dis-
charging of EVs [7] (depending on different 
charging technologies, e.g., normal and fast 
charging), with different durations such that 
power grid constraints are maintained. This 
benefits the power grid such that peaks and 
possible overloads of the electricity network 
may be avoided.

• Address pricing issue [8] in order to encour-
age EVs not to charge during periods of high 
demand. This is mainly related to the econ-
omy issue, as the charging price is normally 
higher in peak hours than in off-peak hours.

• Integrate renewable energy, mainly solar and 
wind into grid as complimentary solution, 
from which sustainable energy could be pro-
vided to support massive demands.

on-the-Move Mode

A few works have studied how to manage EV driv-
ers’ charging plans when they are on the move:
• Route EVs (with charging event [9]) to min-

imize energy loss and maximize energy 
harvested during a trip, such that the time 
spent to fully recharge EVs is minimized. 
This would consider EV speed, as part of the 
efficiency of EVs results from their ability to 
recover some energy during deceleration.

• Where to deploy CSs (providing either plug-
in charging or battery switch service [3]) 
such that EVs can access CSs within their 
driving ranges. Also, the capabilities of CSs 
to handle peak demands are taken into 
account due to different numbers of EV arriv-
als at different times.

• Select the appropriate CS as charging plan 
(or refer to where to charge). For example, 
select the CS that is not highly congest-
ed [10], so as to experience a minimized 
charging wait time.

ProvIsIonIng of A P/s coMMunIcAtIon 
frAMework for bAttery swItch servIce

In this article, we focus on the latter use case (i.e., 
on-the-move mode) and aim to determine where 
(which CS) to charge at in real time. Since previ-
ous works have not brought the benefit of battery 
switch technology for enabling fast EV charging in 
on-the-move mode, we lead an interdisciplinary 
contribution by bridging that advanced charging 
technology and provisioning of cost-efficient com-
munication to drive information exchange within 
an EV charging system.

bAttery swItch servIce

To promote the popularization of EVs, it is neces-
sary to build the infrastructure for charging batter-
ies. Traditional plug-in recharging is accomplished 
by plugging EVs into charging slots (set by CSs 
placed at different city locations). In contrast, at 
a CS providing the battery switch service [3], the 
automated switch platform switches the depleted 
battery from an EV with a fully charged battery 
it maintains. The depleted battery is placed and 
recharged so that it can be used by other EV driv-
ers. This means that each CS is able to maintain a 
certain number of batteries for switching.

The battery switch service could be described 
as a mixture of a drive-through car wash, which 

normally switches an EV’s battery in several min-
utes, without requiring the driver to get out of the 
EV. Note that, as the cost to the battery’s lifespan 
may be taken into account, the fast charging still 
takes a toll that should be avoided when possi-
ble. The fact that depleted batteries are charged 
by CSs (normally via a lower power) certainly 
removes the burden on EV drivers to maintain 
batteries.

centrAlIzed vs. dIstrIbuted chArgIng MAnAgeMent

In general, on-the-move EV charging manage-
ment can be executed in both centralized and 
distributed manners. In the centralized manner, 
the charging management is executed by a glob-
al controller (GC) or other third party who is 
interested in charging management. However, 
this causes a big privacy concern, because the 
EV status information (e.g., location, trip destina-
tion, and ID) needs to be reported to the GC. 
The distributed manner benefits from low privacy 
sensitivity, where the charging management is 
executed by an EV individually (using accessed 
condition information from CSs). Thus, the accu-
racy of information plays an important role in 
charging management. This is because the CS 
selection decisions made by EVs would be subop-
timal due to imperfect information acquired.

the PublIsh/subscrIbe coMMunIcAtIon PArAdIgM

The publish/subscribe (P/S) [5] paradigm is a suit-
able communication paradigm for building appli-
cations in vehicular ad hoc networks (VANETs) 
with a highly dynamic and flexible nature, for 
example, delay-tolerant networking (DTN) [11]. 
The following three network entities are involved.

Roadside Unit: It is strategically deployed at 
a certain location, and behaves as a broker to 
bridge the information flow from CSs to EVs. Each 
RSU is able to aggregate all CSs’ condition infor-
mation and caches it in local storage.

Electric Vehicle: Each EV has a status of charge 
(SOC). The EV, as subscriber, actively sends a 
query to subscribe to the information relayed 
by RSUs. If the ratio between its current energy 
and maximum energy is below the value of SOC, 
the EV starts to select a CS for the battery switch 
based on its gathered information.

Charging Station: CSs need to be distributed 
in a different way, usually in special parking spots 
or near shopping malls. Each CS maintains a num-
ber of fully charged batteries to provide the bat-
tery switch service. As EVs arrive, the number of 
maintained (fully charged) batteries will decrease 
because of switching. These depleted batteries 
from EVs may have some residual electricity but 
have not been fully charged yet. Since each CS 
needs to charge depleted batteries, its maintained 
number of fully charged batteries will increase. It 
periodically publishes its condition information to 
legitimate RSUs.

In Fig. 1, each CS publishes its condition infor-
mation (i.e., availability of batteries for switching) 
to EVs as subscribers of this information. Along 
with this, strategically deployed RSUs can support 
information dissemination through V2I communi-
cation. The provisioning of a P/S communication 
framework fits the distributed charging manage-
ment well, where EVs could access CSs’ condition 
information from opportunistically encountered 

To promote the pop-

ularization of EVs, it 

is necessary to build 

the infrastructure for 

charging batteries. 

Traditional plug-in 

recharging is accom-

plished by plugging 

EVs into charging slots. 

In contrast, at the CS 

providing the battery 

switch service, the auto-

mated switch platform 
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battery from an EV, with 
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RSUs (within the RSU cloud to share all CSs con-
dition information), and perform their individual 
charging management when needed. 

the desIgn of A P/s coMMunIcAtIon frAMework for 
bAttery swItch servIce

All CSs are geographically deployed, and their 
locations are pre-known by all EVs. Each CS is con-
nected to all RSUs using a reliable channel such 
as authorized cellular network communication, 
and periodically publishes its condition informa-
tion, for example, the available time for switch1 
(ATS). Given strategically deployed RSUs, there will 
not be an overlap between the radio coverage of 
adjacent RSUs. Such opportunistic communication 
between RSUs and EVs inevitably results in obso-
lete information accessed by EVs. The information 
exchange between CSs and EVs through RSUs is 
based on the P/S communication framework.

The communication in ITS enables informa-
tion broadcasting to involved entities. In the case 
of EV charging application, the European Tele-
communications Standards Institute (ETSI) TS 101 
556-1 [12] standard is used. Its basic application 
is to notify EV drivers about the CSs’ condition 
information, such that they are able to select a 
CS for battery switch. Further to [10], enabling 
the plug-in charging technology, we enhance its 
communication framework with additional effort 
to enable the battery switch with time sequences 
illustrated in Fig. 2.

Step 1: All CSs’ information publications 
are synchronized. Each CS periodically publish-
es its ATS to RSUs, using the topic ATS_Update 
defined in Table 1. Strategically deployed RSUs 
could aggregate information from multiple CSs 
and cache it. Note that once new condition infor-
mation has been received from CSs, RSUs will 
replace the obsolete one cached in the past.

Steps 2–3: Given an encounter opportunity 
with an RSU, the EV, being aware of updated 
service from that RSU, will send a subscription 
query2 using the topic Aggregated_ATS_Access. 
This normally requires communication to br estab-
lished from the EV to the RSU, via WiFi, enabling 
V2I communication.

Compared to [10], via a single topic for access-
ing CSs’ queuing time, we bring two distinct top-
ics illustrated in Table 1 and enable computation 
at the RSU side. Here, the basic idea is placing 

lightweight cloud-like facilities (e.g., RSUs) in the 
proximity of mobile users (e.g., EVs moving on the 
road) for authentication and reducing redundant 
information subscription. This is motivated by the 
recent trend of data services toward the edge of 
the cloud, resulting in novel architectures called 
fog computing [13].

other AlternAtIve oPtIons

In Fig. 2, we also present two alternative options 
that can support information dissemination in the 
system.

Centralized Case (CC): It has been wide-
ly adopted by the majority of previous works. 
Throughout the cellular network communication, 
the GC globally monitors real-time CSs’ ATS, and 
processes charging requests from on-the-move 
EVs.

Periodic Broadcasting (PB): This is a simple 
case where each CS periodically (with interval 
T) broadcasts its ATS to all EVs, also equivalent 
to the case where drivers use mobile phones to 
collect broadcasted CSs’ ATS. The broadcasting is 
through the cellular network communication, and 
there is no RSU involved. Each EV can definitely 
access CSs’ ATS within interval T, different from 
P/S affected by opportunistic encounters.

dIscussIon on coMMunIcAtIon cost

Possibility to Access Information in P/S: In 
[10], the P/S communication enabling the plug-
in charging service (with CS queuing time pub-
lished) was discussed. The fact that information is 
accessible depends on:
• Whether there is an encounter between the 

EV and RSU
• Whether an RSU (encountered by EV) has 

cached the information published from CSs
The analysis is based on a straight road model, 
where an EV (with constant/average moving 
speed) will pass through a number of Nrsu RSUs. 
The possibility Pp/s of an EV to access information 
from at the least one of Nrsu RSUs, is given by

Pp s ≤1− 1− (i −1)S + F + R
V ⋅T

⎡
⎣⎢

⎤
⎦⎥

⎧
⎨
⎩

⎫
⎬
⎭i=1

Nrsu

∏
  

(1)

where Nrsu is the number of RSUs on the road, S 
is the distance between adjacent RSUs, and T is 
the publication interval (how often the informa-
tion is published) of a CS. Also, V is the EV mov-
ing speed, while F is the distance from the starting 
point to the center of the first RSU.

In order to increase Pp/s, we obtain:
• Increased radio coverage R
• Increased number of RSUs Nrsu
• Reduced CS publication interval T (to 

increase CS publication frequency)
Communication Cost: Further to above, we 

herein denote Nev as the number of EVs in the 
network. Then the communication costs of P/S, 
CC, and PB are given:
• In P/S, the cost for information access is 

given by 

O
Pp s ×Nev

T
⎛

⎝
⎜

⎞

⎠
⎟,

 
 since there are only (Pp/s  Nev) subscribers 

within each T interval.

Figure 1. Big picture where EVs access periodically published CS information 
from RSUs, and further utilize collected information for CS selection.
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1 This information reflects 
the status of those batteries 
being charged. For exam-
ple, given that a CS initially 
maintains 10 batteries, as 
time passes the status that 7 
batteries are switchable while 
3 batteries are being charged 
is published regarding the 
charging finish time (avail-
ability) of these 3 batteries 
being charged.

2 It is worth noting that the 
subscription query received 
from EVs will be processed 
by RSUs, which only reply 
with the aggregated CSs’ 
ATS associated with the 
updated time slot. This facili-
tates efficient radio resource 
utilization and alleviated 
interference to EVs.
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• In CC, the cost at the GC side for handling 
EVs’ charging requests is O(Nev).

• In PB, each CS experiences a communication 
cost of 

O Nev
T

⎛
⎝⎜

⎞
⎠⎟ ,

for broadcasting its ATS to all EVs.
Different from the CC communication framework, 
we can obtain scalability (i.e., the number of con-
nections at CSs does not depend on the number 
of EVs), as the benefits of P/S-based communica-
tion against point-to-point communication.

on-the-Move ev chArgIng MAnAgeMent 
vIA the P/s coMMunIcAtIon frAMework

urbAn drIvIng uncertAIntIes
Mobility Uncertainty: It refers to the situation 

in which there are several traffic jams occurring in 
a city. An EV within a certain range of a traffic jam 
has to slow down its speed, and it will accelerate its 
speed once leaving the range of that traffic jam. In 
particular, an EV may temporarily stop for a while if 
it is close to the central traffic. In such a case, an EV 
only resumes its movement once the closest traffic 
jam disappears. Due to the mobility uncertainty, the 
variation of EV moving speed will inevitably affect 
the arrival time at the CS and the electricity con-
sumption for traveling toward that CS. Further to 
this, the mobility uncertainty also affects the traveling 
time taken from a CS to an EV’s trip destination.

Trip Preference Uncertainty: It refers to the sit-
uation in which the EV drivers’ direction of where 
to travel is uncertain. Here, EV drivers may have 
their daily routes or points of interest (POIs) to 
visit, for example, shopping malls or public parks 
for leisure. The trip preference uncertainty affects 
CS selection, where suboptimal charging during a 
journey may degrade a driver’s comfort.

systeM cycle of 
on-the-Move ev chArgIng MAnAgeMent

Figure 3 describes the system cycle of charging 
management:

Driving Phase: The EV is traveling toward its 
trip destination. This phase is affected by both the 
mobility uncertainty and trip preference uncer-
tainty.

Charging Planning Phase: The EV reaching a 
threshold on its residual battery volume applies a 
policy to find a CS for the battery switch. Based 
on the locally recorded CSs’ condition informa-
tion, the EV runs a CS selection logic.

Battery Switch Phase: Upon arrival at the 
selected CS with parking place navigated [14], 
the EV’s battery (electricity consumed) is switched 
with the one (fully charged) maintained at that CS. 
This happens if the selected CS already maintains 
a number of fully charged batteries for switch-
ing. Particularly, if the number of fully charged 
batteries at CSs is less than the number of EVs 
already parking therein, the EV charging schedul-
ing (concerning when to charge) is based on the 
first come first serve (FCFS) order. This means that 
an EV with an earlier arrival time will be sched-
uled with a higher charging priority.

Battery Charging Phase: A number of batteries 
depleted from EVs will be charged by CSs in parallel. 
They will be switchable once being fully recharged. 

Note that the transition between battery switch phase 
and battery charging phase is bidirectional.

cs-selectIon logIc

Note that the EV might have received aggregated 
CSs’ condition information several times before it 
reaches the threshold for requesting the battery 
switch. The CS selection logic is to find the CS 
through which the EV will experience the shortest 
trip duration, including:
• Time to travel toward the selected CS
• Time to travel from the selected CS to the 

EV’s trip destination
• Time to spend at the selected CS

The first two metrics can be computed direct-
ly; we introduce following steps to estimate the 
third metric.

Step 1: Run at the CS side, it first checks the 
maintained number of fully charged batteries. 
If there is availability for switching, the ATS is 
returned without containing those batteries’ sta-
tus. This means that the CS is currently able to 
provide the battery switch service.

Figure 2. Time sequences of P/S, CC, and PB communication frameworks.
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Step 2: Run at the CS side, alternative-
ly, if it is currently without switchable batteries, 
it then checks the number of batteries waiting 
for charging. Here, those batteries waiting for 
charging are sorted following the shortest time 
charge first (STCF) policy. This implies that the 
depleted battery with much remaining volume is 
charged with higher priority. 

Step 3: Run at the CS side, only concern-
ing those batteries already being charged, their 
charging finish time is included in a temporary list, 
called LIST, for computation purposes. Then the 
earliest time of LIST could be obtained, while all 
information in LIST is copied into ATS.

Step 4: Run at the CS side, the output of LIST 
from step 3 plus the charging time of each battery 
(waiting for charging) is calculated as the charging 
finish time of that battery, which is further includ-
ed in ATS. This value is also replaced with the ear-
liest value in LIST.

Step 5: Steps 2–4 are repeated until the num-
ber of resting batteries (waiting for charging) 
reaches 0. Then an updated ATS is returned.

Note that if the EV arrival time is later than any 
value in ATS, this means it would not experience 
any delay for battery switch upon arrival at a CS. 
Otherwise, the waiting time for battery switch is 
given by the earliest value in ATS-arrival time.

cAse study
We have built up an entire system for EV charging 
in the Opportunistic Network Environment [15]. 
In Fig. 4, the default scenario with 4500  3400 
m2 area is shown as the downtown area of Helsin-
ki, Finland. 200 EVs with [30 ∼ 50] km/h variable 
moving speed are initialized in the network. The 

configuration of EVs follows the charging specifi-
cation (maximum electricity capacity, maximum 
traveling distance: 16.4 kWh, 140 km) of the 
Hyundai BlueOn EV (en.wikipedia.org/wiki/Hyun-
dai BlueOn), and we set SOC ranging from 15 to 
45 percent for all EVs.

Each CS maintains 30 fully recharged batter-
ies at the beginning of the simulation, and can 
charge 20 depleted batteries from EVs in parallel 
using 10 kW power. The battery switch time is 
fixed as 5 min. There are totally five CSs provided 
with sufficient electric energy for battery charging. 
Also, 300 m radio coverage is applied for 7 RSUs 
and 200 EVs. The default update interval (publica-
tion frequency) of a CS is 120 s, and the simula-
tion time is 43,200 s = 12 h.

The charging management scheme proposed 
above is evaluated under the P/S, CC, and PB 
communication frameworks discussed previously. 
We are mainly interested in:
• Average charging waiting time — the average 

period between the time an EV arrives at the 
selected CS and the time it finishes battery 
switching

• Average trip duration — the average time that 
an EV experiences for its trip through the bat-
tery switching service at an intermediate CS

• Number of accesses — number of times that 
EVs access CSs (through a cellular network 
or RSUs)

the Influence of  
coMMunIcAtIon frAMework ProvIsIonIng

Observation of Fig. 5 follows the analysis in Eq. 
1, where an infrequent CS publication (300 s, 
600 s) degrades the charging performance. This 

Table 1. Topics defined in the P/S system.

Topic Dissemination nature Publisher(s) Subscriber(s) Payload

ATS_Update One-to-many CS RSUs <CS ID & CS’s ATS, publication time slot> 

Aggregated_ATS_Access Many-to-many RSUs EVs <Aggregated CS IDs CSs’ ATS, publication pime slot>

Figure 3. System cycle of on-the-move EV charging management via battery switch.
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is because the accuracy of ATS collected from 
CSs differs too much from the value when it is 
published, leading to suboptimal CS selection. 
Besides, setting a smaller communication range 
(100 m) and fewer RSUs (by removing RSU1, 
RSU2, and RSU5) also degrade performance. This 
is because EVs (far away from RSUs at a certain 
distance) cannot establish connections with RSUs, 
from which the ATS of CSs is less likely accessed.

Here, as decision making and information 
monitoring are simultaneous in CC, it has the best 
charging performance, but with the concern of 
high privacy sensitivity. Besides, PB always outper-
forms P/S, but at the expense of a higher num-
ber of accesses. By comparing the proposed P/S 
to [10], we observe a substantial improvement 
regarding number of accesses, thanks to the intro-
duction of two dedicated topics involved in ser-
vice discovery with RSUs.

the Influence of urbAn drIvIng uncertAIntIes

Envisioning mobility uncertainty, 50 randomly 
generated traffic jams happen every 300 s, while 
its range is 300 m. Therefore, each EV will adjust 
its moving speed if the distance between its loca-
tion and a traffic jam is smaller than 300 m. All 
traffic jams will last for 100 s since generation. 
Obviously, with an increased number of traffic 
jams in the city, the charging performance is 
inevitably degraded. This is because the uncer-
tain arrival (due to speed reduction/stop) at CSs 
affects the accuracy of CS selection.

Envisioning trip preference uncertainty, we 
assign four types of POIs, of which the distribu-
tion influences the intentions of EVs’ trip desti-
nations. By setting potential trip preference, the 
intention-driven CS selection results in charging 
hotspots at those CSs around POIs (e.g., CS1, 
CS4, CS5). Due to an increased number of EVs 
intending to switch batteries at these CSs, the 
average charging waiting time and trip duration 
are increased, while the distribution of charged 
EVs among CSs changes. We observe that the 
mobility uncertainty does not remarkably result in 
charging hotspots, in sharp contrast to that under 
the trip preference uncertainty.

the Influence of chArgIng systeM

Given the reduction of fully recharged batteries 
maintained at CSs, EVs have to wait for a longer 
time to get batteries switched, and their total trip 
duration is increased. Besides, the performance 
becomes worse, if charging depleted batteries 
using the first deplete first charge (FDFC) rather 

than STCF policy. This implies the importance of 
providing fast availability of switchable batteries.

Finally, the advantage of battery switching over 
plug-in charging technology is observed given 
10 kW charging power. The former, with 60 kW 
charging power, can eventually achieve perfor-
mance close to the latter. This reflects a realistic 
concern for which the battery switch system can 
alleviate the peak load in the power grid by run-
ning a lower charging power.

oPen reseArch Issues
heterogeneIty of evs

There have been many EV manufacturers, and 
each type of EV may only be compatible with 
one or a few types of batteries. Assuming each 
CS maintains different types of batteries, it then 
publishes the integrated information about dis-
tinguished ATS (in relation to a certain type of 
battery). Also, the underlying battery scheduling 
policy should adjust the availability of each type 
of battery, depending on demands from hetero-
geneous EVs.

vehIcle-to-grId oPerAtIon

The CSs providing battery switch services can 
operate either as an energy source when their 
maintained batteries are fully charged, or as an 
electrical load when the depleted batteries need 
to be charged. The residual electricity of depleted 
batteries from EVs could be sold back to the grid. 
Instead, enabling the battery switch service in 
vehicle-to-grid (V2G) operation benefits both driv-
ers and the grid due to short EV idle time at the 
CS as well as flexibility in controlling the depleted 
batteries.

the busIness Model

Apart from strategically deploying CSs and V2G 
operation, the number of batteries to maintain at 
each CS should be decided prior to knowing the 
future demand for battery switching. Following 
our results, more batteries should be maintained 
at CSs that are in proximity to potential drivers’ 
POIs. A dynamic pricing strategy to minimize 
congestion and maximize profit (by adjusting the 
switch price) is suggested.

securIty

A malicious business may bombard an individual 
EV with unsolicited products or services, for exam-
ple, attracting drivers using manipulated CS condi-
tion information. As such, security is required to 
maintain confidentiality, integrity, and availability 

Figure 4. Simulation scenario of Helsinki city (5 CSs, 7 RSUs, 200 EVs).
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of information exchange between CSs and EVs. 
The credibility of CSs’ ATS is required for haz-
ard-free decisions of EVs. Thus, all messages must 
be digitally signed by CSs and later verified by EVs 
before making their CS selection decisions.

conclusIon
The effort toward green communication and 
charging systems for EVs on the move has 
become important. Here, a cost-efficient P/S com-
munication framework enabling battery switch 
service is provisioned to manage on-the-move EV 
charging, aiming to accelerate the charging pro-
cess over traditional plug-in charging technology. 
Results of city-scale simulations demonstrate that 
a number of factors have an impact on the driving 
experience through battery switch services. Open 
research issues have also been discussed.
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AbstrAct

Geographical load balancing can optimize the 
utilization of green energy and the cost of elec-
tricity by taking advantage of greenness and price 
diversities at geographically dispersed data cen-
ters. However, higher green energy utilization or 
lower electricity cost may actually increase the 
total energy consumption, and is not necessarily 
the best option. The achievable energy trade-offs 
can be captured by taking into consideration a 
defined service efficiency parameter for geo-dis-
persed data centers.

IntroductIon
The demand for online services including web 
search, online gaming, distributed file systems 
such as Google File System (GFS), and distributed 
storage systems such as BigTable and MapReduce 
is growing exponentially. This explosion of 
demand for online services has led to a multitude 
of challenges in data center networks (DCNs) 
from DCN architecture design, congestion notifi-
cation, TCP Incast, virtual machine migration, to 
routing in DCNs [1].

Most importantly, data centers’ electric power 
usage is growing at a rapid pace. In 2013, U.S. 
data centers consumed an estimated 91 billion 
kWh of electricity, and as the fastest growing con-
sumer of electricity, they are estimated to con-
sume roughly 140 billion kWh in 2020, which 
will cost $13 billion in electricity bills and emit 
100 million metric tons of carbon pollution [2]. 
This huge average annual electricity consump-
tion is due not only to the continuing explosion 
of Internet traffic but also to the gravity of prepar-
ing DCNs as a scalable and reliable computing 
infrastructure. Online services run on hundreds of 
thousands of servers spread across server farms 
provisioned for the peak load. In fact, to ensure 
user demand satisfaction, the servers run 24/7 
and in vast underutilization the majority of the 
time. To put this in perspective, the total power 
consumption at a data center includes the base 
load and proportional load. The base load indi-
cates the power consumption even when some 
of the turned on servers are idle. On the other 
hand, the proportional load is the extra power 
consumption that is proportional to the CPU 
utilization of the servers and accordingly to the 
load. Therefore, even idle, servers draw the base 
load power, thus incurring a substantial amount 

of annual energy use. However, in the past few 
years, more server capacities have been virtual-
ized to facilitate multiple virtual machines (VMs) 
being run on a single physical machine (PM).

Complying with all of our online activities 
but limiting the increasing energy demand in an 
environmentally friendly manner calls for inno-
vations across different disciplines. Recently, a 
great deal of research has been done to cut the 
data center’s power consumption and accordingly 
the cost of electricity. A great part of the studies 
mainly aims to propose new power management 
techniques by investigating the CPU and memo-
ry power consumption of the servers. For exam-
ples, dynamic voltage/frequency scale (DVFS) 
schemes like [3] have been deployed to reduce 
the CPU power, and new techniques such as [4] 
have been proposed to adjust the power states of 
the memory devices in order to dynamically limit 
memory power consumption. However, the data 
center operators prefer to maintain a high level 
of reliability and uptime with their less expensive 
inefficient facilities rather than install energy-effi-
cient devices at the cost of higher upfront cost 
[2].

Opportunities to improve data centers’ ener-
gy efficiency are not limited to improvements in 
computing components. The energy consump-
tion breakdown of data centers shows that a 
course of action is required to improve the ener-
gy consumption at other components like net-
work equipment, electrical power delivery and 
conversion, cooling, and lighting. To this end, 
the power usage effectiveness (PUE) metric has 
been commonly adopted as a measure of data 
centers’ efficiency, and is defined as the ratio of 
the total energy consumed by the data center to 
that consumed by the information technology (IT) 
equipment (EPA report on server and data cen-
ter energy efficiency, Final Report to Congress, 
August 2007). Power delivery and cooling effi-
ciency have been the subject of interest of many 
recent research papers, and a large number of 
studies have aimed at innovating networking com-
ponents and topologies to shave the power con-
sumed by IT network.

Another approach that addresses the energy 
consumption in all components is referred to as 
green data centers. The concept not only tries to 
cut down the electricity consumption and its cost 
but also integrates renewable energy resources 
such as solar panels and wind farms into data cen-

On The Fundamental Energy Trade-offs of 
Geographical Load Balancing

Abbas Kiani and Nirwan Ansari

Green communIcAtIons And computInG

Geographical load 
balancing can optimize 
the utilization of green 
energy and the cost of 
electricity by taking the 
advantages of green and 
price diversities at geo-
graphical dispersed data 
centers. However, higher 
green energy utilization or 
lower electricity cost may 
actually increase the total 
energy consumption, and 
is not necessarily the  
best option.

The authors are with the New Jersey Institute of Technology.
Digital Object Identifier:
10.1109/MCOM.2017.1600787



IEEE Communications Magazine • May 2017 171

ters, thereby promoting sustainability and green 
energy. Data center operators can assess the sus-
tainability of their data centers using the carbon 
usage effectiveness (CUE) metric along with PUE. 
CUE is defined as the ratio of the total CO2 emis-
sions caused by the total data center energy con-
sumption to IT equipment energy consumption. 
CUE has an ideal value of 0.0, which indicates 
that no carbon use is associated with the data 
center operations [5].

Shaving the energy consumption and its cost 
via load shedding and load shifting [6, references 
therein] is another approach. Load shedding is 
associated with quality of service (QoS) degrada-
tion where data centers, based on service level 
agreements (SLAs), decide to serve some types of 
the workload less effectively by utilizing less ener-
gy. On the other hand, load shifting algorithms 
investigate the possibility of shifting the load in 
time to run, for example, when cheaper electricity 
is available. Moreover, the effectiveness of the 
geographical load balancing on the energy costs 
and utilization of more renewable energy has 
been demonstrated in some studies. In so-called 
geographical load balancing (GLB), the workload 
is distributed among Internet scale data centers 
spread across geographical diversity [7]. In the fol-
lowing sections, we investigate the opportunities 
and challenges of geographical load balancing.

Green And economIc 
GeoGrAphIcAl loAd bAlAncInG

Internet-scale powerful data centers are few 
because of the scale and cost of deployment 
and operation. These few data centers are gen-
erally dispersed in different geographical regions. 
The main goal of deploying such geo-dispersed 
data centers is not only to provide redundancy, 
scalability, and high availability but also to more 
efficiently employ global resources such as price 
diversity in electricity markets or location diversi-

ty in renewable power generation [7, 8] (Fig. 1). 
Therefore, the powerful data centers are generally 
deployed far away from a large majority of users. 
To this end, front-end (FE) servers are co-located 
with users. Each FE server receives requests from 
its nearby users and distributes the requests to the 
back-end servers at geo-dispersed data centers. 
In fact, each FE server functions as a workload 
distribution center that manages the workload by 
distributing user requests to the appropriate data 
centers.

The selection of the appropriate data centers 
can be based on different parameters like serv-
er or content availability, the network distance 
between FE and data center, the efficiency of the 
data centers, the cost of the electricity, and avail-
ability of renewable energy. Therefore, different 
workload distribution strategies can be adopted 
at each FE by considering different objectives like 
maximizing green energy utilization, minimizing 
the cost of electricity, or maximizing the profit 
gained by running DCNs. On the other hand, 
each service request has to be handled with-
in a deadline determined by the SLA. Different 
parameters like the throughput of the connection 
between users and FE server, FE server and back-
end servers at the data center, and the queuing 
and processing delay at the data center contribute 
to the end-to-end delay of a service request [9]. 
The QoS at a data center is generally ensured by 
implying an upper bound on the queuing delay at 
the data center, which has been commonly mod-
eled as an M/GI/1 processor sharing (PS) queue 
or M/M/1 queue [7].

Green dIversIty

To benefit from the energy efficiency and sus-
tainability advantages of greening, data centers 
have recently been integrated with a green power 
source such as wind turbine or solar panel. There 
are three different ways to green a data center. 
The first approach, called behind the meter, is to 
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install renewable power generators at the data 
center location. In this case, the data center oper-
ator can own the power generation system itself, 
or a third party can install the system and sell the 
generated power to the data center. However, 
the most efficient location to build a renewable 
power source is not always the same as the best 
location to build an efficient data center. There-
fore, data center operators such as Google 
choose to either purchase renewable energy cer-
tificates (RECs) or make power purchase agree-
ments (PPAs) to procure both power and RECs 
[10].

To maximize green energy utilization, one FE 
server can manage the distribution of its incom-
ing workload to different data centers based on 
the availability of green energy. The available 

green energy at a data center can be deter-
mined by the green energy generation or stor-
age at the data center. The generated on-site 
green energy at a data center can be predicted 
by taking into account the weather dependency 
of green energy. Specifically, when the renew-
able generator is a wind turbine, the prediction 
can rely on the foremost forecasting techniques, 
which are based on numeric weather prediction 
(NWP) of wind speed and power [11]. The pre-
diction may include very-short-term forecasting, 
short-term forecasting, medium-term forecast-
ing, and long-term forecasting techniques. If the 
case is solar generation, machine-learning-based 
prediction techniques can be employed. In the 
case of purchased green energy, although it is 
not possible to track the flows of green ener-
gy from grid, green energy generation can be 
estimated via a data center’s RECs. Moreover, 
when extra green energy is available, each data 
center can store green energy at energy storage 
devices and draw the energy from the storage 
devices later.

prIce-dIversIty

While data centers operate 24/7, green energy 
is not a constantly available resource to power 
them. Therefore, data centers have to be con-
nected to on-grid brown energy. In this case, we 
should note that brown energy is procured in 
deregulated electricity markets.

Unlike regulated electricity markets, in dereg-
ulated electricity markets such as day-ahead and 
real-time markets, the electricity prices vary during 
the day. The final prices are set based on the bid-
ding process between the energy suppliers and 
consumers. Some studies also suggest that data 
centers can participate in the bidding process and 
procure electricity directly from the wholesale 
market [12]. However, the prices are not known 
to the data centers until operating time. For exam-
ple, day-ahead prices are usually revealed several 
hours up to one day in advance, while real-time 
prices are known only a few minutes in advance. 
Therefore, the electricity price forecasting meth-
ods have to be employed when participating in 
bidding process.

GLB can be considered as an opportunity to 
reduce the cost of electricity by utilizing electric-
ity price diversity at different locations. In other 
words, in order to minimize the electricity cost, 
each FE server can manage the workload by send-
ing the requests to the data center locations with 
cheaper price of electricity.

Green vs. brown

Green and price diversities are considered as an 
opportunity to design a green and low-cost GLB 
approach that not only can maximize the utiliza-
tion of green energy but can also minimize the 
cost of electricity. However, due to the different 
costs and different environmental impacts of the 
renewable energy and brown energy, such a GLB 
approach should tap on the merits of the separa-
tion of the green energy utilization maximization 
and brown energy cost minimization problems, 
that is, the concept of decomposing the work-
load to the workloads served by green and brown 
energy [8]. In other words, it is the notion of 
green workload and green service rate vs. brown 

Figure 2. Green vs. brown.
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workload and brown service rate, respectively, to 
facilitate the separation of green energy utilization 
maximization and brown energy cost minimiza-
tion problems.

The idea is to distinguish the servers at each 
data center based on the energy utilized to power 
them (Fig. 2). In fact, some servers are turned 
on and powered by the available green energy 
(green servers) and others if needed by purchas-
ing brown energy (brown servers). Therefore, the 
distinction between green and brown workloads 
is made mainly based on the server utilized to 
serve the workload. Specifically, the workload 
served by a green server is defined as the green 
workload, and similarly the workload served by 
a brown server is defined as the brown work-
load. Moreover, using this idea, we can tackle 
the shortcoming in some studies, which propose 
an integrated optimization framework but under 
the assumption that local renewable generation 
is always less than the local power consumption. 
In fact, using the green vs. brown concept, each 
data center utilizes green energy as much as pos-
sible, and purchases brown energy only when the 
green energy generation is not adequate to serve 
all incoming workloads.

In terms of the optimization models, the opti-
mization framework for green workload allocation 
has to maximize the utilization of green energy, 
and the constraints are to limit the allocated green 
workload by the available green resources. If the 
green energy is not adequate to satisfy the QoS 
requirements, another optimization framework is 
then designed to allocate the brown workload. 
While the objective of this optimization frame-
work is to minimize the cost of electricity, the 
constraints are defined to enforce QoS require-
ments at each data center.

Figure 3 demonstrates the optimized allocated 
green and brown workload to N = 3 data centers. 
The simulation data are based on the trends of 
wind power at data centers 1, 2, and 3 shown in 
Fig. 4 and the electricity price used in [13]. We 
simulated the total incoming workload by scal-
ing up the trends of a sample day of the requests 
made to the 1998 World Cup web site, which 
is also depicted in Fig. 3. In the simulations, we 
consider a time slotted system such that our opti-
mization is applied in each time slot, and the QoS 
at each data center is enforced by maintaining an 
upper bound on our estimation of the data cen-
ter’s queue length at the next time slot.

For example, the trend of wind power indicates 
that after hour 14, more of the green workload is 
assigned to data center 1 where the highest wind 
power is available. However, from hours 10 to 
13, the available wind power at data center 1 is 
lower than the other data centers, and thus less 
of the green workload is allocated to this data 
center. Moreover, as shown in Fig. 3, from hours 
9 to 11, all of the leftover requests (brown work-
load) are allocated to data center 2, where the 
price of electricity is the lowest. Note that before 
hour 8 and from hours 15 to 24, the available 
wind power is adequate to serve all the service 
requests, and the brown workload is almost not 
allocated to the data centers. In other words, in 
these hours, the available wind power is the key 
decision factor to allocate workloads among the 
data centers.

FundAmentAl trAde-oFFs
Most of the proposed GLB strategies aim at reduc-
ing the energy cost or brown energy consump-
tion via distributing the requests to the locations 
with cheaper price of electricity or higher renew-
able energy generation. However, such strategies 
may increase the total power consumption due to 
the fact that different data centers have different 
servers with different service capabilities, and also 
a request sent to different data centers experi-
ences different network delays. Therefore, con-
suming the same amount of energy or even more 
at one data center may handle fewer requests 
than another data center. In other words, the idea 
of sending a request to another data center with 
higher network delay or less service capability 
only in order to benefit from cheaper electricity 
or utilize more renewable energy may lead to a 
significant increase in total power consumption.

The extra green energy generation at a data 
center can be injected into the power grid, and 
the data center can receive compensation for the 
injected power. In the case of electricity, the cheap 
electricity at a data center can be stored at ener-
gy storage devices to be utilized later when the 
electricity becomes more expensive. Therefore, 
the higher green energy utilization or cheaper elec-
tricity at the expense of increasing the total energy 
consumption is not necessarily the best option.

InFormAtIon Flow GrAph-bAsed model

To find the achievable trade-offs between total 
power consumption and green energy utilization, 
we propose to model geo-dispersed data cen-
ters with an information flow graph [14] (Fig. 5). 
Note that this idea may be adopted to capture 
the achievable trade-offs between total power 
consumption and the cost of electricity.

Figure 4. Wind power generation.
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The information flow graph is a directed acy-
clic graph that includes three types of nodes: 
• A single source node (S)
• Some intermediate nodes
• Data collector nodes [15]
As depicted in Fig. 5, an FE can be thought of as 
the source node, which is the source of original 
requests (FE node). Here, we only consider one FE, 
but the proposed model can be extended to multi-
ple FEs as the geographically concentrated sources 
of requests. The intermediate nodes are also data 
centers, and the data collector node can corre-
spond to users that receive processed requests.

The information flow graph, which models the 
geo-dispersed data centers, varies across time. At 
any given time, each node in the graph is either 
active or inactive. At the initial time of each time 
slot, the FE node as the only active node contacts 
all data center nodes and sorts them based on a 
defined service efficiency parameter. We define 
the service efficiency parameter based on an M/
GI/1 processor sharing (PS) queue analysis by tak-
ing into consideration the network delay between 
FE and data centers. In other words, the allocat-
ed requests to a data center are first placed in a 
queue before they can be processed by any avail-
able server. We model the queue at each data 
center as an M/GI/1 PS queue, which has been 
commonly adopted in modeling the waiting time 
of the requests at a data center in many studies 
like [7]. The M/GI/1 PS queue is a single server 
queue with Poisson arrivals in which the service 
times form a sequence of i.i.d random variables 
with an arbitrary and general distribution function. 
Under PS, the processor is shared fairly among all 
jobs in the system. Therefore, the queuing delay 
at a data center can be computed as a function of 
the allocated requests to the data center, the ser-
vice rate of a single server at the data center, and 
the total number of the turned on servers at the 
data center. The total number of turned on serv-
ers at a data center also depends on the power 

consumption of the data center, the average peak 
power of a turned on server in handling a service 
request, and the PUE of the data center [8, 12].

The FE node connects to a set of data center 
nodes with capacities of the edges equal to the 
allocated workloads (AWs) to these nodes. To 
satisfy the QoS requirements, the AW to a data 
center has to be upper bounded. In fact, the 
queueing delay for each service request should 
be limited by a given deadline determined by the 
SLA; this constraint is then translated to an upper 
bound (UB) for each data center. The value of 
this upper bound is varied at different data cen-
ters due to different service efficiency parameters.

Note that our trade-off parameters (total and 
brown power consumption) depend on the number 
of connected data center nodes to the FE node. In 
other words, connecting to a different number of 
data centers will result in a different amount of total 
and brown power consumption. After connecting 
to data center nodes, the FE node becomes and 
remains inactive, and selected data center nodes 
become active. Note that each data center node 
is represented by a pair of incoming and outgoing 
nodes, that is, xin and xout, connected by a direc-
tional edge whose capacity is the maximum num-
ber of requests that the data center can handle by 
the deadline (i.e., its UB). Finally, when the deadline 
comes, the data collector node becomes active and 
connects to the data center nodes to receive the 
processed requests. The edges that connect from 
the data center nodes to the data collector node are 
assumed to have infinite capacity, that is, users have 
access to all the processed requests.

totAl-brown trAde-oFF

The proposed information flow graph model can be 
used to capture the whole trade-off region between 
the total and brown power consumption. The main 
idea is that the FE has to distribute the workload to 
data centers such that the capacity of the FE-data 
collector minimum cut is larger than or equal to the 
total number of incoming requests at the FE. If so, 
the data collector node can ensure receiving all the 
processed requests by the deadline, and the work-
load distribution strategy can meet the SLA require-
ments. As a numerical example, we consider k = 6 
data centers, each integrated with a wind farm as a 
renewable power source. Our simulation data are 
based on the trends of wind power and the total 
workload shown in Figs. 3 and 4, respectively. Fig-
ure 6 shows the trade-off curves between the total 
power consumption and green energy utilization at 
some sample hours of the day. For example, at time 
10 a.m., if we utilize all available green energy at 6 
data centers, that is, when the green energy utiliza-
tion is 1, more than 35 MW of power is consumed 
totally. The trade-off curves in this figure confirm 
that we can increase the green energy utilization by 
increasing the total power consumption.

summAry
Due to the cost and scale, a few Internet-scale data 
centers are dispersed over the globe. To this end, 
geographical load balancing schemes are designed 
to leverage this geo-dispersion by efficient utili-
zation of global resources such as price diversity 
in the electricity markets or locational diversity in 
renewable power generation, that is, distributing the 
requests to the locations with cheaper price of elec-Figure 5. Information flow graph-based model for geo-dispersed data centers.
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tricity or higher green power generation. Because 
of the different costs and different environmental 
impacts of the renewable energy and brown energy, 
geographical load balancing approaches can further 
benefit from the idea of green workload and green 
service rate vs. brown workload and brown service 
rate, respectively. In fact, the concept of decompos-
ing the workload to the workloads served by green 
and brown energy facilitates the separation of green 
energy utilization maximization and brown energy 
cost minimization problems.

On the other hand, utilizing price and green 
energy diversities via geographical load balancing 
can increase the total power consumption due to 
the fact that different data centers have different 
servers with different service capabilities, and also 
a request sent to different data centers experiences 
different network delays. Therefore, there is a trade-
off between total power consumption and green 
energy utilization or cost of the electricity. Such a 
trade-off can be captured by modeling the geo-dis-
persed data centers with an information flow graph 
and, more importantly, by defining a service efficien-
cy parameter based on an M/GI/1 processor shar-
ing queue to take into consideration the network 
delay between FE servers and data centers.

Extending the green vs. brown idea and infor-
mation flow graph-based model by considering 
multiple workload distribution centers as the geo-
graphically concentrated sources of requests, the 
availability of energy storage devices at the data 
centers that may introduce new challenges like 
some battery related constraints, and elaborat-
ing on machine-learning-based energy prediction 
techniques will be an interesting future pursuit. 
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Figure 6. Green power utilization-total power consumption trade-off curves at 
different hours of day.

0 0.2 0.4 0.6 0.8 1
30

35

40

45

50

55

60

Green energy utilization

To
ta

l p
ow

er
 co

ns
um

tip
n 

(M
W

)

10 a.m.
12 p.m.
2 p.m.
7 p.m.



IEEE Communications Magazine • May 2017176 0163-6804/17/$25.00 © 2017 IEEE

AbstrAct

Delivering sensory data to users anytime 
and anywhere if there is network connection, 
sensor-cloud (SC), which integrates WSNs and 
cloud computing, is attracting growing interest 
from both academia and industry. This article 
discusses the potential applications and recent 
work about SC and observes two issues regard-
ing green SC. Further, motivated by solving these 
two issues, this article proposes a Multi-Method 
Data Delivery (MMDD) scheme for SC users. 
MMDD strategically incorporates four kinds of 
delivery: delivery from cloud to SC users; delivery 
from WSN to SC users; delivery from SC users to 
SC users; and delivery from cloudlet to SC users. 
Compared to exclusive data delivery from cloud 
to SC users, evaluation results show that MMDD 
could achieve lower delivery cost or less delivery 
time for SC users.

IntroductIon
Recently, motivated by incorporating the ubiq-
uitous data gathering ability of wireless sensor 
networks (WSNs) as well as the powerful data 
storage and data processing capabilities of cloud 
computing (CC), sensor-cloud (SC) [1] [2] is 
receiving growing attention from both the aca-
demic and industrial communities. Basically, inte-
grating WSNs and CC, as shown in Fig. 1, the 
sensory data is gathered by the ubiquitous sensor 
nodes (e.g., temperature sensor nodes, humidity 
sensor nodes, motion sensor nodes) in WSNs and 
transmitted to the powerful data centers in the 
cloud. Then the sensory data is stored and pro-
cessed by the cloud and further delivered to SC 
users on demand.

With such integration, from the perspective of 
users, SC enables them to obtain their required 
sensory data anytime and anywhere if there is net-
work connection. From the view of WSNs and 
the cloud, SC complements them. For example, 
in the cloud, the service the cloud offers can be 
greatly enriched by providing the services (e.g., 
environmental monitoring, healthcare monitor-
ing, landslide detection, forest fire detection) that 
WSN provides [3]. Regarding WSNs, the utility of 
WSNs could be enhanced, by being able to serve 
multiple applications via the cloud. Generally, in 
such integration, there are three main entities: a 
sensor network provider (SNP), which enables 
the WSN; the cloud service provider (CSP), which 
offers the cloud, and the SC user.

Discussing the potential applications and 
recent work regarding SC, this article observes 
two issues concerning green SC. Then, triggered 
by solving these two issues, this article proposes 
a Multi-Method Data Delivery (MMDD) mecha-
nism for SC users. Particularly, MMDD strategical-
ly combines four kinds of delivery: delivery from 
the cloud to SC users; delivery from the WSN to 
SC users; delivery from SC users to SC users; and 
delivery from a cloudlet to SC users. In contrast 
to exclusive data delivery (EDD) from the cloud 
to SC users, evaluation results show that MMDD 
could obtain lower delivery loss or less delivery 
time for SC users.

For the rest of this article, the potential appli-
cations of SC are presented in the next section. 
Following that we review the recent work on SC 
and present the two issues regarding green SC. 
The proposed MMDD scheme is then introduced. 
We next perform the evaluation with respect to 
MMDD and EDD. This article is concluded in the 
final section.

PotentIAl APPlIcAtIons of sc
SC has a lot of exciting potential applications 
[4]. For instance, concerning real-time agriculture 
monitoring, WSNs comprise a variety of sensor 
nodes (e.g., soil moisture sensor nodes, air sensor 
nodes, temperature sensor nodes, CO2 concen-
tration sensor nodes, and camera sensor nodes) 
that can be arranged to collect various informa-
tion about the crops on a farm. These data can be 
further analyzed by the cloud in real time in order 
to track the health of the crops. With respect to 
real-time transportation monitoring, WSNs that 
include different kinds of sensor nodes (e.g., pres-
sure sensor nodes, image sensor nodes, video 
sensor nodes, and alcohol gas sensor nodes) can 
be used for gathering vehicle and driver informa-
tion. After the cloud incorporates the collected 
information in real time, the level of fuel and the 
vehicle arrival time as well as the status of the 
driver can be tracked, predicted, and observed, 
respectively. Regarding real-time tunnel monitor-
ing, WSNs including light sensor nodes can be 
utilized to sense the light levels inside a tunnel. 
Meanwhile, the cloud can analyze the sensed 
light levels in real time so that the light intensi-
ty can be automatically adjusted to save energy 
spent unnecessarily for lighting throughout the 
day. About real-time wildlife monitoring, WSNs 
consisting of various types of sensor nodes (e.g., 
video sensor nodes) can be deployed into a wide 
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field, collecting information about the wildlife 
sanctuaries, activities, and so on. With the pow-
erful cloud, which stores and processes the gath-
ered information, real-time monitoring and further 
protecting the wildlife (e.g., endangered species) 
can be achieved.

recent Work About sc
Focusing on cloud-based WSNs, the aim of [5] 
is enhancing the lifetime of the WSN integrated 
with the cloud. Specifically, two collaborative 
location-based sleep scheduling approaches are 
introduced for WSNs. The strategy is to dynam-
ically determine the awake or asleep state of 
each sensor node to decrease energy consump-
tion of the integrated WSN, considering the 
locations of mobile cloud users. With respect 
to the WSN-based cloud, the purpose of [6] is 
reducing the expected completion time for the 
CC integrated with WSN. Particularly, two job 
scheduling schemes (i.e., priority-based two-phase 
Min-Min and priority-based two-phase Max-Min) 
are described for CC. The technique executes 
WSN related cloud tasks in phase 1, while execut-
ing other ordinary cloud tasks in phase 2.

Concerning SC integration, a sensory data 
processing framework is shown in [7], aimed at 
transmitting desirable sensory data to the mobile 
cloud users in a fast, reliable, and secure manner. 
The mechanism incorporates the WSN gateway, 
the cloud gateway, the cloud, and the mobile 
users to perform various functions (e.g., data 
traffic monitoring, data filtering, data prediction, 
data recommendation, data compression, data 
decompression, data security). Another sensory 
data delivery scheme is presented in [8], toward 
offering more useful data reliably to the mobile 
cloud from a WSN. The idea is making the WSN 
gateway selectively transmit the sensory data to 
the cloud based on the time and priority features 
of the data requested by the mobile user, while 
utilizing the priority-based sleep scheduling to 
save the energy consumption of the WSN. An 
authenticated trust and reputation calculation and 
management system is exhibited in [9], targeted 
at helping a cloud service user (CSU) choose a 
desirable CSP and assisting the CSP in selecting 
an appropriate SNP. The scheme incorporates 
the authenticity of the CSP and SNP; the attribute 
requirement of the CSU and CSP; and the cost, 
trust, and reputation of the service of the CSP and 
SNP. A trust-assisted SC is designed in [10], devot-
ing effort to improve the quality of service (QoS) 

of the sensory data experienced by SC users. The 
method utilizes trusted sensors (i.e., sensors with 
trust values surpassing a threshold) in the WSN 
for gathering and transmitting sensory data, while 
using trusted data centers (i.e., data centers with 
trust values surpassing a threshold) in the cloud 
for storing, processing, and delivering the senso-
ry data to users. Five pricing models are devised 
in [11], induced by offering guidance for future 
research regarding SC pricing. The pricing designs 
consider the following factors: the lease period of 
the SC user; the required working time of SC; the 
SC resources utilized by the SC user; the volume 
of sensory data obtained by the SC user; and the 
SC path that transmits the sensory data from the 
WSN to the SC user, respectively.

To the best of our knowledge, the sensory 
data delivery of SC in all the above work is EDD 
from the cloud to SC users. With such delivery, 
the following two issues regarding green SC could 
exist.

Issue 1: Since SC users might request the 
same data from the cloud, the cloud might deliver 
large amounts of the same data to SC users. A 
large number of repeated data transmissions from 
the cloud to SC users exclusively increases the 
demand regarding the energy and resources as 
well as the bandwidth of SC.

Issue 2: When multiple SC users request data 
from the cloud simultaneously, a lot of data needs 
to be delivered from the cloud to multiple SC 
users at the same time. Substantial data delivery 
from the cloud to multiple SC users exclusively 
also increases the requirement with respect to the 
energy and resources as well as the bandwidth 
of SC.

In both of the above cases, we can observe 
that the delivery cost (e.g., utilized energy and 
resources as well as bandwidth) for providing data 
to SC users is increased. Furthermore, in terms of 
an SC with certain energy and resources as well 
as bandwidth, the delivery time for offering data 
to SC users is also increased.

the ProPosed mmdd scheme
overvIeW

Motivated by solving the above observed two 
issues, the MMDD scheme is proposed. Particu-
larly, as shown in Fig. 2, the following four meth-
ods are incorporated by MMDD for delivering 
sensory data to SC users: 
1. MMDD1 (delivery from cloud to SC users)
2. MMDD2 (delivery from WSN to SC users)

Two collaborative 

location-based sleep 

scheduling approaches 

are introduced for 

WSNs. The strategy is 

dynamically determining 

the awake or asleep 

state of each sensor 

node to decrease ener-

gy consumption of the 

integrated WSN, con-

sidering the locations of 

mobile cloud users.

Figure 1. An instance of SC.
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3. MMDD3 (delivery from SC users to SC 
users)

4. MMDD4 (delivery from cloudlet to SC users)
Regarding item 1, MMDD1 (delivery from 

cloud to SC users), the sensory data is deliv-
ered via the network communication, for exam-
ple, wideband code-division multiple access 
(WCDMA), LTE, or WiMAX. About item 2, 
MMDD2 (delivery from WSN to SC users), the 
sensory data is delivered via base station commu-
nication. With respect to item 3, MMDD3 (deliv-
ery from SC users to SC users), the sensory data 
is delivered via device-to-device communication. 
For item 4, MMDD4 (delivery from cloudlet to SC 
users), the sensory data is delivered via the local 
area network communication. Here, available for 
use by nearby mobile devices, a cloudlet [12] is a 
resource-rich and trusted computer or cluster of 
computers well connected to the Internet.

delIvery rules

The delivery rules consider the following ele-
ments:
• The delivery methods that are available for 

the SC user might be different when the SC 
user is in various locations. 

• The sensory data requested by the SC user 
needs to be delivered through the delivery 
method(s).

• For each delivery method in MMDD, there is 
an associated delivery cost and delivery time. 

Particularly, regarding different delivery methods 
in MMDD, the delivery cost and delivery time 
probably vary in different conditions. In terms of 
a certain delivery method in MMDD, the deliv-
ery cost and delivery time probably also vary in 
different situations. Thus, the appropriate delivery 
method(s) in different conditions need(s) to be 
used, to better satisfy the SC user’s requirement 
regarding delivery cost or delivery time.

Specifically, the rules to utilize the delivery 
method(s) are shown as follows. 

Rule 1: Based on the location of the SC user, 

the delivery method(s) available to the SC user is 
(are) determined by the SC. 

Rule 2: Taking into account the data required 
by the SC user, the delivery method(s) that can 
deliver the needed sensory data is (are) decided 
by the SC. 

Rule 3: Considering the delivery cost and deliv-
ery time of the delivery method(s), the specific 
delivery method(s) is (are) utilized by the SC based 
on the service level agreement of the SC user.

Regarding rule 1, the locations of SC users 
are obtained by SC through a mobile application 
that dynamically uploads the location of the SC 
user to SC [13]. About rule 2, if the sensory data 
required by the SC user needs to be delivered by 
multiple delivery methods, multiple delivery meth-
ods become the candidates. Otherwise, only one 
delivery method is used. With respect to rule 3, 
if the SC user wants to obtain the data with min-
imum delivery time, the delivery method(s) with 
the minimum delivery time is (are) utilized. If the 
SC user wants to achieve the data with a minimum 
delivery cost, the delivery method(s) with the min-
imum delivery cost is (are) used. Otherwise, the 
delivery method(s) with a satisfactory delivery time 
(i.e., the delivery time is less than a threshold) and 
a minimum delivery cost is (are) utilized, or the 
delivery method(s) with a satisfactory delivery cost 
(i.e., the delivery cost is less than a threshold) and a 
minimum delivery time is (are) used.

delIvery And APPlIcAtIon AnAlysIs

The purpose of MMDD is to better cater for the 
SC user’s delivery requirement, since the deliv-
ery cost or delivery time with EDD might not sat-
isfy the SC user’s delivery requirement in some 
cases. For example, for issues 1 and 2 discussed 
above, in the case that SC users request the same 
data from the cloud or multiple SC users request 
the data from the cloud simultaneously, the data 
could be offered to the SC users by intelligently 
utilizing different delivery method (s) in MMDD, 
instead of EDD from the cloud to SC users. Since 

Figure 2. An instance of MMDD.
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different delivery methods in MMDD have vary-
ing delivery cost and delivery time in different 
conditions, the delivery cost for providing data to 
SC users with MMDD might be lower than that 
with EDD. Similarly, the delivery time for offering 
data to SC users with MMDD might be less than 
that with EDD.

In other words, the aim of MMDD is to strate-
gically incorporate the four delivery methods (i.e., 
MMDD1, MMDD2, MMDD3, and MMDD4) to 
generate lower delivery cost or less delivery time 
for the SC user, while offering the needed data to 
the SC user. As a result, different MMDDs might 
be utilized for delivering the sensory data to the SC 
user in different conditions. For instance, MMDD4 
might be used when the SC user is in a coffee shop 
in which a cloudlet could offer the sensory data, 
while MMDD3 probably could be used when the 
SC user is in a classroom where other SC users 
could provide the sensory data. MMDD2 might be 
utilized when the SC user is very close to the WSN 
offering the sensory data, while MMDD1 proba-
bly could be utilized when the SC user is very far 
from home and the cloud could provide the sen-
sory data. Moreover, multiple delivery methods 
in MMDD could be used if one delivery method 
(e.g., MMDD4) is not sufficient to offer all the sen-
sory data that the SC user requests.

Furthermore, regarding MMDD, it could also 
be utilized in the future social sensor cloud (SSC) 
[14]. As shown in Fig. 3 about SSC, the SC users 
form social networks (SNs) [15], which connect 
and complement the WSNs, cloud, and cloudlet. 
In particular, SNs are networks formed by social 
members (e.g., individuals, organizations) who 
interact with each other. With SNs, the resourc-
es and services of the WSNs, cloud, and cloud-
let could be shared, leveraging the relationships 
established between members of an SN. In such 
a manner, the resources and services requested 
by the SC users could be substantially reduced. 
Then the delivery cost and delivery time with 
MMDD might be further decreased. With further 
decreased delivery cost or delivery time, the SC 
user’s delivery requirement could be even better 
satisfied.

evAluAtIon
evAluAtIon setuP

To evaluate the delivery time and delivery cost 
of EDD and MMDD for SC, the following two 
evaluations are performed as case studies. In both 
evaluations, there is an SC consisting of a WSN, 
a cloud, a cloudlet, and a number of SC users. In 
terms of EDD, the sensory data is delivered to the 
SC users from the cloud exclusively. For MMDD, 
the sensory data is delivered to the SC users 
cooperatively with MMDD1, MMDD2, MMDD3, 
and MMDD4.

For evaluation 1, it is assumed that the deliv-
ery times to an SC user with MMDD1, MMDD2, 
MMDD3, and MMDD4 are 0.4 s, 0.3 s, 0.2 s, and 
0.1 s, respectively. The delivery cost to an SC user 
with MMDD1, MMDD2, MMDD3, and MMDD4 
are US$0.8, US$0.6, US$0.4, and US$0.2, respec-
tively. Evaluation 1 is conducted in the two sce-
narios below.

Scenario 1: MMDD1, MMDD2, MMDD3, and 
MMDD4 are each used to serve 25 percent of 
SC users, respectively. The number of SC users 
ranges from 100 to 1000 (increased by units of 
100). This scenario is for evaluating the impacts of 
the number of SC users on SC’s delivery time and 
SC’s delivery cost with EDD and MMDD.

Scenario 2: There are 500 SC users. The per-
centage of SC users MMDD1 serves ranges from 
10 to 90 percent (increased by units of 10 per-
cent). MMDD2, MMDD3, and MMDD4 are uti-
lized to serve the remaining users equally. This 
scenario is to evaluate the impacts of the utiliza-
tion rate of MMDD1 on SC’s delivery time and 
SC’s delivery cost with EDD and MMDD.

Concerning evaluation 2, there are 500 SC 
users, served by MMDD1, MMDD2, MMDD3, 
and MMDD4 equally. Moreover, it is given that 
the delivery times to an SC user with MMDD3 and 
MMDD4 are 0.4 s and 0.2 s, respectively. The deliv-
ery cost to an SC user with MMDD3 and MMDD4 
are US$0.8 and US$0.4, respectively. Evaluation 2 is 
implemented in the following two scenarios.

Scenario 3: The delivery time and delivery 
cost to an SC user with MMDD1 are 0.8 ss and 

Figure 3. MMDD application in SSC.
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US$1.6, respectively. The delivery time to an 
SC user with MMDD2 ranges from 0.6 to 1.4 s 
(increased in units of 0.1 s). The delivery cost to 
an SC user with MMDD2 ranges from US$1.2 
to US$2.0, increased by units of US$0.1). This 
scenario is for evaluating the impact of MMDD2’s 
delivery time on SC’s delivery time and the impact 
of MMDD2’s delivery cost on SC’s delivery cost 
with EDD and MMDD.

Scenario 4: The delivery time and delivery cost 
to an SC user with MMDD2 are 0.6 s and US$1.2, 
respectively. The delivery time to an SC user with 
MMDD1 ranges from 0.8 to 1.6 s (increased by 
units of 0.1 s). The delivery cost to an SC user with 

MMDD1 ranges from US$1.6 to US$2.4 (increased 
by units of US$0.1). This scenario is to evaluate the 
impact of MMDD1’s delivery time on SC’s delivery 
time and the impact of MMDD1’s delivery cost on 
SC’s delivery cost with EDD and MMDD.

evAluAtIon results

Figures 4 and 5 present the evaluation 1 
results and evaluation 2 results about the 
delivery time and delivery cost with EDD and 
MMDD for SC in the two different scenarios, 
respectively. As shown in these figures, it can 
be clearly obtained that the delivery time or 
delivery cost of MMDD is better than that of 

Figure 4. Evaluation 1: comparison of a) delivery time and b) delivery cost b) with EDD and MMDD in scenario 1; comparison of c) 
delivery time and d) delivery cost with EDD and MMDD in scenario 2.
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EDD in terms of the above case studies. Par-
ticularly, from Figs. 4a and 4c and 5a and 5c, 
it can be observed that the SC’s delivery times 
with MMDD are always less than those with 
EDD in scenarios 1, 2, 3, and 4. In addition, 
based on Figs. 4b and 4d and 5b and 5d, it 
can be perceived that the SC’s delivery costs 
with MMDD are also always lower than those 
with EDD in all four scenarios.

conclusIon
Attracting growing interest from both the academ-
ic and industrial communities by integrating WSNs 
and CC, SC delivers sensory data to users anytime 

and anywhere if there is network connection. In 
this article, the potential applications and recent 
work with respect to SC have been discussed, and 
two research issues about green SC have been 
identified. Further, the MMDD scheme has been 
proposed, induced by solving the observed two 
research issues. Specifically, the following four 
methods that deliver sensory data to SC users are 
strategically incorporated in MMDD: 
• Delivery from cloud to SC users
• Delivery from WSN to SC users
• Delivery from SC users to SC users
• Delivery from cloudlet to SC users
Evaluation results have also been presented about 

Figure 5. Evaluation 2: comparison of a) delivery time and b) delivery cost with EDD and MMDD in scenario 3; comparison of c) deliv-
ery time and d) delivery cost with EDD and MMDD in scenario 4.
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MMDD and EDD, demonstrating that MMDD 
could achieve lower delivery cost or less delivery 
time for SC users.
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AbstrAct

The deployment of a large number of small 
cells poses new challenges to energy efficien-
cy, which has often been ignored in 5G cellular 
networks. While massive MIMO will reduce the 
transmission power at the expense of higher com-
putational cost, the question remains as to which 
(computation or transmission power) is more 
important in the energy efficiency of 5G small cell 
networks. Thus, the main objective in this article 
is to investigate the computation power based on 
the Landauer principle. Simulation results reveal 
that more than 50 percent of the energy is con-
sumed by the computation power at 5G small 
cell BSs. Moreover, the computation power of a 
5G small cell BS can approach 800 W when mas-
sive MIMO (e.g., 128 antennas) is deployed to 
transmit high volume traffic. This clearly indicates 
that computation power optimization can play a 
major role in the energy efficiency of small cell 
networks.

IntroductIon
With the anticipated high traffic, small cell net-
works are emerging as an inevitable solution for 
fifth generation (5G) cellular networks [1]. In par-
ticular, the massive multiple-input multiple-output 
(MIMO) and millimeter-wave technologies are 
expected to be deployed toward improving the 
transmission rate and reducing the transmission 
power of 5G mobile communication systems [2]. 
On the other hand, more computation power will 
be required to process anticipated heavy traffic at 
small cell base stations (BSs). Under these condi-
tions, a trade-off between computation and trans-
mission power needs to be thoroughly evaluated 
in order to achieve energy efficiency optimization 
for 5G small cell networks.

This has been widely investigated in [3–6]. 
Compared to transmission power, computation 
power was obviously smaller and usually fixed as 
a constant in a traditional energy efficiency eval-
uation of BSs [4]. As a consequence, the ener-
gy efficiency investigation of small cell networks 
has focused on the optimization of transmission 
power at BSs [5]. Furthermore, the BS sleeping 
scheme has been considered to improve energy 
efficiency where the RF chains and transmitters of 
BSs are closed to save transmission power [6]. In 
addition, the computation power of small cell BSs 
has been improved by the volume and complexity 

of signal processing, which is weighted by mas-
sive MIMO and millimeter-wave technologies [7].

When small cell BSs are ultra-densely deployed 
in 5G cellular networks [8], there are scenarios in 
which the computation power of BSs will become 
larger than the transmission power of BSs despite 
lower power transmission requirements for small 
cell BSs.

The transmission rate of 5G mobile commu-
nication systems is expected to reach an average 
of 1 Gb/s (10 Gb/s at peak rate) [2]. Hence, the 
huge traffic has to be handled at the baseband 
units (BBUs) of small cell BSs, and then the com-
putation power of signal processing has to be 
accordingly improved at the BBUs. Moreover, 
the cache communications and cloud computing 
network architecture will strengthen functions of 
signal processing and computing at small cell BSs. 
Nonetheless, the computation power of 5G small 
cell networks could be predicted to increase in 
the near future. All the above factors trigger us to 
rethink the roles of computation and transmission 
power in 5G small cell networks.

Based on the Landauer principle, we first pro-
pose a computation power model for 5G small 
cell networks. Considering that the massive MIMO 
and millimeter-wave technologies are adopted at 
small cell BSs, the impact of the number of anten-
nas and bandwidths on the computation power of 
5G small cell networks is investigated. Simulation 
results indicate that the computation power will 
consume more than 50 percent of the energy 
at 5G small cell BSs. It is a surprising result for 
the energy efficiency optimization of 5G small 
cell networks. Finally, future challenges of energy 
efficiency optimization are discussed for 5G small 
cell networks, and conclusions are drawn in the 
last section.

Power consumPtIon At bss
To evaluate the roles of computation and transmis-
sion power for BSs, the total BS power consump-
tion needs to be analyzed in detail. Therefore, in 
this section 5G transmission technologies, such as 
massive MIMO and millimeter-wave, will be incor-
porated for analyzing the power consumption of 
small cell BSs.

bs Power consumPtIon tyPes

Considering functions and architectures of BSs, 
the power consumption at BSs is typically classi-
fied into three types: transmission power, com-
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putation power, and additional power, which are 
described as follows.

Transmission Power: corresponds to the ener-
gy used by power amplifiers (PAs) and RF chains, 
which perform the wireless signals change, that is, 
signal transforming between the baseband signals 
and the wireless radio signals. Also, the power 
consuming at feeders is included as a part of the 
transmission power.

Computation Power: represents the energy 
consumed at BBUs, which includes digital signal 
processing functions, management and control 
functions for BSs and the communication func-
tions among the core network and BSs. All these 
operations are executed by software and realized 
at semiconductor chips.

Additional Power: represents the BS power, 
except for the transmission and computation 
power, for example, the power consumed for 
maintaining the operation of BSs. More specifical-
ly, additional power includes the power lost at the 
exchange from the power grid to the main supply, 
at the exchange between different DC-DC power 
supply, and the power consumed for active cool-
ing at BSs.

The values of the three types of consumed 
power are different depending on the types of BS. 
For example, unlike the macrocell BS, the small 
cell BS normally does not have an active cooling 
system.

the totAl bs Power consumPtIon model

The EARTH project has promoted energy effi-
ciency optimization for wireless access networks 
and proposes a framework for the power con-
sumption at BSs [9]. Based on this energy effi-
ciency framework, the BS is divided into five 
parts (Fig. 1): the antenna interface, the power 
amplifier, the RF chains, the BBU, the mains sup-
ply, and cooling and DC-DC. The power con-
sumed at the power amplifier and the antenna 
interface occupy the largest portion of the total 
power consumption in macrocell BSs (i.e., 57 
percent). The portion of RF chains and BBUs 

is about 10 and 13 percent, respectively, and 
the portion of remaining parts is about 20 per-
cent. To analyze this in greater detail, the total 
BS power consumption model is presented as 
follows: When the BS is equipped with NTRX 
antennas, the total BS power consumption Pin is 
calculated by 

Pin =
PPA ⋅NTRX + PRF ⋅NTRX + PBB
(1–σDC )(1−σMS )(1–σcool )

,

where PPA is the power of PA per antenna, PRF is 
the RF chain power per antenna, PBB is the power 
consumed at the BBU, sDC is the power loss rate 
of the DC-DC converter, sMS is the power loss 
rate of the alternating current supply, and scool 
is the power loss rate of cooling. Based on the 
expression of the total BS power consumption, 
PPA · NTRX + PRF · NTRX is the transmission power, 
PBB is the computation power, and (1 – sDC)(1 
– sMS)(1 – scool) is the relationship between the 
power loss rate and the total power consumption. 
The power of PA per antenna is calculated by 

PPA = Pout
ηPA ⋅(1–σ feed )

,
 

where Pout is the transmission power at every 
antenna, hPA is the exchange efficiency of PA, 
and feeder loss is configured as s feed = –3 dB. 
For macrocell BSs and small cell BSs, the values of 
sDC, sMS, and scool are configured as as 6, 7, 9 and 
8, 10, and 0 percent, respectively [9]. To simplify 
calculation, in this article the RF chain power per 
antenna is usually fixed as different constants cor-
responding to different types of BSs. Since PBB is 
obviously less than the power consumed at other 
parts of BSs, the power consumed at the BBU is 
fixed as constant in a traditional BS power model 
[10]. Bear in mind that, as small cells are expected 
to be widely deployed in 5G cellular networks, 
the distance between BSs and users will be much 
shorter, resulting in a considerable reduction of 
transmission power. Under these conditions, the 
BBU becomes the dominant source of power 
consumption.

Because of the exten-
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Figure 1. Logistical architecture of eNodeB BS.
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the comPutAtIon Power model

Because of the extensive traffic processing at 5G 
small cell BSs, the volume of data processing at 
5G small cell BSs is evaluated by the operation 
per second at BBUs. Furthermore, Landauer’s 
principle is used to estimate the computation 
power consumed for data processing in this sec-
tion. In this section we also study the impact of 
massive MIMO and millimeter-wave technologies 
on the computation power of 5G small cell BSs.

comPutAtIon Power tyPes

In traditional macrocell BSs the power used at 
BBUs (the BBU is the core unit of a BS) is small 
compared to the power consumed by PAs. With 
the recent advances for 5G of the massive MIMO 
and millimeter-wave technologies, small cell BSs 
are replacing macrocell BSs to perform the func-
tion of wireless data transmission in 5G cellular 
networks. Moreover, the power consumed at 
BBUs is expected to gradually increase because 
of the massive traffic in 5G small cell BSs.

Figure 1 is a typical logistical architecture of an 
eNodeB BS, that is, a macrocell BS in a cellular 
network. Without loss of generality, the BBU of a 
macrocell BS includes four systems: the baseband 
system, the control system, the transfer system, 
and the power system. The detailed functions of 
these systems in a BBU are described as follows.

Baseband System: Functions include signal fil-
tering, fast Fourier transform/inverse fast Fourier 
transform (FFT/IFFT), modulation and demodula-
tion, digital pre-distortion (DPD) processing, signal 
detection, and wireless channel coding/decoding. 
Note that the function of signal processing used 
for transmitters and receivers is performed by the 
BBU.

The Control System: takes charge of con-
trolling and managing resource allocation at BSs 
in order to provide control interface between the 
BS and other network units. Moreover, communi-
cation control protocols are run at the control sys-
tem. The control system also provides an interface 
of man-machine language (MML) for the local 

maintain terminal (LMT) to configure the resource 
allocation of BBUs.

The Transfer System: connects with the mobil-
ity management entity/serving gateway (MME/
S-GW) of the core network by the S1 interface 
(Fig. 1). Moreover, the control and management 
information among BSs are forwarded by the X2 
interface of the transfer system in BBUs.

The Power System: is responsible for power 
supply, cooling, and monitoring at BBUs.

For small cell BSs, most functions are integrat-
ed into a few semiconductor chips, and there is 
not a single power system. Therefore, the systems 
of BBUs at small cell BSs is simpler than the sys-
tems of BBUs at macrocell BSs.

the comPutAtIon Power model

Based on the four systems in the logistical archi-
tecture shown in Fig. 1, the main difficulty is how 
to calculate the computation power for every 
logistical system in BBUs. To achieve this, we par-
tition a BBU into different parts based on the hard-
ware architecture as shown in Fig. 2. These consist 
of DPD, filter, CPRI, OFDM, FD, FEC, and CPU 
where DPD is the digital pre-distortion processing 
part, the filter is the hardware used for up/down 
signal sampling and filtering, CPRI is the common 
public radio interface for connecting to the core 
network and RF chains by serial links, orthogonal 
frequency-division multiplexing (OFDM) is the 
hardware used for FFT and OFDM-specific signal 
processing, FD is the frequency-domain process-
ing part, which includes symbol mapping/demap-
ping and MIMO equalization, FEC is the forward 
error correction, which includes the channel cod-
ing and decoding, and CPU is the BBU platform 
control processor. Based on Landauer’s principle, 
we estimate the computation power of semicon-
ductor chips using giga operations per second 
(GOPS) and considering different semiconduc-
tor chip techniques. The computation power of 
a BBU is summed up by the computation power 
of every hardware part (i.e., every semiconductor 
chip at the BBU).

Landauer’s principle was proposed in 1961 by 

Figure 2. Hardware architecture of BBU.
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Rolf Landauer, who attempted to apply the ther-
modynamic theory to digital computers. Landau-
er’s principle elaborates the relationship between 
the information process and energy consumption 
from the viewpoint of a microscopic degree of 
freedom in statistical physics. This is based on a 
physical principle pertaining to the lower theoret-
ical limit of energy consumption that corresponds 
to the computation. Bear in mind that the concept 
of entropy in information theory introduced by 
Claude Shannon is borrowed from thermodynam-
ic theory. Similarly, Landauer’s principle connects 
these two concepts of information and energy by 
using thermodynamic theory and statistical phys-
ics. Therefore, in this article Landauer’s principle 
is first used to analyze the computation power 
consumption in 5G small cell networks. More 
specifically, Landauer’s principle points out that 
any logically irreversible manipulation of informa-
tion, such as the erasure of a bit or the merging 
of two computation paths, must be accompanied 
by a corresponding entropy increase in non-in-
formation-bearing degrees of freedom of the 
information processing apparatus or its environ-
ment [11]. In other words, erasing a bit of infor-
mation will consume more than kTln(2) energy 
in a computing system, where k is the Boltzmann 
constant, that is, 1.38  10–23 J/K, and T is the 
Kelvin temperature [12]. According to Landau-
er’s principle, the lower bound of computation 
power for a computing system can be obtained. 
Compared to the value of computation power at 
real semiconductor chips, there is a difference of 
three orders of magnitude for the values of com-
putation power derived by Landauer’s principle 
[13]. Moreover, the values of computation power 
are different when different semiconductor chip 
techniques are adopted at BBUs. Under these 
conditions, the main difficulty is how to accurately 
calculate the computation power of small cell BSs 
using Landauer’s principle.

To overcome the gap of computation power 
estimated by Landauer’s principle and real semi-
conductor chips, we propose a power coefficient 
e is that can represent the level of the semicon-
ductor chip technique in BBUs. Moreover, the 
power coefficient e is defined as the ratio of the 
active switching power of a transistor and the 
limit of Landauer’s principle. From Fig. 3, the 
power coefficient e reflects the distance between 
semiconductor chip techniques and the limit of 
Landauer’s principle. Bear in mind that up until 
now, the development of semiconductor chip 
techniques still follows Moore’s law. However, 
the international technology roadmap for semi-
conductors (ITRS) predicts that the development 
of semiconductor chip techniques will deviate 
from Moore’s law when the power coefficient 
approaches the limit of Landauer’s principle. For 
example, when nanomagnetic logic is used for 
chips, the computation power is expected to 
approach the limit of Landauer’s principle [14]. 
Considering the development of current chip 
techniques, we focus our attention on the compu-
tation power of semiconductor chips.

Without loss of generality, in this article the 
power coefficient is configured as e = 103 when 
the 22 nm semiconductor technique is assumed 
to be adopted for chip manufacture in BBUs. 
Moreover, the active switching power of a tran-

sistor is approximated by EFET ≈ ekTln(2), which is 
used to calculate the power for operating 1 bit of 
information at the semiconductor chip of BBUs.

In general, the data processing rate of semi-
conductor chips is represented by the instruc-
tions per second (IPS). Based on the definition of 
GOPS, in this article the relationship between the 
IPS and the GOPS is expressed by 

IPS = GOPS ×10
9

64
when the logistical architecture of semiconduc-
tor chips is assumed to be 64 bits. According to 
the experimental results in [15], the information 
throughput of semiconductor chips is denoted by

ρ = IPS
ω

⎛
⎝⎜

⎞
⎠⎟

1
γ

 
where w and γ are configured as 0.1 and 0.64, 
respectively. As a consequence, the computation 
power of different parts of a BBU is calculated 
by the product of the information throughput of 
semiconductor chips and the active switching 
power of transistors considering different values 
of GOPS at different parts of the BBU.

Since different types of BSs have different 
hardware components at BBUs, it is difficult to 
directly build a uniform model to evaluate the 
computation power of BBUs in different types of 
BSs. Therefore, we first build a reference BS with 
typical parameters. By comparing different types 
of BSs with the reference BS, we can derive the 
computation power of different BBUs for different 
types of BSs. Without loss of generality, the sys-
tem parameters are represented by i ∈ {BW, Ant, 
M, R, dt, df}, where BW is the bandwidth parame-
ter, Ant is the number of antennas parameter, M 
is the modulation coefficient parameter, R is the 
parameter of coding rate, dt is the parameter of 
time-domain duty cycling, and df is the parame-
ter of frequency-domain duty cycling. To simplify 
symbols in this article, Xi

ref is denoted as the refer-
ence BS. When the subscript i of Xi

ref is replaced 
by different symbols, the new variable represents 
the corresponding system parameter in the refer-
ence BS, for example, XBW 

ref is the bandwidth of the 
reference BS. Similarly, Xi

real is denoted for a real 
BS. When the subscript i of Xi

real is replaced by 

Figure 3. The power coefficient with respect to the development of chip tech-
niques.
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different symbols, the new variable represents the 
corresponding system parameter in the real BS, 
for example, XBW 

real is the bandwidth of the real BS.
Considering different computation powers at 

different hardware parts of a BBU, the computa-
tion power of the DPD filter, CPRI, OFDM, fre-
quency domain (FD), FEC, and CPU at reference 
BS are denoted by P ref 

DPD, P ref 
Filter, P ref 

CPRI, P ref 
OFDM, P ref 

FD, 
Pref 
FEC, and Pref 

CPU, respectively. The different hardware 
parts of a BBU depend on the different system 
parameters of BS. Si, i ∈ {BW, Ant, M, R, dt, df} 
signifies the ratio of the different hardware parts 
of the BBU and the system parameters of the BS. 
When the relationship between the hardware part 
of the BBU and the system parameter of the BS is 
linear, the corresponding Si is configured as 1. If 
such a relationship is nonlinear, the corresponding 
Si is set to 2. When the relationship between the 
hardware part of the BBU and the system param-
eter of the BS is independent, the corresponding 
Si is configured as 0. The detailed configuration 
parameters of Si are illustrated in Table 1.

Based on measurement results from the refer-
ence BS, the computation power of the reference 
BBU can be obtained by Pref 

BB = Pref 
DPD + Pref 

Filter + Pref 
CPRI + 

Pref 
OFDM + Pref 

FD + Pref 
FEC + Pref 

CPU. To calculate the compu-
tation power of real BBUs, the reference coeffi-
cient a is defined by 

α = Xi
real

Xi
ref

⎛

⎝
⎜

⎞

⎠
⎟

Si
=

i
∏ XBW

real

XBW
ref

⎛

⎝
⎜

⎞

⎠
⎟

SBW
⋅ XAnt

real

XAnt
ref

⎛

⎝
⎜

⎞

⎠
⎟

SAnt

 ⋅ XM
real

XM
ref

⎛

⎝
⎜

⎞

⎠
⎟

SM
⋅ XR

real

XR
ref

⎛

⎝
⎜

⎞

⎠
⎟

SR
⋅ Xdt

real

Xdt
ref

⎛

⎝
⎜

⎞

⎠
⎟

Sdt

⋅
Xdf
real

Xdfi
ref

⎛

⎝
⎜

⎞

⎠
⎟

Sdf

.
 

Finally, the computation power of real BBUs is 
calculated by P real 

BB = a · Pref 
BB .

evAluAtIons of comPutAtIon Power
Considering that 5G small cell networks with mas-
sive MIMO and millimeter-wave techniques have 
not yet been commercially deployed, it is difficult 
to compare our simulation results with real 5G 
small cell networks. To validate the performance 
of the proposed power consumption model, we 
first compare the results of the proposed model 
with those of the EARTH project [9], which mea-
sures the power consumption of macrocell and 
small cell BSs from real wireless networks. With-

out loss of generality, the two wireless communi-
cation systems are configured with 10 MHz and 2 
 2 antennas at BSs and terminals. Based on the 
results from the EARTH project, the total power 
consumption and computation power of a mac-
rocell BS are 321.6 W and 29.68 W, respectively. 
Similarly, for our proposed power consumption 
model the total power consumption and the com-
putation power of a macrocell BS are 317.84 W 
and 24.78 W, respectively. In the case of a small 
cell BS for the EARTH project, the total power 
consumption and computation power of a small 
cell BS are 6.2 W and 2.4 W, respectively. For 
the proposed power consumption model, the 
total power consumption and computation power 
are 7.22 W and 3.6 W, respectively. Compared 
to the above, the results of the proposed power 
consumption model are in agreement with the 
results of real wireless networks. Therefore, our 
proposed power consumption model is shown to 
be capable of estimating the power consumption 
of 5G small cell networks.

Without loss of generality, the system parame-
ters of the reference BS are configured as Xref 

BW = 20 
MHz, Xref

Ant = 1, Xref 
M = 6, Xref 

R = 1, Xref 
dt = 100 percent, 

Xref 
df = 100 percent. Based on the configuration 

parameters of the BSs in Table I, the computa-
tion power of BSs is simulated for 5G small cell 
networks. Since the massive MIMO and millime-
ter-wave technologies are the core technologies 
for 5G mobile communication systems, in this 
section the impact of the number of antennas and 
bandwidths on macrocell BSs and small cell BSs 
are simulated in detail.

Generally speaking, the PAs of a macrocell BS 
and a small cell BS are configured as 102.6 W and 
1.0 W. Figure 4 illustrates the computation power 
of a BS with respect to the number of antennas 
and bandwidths. The default system parameters 
of real BSs are configured as follows: the band-
width is 20 MHz, the modulation is 64-quadrature 
amplitude modulation (QAM), the coding rate is 
(5/6), the time-domain duty cycling is 100 per-
cent, and the FD duty cycling is 100 percent. Fig-
ure 4a shows the computation power of BSs with 
respect to the number of antennas. Based on the 
results in Fig. 4a, the computation power of BSs 
quickly increases with the increase in the number 
of antennas. The reason is that the computation 
power consumed for FD processing is in propor-
tion to the square of the number of antennas. 
Moreover, the computation power of macrocell 
BSs is always larger than the computation power 
of small cell BSs when the number of antennas is 
increased. When the number of antennas is equal 
to 128, that is, adopting massive MIMO technol-
ogy, the computation power of a macrocell BS is 
larger than 3000 W, and the computation power 
of a small cell BS is larger than 800 W.

In general, with the adaptation of millime-
ter-wave techniques, 5G communication systems 
will be able to support large bandwidths (e.g., 400 
MHz) or, more precisely, high transmission rates. 
Consequently, this would require more process-
ing at the BBU, hence further increasing the com-
putation power at BSs. Therefore, in this article, 
the impact of a millimeter-wave technique on the 
computation power of BSs is based on a wireless 
communication bandwidth. When the number of 
antennas is configured as 4, Fig. 4b depicts the 

Table 1. Configuration parameters of the BBU.

BBU  
parameters

GOPS of 
macrocell

GOPS of 
small cell

SBW SM SR SAnt Sdt Sdf

DPD 160 0 1 0 0 1 1 0

Filter 400 250 1 0 0 1 1 0

CPRI/SERDES 720 0 1 1 1 1 1 1

OFDM 160 120 1 0 0 1 1 0

FD (linear) 90 50 1 0 0 1 1 1

FD (nonlinear) 30 15 1 0 0 2 1 1

FEC 140 130 1 1 1 1 1 1

CPU 400 40 0 0 0 1 0 0
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computation power of BSs with respect to band-
widths. Based on the results in Fig. 4b, the compu-
tation power of a BS increases with the increase 
of bandwidths. Moreover, the computation power 
of macrocell BSs is always larger than the com-
putation power of small cell BSs when the band-
width is increased. When the bandwidth is 400 
MHz (i.e., adopting the millimeter-wave technolo-
gy), the computation power of a macrocell BS is 
larger than 1000 W, and the computation power 
of a small cell BS is larger than 200 W. Based on 
results in Fig. 4, small cell BSs can save more com-
putation power for BBUs than macrocell BSs in 
5G mobile communication systems.

To evaluate the role of computation power in 
the BS, the computation power ratio is defined by 
the computation power over the total power at a 
BS. Figure 5 illustrates the computation power ratio 
with respect to the number of antennas and band-
widths for small cell BSs and macrocell BSs. Fig-
ure 5a shows the computation power with respect 
to the number of antennas. Based on the results 
in Fig. 5a, the computation power ratio increas-
es with the increased number of antennas. More-
over, the computation power ratio of small cell 
BSs is always larger than the computation power 
ratio of macrocell BSs. In addition, the computa-
tion power ratio of small cell BSs is obviously larger 
than 50 percent. Figure 5b depicts the computa-
tion power ratio with respect to bandwidths. Based 
on the results in Fig. 5b, the computation power 
ratio increases with the increase of bandwidths. 
Moreover, the computation power of small cell 
BSs is always larger than the computation power of 
macrocell BSs. When millimeter-wave technology 
is adopted, the bandwidth is larger than or equal to 
20 MHz, and the computation power ratio of small 
cell BSs is obviously larger than 50 percent.

future chAllenGes
Based on the results in Figs. 4 and 5, the compu-
tation power will play a more important role than 
other power consumptions, including the trans-

mission of power at 5G small cell BSs, no matter 
what the level of the absolute volume and the 
ratio for 5G small cell networks is. On the other 
hand, energy efficiency of 5G mobile commu-
nication systems is expected to improve 100 to 
1000 times compared to the energy efficiency 
of 4G mobile communication systems. However, 
most studies involving the energy efficiency of 5G 
cellular networks still focus on the transmission 
power optimization of BSs. To face the role of 
computation power in 5G small cell networks, 
some potential challenges are presented here.

The first challenge is the impact of 5G net-
work architectures on the computation power 
in 5G small cell networks. Based on the results 
in Fig. 5, the importance of computation power 
is improved for energy efficiency optimization 
of 5G small cell networks. One obvious reason 
is that the transmission power is reduced in 5G 
small cell networks that adopt the massive MIMO 
and millimeter-wave technologies. With cloud/fog 
computing and cache communications emerging 
for 5G networks, more and more data storage 
and computation will be performed at 5G small 
cell BSs. Therefore, it is possible to predict that 
computation power, no matter what the power 
consumption level of the absolute volume and 
the ratio will be, shall further improve for 5G cel-
lular networks. In this case, the energy efficien-
cy optimization of 5G cellular networks will not 
only consider the transmission power, but will also 
consider the power consumed for data computa-
tion and storage at BSs.

The second challenge is optimization of com-
putation power at BSs with massive MIMO and 
millimeter-wave transmission technologies. Exist-
ing studies usually fix the value of computation 
power at BSs. Moreover, the impact of 5G wire-
less transmission technologies such as the massive 
MIMO and millimeter-wave technologies on the 
computation power is ignored at BSs. Based on 
the results in Fig. 4, the massive MIMO and mil-
limeter-wave technologies have a greater impact 

Figure 4. Computation power of BSs with respect to the number of antennas and bandwidths.
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on the computation power of 5G small cell BSs. 
Considering the role of computation power at 
5G small cell BSs, it is inadvisable to ignore the 
impact of 5G transmission technologies on the 
computation power of 5G small cell BSs. When 
massive MIMO and millimeter-wave technologies 
are adopted by 5G small cell BSs, a large number 
of antennas and bandwidths can be scheduled for 
resource optimization in 5G small cell networks. An 
interesting question is how to schedule the number 
of antennas and bandwidths for the optimization of 
computation power at 5G small cell BSs.

The third challenge is the trade-off between 
computation power and transmission power in 
5G networks. Based on the analysis above, the 
additional power of BSs depends on the com-
putation and transmission powers of BSs. When 
the additional power of BSs is combined with the 
computation and transmission power of BSs, the 
energy efficiency of 5G networks can be calculat-
ed by the energy efficiency of computation and 
transmission powers at BSs. However, 5G trans-
mission technologies have different effects on 
the energy efficiency of computation and trans-
mission power of small cell BSs. In some specific 
scenarios, the effects on energy efficiency of com-
putation and transmission powers are contradic-
tory at 5G small cell BSs. Hence, the relationship 
between the computation and communication 
powers needs to be further investigated for 5G 
networks. Moreover, the trade-off between com-
putation and transmission power needs to be opti-
mized for 5G small cell BSs.

To face the above challenges in the energy 
efficiency optimization of 5G small cell networks, 
some potential research directions are summa-
rized to solve these issues:

The new energy efficiency model of 5G small 
cell networks considering computation and trans-
mission power needs to be investigated. More-
over, software-defined networks (SDNs) could be 
used to trade off computation and transmission 
powers at 5G small cell BSs with cloud/fog com-
puting functions.

To improve the energy efficiency of 5G small 
cell BSs, joint optimization schemes and algorithms 
should be developed to save computation and 
transmission power at BBUs and RF chains together.

Based on the simulation results in Fig. 4, a lot 
of the computation power of BBUs has to be 
changed into heat, and more cooling systems 
need to be designed to support computation 
functions at BBUs. To save energy at BBUs, we 
should take the energy cycle into account, and 
some potential technologies are expected to 
change the heat from BBUs into electrical energy 
based on the pyroelectric effect.

conclusIons
Until recently, the computation power of BSs was 
ignored or just fixed as a small constant in the 
energy efficiency evaluation of cellular networks. In 
this article, the power consumption of BSs is ana-
lyzed for 5G small cell networks adopting massive 
MIMO and millimeter-wave technologies. Consid-
ering the massive traffic in 5G small cell networks, 
the computation power of 5G small cell BSs is first 
estimated based on Landauer’s principle. More-
over, simulation results show that the computation 
power of BSs increases as the number of antennas 
and bandwidths increases. Compared to transmis-
sion power, computation power will play a more 
important role in the energy efficiency optimization 
of 5G small cell networks. Therefore, we conclude 
that the energy efficiency optimization of 5G small 
cell networks should consider computation and 
transmission power together. How to converge 
computation and transmission technologies to opti-
mize the energy efficiency of 5G networks is still 
an open issue. If this is accomplished, a different 
challenge would indeed emerge in the next round 
of the transmission and computation revolution.
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AbstrAct
Route diversity in networks is elemental for 

establishing reliable, high-capacity connections 
with appropriate security between endpoints. As 
for the Internet, route diversity has already been 
studied at both the autonomous system and rout-
er level topologies by means of graph theoretical 
disjoint paths. In this article we complement these 
approaches by proposing a method for measuring 
the diversity of Internet paths in a geographical 
sense. By leveraging the recent developments in 
IP geolocation we show how to map the paths 
discovered by traceroute into geographically 
equivalent classes. This allows us to identify the 
geographical footprints of the major transmis-
sion paths between end-hosts, and building on 
our observations, we propose a quantitative mea-
sure for geographical diversity of Internet routes 
between any two hosts.

IntroductIon
The value of knowledge of the Internet topolo-
gy is arguably immense. In the last decades we 
have witnessed a myriad of stories in which topol-
ogy-related information about the Internet was 
directly compiled into more efficient architectures, 
services and more appropriate business decisions. 
content delivery networks (CDNs) [1], in which 
global topological peculiarities are highly exploit-
ed for, say, surrogate server and cache placement 
strategies or request routing mechanisms, are just 
a narrow segment of the whole spectrum. Peer-
to-peer networks [2, 3], data center placement 
[4], traffic engineering [5], business-based auton-
omous system (AS) peering strategies [6], just to 
mention a few, are all receivers of Internet topol-
ogy related knowledge. With this non-comprehen-
sive list of receivers in mind, it should come as no 
surprise that many researchers have contributed 

to our current understanding of the topology of 
the Internet.

An elemental metric of Internet topology is the 
diversity of routes between end hosts, as multiple 
uncorrelated routes can provide better through-
put, resiliency and security. In [7–9] authors 
describe how to increase the resilience of future 
networks and the role of multipath communica-
tion in it. A detailed description about network 
security can be found in [10], and authors in [11] 
propose a method which improves network secu-
rity; however, it requires multiple path between 
end-hosts.

Existing studies of IP-level route diversity usually 
focus on extracting routes between end hosts, for 
example, by using traceroute, and on comput-
ing their diversity by means of edge or node dis-
jointedness in a graph theoretical sense [12–14]. 
Such analysis provides an interpretation of route 
diversity in a microscopic level where each node 
in the route is a router interface having a particular 
IP address. In [15] the authors propose to interpret 
route diversity at a higher level, namely at the level 
of points of presence (PoPs): the interfaces resid-
ing in the same building or campus are grouped 
together, forming a PoP, and finally, route diversity 
is computed at the level of these PoPs. In this arti-
cle we interpret route diversity at an even higher, 
geographical level. We propose grouping rout-
ers in a given geographic vicinity and compute 
route diversity at the level of geographical regions 
(e.g., the level of cities) independently from ASs. 
Our contribution is threefold: first, we describe a 
method for identifying the geographically equiva-
lent routes in traceroute outputs; second, we 
show the efficiency of the method in terms of suc-
cessfully merged traceroute routes and pres-
ent their possible applications; finally, we define 
a metric which can capture the geo-diversity of 
Internet routes between endpoints and compute 
this metric for our measurement dataset. Such 
characterization of routes’ “geo-diversity” is clear-
ly beneficial if one is curious about connectivity 
between end hosts in case of, say, power outages 
affecting larger geographical areas.

The rest of the article is organized as follows. 
We overview the corresponding related work. We 
describe our traceroute measurements and 
our algorithms for extracting geographically equiv-
alent routes from those. We define and evaluate 
a metric called Geographic Diversity Index (GDI) 
that captures how Internet routes differ from each 
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other. We validate our framework and present its 
performance. Finally, we draw the conclusions 
and list the possible applications and future work.

relAted Work
Numerous existing studies apply geographical 
information to uncover non-trivial aspects of the 
Internet topology. In [16] the authors use the 
geographical positions of routers to estimate 
route circuitousness, route length distribution 
and geographic fault tolerance from an end-to-
end and from an ISP perspective. However, the 
DNS name-based geolocation method used in 
their work has its own limitations and may cre-
ate a false spatial distribution as described in 
[17]. The distance and angle between consecu-
tive IP hops are investigated in [18]. In [19] the 
authors use geographic information to construct 
the hyperbolic map of the Internet and prove 
the navigability of the AS level topology using 
greedy algorithms. Points of presence are detect-
ed using delay constraints on an IP interface 
graph, and the distribution of PoPs around the 
globe is visualized in [15]. The authors of [20] 
used PoP detection to evaluate the accuracy of 
an IP geolocation database. Inter-AS route diver-
sity is examined through the network of Sprint in 
[14]. In [21] the authors study the route diversity 
of multi-homed and overlay networks as seen 
from multiple vantage points using graph theo-
retical methods exclusively. However, none of 
these works capture route diversity in the pure 
geographical sense on the router-level.

MeAsureMent FrAMeWork
We built a framework that determines the extent 
of geographical heterogeneity of end-to-end 
routes that are being used to carry traffic between 
any two points in the Internet. The method that 
we implemented is the following: first, we run 
traceroute measurements to collect the IP-lev-
el routes between the selected endpoints; sec-
ond, we use MaxMind [22], a localization tool 
that determines the geographical position of the 
recorded IP addresses; third, we group those 
IP-level routes that we consider equivalent from 
a geographical perspective; finally, we calculate a 
route diversity index for the selected endpoints. In 
this section we present these steps in details.

route MeAsureMents WIth TracerouTe
Usually traceroute is used to discover end-to-
end routes between two endpoints in the Internet. 
Network operators use it for detecting network 
errors; researchers use it to build Internet topology 
models. Although most in-network routers and 
endpoints support its operation, traceroute has 
a number of well-known shortcomings. On one 
hand, it can be easily deceived by load balancers; 
on the other hand, it is an active measurement 
tool and due to the extra data traffic it generates, 
certain network equipment are configured to dis-
able reactions to traceroute (and ping).

Several projects exist that collect tracer-
oute measurements and make them publicly 
available. These data sources differ significantly 
based on their vantage point types, their vantage 
point location, the traceroute implementation 
they run and their endpoint selection methods. 
Two such projects are IPlane [23] and CAIDA’s 

ITDK (Internet Topology Data Kit) [24]. IPlane 
offers a route performance prediction service and 
periodically runs traceroute measurements 
from PlanetLab [25] nodes to a set of endpoints 
changed biweekly. ITDK datasets are produced 
from measurements collected by CAIDA’s Archi-
pelago project: paris-traceroute [26] is run 
from 89 vantage points spread over 37 countries 
to randomly selected endpoints. In order to mea-
sure route diversity between two endpoints, we 
need to detect as many routes between those 
two endpoints as possible. Although the par-
is-traceroute output of ITDK is more reliable 
than that of IPlane’s traceroute, the random 
selection of endpoints implemented by CAIDA 
hinders the collection of routes between the same 
vantageand endpoints. Therefore we used the 
data of IPlane’s traceroute measurements.

IP locAlIzAtIon And FIlterIng oF routes

Once we have the IP-level routes, we determine 
the geographic position of each node appearing 
in them. Naturally the accuracy of the positioning 
is of paramount importance. As also noted in [27, 
17], the use of DNS names and contents of var-
ious registries leads to unacceptable inaccuracy. 
Instead, we use the freely available geolocation 
tool MaxMind GeoLite [22] in order to establish 
the position for the IP addresses recorded in the 
measurements. As pointed out in [28], it is one 
of the most reliable, freely available geolocation 
database.

We filter the traceroute  dataset from 
IPlane in order to remove measurements of 
vantage and endpoint pairs between which only 
1 IP-level route was observed. After localizing 
the IP hops, we further removed those vantage 
and endpoint pairs between which only 1 geo-
graphic path was observed. With this second 
filter we eliminated traces differing only due to 
IP-aliasing and load balancing. The remaining 
set of traces contained ~0.5 million discovered 
routes; interestingly, ~80 percent of vantage 
and endpoint pairs had only 1 geographic path 
in the measurements.

clusterIng oF routes

After establishing geo-paths for the remaining 
routes by localizing their IP hops, we set out to 
decide which routes can be considered to be the 
same and which ones are different in a geographi-
cal sense. We make this decision by clustering the 
geo-paths on a hop-by-hop basis and by defining 
geodiversity, a mutual metric, between geo-paths. 
Iterating through all the geo-paths from a given 
vantage point to a given endpoint, we choose 
an appropriate cluster for each geo-path: if the 
geo-path satisfies the geographical equality with 
all cluster members, it is assigned to that cluster; 
if not, a new cluster is created for it. At the end, 
all geo-paths in each cluster are considered to be 
geographically the same.

Two geo-paths are geographically equal if they 
are not farther from each other than 50 km: the dis-
tance between any of their nodes and the closest 
one of the straight lines determined by consecutive 
nodes of the other geo-path is not larger than 50 km. 
We used the arbitrary threshold of 50 km to reflect 
a large city’s diameter [29]. Note that this threshold 
also allows for fiber duct curves in the physical net-
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work, alleviating the mismatch between the location 
of IP-level nodes of traceroute measurements 
and the actual trail of the underlying physical links.

As a demonstrative example, we drew two 
geo-paths that are grouped in the same cluster 
in Fig. 1. Those routes differ at the IP level and 
their geo-paths are also different, but since the 
distance (marked with dashed blue line) of the 
intermediate node of one route from the geo-
path of the other route is smaller than 50 km, our 
clustering algorithm rules the geographic differ-
ence between these two routes negligible.

cAlculAtIon oF 
geogrAPhIc route dIversIty

Our final step to capture the geographic route 
diversity is to define and evaluate a Geograph-
ic Diversity Index (GDI). We require a GDI to 
produce values to a given route set between a 
source and destination pair such that multiple 
geo-paths spanning over large geographical areas 
get a higher GDI.

requIreMents

Before describing the computation of GDI in 
detail, we highlight the key attributes that make a 
route set ”more” diverse in a geographical sense 
against another. Let us assume a source (S) and 
a target (T) node as endpoints and two ”cover” 
routes S-A-B-C-T (R1) and S-F-G-H-I-T (R3) as 
shown in Fig. 2.1 Let us assume that nodes are 
positioned according to their geographic posi-
tions. Let us also assume that the GDI for this set-
ting is r̂ . Our first goal is to reward higher route 
count. Therefore, a route set with two routes must 

achieve lower GDI than the same route set 
extended with another arbitrary route. That is, if 
we add R2 to our theoretical example and obtain 
r̂2 as the GDI for this amended route set, we 
expect r̂  < r̂2. Our second goal is to reward higher 
geographic distance between routes. Therefore, 
if we modify the route set by reducing the dis-
tance between the routes, the GDI of the new 
route set must be lower: by replacing R2 with R4 
(new GDI is r̂4), we require the GDI to fall. It fol-
lows that geo-paths with varying distances (from 
other routes) increase the GDI more (e.g., R5 and 
r̂5) than parallel geo-paths (e.g., R4 and r̂4) closer 
than R2. Therefore, we require the order between 
GDI values to be

r̂ < r̂4 < r̂5 < r̂2 (1)

geogrAPhIc dIversIty Index

We model geo-paths of Internet routes as col-
lections of sections between their consecutive 
nodes. Let us assume two routes defined by their 
nodes: P = {a, b, c, d} and L = {e, f, g}. Naturally, 
the distance d(a, L) between node a and route 
L translates to the distance between a and the 
closest point (not necessarily a node) of route L to 
a. Let D(P, L) = {∀u  P|(d(u, L), ∀u  L|(d(u, P)} 
be a vector containing all possible node distances 
between P and L. In the toy example of Fig. 3 ∆(P, 
L) = {d(a, L), d(b, L), d(c, L), d(d, L), d(e, P), d(f, P), 
d(g, P)}.

In order to satisfy the requirements listed 
above, we define GDI for a given set of routes as 
follows. First, we define a diversity index between 
two routes as

d(P, L) = (1 – Var’ (D(P, L))) Mean(D(P, L)), (2)

where Var’ denotes the variance of its arguments 
normalized to the interval [0..1]. Second, we 
define the diversity between a single route P and 
a set of routes V as
D(P,V) = min

L∈V
d(P,L)

  (3)
Finally, we quantify the overall GDI for a given set of 
routes. In order to calculate this, we use a step-by-
step method. Let us assume a set V containing the 
routes. The process starts from an empty set U = {}. 
In the 0. step we search in set V for the two routes 
having the highest diversity score d0 = maxP,LV(d(P, 
L)) and move paths argmaxP,LV(d(P, L)) to U. In 
the ith step we compute Di = maxPV(D(P, U)) 
and move the path argmaxPV(D(P, U)) to U. The 
process terminates when V is empty. Finally, we 
compute GDI as

GDI = d0 + Di∑ .   (4)
To demonstrate that the proposed method 

of GDI calculation satisfies the requirements we 

Figure 2. Geo-diversity example.
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set, we show the GDIs of the route sets defined 
above (with a grid cell size of ~84 km in Fig. 2) 
in Table 1. Note, that the produced GDI values 
fulfill Eq. 1.

results
In this section we show the geodiversity results 
we achieved from the measurement data set. 
First, we show through an illustrative example 
the difference between the raw traceroute 
outputs and the geographically equivalent routes 
achievable after applying our route clustering 
algorithm. Second, we present the compression 
rates that we were able to attain on the whole 
measurement set. Finally, we show the GDI 
results that we calculated for the already clus-
tered route set.

An exAMPle oF route clusterIng

An example of the results of our route cluster-
ing algorithm is shown in Fig. 4. Arcs represent 
hops between the localized IP nodes obtained 
from traceroute output. Note, that arcs do not 
indicate a real link trajectories, merely distinguish 
routes on the same intermediate links. On the left-
hand side one can observe all the routes that the 
traceroute measurements yielded between a 
source node located in Poland and a destination 
node located in India (Fig. 4a). Between these 
two hosts there are seven different routes on the 
IP-level, but only three geographically different 
routes (i.e., geo-paths) (Fig. 4b).

coMPressIon rAtIo oF route counts

Stepping up from one example, here we show the 
overall results in terms of route clustering on the 
whole measurement dataset. We call the ratio of 
the number of original routes and the resulting 
clusters the geo-compression ratio. In Fig. 5 we 
plot the empirical distribution of this geo-com-

pression ratio for all source and destination host 
pairs in our dataset.

The fraction of source-destination pairs for 
which the route clustering does not decrease 
the number of geographically equivalent routes 
is large (around 80 percent). In these cases the 
main reason for the poor compression perfor-
mance is the fact that only one route is yielded 
by traceroute. Another reason, in a less signif-
icant number of cases, is that the multiple record-
ed routes run through nodes at exactly the same 
locations, as seen earlier. On the remaining 20 
percent of source-destination pairs we applied 
our clustering algorithm with remarkable results: 
this is shown in Fig. 5. In more than 4 percent of 
all cases we could obtain a geo-compression ratio 
higher than 2.

geo-dIversIty results

Using the GDI metric that we defined earlier to 
characterize the geo-diversity of routes between 
a source and destination pair, we show how the 
calculated values compare to the theoretical max-
imum of the same metric, taking only the number 
of geographically equivalent routes and the length 
of the longest one into account (not their actual 
trajectories). For this hypothetical maximal value, 
denoted as MGDI, we place a number of routes 
forming triangle shapes, the longest one reach-
ing to the highest, so that their GDI would be the 
largest. In Fig. 6 we plot the distribution of the 
ratios of GDI over MGDI for those source-desti-
nation pairs between which we found at least 2 
geographically different routes (20 percent of all 
pairs, as mentioned above). The results show that 

Figure 3. Distance example.
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for 80 percent of these cases the GDI of routes 
is less than 10 percent of their MGDI, that is, the 
theoretically maximum diversity given the number 
of routes and the length of the longest route.

conclusIon
Our goal was to find out where on Earth the 
packets travel exactly when traffic is carried over 
the Internet. We discovered that between two 
given points, packet flows are not as scattered as 
the diversity of traceroute results suggest. We 
actually saw very few host pairs between which 
more than one geographically different routes 
exist. We showed that 80 percent of endpoints 
with more than one route have less than a 10 per-
cent MGDI value, which indicates low diversity 
in terms of geographic distance. The knowledge 
we gained from this study about the geographical 
diversity of Internet routes is useful for several 
applications. In this section we give a few exam-
ples of these, and we discuss the weaknesses of 
our method.

APPlIcAtIons

Estimating Bufferbloat: In order to measure 
Internet delay correctly, one must fight many 
sources of inaccuracy: if one-way latency mea-
surement is possible between two hosts, their 
clocks must be synchronized; if not, several issues 
come up: misleading traceroute results due to 
load balancing and MPLS tunnels, different return 
path of the ICMP REPLY when using ping, and 
so on. Indeed, even if the topology is correctly 
discovered, many aspects of the actual opera-
tion of the network equipment pieces affect the 
measured delay. In order to somehow infer the 
impact of bufferbloat from the total delay, a very 
hot topic nowadays, it is important to have an 
idea about the propagation delay of the packets. 
Since the propagation delay is closely related to 
the traveled geographic distance, the sets of geo-
graphically equivalent paths discovered by our 
method provide important input to the analysis of 
the bufferbloat phenomenon.

Network Resilience: Network resilience, in its 
classical sense, is a well-studied research domain 
[30]. When network links are not going down 
individually, but instead are affected en masse due 
to a regional catastrophe, whether it be a natural 
disaster, a power blackout, or an EMP attack, the 

geographic topology of the Internet suffers cor-
related link failures. In order to be ready for this, 
planning geographic redundancy of Internet paths 
can use the results of our method as an input.

dIscussIon

After discussing the potential role of our method 
in various use cases, we turn to the weaknesses of 
it of which we are aware. First, by applying mea-
surements created by the relatively simple tool 
traceroute, we do not tackle IP-aliasing when 
building the paths before clustering nodes close 
to each other. One could argue that performing 
an already documented merging method target-
ing IP aliases might yield the same result as the 
geomerging we do. Second, one might question 
the accuracy of MaxMind, the tool we use to posi-
tion the nodes. However, its accuracy is explored 
in detail in [28], and in long run measurements, 
we plan to use active measurement based geo-
location tools, such as Spotter [31]. Third, it can 
be argued that estimating geo-paths using straight 
lines between IP-level nodes may be misleading. 
However, our city-sized threshold ensures that as 
long as there are IP-level nodes in close proxim-
ity of fiber ducts’ ends, this is avoided with high 
probability. Finally, the proposed GDI and MGDI 
metrics might seem simplistic, but we argue that 
to define a diversity metric between routes, many 
key attributes must be taken into account, and a 
trade-off between various features and scenarios 
must be accepted.
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AbstrAct

Cyber-physical systems (CPS) embody a tight 
integration between network-based communica-
tions, software, sensors, and physical processes. 
While the integration of cyber technologies with-
in legacy systems will most certainly introduce 
opportunities and advancements not yet envi-
sioned, it will undoubtedly also pave the way to 
misdemeanors that will exploit systems’ resources, 
causing drastic and severe nationwide impacts. 
While almost all works in the literature exclusively 
tackled the security of one independent aspect of 
CPS (i.e., cyber or physical), we argue that these 
systems cannot be decoupled. In this context, we 
present what we believe is a first attempt ever 
to tackle the problem of CPS security in a cou-
pled and a systematic manner. To this end, this 
article proposes a novel approach that federates 
the cyber and physical environments to infer and 
attribute tangible CPS attacks. This is achieved by
• Leveraging real cyber threat intelligence 

derived from empirical measurements.
• Capturing and investigating CP data flows by 

devising an innovative CPS threat detector.
An added value of the proposed approach is ren-
dered by physical remediation strategies, which 
are envisioned to automatically be invoked as a 
reaction to the inferred attacks to provide CPS 
resiliency. We conclude this article by discussing 
a few design considerations and presenting three 
case studies that demonstrate the feasibility of the 
proposed approach.

IntroductIon
Critical infrastructure systems are indispensable to 
the broader health, safety, security, and economic 
well-being of modern society and governments. 
In recent years, many of these systems, such as 
smart grids, nuclear plants, and automated high-
way systems, have been undergoing large-scale 
transformations with the infusion of new “smart” 
cyber-based technologies to improve their effi-
ciency and reliability. These transitions are being 
driven by continual advances and cost-efficiencies 
in areas such as integrated networking, informa-
tion processing, sensing, and actuation. Hence, 
increasingly, physical infrastructure devices and 

systems are being tasked to co-exist and seamless-
ly operate in cyber-based environments. Indeed, 
tightly coupled systems that exhibit this level of 
integrated intelligence are often referred to as 
Cyber-physical systems (CPS) [1].

Nowadays, CPS can be found in significantly 
diverse industries, including, but not limited to, 
aerospace, automotive, energy, healthcare, and 
manufacturing. Undeniably, the development and 
adoption of such CPS will generate unique oppor-
tunities for economic growth and improvement of 
quality of life. While CPS presents great opportuni-
ties, their complexity, which arises from the fusion 
of computational systems with physical processes, 
indeed poses substantial security challenges. To 
this end, novel vulnerabilities will manifest them-
selves, leading to attack models that are fundamen-
tally new and hard to infer, attribute, and analyze.

Indeed, historical events confirm that industri-
al control systems have long been the target of 
disruptive cyber attacks. For instance, in 2010, 
the prominent Stuxnet malware was employed 
to target the SCADA control system of a crit-
ical uranium enriching facility, which triggered 
immense plant damage and even endangered 
human life [2]. Most recently, in March 2016, 
another malware was inferred to be responsible 
for the massive power outage that struck Ukraine 
in December 2015. Given the rapid transforma-
tion of industrial control systems toward CPS-
based setups, attacks are anticipated to increase 
in frequency, sophistication, and target diversity. 
In fact, the latter trend was recently confirmed 
by the U.S. Department of Homeland Security 
(DHS), when they published the statistics in 
Fig. 1, revealing thousands of CPS attacks target-
ing diverse sectors [3].

Motivated by the imminent threats targeting 
CPS in addition to the lack of security approaches 
that tackle both aspects of such systems in a cou-
pled and a coherent manner [4, 5], we frame the 
contributions of this article as follows:

•Proposing a new multidisciplinary approach 
that strives to diminish the gap between cyber 
security and control systems’ science for securing 
CPS. Contrary to theoretical approaches that only 
consider the physical aspects of CPS in which 
some assumption is made regarding an attack 
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and its corresponding countermeasure, the pro-
posed approach uniquely exploits tangible cyber 
threat intelligence (CTI) to infer real attack scenar-
ios that could realistically affect CPS. Further, the 
proposed approach also considers the dynamics 
of CPS by triggering prompt remediation strat-
egies in the physical realm as a reaction to the 
inferred attacks. To the best of our knowledge, 
the devised capability is of high impact in the CPS 
literature and has never been attempted before.

•Generating insightful CTI related to CPS by 
employing approximately 40 million real malware 
samples and undergoing dynamic binary analysis 
to capture CPS insider threats. The latter CTI is 
further expanded by characterizing and attributing 
real CPS external attacks by means of designing 
and deploying a high-interactive CPS honeypot.  

•Evaluating and validating the feasibility and 
effectiveness of the integrated proposed approach 
by presenting three case studies that depict three 
different CPS attack scenarios. To this end, we 
also discuss some insightful design considerations 
that we expect to be guiding and helpful in the 
realization of future CPS security approaches.

The organization of this article is as follows. 
In the next section, we review some CPS secu-
rity related works. We present the proposed 
approach by thoroughly discussing each of its 
components and pinpointing several design con-
siderations. We demonstrate the effectiveness and 
practicality of the proposed approach by means 
of three different proof of concept case studies. 
Finally, closing remarks and future research direc-
tions conclude this article.

relAted Work
In this section, we review a number of related 
works in the context of security challenges in CPS, 
with special emphasis on control-theoretic, cyber, 
and hybrid approaches for securing CPS.

Research challenges related to CPS security 
have been addressed in prior works [4], where 
unprecedented CPS vulnerabilities and threats 
were investigated, and new directions for securing 
control systems were presented. Moreover, the 
authors of [6] highlighted the need for collabora-
tive approaches that better integrate security into 
the core design of CPS.

From a control-theoretic perspective, Teixeira et 
al. [7] have introduced and modeled different attack 
scenarios such as false data injections, replay, and 
zero-dynamics attacks, where adversarial activities 
attempt to cause damage to the controlled system 
while remaining stealthy. Furthermore, Mo et al. [5] 
proposed an active detection method, known as 
physical watermarking, to authenticate the nominal 
behavior of a control system. To this end, a known 
noisy control input is injected to detect replay 
attacks by analyzing the output of the system. In 
another closely related work, Weerakkody et al. [8] 
introduced time-varying dynamics, acting as a mov-
ing target, to detect integrity attacks. Additionally, 
Fawzi et al. [9] focused on the design, implementa-
tion, analysis, and characterization of robust estima-
tion and control in CPS when they are affected by 
corrupted sensors and actuators.

From a cyber perspective, Caselli et al. [10] 
presented a sequence-aware intrusion detec-
tion system that aims at detecting CPS semantic 
attacks using real empirical measurements from 

a water treatment facility. In an alternative work, 
Zonouz et al. [11] investigated malware that spe-
cifically target programmable logical controllers 
(PLCs) in CPS environments. The authors pro-
posed a set of big data analytics rooted in symbol-
ic execution that aim at capturing the behavior of 
malicious code.

Complementary hybrid security approaches 
that attempt to systematically combine cyber 
and control capabilities are particularly rare. One 
interesting research specimen was proposed by 
Zonouz et al. [12]. In this work, the authors pres-
ent an approach that aims at performing detec-
tion of corrupted measurements in power grids. 
Specifically, the proposed approach exploits alert 
notifications from intrusion detection and firewall 
systems to generate attack graphs providing an 
estimate of the compromised set of power grid 
hosts. Although such an approach leverages infor-
mation from both the cyber and physical realms, 
it is neither capable of inferring specific types 
of attacks nor attributing the attack. Moreover, 
the proposed method is primarily focused on 
detection, and thus does not provide any tangi-
ble approach on how to provide CPS resiliency 
during or immediately after an attack. 

proposed ArchItecture
In this section, we present and elaborate on 
the components of our proposed approach as 
depicted in Fig. 2. The core intuition behind the 
devised architecture is the unique introduction of 
the notion of true maliciousness to CPS security 
research. This notion embodies tangible malicious 
CPS attacks that could realistically affect the stabil-
ity and security of CPS. The rationale behind this 
concept is threefold. First, the majority of litera-
ture approaches that solely focus on the physical 
aspects of CPS tend to characterize anomalies 
by a deviation of observed data in comparison 
to its expected value, generating a significant 
amount of false positives. Second, it is known 
that malicious empirical CPS security data from 
within operational CPS settings is extremely rare 
[10]. Third, it would be desirable to have an archi-
tecture that also provides insights and inferences 
that would aid in attribution. Undeniably, such 
attribution evidence will be leveraged to build 
highly-effective countermeasures to provide CPS 
resiliency. In the following section, we present 
and discuss the components of such an architec-
ture that strives to exploit tangible CTI to infer and 
mitigate real CPS attack scenarios.

Figure 1. Recent attacks on cyber-physical systems as reported by DHS [3].
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cyber lAyer

Threats toward CPS could arise from external as 
well as internal entities. On one hand, an example 
of an external threat could be rendered by scan-
ning activities [13], originating from the Internet, 
in an attempt to probe and quantify CPS vulner-
abilities, to be exploited in a subsequent directed 
attack. On the other hand, the Stuxnet malware 
would be an accurate example of an insider CPS 
threat, which leveraged system specific knowledge 
to execute a stealthy attack from within the bound-
aries of the CPS. Motivated by such diverse threats, 
this component aims at capturing real malicious 
CPS attack signatures for both internal and external 
threats. In this context, we define attack signatures 
by a series of consecutive attackers’ steps that con-
stitute a well-defined attack scenario. In the follow-
ing, we describe how the latter CTI is generated.

Active Measurements: It is known that malware 
attacks similar to Stuxnet pose one of the most 
debilitating internal threats to CPS. To this end, 
we resort to dynamic malware binary analysis as 
depicted in Fig. 3 to generate real attack signatures 
that aim at capturing malware attack scenarios tar-
geting CPS. We are fortunate to have access to 
malware data provided by Team Cymru Research. 
Consistent with Fig. 3, each malware binary sam-
ple is executed in a controlled client environment. 
During execution, the client would monitor and 
record the executed activities by the malware sam-
ple at the network and system levels. Consequent-
ly, the server processes such received information 
by producing an XML report, which summarizes 
the activities of the executed malware. Moreover, 
to select only those malware that specifically target 
CPS, we further execute a filtering mechanism on 
the indexed XML reports. Such filtering mecha-
nisms can be easily modified to match CPS proto-
cols and systems used in particular sectors.

Passive Measurements: It is also desirable to 
possess attack signatures related to external CPS 
attacks. Undeniably, the optimal approach to 

achieve this is to employ traffic capturing, measure-
ment and analysis from the external boundaries of 
an operational CPS. However, due to legal, logistic, 
and privacy constraints, the latter is not always fea-
sible. For such reasons, we resort to the concept 
of a honeypot: a set of software modules that can 
realistically imitate the components and the opera-
tions of any CPS. Further, a honeypot could be easi-
ly modified and tuned to generically exploit any CPS 
role within a specialized sector, allowing the cap-
turing of a wide range of tailored external attacks. 
To this end, we design and implement a honeypot 
based on the open source industrial control system 
project dubbed as Conpot. To provide more real-
ism to the CPS honeypot, we have implemented a 
custom capability that emulates the plant dynam-
ics and configured the honeypot to operate sever-
al generic CPS protocols, with a human machine 
interface (HMI) and Simple Network Management 
Protocol (SNMP) capabilities. We deployed the hon-
eypot online for a specific duration and enabled 
high levels of logging. To infer external attacks, we 
exploited the log files to build the attack strategies 
by tracking one attacker at a time, throughout its 
interaction with the honeypot. Please note that there 
might exist zero-day or unknown attacks that possi-
bly would not be captured by the active and passive 
measurement modules. Future work will address 
how to remedy this issue.

physIcAl lAyer

This module deals with the physical (i.e., control) 
aspects of CPS. These include hardware and soft-
ware modules capable of:
• Characterizing the physical process
• State estimation and reconstruction
• Stabilizing the physical plant
• Monitoring and managing the system
It is worthy to note that this module is generic to 
any CPS environment, including those operating 
in diverse domains such as power, wireless sen-
sor networks, or manufacturing. To support CPS 

Figure 2. A holistic perspective of the proposed architecture.
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attack detection and mitigation, we extend this 
layer by introducing an additional component that 
we refer to as the CPS monitor, as depicted in 
Fig. 2. The monitor exploits CPS communication 
channels and protocols to tap, gather, and amal-
gamate cyber-physical (CP) data flows that are 
circulating through a CPS. Moreover, the monitor 
coordinates with the CP threat detector to gener-
ate attack-resilient estimation and control remedi-
ation strategies, which are invoked as a reaction 
to an inferred attack.

cyber-physIcAl threAt detector

This component lies at the intersection between 
the cyber and physical layers. Indeed, the core 
aim of the CP threat detector module is to inves-
tigate whether the CP data flows extracted from 
the CPS communication channels are suscepti-
ble to any tangible external or internal threats. An 
imperative auxiliary aim of this module is to char-
acterize the severity of any inferred attack.

To achieve the intended tasks, the CP threat 
detector initially models both the malicious 
attack signatures generated from the cyber layer 
and the CP data flows extracted from the physi-
cal layer, into a common structure that we refer 
to as semantic behavioral graphs. Such directed 
graphs capture the activity performed as well 
as the semantics of such actions in the context 
of the observed protocol. To clarify the notion 
of semantic behavioral graphs, consider Fig. 4, 
which depicts a miniature specimen of such a 
graph capturing the dynamics of a benign CP 
data flow of the Siemens proprietary communi-
cation s7comm.

The CP threat detector proceeds in an attempt 
to infer any similarities between semantic graphs, 
as an indicator of an ongoing malicious activity 
on the CPS. However, given the fact that such 
graphs could possibly be of large scale due to 
the excessive captured/modeled network activity, 
and of high dimensionality due to the append-
ed feature vectors, computing graph similarities 
in practice would indeed be challenging. In an 
attempt to overcome these issues, we devise a 
twofold approach.

First, the CP threat detector applies the notion 
of graph kernels borrowed from [14] on the 
formed behavioral graphs (discarding any seman-
tics at this stage). The rationale here is to trans-
form the similarity computation procedure of 
complex graphs into a linear space. To achieve 
this, sub-graphs from the behavioral graphs are 
initially extracted based on a certain criterion. 
Subsequently, compact representations of the cre-
ated sub-graphs are generated based on a specific 
fingerprinting approach. Lastly, a mapping tech-
nique is employed to transform the latter repre-
sentations into a linear space defined by a kernel 
matrix [14, 15], where the similarity computation 
is executed in linear time.

Second, we employ a threshold mechanism 
to deem when there is a significant similari-
ty between those two types of graphs in order 
to flag that an ongoing malicious activity might 
be occurring on the physical plant. In this work, 
we set 60 percent as a conservative similarity 
threshold, to indicate a possible attack. To further 
reduce any other false positive cases and to con-
firm the attack, the CP threat detector proceeds 

by investigating the semantics of those graphs 
that exceed the similarity threshold. To this end, 
the CP threat detector performs binary compari-
sons between each corresponding pair of features 
of the semantic vectors. Currently, the header 
layer is only used in the comparisons for efficien-
cy purposes; however, this can be easily extended 
to include the protocol layer and data layer. Any 
similarity between the semantics of the graphs of 
the CP data flows and the semantics of the graphs 
of the malicious signatures will likely confirm the 
existence of an ongoing attack. In this context, it 
is important to note that:
• We employ the similarity measure as a sever-

ity score.
• We are capable of providing tangible evi-

dence attributing the attack to a specific 
malware specimen, in case the matching 
semantic behavioral graph was captured 
from the active measurements of the cyber 
layer.

Please note that the components of the proposed 
architecture that were discussed are fully automat-
ed, from an implementation perspective.

Figure 3. Dynamic malware binary analysis to capture real internal CPS threats.
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desIgn consIderAtIons
The proposed architecture of Fig. 2 introduces a 
new paradigm that is rendered by the tight cou-
pling and systematic fusion of the cyber and phys-
ical layers in the context of CPS security. Given 
that such an approach has never been attempt-
ed before, we thought that it would be of added 
value in this article to provide some design blue-
prints that elaborate on a few considerations relat-
ed to the proposed scheme.

On Time-Scale Discrepancy: Architectures 
that aim at inferring, characterizing, and mitigating 
tangible attacks on CPS should pay special atten-
tion to time-scale discrepancies. While CP data 
flows in the physical layer are characteristically 
in the order of milliseconds or seconds, attacks 
in the cyber realm require time intervals of larger 
magnitude. Thus, when designing the CP threat 
detector, as detailed earlier, this issue ought to 
be taken into account. A feasible solution could 
be rendered by an approach that operates in a 
sliding time-window fashion; sampling periods 
from the physical realm could be employed in 
conjunction with attack signatures derived within 
specific time-window cycles. In this context, the 
time-window duration would be treated as a sys-
tem parameter that would be tuned in order to 
achieve a balance between attack inference rates 
and computational load.

On Detection Practicality: Depending on the 
quantity and type of the derived CTI, a general 
design hurdle would be how to build effective and 
efficient models of such CTI that can be employed 
for detection. Commonly, attack detection and 
remediation in CPS realms require some near real-
time requirements; any significant detection delay 
or poorly-timed reactions might result in cascading 
failures or damage of system components. Although 
in this work, we devised a CP threat detector based 
on efficient graph models, other approaches that 
have yet to be investigated could be more practical, 
easier to manage, and provide stronger analytical 
capabilities. Further, given that the extracted CTI 
could be extensive, as we expect and have observed 
throughout this work, one should initially model it 
offline and subsequently incrementally enrich it as 
new CTI becomes available.

On Cyber-Physical Countermeasures: Any 
approach that aims at achieving CPS resiliency 
should endeavor to provide cyberphysical remedia-
tion strategies to combat the effects of the inferred 
malicious activity. In this context, we advocate 
and stress the importance of designing counter-
measures that cooperatively leverage information 
and capabilities from both the cyber and physical 
realms. Indeed, if only cyber mitigation strategies 
are executed, then the safety of the CPS under an 
attack cannot be guaranteed. Conversely, if only 
physical countermeasures are adopted, an attack-
free CPS environment would be impossible to 
achieve. In this work, we attempted to capture the 
latter desired features by introducing the notion of 
semantic behavioral graphs as a modeling and a 
detection approach in the context of CP data flows 
and malicious attack signatures. Another desirable 
design goal to be considered would be the ability 
to characterize attacks through severity metrics, 
which would be highly beneficial from two per-
spectives, namely, situational awareness and priori-
tized mitigation. Additionally, one should postulate 

CTI approaches that not only can infer attacks, but 
more imperatively, can generate attack signatures 
that aim at disclosing attackers’ strategies, aims, 
and intentions. Indeed, the active measurements 
approach described earlier, which exploits real 
malware strategies, attempts to achieve exactly 
the latter. In this case, the concrete knowledge of 
the disruptive resources available to the attacker 
allows the design of more effective cyber-physical 
countermeasures. Specifically, the observer and 
control modules could be re-designed by discard-
ing the information originating from the corrupt-
ed CPS channels. Moreover, if an estimate of the 
attack vector is available, a resilient control solu-
tion can be achieved by means of an adaptive 
compensator, which simply adds a compensating 
term to the nominal control signal, avoiding rede-
sign of the controller. Simultaneously, in the cyber 
realm, various information technology (IT) security 
countermeasures can be rapidly deployed to min-
imize attackers resources, and thereby limit their 
damage to targeted CPS assets. Such strategies 
could include dropping network traffic originating 
from attackers’ IP addresses or dynamically adapt-
ing firewall rules, among numerous other available 
techniques.

proof of concept: cAse studIes
In this section, we verify the effectiveness of the 
proposed architecture by demonstrating its capa-
bility in generating tangible cyber threat intelli-
gence related to CPS environments. Furthermore, 
we consider three case studies that capture two 
real external CPS attacks and an internal CPS 
attack launched by the eminent Stuxnet malware.

By operating the customized CPS honeypot as 
described previously for almost one month, we 
were able to infer around 500 unique attackers 
generating thousands of diverse malicious activi-
ties. By executing IP geolocation, Fig. 5a illustrates 
the countries where these attacks originated from, 
while Fig. 5b shows the Internet service providers 
(ISPs) responsible for some of those attacks in a 
one-day specimen. Note that we are aware that 
the University of Michigan performs regular benign 
scanning attempts toward various Internet services, 
including CPS services, and thus its appearance 
on this list verifies and validates the setup of the 
CPS honeypot and its capability in inferring mali-
cious attempts. It is also worthy to mention that the 
statistics behind Fig. 5 could be relatively skewed 
by the abundant use of spoofing attacks. Indeed, 
given that IP spoofing is still present on almost 20 
percent of the Internet autonomous systems, the 
reported statistics should not be taken as an abso-
lute representation but rather as a figurative and 
a relative view of the status of CPS security in the 
context of real cyber threat intelligence.

We also had a brief chance to observe and 
investigate the network traffic packets arriving at 
the CPS honeypot. Our analysis revealed a stag-
gering 10,000 generic TCP and UDP scanning 
attempts and close to 2,000 TCP flooding denial 
of service attacks on various CPS communica-
tion protocols, including those targeting the open 
source DNP3 and Modbus CPS protocols. We 
also generate supplementary material related to 
such misdemeanors including geo-location infor-
mation per source, organization, city, and region. 
Although we refrain from publishing this informa-
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tion due to sensitivity/legal issues, we can note 
that these attempts originated from 177 diverse 
operational providers, 124 distinct ISPs, and 71 
different cities. Given that our analyzed period 
is relatively short, we concur that all the inferred 
attacks in terms of source diversity, target proto-
col diversity, frequency, and machinery are quite 
interesting and alarming.

We proceed by selecting and reporting on 
three real case studies that the proposed archi-
tecture was able to infer and remediate. The first 
case study captured an external CPS attacker that 
was inferred by employing the CPS honeypot. This 
scenario represented an attacker who attempted 
to gain elevation of privilege, and hence com-
plete control over the plant, by striving to exploit 
the session manager of the CPS HMI. Part of this 
attack’s inferred request is illustrated in Fig. 6a. 
Given that such an attack did not threaten the 
physical/control aspect of the CPS, a simplistic yet 
effective cyber strategy is applied to mitigate the 
attack by blocking any subsequent traffic from the 
attacker’s IP address.

The second case study pinpointed another CPS 
external attack that was also perceived by leverag-
ing the CPS honeypot. In this scenario, the attacker 
initially scanned the CPS plant using the SNMP 
to retrieve the map of all operational services. 
Once this has been achieved, the attacker read the 
Modbus variables and subsequently crafted some 
invalid input that is beyond a specified safe range. 
The latter attack appears to be an attempt to cause 
some sort of damage to the CPS equipment. Part 
of this attack’s captured request is illustrated in Fig. 
6b. In this attack scenario, a physical control reme-
diation is obtained by simply discarding the inject-
ed malicious data, while a cyber countermeasure is 
enforced by filtering any further incoming packets 
from the attacker’s IP address.

The third case study captured an instance of 
an internal CPS threat. In this attack scenario, 
detailed experimentation was conducted using a 
sample of the Stuxnet malware by closely follow-
ing the proposed mechanism from earlier. Indeed, 
this malware employs replay attacks in an attempt 
to replicate previously-recorded sensor measure-
ments to a system operator, while also injecting 
damaging inputs to the system. It is well known 
that this type of attack is stealthy to any passive 

physical detector because the resulting CP flows 
cannot be distinguished from benign CP flows 
characterizing an attack-free scenario. Neverthe-
less, in this case, the CP threat detector readily 
inferred the occurrence of an ongoing malicious 
activity in the physical realm since it captured the 
behavior and semantics of the malware as it inter-
acted with the CPS. Furthermore, the proposed 
architecture was capable of attributing such activ-
ity to the exact sample of the Stuxnet malware, 
namely, Worm.Win32.Stuxnet.b . We also note 
the captured/modeled behavior of this malware, 
which included unauthorized reading and writing 
of the sensors’ measurements as well as unautho-
rized writing toward CPS actuators’ channels.

Indeed, the aforementioned case studies 
demonstrate the effectiveness of the proposed 
architecture in disclosing attackers’ strategies and 
actions for both internal and external CPS attacks. 
More imperatively, the proposed approach also 
provides invaluable, tangible forensic evidence 
that can be employed for attribution in the cyber 
realm and resiliency in the physical realm.

concludIng remArks And 
future reseArch dIrectIons

Following our vision to diminish the gap between 
highly theoretical solutions and practical 
approaches for securing CPS, this article uniquely 
proposed a federated approach for resilient CPS 
by exploiting real CTI. The core rationale behind 

Figure 5. Real external CPS threats as inferred by the CPS Honeypot: a) distribution of all inferred threats per originating country;  
b) threats from top 10 Internet service providers during a 24-hour period.
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Figure 6. Snapshot of the requests generated by the external CPS attacks as 
inferred by the CPS honeypot.

A.  HTTP/1.1 GET request from ('95.108.142.138', 3952): ('/index.html', ['Host: 192.223.10.95\r\n’,
'Connection: keep-alive\r\n’,           ‘Cache-Control:          max-age=0\r\n’,            ‘Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n’,   ‘Upgrade-
Insecure-Requests:    1\r\n’,     ‘User-Agent:     Mozilla/5.0       (Windows     NT      10.0;  WOW64)
AppleWebKit/537.36   (KHTML,  like  Gecko)  Chrome/46.0.2490.71   Safari/537.36\r\n’, ‘Accept-
Encoding: gzip, deflate\r\n’) 
 

B.  New snmp session from 77.158.52.42 (3b845bb1-8111-4966-aac9-c0ddd0203b8e)
SNMPv1 GetNext request from ('77.158.52.42', 28487): 1.3.6.1.2.1.1.2 
SNMPv1 response to ('77.158.52.42', 28487): 1.3.6.1.2.1.1.2.0 1.3.6.1.4.1.20408
SNMPv1 GetNext request from ('77.158.52.42', 28487): 1.3.6.1.2.1.43 
SNMPv1 response to ('77.158.52.42', 28487): 1.3.6.1.2.1.43 
New Modbus connection from 94.102.51.38:55237. (2260e5fa-de68--4ff2-a03d-a79945ed46e2)
Modbus    traffic     from 94.102.51.38:       {'function_code':   None,    'slave_id':   0,    'request': 
'133700000005002b0e0100', 'response': ''}
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the proposed architecture is to derive tangible 
CPS attack models from empirical measurements, 
which can be employed to infer and attribute 
real CPS attacks. An innovative CP threat detec-
tor amalgamated CP data flows from the physical 
realm with attack signatures from the cyber realm 
to infer and score real attack scenarios, as well as 
provide evidence of attribution and a means to 
generate CPS resiliency mechanisms.

This effort presents a solid basis from which 
to expand into other directions in CPS security. 
Foremost, one thrust will be dedicated to auto-
mating the tasks associated with creating resiliency 
countermeasures and algorithms from the cap-
tured CTI. Another aim is to investigate and devel-
op additional CP threat detector designs and types 
and evaluate their detection tradeoff and efficiency 
under various realistic attack scenarios. Finally, an 
open source utility is also being designed to incor-
porate the overall notions and ideas behind the 
proposed architecture. This latter deliverable will 
help facilitate the incorporation, rapid prototyp-
ing, and much-needed evaluation of this solution in 
real-world operational CPS environments.
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AbstrAct

Cognitive radio technology can facilitate com-
munication in smart grid applications through 
dynamic spectrum access. However, traditional 
routing and MAC protocols adopted for cognitive 
radio networks may not be beneficial in CR-based 
smart grid environments due to large data sizes 
and variable link quality among different function-
al blocks of smart grids. The interference and fad-
ing in wireless links necessitate efficient routing 
for reliable low-latency data delivery of smart grid 
applications. This low-latency data delivery must 
be achieved while protecting the legitimate prima-
ry users. Besides efficient routing, MAC layer pro-
tocols should be enhanced to achieve successful 
data delivery with simultaneous spectrum sensing 
and duty cycling for energy-efficient operation. In 
this article, we evaluate the requirements and key 
design challenges for routing and MAC protocols 
in the CR-based smart grid. We also provide a 
review of research carried out to date for routing 
and MAC protocols for the CR-based smart grid.

IntroductIon
Smart grids (SGs) are envisioned as future power 
grids to enhance the functionality of traditional 
power grids. The communication technologies 
in power grids suffer from connectivity problems 
due to dynamic topology changes, fading, and 
interference. A variety of communication tech-
nologies have been suggested to overcome 
these problems, and the cognitive radio network 
(CRN) is recognized as one promising solution. 
CRNs employ dynamic spectrum access (DSA) to 
search for available channels in both licensed and 
unlicensed bands. Hence, CRNs may not only 
counter the problems of traditional communica-
tion networks, but may also serve as a bidirection-
al communication paradigm between consumers 
and utilities in the smart grid [1].

CR communication in SGs must comply with 
the regulatory constraints for the various com-
munication technologies. A detailed review of 
these regulatory constraints is outside the scope 
of this article, which focuses on routing and medi-
um access control (MAC) protocols within the 
context of cognitive radio (CR)-based SGs. For 
one example of a communications technology 
with strict regulatory constraints, we point to IEEE 

802.22 wireless regional area network (WRAN) 
communication, which is being considered for 
so-called smart utility networks (SUNs) that com-
municate over TV white space (TVWS) [2]. In the 
United States, CR communication by unlicensed 
SUN TV band devices has to comply with Fed-
eral Communications Commission (FCC) regula-
tions. FCC regulations require TVWS devices to 
include a geolocation capability and the capability 
to access a database of protected radio services. 
Devices must check the geolocation database 
before transmission and must recheck the geo-
location database periodically [3]. We also note 
that the growing interest in CR communication in 
SGs has spurred extensive standardization efforts. 
We refer the reader to [4] for an overview of 
these standardization efforts.

Smart grids have a multi-tiered architecture 
consisting of home area network (HAN), neigh-
borhood area metwork (NAN), and wide area 
network (WAN), as shown in Fig. 1. The HAN 
encompasses the communication within a home, 
which is relayed via a HAN cognitive gateway to 
the NAN. The NAN interconnects the HANs in 
a neighborhood area with each other and with 
a NAN cognitive gateway. The NAN cognitive 
gateway relays the NAN communication to the 
WAN, which interconnects the NANs with the 
power utility facilities and control units. Besides 
this three-tiered architecture, hybrid architec-
tures, such as the advanced metering infrastruc-
ture (AMI), are also present. The SG performance 
strongly depends on reliable, successful, and 
timely end-to-end message delivery among these 
architectural tiers (blocks). Multipath propagation, 
fading, interference, and noise phenomena vary 
greatly in both space and time, and so does the 
resulting link status. Multichannel communication 
and proper routing solutions can improve net-
work capacity with interference-free transmissions 
over multiple channels.

trAffIc types And delIvery requIrements

SG applications generate a wide range of traffic 
types. The traffic types have diversified require-
ments for quality of service (QoS), for example, 
in terms of reliability, delay, and throughput. The 
SG traffic types have been classified in the liter-
ature [4, 5] depending on SG application areas 
and architectural layers. One example classifica-
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tion defines three traffic types: multipoint-to-point 
(from devices to base station), point-to-multipoint 
(from base station to devices), and point-to-point 
(from device to device). Another classification 
in the literature defines data traffic according 
to priorities: highest priority vital messages are 
used for control, protection, and management; 
second highest priority messages convey system 
monitoring information; and third highest priority 
is for meter reading. SG data traffic types with 
payloads and delay in data delivery define net-
work requirements. In Table 1, we summarize the 
different SG applications with typical data sizes 
as well as requirements for bandwidth, reliability, 
and latency.

medIum Access control And routIng In cognItIve-
rAdIo-bAsed smArt grId

CRNs have to search opportunistically for spec-
trum access in order to successfully transfer infor-
mation. In particular, the physical layer should 
provide statistical information related to chan-
nel conditions to the upper layers. The physical 
layer is responsible for providing opportunities to 
detect white space or primary user (PU) activity 
in time and frequency, while the network layer 
specifies their location dimension [6, 7]. The 
MAC layer should perform channel management 
functions, such as spectrum sensing, spectrum 
decision, spectrum sharing, and spectrum man-
agement. All these processes are power consum-
ing; therefore they should be completed within a 
short time so as to maximize energy-saving sleep 
phases. In addition, it is very important that the 
CR MAC processes and transmission do not affect 
the legitimate PUs [1]. The design of novel MAC 
protocols for the CR-based SG requires the provi-
sioning of low-overhead spectrum access. More-

over, the trade-off between spectral efficiency and 
energy efficiency should be balanced through 
optimal control of the duty cycle. The duty cycle 
is defined as the ratio of the duration of the lis-
tening time to the duration of the full listen-sleep 
period. CR nodes should be periodically turned 
off for as long as possible to minimize the duty 
cycle, thereby avoiding idle listening and reducing 
energy consumption. An adaptive duty-cycling 
mechanism may be a good strategy to keep the 
energy consumption low, in the sense that energy 
consumption does not necessarily affect the spec-
tral efficiency. An efficient MAC protocol should 
not only strive for these simultaneous objectives, 
but also guarantee reliable operation in challeng-
ing smart grid wireless environments [8].

Minimum communication delays, which may 
be achieved through efficient multihop multicast 
routing algorithms, generally help to meet the 
objectives of SG applications. Multicast routing 
is especially promising for applications that need 
to reach multiple distributed grid components 
within a prescribed time period [9]. The routing 
protocols may be on-demand, table-driven, and 
QoS-aware [9], and should provide high packet 
delivery ratios, short end-to-end delays, and high 
energy efficiencies in different SG wireless envi-
ronments [9]. The routing protocols attempt to 
deliver data after calculating a routing path with 
minimum cost. This minimum cost may corre-
spond to either a minimum number of hops or a 
minimum total edge weight.

The overall satisfactory operation of the 
CR-based SG depends on the proper optimization 
of the MAC and routing protocols. These pro-
tocols should be designed to achieve necessary 
objectives while satisfying certain requirements. 
To date there has only been limited research on 
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Figure 1. Conceptual CR-based SG architecture: A CRN is incorporated into the architecture to coordinate 
among three functional blocks (layers) of the SG: the HAN, NAN, and WAN.
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such MAC and routing protocols. We summa-
rize in this article these prior research studies in 
order to highlight the open design challenges. 
Our present work is different from previous over-
view articles such as [1, 4]. Reference [1] pro-
vided the motivations for employing CR-based 
communications in the SG. The general survey 
in [4] gave a broad overview of a wide range of 
aspects of the CR-based SG ranging from archi-
tectures, interference mitigation schemes, spec-
trum sensing mechanisms, as well as routing and 
MAC protocols to security, and also power and 
energy related schemes. In this article, we focus 
our attention on the routing and MAC protocols 
for the CR-based SG. More precisely, for both the 
routing and MAC protocols in the CR-based SG, 
we present in detail the requirements, compari-
sons of existing approaches, and challenges. In 
addition, we present in detail cross-layer protocols 
covering MAC and routing in the CR-based SG.

outlIne of the ArtIcle

This article is organized as follows. The section on 
MAC protocols in the CR-based SG covers their 
requirements, surveys existing approaches, and 
outlines open challenges. We then cover the rout-
ing in the CR-based SG, detailing requirements, 
existing approaches, and main open challenges. 
Finally, we cover the cross-layer protocols present-

ed in the literature. We summarize the existing 
work and outline possible future trends.

mAc protocols In the cr-bAsed  
smArt grId

The MAC layer in CRNs employs DSA to search 
for available spectrum without causing interfer-
ence to legitimate primary users (PUs). CR users 
identify spectrum holes, that is, locally available 
channels that are not used by PUs. Alternative-
ly, CR users can obtain up-to-date information 
about these spectrum holes from a geolocation 
database. CRs can change transmission/reception 
parameters according to spectrum availability on 
a range of channels [1].

The spectrum sensing process gathers infor-
mation about the available channels and the 
presence of PUs. Spectrum sensing can require 
significant power in CR-based SG communication 
networks. Therefore, suitable approaches are nec-
essary, such as minimizing hardware (e.g., using a 
single radio) and minimizing the sensing durations 
to an optimum level without compromising sens-
ing accuracy. Besides achieving energy efficiency, 
the sensing process should account for multipath 
propagation, fading, and environmental noise. 
Moreover, the sensing process should avoid false 
alarms (i.e., should not detect PUs even if there 

Table 1. SG applications with typical data sizes, as well as requirements for bandwidth, reliability, and latency.

SG application SG architecture 
layer

Data size (bytes) Bandwidth Latency Reliability (%)

Home automation HAN 10–100 — Seconds >98

Building automation HAN >100 — Seconds >98

On-demand meter reading from meters to utility NAN 100 10–100 kb/s/node, 500 
kb/s for backhaul

<15 s >98

Scheduled meter reading from meters to AMI NAN 1600–2400 10--100 kb/s/node, 500 
kb/s for backhaul

<4 h >98

Bulk transfer of meter reading from AMI to utility NAN MBs (depending 
on the number of 
devices)

10–100 kb/s/node, 500 
kb/s for backhaul

<1 h >99.5

Pricing in terms of time of use (TOU) from utility to 
meters

NAN 100 — <1 min >98

Real-time pricing from utility to meters NAN 100 — <1 min >98

Critical peak pricing from utility to meters NAN 100 — <1 min >98

Demand response NAN, WAN 100 14–100 kb/s per node/
device

500 ms to several 
minutes

>99.5

Service switch operation NAN 25 — <1 min >98

Distribution automation NAN 25–1000 9.6–100 kb/s <4 s to <5 s >99.5

Outage and restoration management NAN 25 — <20 s >98

Electric transportation NAN 100–255 9.6–56 kb/s, 100 kb/s is 
a good target

<15 s >98

Firmware updates NAN 400–2000 k — <2 min to 7 days >98

Customer information and messaging NAN 50–200 — <15 s >99

Wide area situational awareness WAN >52 600–1500 kb/s 20–200 ms >99.99
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are none). False alarms can result in low spectrum 
utilization [1, 6].

In this section, we discuss MAC protocols for 
CR-based SG systems. We first discuss design 
requirements for MAC protocols in CR-based SG. 
We then analyze existing MAC approaches in the 
CR-based SG and present potential challenges for 
MAC protocols.

requIrements of mAc protocols In cr-bAsed sg
Design requirements for an efficient MAC proto-
col in CR-based SG are summarized in Table 2. 

exIstIng ApproAches of mAc In cr-bAsed sg
In this section, we give an overview of the two 
main existing proposals, cognitive receiver-based 
MAC (CRB-MAC) and packet reservation mul-
tiple access (PRMA). Notable features of the 
existing approaches are summarized in Table 3. 
Please ignore the columns for carrier sense mul-
tiple access with collision avoidance (CSMA/
CA) with distributed control algorithm (DCA) and 
suboptimal DCA for now; these two cross-layer 
approaches are covered later.

CRB-MAC: In the CRB-MAC protocol, nodes 
employ an optimal transmission time by starting 
a timer. The timer setting is subject to an interfer-
ence constraint to improve overall network per-
formance and to ensure PU protection [8]. Nodes 
can have a relatively short sensing time if they are 
in a region of low PU activity, thereby experienc-
ing a low number of channel changes over time. 

CRB-MAC mitigates the performance degradation 
due to spectrum sensing by reducing the spec-
trum sensing time. To achieve this, the sensing 
time is initially set to a maximum value for a pre-
scribed missed detection probability. Then the PU 
activity is followed, and based on the PU activity 
information, the sensing time may be decreased 
over time. In case of successive missed detection 
events, the node increases the sensing time [8].

CRB-MAC achieves energy efficiency and reli-
ability through preamble sampling and oppor-
tunistic forwarding techniques. With preamble 
sampling, which is also referred to as asynchro-
nous low-power listening, each node selects its 
sleep/wakeup schedule independent of the other 
nodes. Nodes sleep most of the time and sense 
the channels only briefly once during a so-called 
checking interval. Sending nodes prepend data 
packet transmissions with a preamble that has the 
same length as the checking interval to ensure 
that all receiving nodes sense the preamble and 
receive the data packet. Besides supporting sleep/
wakeup modes without synchronization over-
heads for individual nodes, preamble sampling 
avoids idle listening, that is, time periods when 
secondary users (SUs) with CRs only listen to the 
channels and do not transmit data. Opportunistic 
forwarding benefits from the broadcast nature 
of wireless transmissions and employs multiple 
receivers. With opportunistic forwarding, a sender 
node transmits its data to all the neighbors in its 
communication range, without defining a partic-

Table 2. Design requirements for MAC protocols in CR-based smart grid.

Requirements Description

Accuracy in 
cognitive 
behavior

Accurate performance of the cognitive cycle (i.e., spectrum sensing, spectrum analysis, and spectrum decision) in terms of spectrum management func-
tionalities is required [10]. Spectrum sensing thresholds should be set carefully, as a low threshold results in higher probability of detection at the expense 
of higher probability of false alarm. Spectrum sensing may cause harmful interference to PUs, may detect false presence of PUs, or may miss the detection 
of PUs [1]. Any wrong decision at the sensing stage further complicates other spectrum-related functions. In CR-based systems, PU protection is a very strict 
requirement, whereas CR communication performance may be compromised. Therefore, a high PU detection probability is a top priority for MAC protocol 
design, whereas a low false alarm probability is a secondary priority [8]. In [8, 11], the detection probability threshold is set to 0.9 and the probability of false 
alarm is set to 0.1.

Power 
optimization

Advanced solutions with power optimization capabilities should be designed. Sensing durations should be minimized to achieve power efficiency; however, 
sensing accuracy should remain high and data should be continuously delivered within limited time periods [1]. Sensing and data transmissions require 
power; therefore, energy-efficient mechanisms should be designed. Joint operation of event estimation, spectrum sensing, and channel identification can 
determine sleep schedules that achieve good CR data delivery performance while reducing energy consumption [6]. Experimental studies [8] found: Power 
drained in transmit mode = 66.2 mW, power drained in receive mode = 70.7 mW, and power drained in spectrum sensing = 65.8 mW. Large power savings 
can be achieved through sleep states whose power consumption levels are orders of magnitude lower than the listed power drain values for active states.

Efficiency

MAC protocol designs should consider channel interference and capacity. Data traffic from CRs may be sorted with respect to sensitivity and prioritized ac-
cording to contention window sizes [10, 12]. The data should be forwarded to the node that provides the highest margin for delay budget [8]. During sensing, 
CR nodes do not forward data packets, thereby compromising network performance in terms of end-to-end throughput, latency, and packet loss ratio. Hence, 
there is a need to adopt suitable MAC protocols with optimum sensing durations [8].

Contention 
resolution

If a CR fails to access the channel in a time slot, it may attempt to access the channel in the next time slot. If there are many CRs trying to access the channel, 
an efficient contention resolution scheme is required; otherwise, packet loss increases. An increase of the timeout (backoff) duration may be a good option, 
which will increase the chances of channel access among CRs. Another possibility is to use receiver-based MAC protocols with suitable elective schemes in 
which receivers compete and the winner transmits instead of sender-based MAC protocols [8].

Single radio vs. 
multiple radio 
behavior

Single radio or low-complexity processors provide cost-effective solutions [8]. Contrary to this, multiple radios may result in long delays due to channel 
switching but may produce higher throughput [1]. The use of multiple radios may degrade the MAC protocol performance in case of dense CR node deploy-
ments [6].

Scalability

The SG consists of numerous users with a multitude of applications, utilizing many communication techniques, giving rise to scalability challenges. Scalability 
issues are often related to installation and maintenance costs of communication infrastructure. Wireless techniques reduce cost, but have limited coverage 
areas. To cover large areas, routers and access points have to be added, which typically increases the overall cost. The long range of IEEE 802.22 WRANs 
provides large coverage areas; however, availability of spectrum bands is an issue when moving between HANs, NANs, and WANs. A scalable SG system 
requires seamless connectivity with mobility and QoS support [1].
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ular node as a receiver. The transceiver can be 
tuned to any channel with multiple PU transmit-
ters that have known locations and known maxi-
mum coverage ranges [8].

PRMA: In cognitive machine-to-machine 
(M2M) communications for the smart grid, a cen-
tralized MAC protocol may be tailored utilizing 

PRMA [11]. PRMA is a combination of slotted 
ALOHA, TDMA, and a reservation scheme. The 
protocol has a master-slave operation. Specifical-
ly, a powerful central network controller senses 
the spectrum for machine-type devices without 
spectrum sensing capabilities. This design aims 
to achieve low cost, low complexity, and low 

Table 3. Attributes of existing MAC protocols for CR-based smart grid; the DCA-based cross-layer approaches are reviewed in the sec-
tion “Cross-Layer Protocols in CR-Based SG.”

Reference CRB-MAC [8] PRMA-based cognitive MAC [11] CSMA/CA with DCA [10] Suboptimal DCA [12]

Network type CRSN Cognitive M2M CRSN CRSN

Simulator used Matlab Matlab NS-2 NS-2

PU transmitter stationary Yes — — —

Nodes stationary Yes — Yes —

Licensed/unlicensed 
operation

Licensed Both — —

Single/multi-channel Multi Multi Multi Multi

Single/multihop Multi — Multi Multi

Energy consumption 
considered

Yes Yes No No

Advantages Few retransmissions; low delay; 
low energy consumption in good 
channels; high reliability; high 
packet delivery ratio

Diverse QoS support; low data 
rate optimization; periodic 
traffic patterns optimization; good 
scalability; low overhead dynamic 
spectrum access

Application-specific QoS require-
ments; low delay; good reliability; 
good throughput

QoS support; data scheduling; 
on-demand routing; low 
delay; good reliability; good 
throughput

Disadvantages High energy consumption in poor 
channel conditions

Low throughput for low device 
density

Poor delay performance with 
increasing number of channels

No performance improvement 
with increasing number of 
channels; high contention on 
common control channel

Other features Two state independent and iden-
tically distributed (i.i.d.) random 
process activity model; receiv-
er-based; detection probability; low 
false alarm probability

Optimal reservation cycle; opti-
mized throughput; two state i.i.d. 
random process traffic model; 
two state Markov chain for power 
demand

Joint optimization of routing; 
MAC and physical layer functions

Use of DSA to mitigate 
channel impairments; define 
multi-attribute priority classes; 
design distributed control 
algorithm for data delivery 
that maximizes network utility 
under QoS constraints

Performance metrics Probability of channel switching; 
energy consumption; delay; 
reliability

Channel switching probs.; 
backoff; average access delay; 
throughput; duty cycle; interfer-
ence ratio

Average delay; throughput; 
reliability

Reliability; packet latency; 
data rate

Objective MAC protocol design for CRSNs in 
smart grid

Optimal frame structure for 
PU protection as well as high 
throughput and energy efficiency

Maximize weighted service of 
traffic flows belonging to different 
classes

Maximize weighted service 
of traffic flows belonging to 
different classes

Support for delay-sensi-
tive apps.

Yes Yes Yes Yes

Spectrum sensing 
technique

Energy Energy — —

Architecture HAN, NAN, WAN HAN, NAN, WAN HAN, NAN HAN, NAN, WAN, AMI

Focused parameter Energy Energy QoS QoS

Number of PUs 4 — 6 4

PU (transmitter) activity 
model

Two state i.i.d. random process Two state ii.i.d. random process — —
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energy consumption. The underlying available 
cognitive channel has a number of fixed length 
time slots, each able to carry a single packet. A 
frame is formed by grouping a fixed number of 
time slots, in turn a fixed number of frames con-
stitute a multi-frame. Uplink (UL) and downlink 
(DL) operate with time-division duplex on the 
same carrier. For high traffic levels in the UL, the 
ratio of DL to UL time slots is kept small, where-
by only few time slots are reserved for DL com-
munication and acknowledgments (ACKs). The 
DL time slots also carry broadcast status updates 
of UL time slots.

chAllenges of mAc protocols In cr-bAsed sg
The design requirements in Table 2 imply chal-
lenges faced by MAC protocols in the CR-based 
smart grid. However, there are additional chal-
lenges for efficient MAC protocols, which we out-
line next:

Dynamic Operation in Licensed and Unli-
censed Bands: CRNs operate on both licensed 
and unlicensed bands. Channel switching prob-
abilities in MAC protocols should be optimized 
to operate on these two bands. Moreover, chan-
nel switching to licensed bands may be affect-
ed by PUs, and operation in unlicensed bands 
may suffer from significant interference [8, 11]. 
In the existing studies, CRB-MAC operates in the 
licensed band, while PRMA can operate in both 
licensed and unlicensed bands.

Channel Access Delay: Average access delay 
(i.e., the average time a device has to wait before 
obtaining a reservation for the channel) is an 
important performance indicator of MAC proto-
cols. Average access delay strongly depends on 
the presence of PUs, collisions among CRs, and 
the backoff schemes [11]. This average access 
delay has been examined in PRMA-based cogni-
tive MAC [11].

Duty Cycle and Control Overhead: The opti-
mization of the duty cycling has been an import-
ant challenge in all wireless networks, and MAC 
protocols in CR-based SGs may suffer from ineffi-
cient duty cycling. The availability of suitable duty 
cycles in energy-deficient devices remains a sig-
nificant challenge [11]. Balancing the trade-off 
between energy efficiency and spectrum efficien-
cy requires joint consideration of spectrum sens-
ing and duty cycling. Moreover, MAC protocol 
reliability and effectiveness come at the cost of 
control overhead [6]. In dynamic radio environ-
ments, control overhead occurs in terms of chan-
nel switching overhead (i.e., when transmission 
changes from one channel to another channel) 
[11].

Error Correction: The continuously varying 
channel conditions may prevent packet recov-
ery, impair packet forwarding, and cause conges-
tion. Traditional fixed forward error correction 
(FEC) may not be sufficient for every channel. 
Therefore, the design of adaptive FEC schemes or 
hybrid automatic repeat request (HARQ) mecha-
nisms remains a great challenge [6].

routIng In cr-bAsed smArt grId
Routing layer protocols have to account for the 
link qualities of the wireless links, in terms of both 
individual links as well as the entire end-to-end 
path in dynamically changing environments.

requIrements of routIng protocols In cr-bAsed sg
The design of an efficient routing protocol for the 
CR-based SG should address the requirements 
summarized in Table 4.

exIstIng ApproAches of routIng In cr-bAsed sg
Notable features of existing routing protocols are 
summarized in Table 5.

QoS/Energy-Based Approach for HAN: Adap-
tations of the Routing Protocol for Low power 
and lossy networks (RPL) for HANs were present-
ed in [7]. RPL maintains network state information 
using one or more directed acyclic graphs (DAGs) 
in which all edges are oriented to avoid cycles. 
Basic RPL has four steps: expected transmission 
time (ETX) calculation, rank calculation, direct-
ed acyclic graph (DAG) formation and mainte-
nance, and destination list (DL) update. The ETX is 
defined in [7] to correspond to the (physical layer) 
link quality between two nodes, and is commonly 
based on the signal strength (signal-to-noise ratio) 
of the received packet. The rank to each node in 
the DAG is computed on the basis of an objec-
tive function. To construct the DAG, the gateway 
broadcasts a control message called DAG infor-
mation object (DIO) containing relevant network 
information. Each node updates its DL through a 
device announcement message, that is, source IP 
and the next hop node ID are recorded until the 
message reaches the coordinator. The features of 
this approach are realized through selective rout-
ing as battery powered devices do not participate 
in spectrum sensing.

An 802.15.4 radio in the ZigBee pro stack with 
high receiver sensitivity is considered to cover 
licensed bands. The dual-radio architecture is 
employed to independently update the channel 
backup list without quiet periods. After joining the 
network, a node is considered a non-spectrum 
sensing node if it listens to any DIO from spec-
trum sensor devices or the coordinator. If it fails 
to do so, it is a spectrum sensing node [7].

QoS-Based Approaches for HAN, NAN, 
WAN, and AMI: Solutions to routing problems in 
CR-enabled AMI networks and CR-enabled M2M 
networks were examined in [13, 14]. Cognitive 
and Opportunistic RPL (CORPL) protects PUs and 
satisfies the utility requirements of CRs, that is, 
requirements for end-to-end throughput, laten-
cy, and packet loss ratio under spectrum sens-
ing. CORPL modifies the basic RPL, but retains 
its DAG-based approach. CORPL has two import-
ant steps: selection of a forwarder set and unique 
forwarder selection. Each network node selects 
multiple next-hop neighbors as its forwarder set. 
With unique forwarder selection, the best receiv-
er of each packet forwards the packet. To select 
the best receiver, the protocol employs a simple 
overhearing-based coordination scheme based 
on acknowledgment (ACK) frames. To select a 
forwarder set, CORPL utilizes the parent structure 
of RPL. This structure requires at least one backup 
parent besides the default parent. To maintain the 
forwarder set, each node opportunistically selects 
the next hop neighbors. Nodes are dynamically 
prioritized by a cost function approach in the for-
warder set, whereas a simple overhearing-based 
coordination scheme performs a unique forward-
er selection [13, 14].

The routing class decides the cost function to 
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prioritize the nodes in the forwarder set. There 
are two different routing classes in CORPL: class 
A supports PU receiver protection, whereas class 
B satisfies the end-to-end latency for high-priority 
delay-sensitive alarms. The routes selected for the 
secondary network should pass through regions 
of minimum coverage overlap with the PU trans-
mission coverage. This reduces interference to PU 
receivers. Class B supports delay-sensitive alarms 
by selecting the next-hop that ensures the dead-
line. The packet will be dropped if the deadline 
has elapsed [13, 14].

chAllenges of routIng protocols In cr-bAsed sg
Smart grid communication faces a number of 
challenges, including secure connectivity among 
different parts of the system. Connectivity may be 
lost as nodes drop out either permanently or tem-
porarily. Disasters and security breaches are other 
main causes of connectivity losses. Dynamic envi-
ronmental conditions, such as multipath, fading, 
noise, attenuation, and varied channel availabil-
ity, which may be exacerbated near high-power 
electrical grid installations, result in unstable and 
inconsistent link connectivity in wireless SG envi-
ronments. These connectivity problems also arise 
in CR-based SG systems, making routing challeng-
ing [4]. This section covers the challenges faced 
by routing protocols for the CR-based SG.

Latency: Latency represents the end-to-end 
delay components from source to destination [9]. 
In addition to the transmission delays, a packet 
may experience processing delay and queuing 
delay in the nodes, and then propagation delay 
on the medium. In CR-based SG systems, queuing 
delay may arise due to waiting for channel access. 

Although smart meters and smart devices are gen-
erally static in the smart grid, the wireless links 
among these devices and meters may be unstable 
due to interference and fading effects. For large 
numbers of smart devices and dynamic link quali-
ty, long data delivery delays may be unavoidable. 
If long delays occur, SG applications that strongly 
rely on fast data-related actions, such as demand 
response, dynamic pricing, and wide area situa-
tional awareness, may act incorrectly.

Complexity: Routing protocols often suffer 
from dynamic wireless link changes. Successful 
operation of CR-based SG networks cannot be 
achieved with traditional simple routing protocols 
alone; additional support for channel awareness 
and interference is needed, increasing complexity 
and costs [7].

Operation under Spectrum Sensing State: 
Nodes periodically enter the spectrum sensing 
state to monitor the channel for PU activity. 
Nodes in the spectrum sensing state do not for-
ward data packets. The operation of routing algo-
rithms becomes challenging when nodes are in 
the spectrum sensing state. The spectrum sensing 
state may degrade the routing protocol perfor-
mance, especially in SG systems with many nodes 
or large geographic areas [6, 13]. With large node 
numbers, many SUs may attempt to simultaneous-
ly access the spectrum, whereby each SU may 
have to establish a reliable link. In addition, SGs 
covering large geographic areas may frequently 
experience widely varying wireless channel con-
ditions.

Trade-off between PU and CR Operation: The 
routing layer needs to protect PUs, and should 
provide QoS for CRs. The trade-off between these 

Table 4. Design requirements for routing protocols in CR-based smart grid.

Requirements Description

Reliability
The SG consists of a large number of smart meters and access points interconnected with a mesh network. A reliable routing path should be established 
to achieve reliable demand response, demand supply, dynamic power pricing, and other benefits [1, 13].

Packet delivery ratio 
(PDR)

The PDR is affected by certain factors, such as packet size and network load. The PDR gives an indication of the protocol performance for given packet 
loss ratios, whereby high PDRs indicate a well-performing routing protocol [9, 13].

Multihop and 
multicast design

In case of link failure or node failure, multihop and multicast designs are suitable options for reliable and secure information transfer. The routing 
algorithms should be able to select the best forwarding paths and the best neighbors set for high-speed and easy-to-deploy wireless backbone systems 
[6, 9, 13]. An opportunistic “store-carry-and-forward” scheme may be a good alternative to a basic “store-and-forward” scheme [9].

PU protection
PU protection is the utmost requirement. Routing protocols should select paths for CR nodes with minimum interference to PUs. Optimal transmission 
times for CRs must be selected for PU protection [7, 13].

Throughput
Throughput is the measure of the average rate (bits per second) of payload data delivered to the ultimate destination over a long time horizon. For 
continuously sending data sources, a high throughput multicast tree may help ensure that all receivers receive all the data.

Quality of service

The latency requirements of certain normal SG applications, such as demand response management, range from about 500 ms to several minutes. 
Real-time applications (e.g., wide area situational awareness) may need high bandwidth resources (600–1500 kb/s) and low latency (20–200 ms). Low 
delay can be achieved with complex and updated infrastructures, thus requiring expensive deployment of communication networks, while larger delay 
may jeopardize SG system stability and reliability. Efficient QoS-specific routing algorithms are needed to support the normal and time-critical operations 
of the smart devices without compromising other metrics. Routing protocols should also use multicast trees with high transmission rates and small hop 
counts. Asymmetry in networks due to varying node behaviors should not violate QoS provisioning [7]

Energy 
consumption

Energy consumption in the network is the averaged and aggregated value of the energy consumed at each node. Cooperative routing protocols, such as 
diffusion-based cooperative routing protocols, can be developed to increase the energy efficiency of packet forwarding [6, 9].

Path determination

The most commonly used metric to determine the route from the source to a destination in multihop wireless networks is the hop count. However, 
the hop count cannot reflect the varying link quality in SGs. Hence, traditional multihop routing protocols of mobile ad hoc networks (MANETs) cannot 
perform satisfactorily by utilizing only the hop count routing metric; additionally, the link loss ratio and the interference among links of a path should be 
considered in SGs [9]. Routing protocols should also consider the topology changes due to joining/leaving nodes [7]. 
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Table 5. Attributes of existing routing protocols for CR-based smart grid; the DCA-based cross-layer approaches are reviewed the sec-
tion “Cross-Layer Protocols in CR-Based SG.”

Reference [6] CORPL [13] CORPL [14] RPL modifications [7] CSMA/CA with DCA 
[10]

Suboptimal DCA [12]

Network type CRSN CRN Cognitive M2M CRSN CRSN CRSN

Simulator type — Matlab Matlab Matlab NS-2 NS-2

PU transm. stationary — Yes Yes — — —

Nodes stationary — Yes Yes — Yes —

Licensed/unlicensed 
operation

— Licensed Licensed Both — —

Single/multi channel Multi Multi Multi Multi Multi Multi

Single/multi-hop Multi Multi Multi Multi Multi Multi

Energy consumption 
considered

No No No Yes No No

Advantages Reliability support Good PDR; min. PU 
collisions; improved 
performance in spec-
trum sensing state

Good PDR; min. PU 
collisions; improved 
performance in spec-
trum sensing state

Minimum network 
traffic through channel 
load balancing; 
optimization of the 
protocol stack

Application-specific 
QoS requirements; low 
delay; good reliability; 
good throughput

QoS support; data 
scheduling; on-de-
mand routing; low 
delay; good reliability; 
good throughput

Disadvantages No performance 
evaluation besides 
reliability

High DAG con-
vergence time for 
low node density; 
duplicate packet 
forwarding

High DAG con-
vergence time for 
low node density; 
duplicate packet 
forwarding

Complexity and cost 
involved in designing 
CR hardware and 
software; inter 
personal area network 
interference

Poor delay perfor-
mance with increasing 
number of channels

No performance 
improvement with 
increasing number of 
channels; high con-
tention on common 
control channel

Other features Protocol design 
principles; study of 
applications areas and 
energy harvesting 
techniques

Two state i.i.d. random 
process activity model; 
opportunistic forward-
ing; minimum harmful 
interference to PUs

Two state i.i.d. random 
process activity model; 
opportunistic forward-
ing; minimum harmful 
interference to PUs

Adaptation of RPL to 
asymmetric networks

Joint optimization 
of routing; MAC and 
physical layer functions

DSA mitigates channel 
impairm.; multi-attri-
bute priority classes; 
distr. control alg. for 
data delivery to max. 
network utility under 
QoS constraints

Performance metrics Reliability Reliability; delay, 
collision risk

Reliability; delay; 
collision risk

Total effective links; 
number of packets

Avg. delay; through-
put; reliability

Reliability; packet 
latency; data rate

Objective Study the potential of 
sensor networks for 
SG apps.

Enhance RPL for CR 
enabled AMI networks

Enhance RPL for cog-
nitive M2M networks

Modifications of RPL 
for user requirements 
(joining procedure; 
asymmetry)

Maximize weighted 
service of traffic flows 
belonging to different 
classes

Maximize weighted 
service of traffic flows 
belonging to different 
classes

Support for delay 
sensitive applications

No Yes Yes No Yes Yes

Spectrum sensing 
technique

— Energy Energy Feature — —

Architecture HAN, NAN, WAN AMI HAN, NAN, WAN HAN HAN, NAN HAN, NAN, WAN, AMI

Focused parameter QoS QoS QoS QoS/energy QoS QoS

Number of PUs — 9 9 — 6 4

PU (transmitter) 
activity model

— Two state independent 
and identically distrib-
uted (i.i.d.) random 
process

Two state independent 
and identically distrib-
uted (i.i.d.) random 
process

—- -

Routing method — Multi root DAG Multi root DAG Multi root DAG —

Routing metric — ETX ETX ETX — Latency, data rate

Route maintenance — Proactive Proactive Proactive — Proactive
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two behaviors remains a significant challenge for 
routing protocols [13].

Link Scheduling: Although link scheduling is 
traditionally considered in conjunction with the 
link layer and MAC protocols, the joint consider-
ation of routing and link scheduling can achieve 
significantly enhanced performance in CR-based 
SGs. Specifically, routing protocols can incorporate 
schedules with information about active links in 
each slot so as to minimize transmission conflicts. 
This approach is highly challenging as all schedules 
may have different delays, even for a single tree, 
making it difficult to select suitable link schedules.

Dynamic Route Discovery: Routing protocols 
start route discovery in case of a new event or 
addition/rejection of nodes. Dynamic applications 
in HANs and wide area SG monitoring pose chal-
lenges for successful and reliable route discovery 
[10].

cross-lAyer protocols In 
cr-bAsed smArt grId

In this section, we discuss cross-layer approach-
es for CR-based SG systems. The MAC and rout-
ing protocol aspects of the two main existing 
cross-layer approaches, which are based on a 
DCA, are summarized in Tables 3 and 5.

qos-bAsed ApproAches for hAn And nAn
Besides specifically focusing on QoS MAC pro-
tocol designs for the CR-based SG, cross-lay-
er designs may be employed to meet the 
application-level QoS requirements. The DCA-
based approaches in [10, 12] differentiate the traf-
fic with heterogeneous QoS requirements into a 
set of priority service classes with different data 
rate, latency, and reliability levels. The weighted 
network utility maximization (WNUM) scheme is 
used to maximize the weighted sum of the flow 
service. A cross-layer heuristic solution is then 
employed to solve the utility optimization prob-
lem. The routing protocol interacts with the MAC 
and physical layers to select a suitable channel, 
and prioritizes transmissions by setting the MAC 
contention window size according to the class 
priority [10].

A CSMA/CA-based MAC protocol with DSA 
functionality is studied in [10]. An on-demand dis-
tributed routing protocol with lower route update 
frequency compared to ad hoc on-demand rout-
ing protocols is used to select a channel with 
sufficient capacity and constrained bit error rate. 
The operations of the routing, MAC, and physical 
layers are controlled through a routing frame peri-
od structure. Time is divided into routing frames 
to deliver data, whereby each routing frame has 
three periods: a fixed spectrum sensing period 
as well as variable control and data transmission 
periods. When the spectrum sensing period initial-
izes, the routing agent switches the control to the 
physical layer and triggers spectrum sensing. After 
the sensing period, nodes switch to the common 
control channel in the control period and transmit 
their periodic hello beacons, contention frames, 
and broadcast messages. Route discovery is per-
formed in the case of a new event or a new flow. 
Route discovery starts by broadcasting a route 
request message on the control channel during 
the control period of the routing frame [10].

qos-bAsed ApproAch for hAn, nAn, WAn, And AmI
The cross-layer framework may be formulated as 
a Lyapunov drift optimization and a suboptimal 
DCA to support channel control, flow control, 
scheduling, and routing decisions [12]. The DCA 
selects the channel dynamically on the basis of 
the perceived signal interference and the resulting 
estimated channel capacity. It has been observed 
that the flows of higher priority classes are largely 
unaffected by an increase in the number of lower 
priority flows. At the same time, each class does 
not cause performance changes under limited 
number of channels with large PU footprints. 
In this strategy, the routing algorithm provides 
channel control by selecting the forwarding node 
and minimizes saturation to avoid interference. In 
addition, the routing algorithm initially attempts 
to provide a shortest routing path from source to 
destination, and utilizes load balancing to avoid 
congestion if there are many feasible paths.

concludIng remArks And future trends
From the comprehensive review of existing 
approaches for MAC and routing protocols, we 
conclude that the design of routing and MAC 
protocols for CR-based SG networks is largely an 
unexplored area. Existing research has developed 
some initial novel MAC protocol designs for the 
CR-based SG, while routing protocol research has 
been limited to modifications of RPL. 

More specifically, the novel CRB-MAC proto-
col has many attractive features but has high ener-
gy consumption in poor channel conditions since 
CRB-MAC requires reception by several next-hop 
receivers. Increasing the number of receivers 
to ensure a sufficiently large next-hop receiver 
set may not be a viable cost-effective solution. 
With the PRMA-based MAC approach, a device 
itself does not have spectrum sensing capabili-
ties. Instead, a gateway senses the spectrum. This 
approach can reduce energy consumption, but 
delay-sensitive applications may suffer.

With timely reliable channel access and data 
transmissions, all SG applications can contribute 
to smooth SG operation. Delay-sensitive applica-
tions should receive priority; however, a fairness 
scheme should be maintained among all appli-
cations. Fairness can be ensured through backoff 
mechanisms in MAC protocols that are designed 
to support QoS requirements. Critical SG applica-
tions can prioritize channel access through a short 
backoff. However, sudden changes in dynamic 
CR-based SGs can trigger emergency alarms. If 
the applications with these alarms have low pri-
ority, they have to wait for a long backoff inter-
val [8, 11]. A geolocation database, similar to the 
database used in IEEE 802.11af, could store the 
spectrum usage characteristics with number of 
channels and durations, and may be accessed on 
demand by SG applications. The database can 
shorten channel access delays and may be a good 
option for dynamic operation in licensed and unli-
censed bands.

Existing routing studies on the CR-based SG 
have examined modifications to RPL that add 
complexity and cost for CR hardware and soft-
ware. Furthermore, these modified routing proto-
cols have not yet been widely studied in dynamic 
power systems where interference dominates the 
channel. As most of the routing protocols studied 
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for CR-based SG systems so far have been based 
on modifications of RPL, a future research direc-
tion is to examine alternate routing strategies, 
such as the LOADng routing protocol, which is 
also designed for low-power, lossy networks [15]. 
Support for more general traffic patterns, flexible 
packet formats, and avoidance of control packet 
fragmentation make LOADng a promising alter-
nate to RPL. Alternatively, for reliable data trans-
fer in lossy channel conditions, sending multiple 
copies of the message concurrently over indepen-
dent paths may be a good strategy. Retransmis-
sions may be an alternative to account for packets 
that are dropped due to lost link connectivity. An 
important overarching future research direction is 
to develop and validate a common performance 
evaluation framework for MAC and routing proto-
cols in CR-based SG systems.
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AbstrAct

5G wireless networks are expected to support 
new services with stringent requirements on data 
rates, latency and reliability. One novel feature 
is the ability to serve a dense crowd of devices, 
calling for radically new ways of accessing the 
network. This is the case in machine-type com-
munications, but also in urban environments and 
hotspots. In those use cases, the high number of 
devices and the relatively short channel coher-
ence interval do not allow per-device allocation of 
orthogonal pilot sequences. This article address-
es the need for random access by the devices 
to pilot sequences used for channel estimation, 
and shows that Massive MIMO is a main enabler 
to achieve fast access with high data rates, and 
delay-tolerant access with different data rate lev-
els. Three pilot access protocols along with data 
transmission protocols are described, fulfilling dif-
ferent requirements of 5G services.

IntroductIon
There is a growing consensus (3GPP, METIS, ITU-R) 
that 5G wireless networks will support three 
generic services:
• Enhanced Mobile BroadBand (eMBB), with

very high data rates as the central feature.
• Massive Machine Type Communication

(mMTC), with massive numbers of rather
simple machine-type devices.

• Ultra-Reliable Low Latency Communications
(URLLC), with very low latency and extreme-
ly high robustness.
Within each category there can be specific

services with additional requirements, e.g. eMBB 
services that require low latency are referred to 
as Tactile Internet applications. While the sheer 
number of devices is central to the definition of 
mMTC, it also plays a significant role for eMBB in 
several challenging scenarios where a large crowd 
of users is served in a limited spatial region, such as 
a shopping mall, stadium, or open air festival [1]. In 
addition, macro-cells will remain important to pro-
vide coverage over larger spatial regions for mobile 
eMBB services, where dynamic crowds appear 
along congested streets [1]. In this article, we intro-
duce the term cMBB (crowd MBB) to denote the 
distinct class within eMBB related to crowd scenar-
ios, and describe efficient methods for devices to 
access the network in such scenarios. As described 
below, a key technique is decentralized assignment 
of pilot sequences, based on random access. Next, 
we describe the motivation for random access to 
pilots and the distinctive role played by Massive 
MIMO (multiple-input multiple-output).

Why rAndom Access to PIlots?
Channel state information (CSI) is necessary 
for coherent communication. CSI is particularly 
important at the base stations (BSs) in crowd sce-
narios, since legacy scheduling and power con-
trol algorithms are insufficient to manage many 
simultaneous connections. The antenna arrays 
at the BS are required to manage interference 
in the spatial domain through spatial multi-user 
beamforming, where each beam is tailored to the 
CSI of the corresponding device. The CSI acqui-
sition through pilot sequences is challenging in 
use cases with large numbers of users, cMBB and 
mMTC. However, the limitations for CSI acquisi-
tion are different for these two services. Assuming 
a simple protocol with orthogonal pilot sequenc-
es, in cMBB the number/duration of the pilot 
sequences is limited by the channel coherence 
time due to mobility, while in mMTC the devices 
are generally quasi-static and the number of pilot 
sequences is rather limited by the uplink power 
budget. For mMTC devices in a dynamic environ-
ment, mobility may also become a limiting factor. 
Regardless of the reason, those restrictions put 
a fundamental limit on the number of pilots that 
can be shared by the devices, such that the num-
ber of devices is much larger than the number of 
available orthogonal pilot sequences.1 This is the 
key motivation for devising scalable pilot assign-
ment protocols for cMBB/mMTC.

The wireless traffic specifics are important for 
choosing the access method for the pilots. In 
mMTC, each device is sporadically active. In the 
initial access phase, an active device connects to 
the BS, identifies itself and establishes a coarse 
synchronization [2]. In principle, the BS can pre-al-
locate the pilot sequences to the devices, but this 
is impractical under intermittent user activity. The 
same holds for cMBB in non-streaming applica-
tions, where short periods of activity alternate 
with long periods of silence. High device density 
and intermittent traffic makes it infeasible to have 
a dedicated pilot allocation per device. Instead, 
we resort to random access to pilots (RAP), where 
a device that wishes to communicate selects ran-
domly a pilot sequence from a predefined set. 
RAP may lead to pilot collision, which is essen-
tially pilot contamination, and the access protocol 
should deal with it. 

5G servIces And PIlot shortAGe

In Fig. 1, a schematic representation of the 5G 
services is provided. The services are positioned 
as a function of the number of devices (horizontal 
axis) and the number of pilot sequences available 
(vertical axis). They are described below.
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URLLC: Due to high reliability requirements, a 
small number of pilots should be exclusively allo-
cated for URLLC. The channel hardening due to 
large array beamforming mitigates the small-scale 
fading. To harness this effect, the channel estima-
tion should be precise and frequent, such that 
when critical low-latency data arrives, it can be 
sent with very high reliability.

eMBB: The central feature is the high data rate. 
The number of devices is moderate and can be 
larger than the number of pilot sequences. Coor-
dinated pilot assignment remains possible without 
a large overhead. An efficient inter-cell pilot reuse 
plan can suppress pilot contamination.

cMBB: The data rate remains as a central fea-
ture, but the number of devices is much larger 
than the number of pilots. The traffic is intermit-
tent, making the coordinated pilot allocation 
impractical. An option for pilot reuse is to allocate 
a small set of orthogonal pilots to each cell and 
use large reuse distances. The assignment in each 
cell is then done by RAP.

mMTC: The number of devices is in the order 
of 10000 or more per BS. Each device is only spo-
radically active, such that it is necessary to use 
RAP to connect.

The focus of this article is on the random 
access mechanisms for scenarios in the pilot 
shortage zone, as in cMBB and mMTC. There 
are three major differences between cMBB and 
mMTC in terms of pilot access:
1. The number of devices, which is orders of 

magnitude larger in mMTC.
2. The devices in cMBB are located in a small 

area, while the mMTC are located over a 
wide area.

3. The characteristics of the downlink traffic.
In cMBB, traffic volume in the downlink domi-
nates over the uplink, while it is the opposite for 
mMTC. In this article, we assume that the set of 

pilots allocated to cMBB is orthogonal to the set 
of pilots dedicated for mMTC. However, how to 
multiplex pilots across different traffic types is an 
open question that warrants further research.

mAssIve mImo As An enAbler of 
5G servIces And rAndom PIlot Access

Massive MIMO, a key ingredient of 5G, can pro-
vide very high spectral efficiency (measured in 
bit/s/Hz/cell) in sub-6 GHz bands [3, 4]. The key 
idea is to use many antennas at the BSs, which 
simultaneously serve many devices through spa-
tial multiplexing. Three physical phenomena are 
important in this regime. First, an array gain ampli-
fies the signal by focusing it spatially. Second, chan-
nel hardening appears, which effectively eliminates 
the small-scale fading; that is, each device sees an 
almost deterministic (scalar) channel. Third, the 
high spatial resolution improves the ability to sep-
arate devices spatially and facilitate spatial multi-
plexing to many devices simultaneously. Effectively, 
each device gets an exclusive, focused data beam 
and does not suffer from either small-scale fading 
or interference. The interference between devices 
that utilize the same pilot is, however, hard to sup-
press, resulting in pilot contamination [3].

Random access in Massive MIMO benefits 
from the three aforementioned phenomena [5, 6]. 
The array gain improves the signal-to-noise ratio 
(SNR), and hence detects weak devices. Channel 
hardening facilitates the application of algorithms 
that exploit asymptotic channel properties. The 
multiplexing capability offers the possibility of spa-
tially resolving collisions, an entirely new opportu-
nity as compared to legacy systems [7].

The introduction of Massive MIMO on the 
physical layer requires a paradigm shift at the 
MAC layer. Several essential assumptions that 
underpin resource allocation algorithms in 3G or 
4G become questionable. For example, device 
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scheduling becomes unnecessary due to the fact 
that every device in Massive MIMO can utilize the 
full bandwidth and through a nearly deterministic 
channel, while being spatially separated from the 
other devices. This calls for a new MAC design for 
eMBB/cMBB in order to unleash the full potential 
of Massive MIMO. For mMTC, a MAC-layer rede-
sign is required since these services pose entirely 
new problems, which cannot be handled with leg-
acy networks or small-scale MIMO technology.

In the following, we give an overview of the 
mechanisms to access a limited set of pilots in cMBB 
and mMTC, including new approaches. Pilot selec-
tion is performed at the device, and CSI is acquired 
at the BS based on the uplink pilots. A time-division 
duplexing (TDD) system is targeted where channel 
reciprocity is used to obtain downlink CSI estimates 
directly from the uplink CSI estimates. 

tWo clAsses of trAnsmIssIon methods 
bAsed on rAndom Access

The access methods are described using a termi-
nology that is derived from conventional random 
access. When a device wants to access the wireless 
network, it randomly selects an access sequence, 
which is a pilot sequence that can be used for 
channel estimation, but also to request a pilot 
sequence for a subsequent collision-free transmis-
sion. We say that a collision occurs if more than 
one device transmit the same pilot sequence simul-
taneously. If multiple devices are involved in a col-
lision, but the channel of one or more of them can 
be estimated and their identity can be determined, 
then a capture occurs. Specifically, if the capture of 
a device occurs due to its favorable spatial position 
with respect to the other devices relative to the BS 
array, then we refer to it as a spatial capture. If the 
BS or device is capable of detecting a collision, 
then it can start a collision resolution process by 
explicitly sending messages that govern the future 
(randomized) action of the accessing UEs. 

The schemes described here are based on 
slotted transmission, where a slot is limited by 
the channel coherence time and bandwidth. We 
assume that the initial timing mismatches in the 
cell are within the cyclic prefix (CP), such that the 
orthogonal access sequences remain orthogo-
nal when received at the BS.2 The following two 
classes of approaches are distinguished.

Random access to pilots (RAP). Here random 
access is performed for the sole purpose of being 
granted a pilot sequence that can be used in a col-
lision-free transmission. A special set of non-ded-
icated access sequences are used and collisions 
happen in the pilot domain. When a pilot access is 
collision-free, the corresponding device can be iden-
tified, admitted to the network, and assigned a cell-
unique pilot. It is henceforth allowed to transmit and 
receive data, without intra-cell pilot contamination. 
Collision-free access is enabled by a mechanism that 
is iterative in general, implying multiple transmission 
phases between the BS and the devices. RAP finds 
its primary application in two cases:
• The data size is sufficiently large to justify the 

overhead of random access. 
• The traffic is delay-tolerant (a norm in mMTC), 

but the data volume per mMTC device 
should be larger than a threshold (not deter-
mined here) to justify the access overhead.

Random access to pilots and data trans-
mission (RAPiD). These are based on random 
access to the pilot sequences, followed by uplink 
data transmission. Collisions happen in the pilot 
domain, while collision-induced interference hap-
pens in the data domain. The RAPiD transmis-
sion schemes rely on multiple-slot transmission 
with pilot hopping across the slots. Pilot hop-
ping brings diversity, since the data from a given 
device will be affected by different contamination 
events across the transmission slots. A mechanism 
is needed to identify the transmitting devices. Two 
transmission schemes are described later. The 
scheme later is for delay-tolerant applications with 
uplink dominant traffic, while the scheme later is 
for delay-stringent applications. 

rAndom Access to PIlots (rAP)
Figure 2a provides a generic depiction of the 
RAP protocol for three methods described in this 
section. The first method takes two transmission 
phases, while the other two take four transmission 
phases. The transmission phases are as follows:

Phase 1: Uplink access sequence transmission. 
Each active device selects an access sequence 
uniformly randomly from a predefined set. In 
addition, a message allowing collision detection at 
the BS might be transmitted. 

Phase 2: Message broadcast from BS to collid-
ing devices. For the centralized collision resolution 
method, this message indicates that a collision 
was detected. For the distributed collision resolu-
tion method, a precoded pilot signal is transmit-
ted, enabling distributed collision resolution within 
the group of colliding devices.

Phase 3: Uplink pilot retransmission. For the 
centralized resolution method, a new random 
access sequence is transmitted, possibly from a 
different set of pilot sequences. For the central-
ized resolution method, a distributively selected 
device retransmits the access sequence used in 
Phase 1. 

Phase 4: Network admission message to 
non-colliding devices and possibly downlink data.

sPAtIAl cAPture

When there is a collision in Phase 1, the BS can 
use the received signal to separate the devices, 
utilizing the high spatial resolution of massive 
MIMO. In [8], spatial capture is enabled by timing 
mismatches between the devices in an OFDM 
system. The access channel consists of N consec-
utive subcarriers over which orthogonal access 
sequences are transmitted in parallel. In the fre-
quency domain, a timing offset gives each device 
a unique signature that spreads over the N sub-
carriers of the access channel, similarly to the spa-
tial signature of a transmitting source impinging 
on a uniform linear antenna array of size N. The 
sample covariance matrix is computed by aver-
aging over the antennas and used to determine 
the number of colliding devices and the corre-
sponding timing offsets. These are then used to 
estimate the respective channels, which the BS 
uses in Phase 4 to grant access. The estimation 
only works if the colliding devices have resolvable 
timing offsets and their number is less than N. 

Subspace-based methods based on the cova-
riance matrix of the received signal at the BS can 
also be employed for spatial capture. In a model 

2 This assumption is valid for 
a cell radius of 750 m with an 
LTE-type normal CP, while a 
cell radius of 2.5 km is sup-
ported by the extended CP.
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with pilot transmission, the channels of the col-
liding devices cannot be distinguished based on 
the pilot signals. Hence, subspace-based meth-
ods assume data mode transmission where the 
transmitted data from each device is sufficiently 
different to allow channel separability. As blind 
methods leave an ambiguity in the multi-device 
channel estimation, additional training is required. 
These methods are sensitive to the estimation 
quality of the sample covariance matrix as well 
as the number of devices. In [9], the difference 
of received power between devices in a cell and 
contaminating devices in neighboring cells is 
exploited to separate the associated subspaces. 
This distinction cannot be done in our framework, 
as the colliding devices belong to the same cell 
and have comparable received power levels. 

centrAlIzed collIsIon resolutIon

Centralized collision resolution assumes the exis-
tence of a mechanism at the BS to detect whether 
a collision occurred or not. The collision detec-
tion mechanism in [10] can be adapted to our 
framework. Pilot access in [10] does not rely on 
random access but rather on an aggressive pilot 
reuse plan that causes pilot collisions in a dis-
tributed network. Collision detection at the BS is 
enabled by coded pilot sequences. The coded 
pilot sequence has two parts:
1. Non-zero symbols used for channel estima-

tion (useful part).
2. A number of l null symbols used for collision 

detection that are placed at random posi-
tions in the sequence.

Each device is identified via a unique on-off pat-
tern. If, at reception, the number of silent symbols 
is smaller than l, it means that a collision occurred. 
A new pilot access is then performed in Phase 3 
and the probability of a new collision event is 
reduced. If the number of silent symbols is equal 
to l, then no collision occurred. At last, note that 
subspace-based methods from earlier also allow 
for collision detection. 

dIstrIbuted collIsIon resolutIon

Here the access collisions can be detected at 
each device. The BS uses the received signal from 
Phase 1 for estimating the sum of the channels 
that the access sequence propagated over. This 
estimate is used to send a precoded response 
in Phase 2, which becomes multicasted toward 
the colliding devices. In case of no collision, one 
device receives a precoded signal in Phase 2 
that is M times stronger compared to the recep-
tion when the BS sends in broadcast mode. The 
device can measure the array gain reliably due 
to the channel hardening. If, instead, two devices 
collide, with path-gains b1 and b2, they can mea-
sure the individual array gains 

β1
β1 +β2

M ,
 

and
β2

β1 +β2
M ,

 
respectively, which sum up to M. The first device 
can distributively detect the collision by checking if 

Figure 2. Two classes of random access protocols: a) random access to pilots (RAP); b) random access to 
pilots and data transmission (RAPiD): simplified example with four devices and two pilot sequences {s1; 
s2}. CWDi(j) denotes the portion of the codeword transmitted by device i during transmission slot j.
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β1
β1 +β2

M < M
 

and similar for the second device. This proce-
dure can be applied with any number of colliding 
devices.

The estimated individual array gains can be 
used for distributed collision resolution, by setting 
a criterion on when a device may repeat its pilot 
in Phase 3. For example, the ratio

β1
β1 +β2  

informs Device 1 how strong its path-gain is com-
pared to the contenders. The strongest-user collision 
resolution (SUCRe) decision criterion was proposed 
in [11], where only the device with the strongest 
path-gain repeats the pilot in Phase 3. In a two-user 
collision, Device 1 can be sure to be strongest if

β1
β1 +β2

> 0.5.
 

The SUCRe protocol exploits the natural vari-
ations in path-gains that occur due to different 
propagation distances and shadowing, in contrast 
to LTE, which attempts to mitigate these variations 
by power control.

Numerical results have shown that the SUCRe 
protocol can distributively resolve 90 percent of 
the collisions. When there is a collision-free pilot 
transmission in Phase 3, the BS grants access to the 
corresponding device in Phase 4. The remaining 
collisions can be handled by repeating the protocol 
after a random waiting time and/or applying colli-
sion resolution and spatial capture at the BS.

The benefits of this method are illustrated in 
Fig. 3 for a crowd scenario with K  [100, 12000] 
devices, M = 100 antennas, and tp = 10 access 
sequences. The devices are uniformly distributed in 
a hexagonal cell, and each one decides to access 
the network with 0.1 percent probability, which 
corresponds to one access per minute if the proto-
col is repeated every 60 ms. The average cell-edge 
SNR is 0 dB. If a device is not admitted immediate-
ly, it makes a new attempt at the next access occa-
sion with probability 0.5. After 10 failed attempts, 
the access is considered denied. Both numbers can 
be optimized for a given scenario.

Figure 3 shows the average number of attempts 

per device, as a function of K. The SUCRe protocol 
handles up to K = 8000 devices without noticeable 
delays. Notice that with K = 10000 there is on aver-
age K ⋅ 0.001/tp = 1 device per access sequence, 
meaning that the network is fundamentally overload-
ed. Nevertheless, the average access delays are small 
because an astonishing 90 percent of the devices are 
still admitted to the system. This behavior remains 
also for K > 10000. Figure 3 also shows a baseline 
protocol where pilot collisions are not resolved at 
the devices, but by making new attempts after ran-
dom time instants. This protocol requires many more 
access attempts and breaks down at around K = 
3000. With K = 10000 only 1.5 percent of the devic-
es are ever admitted. Note that we do not compare 
the SUCRe protocol with the spatial capture scheme 
from [9], since they are targeted at two fundamental-
ly different scenarios, i.e. small timing mismatches and 
large timing mismatches, respectively.

rAndom Access to 
PIlots And dAtA trAnsmIssIon (rAPId)

Two schemes pertaining to the RAPiD protocol 
are described on Fig. 2b, and both rely on mul-
tiple-slot transmission and pilot hopping. In the 
first scheme, codewords are transmitted over 
multiple transmission slots so that contamination 
is averaged out. In the second scheme, a given 
device retransmits the same data content in each 
transmission slot, according to the activation 
probabilistic model; this is done until the pilot 
transmission is collision-free. 

e-rAPId: AverAGInG the contAmInAtIon

The basic idea of this protocol is to randomize 
the effect of pilot contamination over multiple 
transmission slots. Figure 2b depicts a simplified 
example, where tu is the duration of a transmis-
sion slot. We assume a block fading model, with 
independent realization in each slot and for each 
device. The protocol relies on three main features:

Pilot hopping: In each transmission slot, each 
active device randomly selects one sequence 
from the set of orthogonal pilot sequences. Note 
that the CSI needs to be estimated at the BS in 
each transmission slot.

Ergodic data transmission: For each device, 
the codeword is divided into multiple parts, sent 
after the pilot sequence. 

Device discrimination: From a single transmis-
sion slot it is impossible to discriminate between col-
liding devices. However, the whole series of pilots 
selected by a device across all transmission slots pro-
vides a unique identifier that is used for decoding.

For an asymptotically large number of trans-
mission slots, one codeword is affected by an 
asymptotically large number of channel reali-
zations and interference events. Interference 
includes the interference caused by pilot contam-
ination: for a given device, in each of its active 
transmission slots, contamination comes from a 
different random set of devices, so that asymp-
totically the device is affected by all possible sets. 
Depending on the type of receiver, interference 
might also come from devices that use different 
pilots. The ergodic properties of this transmission 
process achieve a reliable data rate. The transmis-
sion protocol is called Ergodic Random Access to 
Pilot and Data transmission (E-RAPiD).

Figure 3. In the method ”distributed collision resolution,” access collisions can 
be resolved in a distributed manner, even under very high load.
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The performance of E-RAPiD is characterized 
by using a lower bound on the uplink sum rate 
that accounts for the probabilistic device activity 
[6]. The bound R depends the total number of BS 
antennas M and the number of pilot sequences, 
tp: the larger those quantities, the more devices 
can be multiplexed. R is also a function of the 
device activation probability, pa. To maximize the 
sum rate, one can optimize pa and tp. Heuristics 
leads to the following approximate solution:
• One third of the transmission slot is used for 

pilots.
• The average number of active devices is equal 

to
x Mτu ,

 where tu is the slot duration and the scalar x 
depends on the distribution of device chan-
nel path-gain. The larger the variance, the 
larger x and hence active devices. 

This solution leads to a scaling of the sum rate as 
Mτu .

Figure 4 shows bound R, optimized w.r.t pa 
and tp for a scenario with K = 800 devices and 
as a function of the transmission slot duration tu. 
Maximum ratio combining is applied to the BS. 
The channel path-gains vary uniformly at random 
around a fixed value —

b with a maximal gap of 
0.25—

b. The performance is limited by interference 
and hence is quite insensitive to the SNR. For 
tu = 300, the average number of active devices 
is around 60 for M  = 100 and around 140 
for M = 400, so that the average rate per active 
device is equal to 0.5 bit/s/Hz for both M = 100 
and M = 400.

c-rAPId: IntrA-cell Interference cAncellAtIon

The third access protocol targets mMTC scenarios, 
such as the E-RAPiD protocol. It also uses pilot hop-
ping for joint pilot and data transmission. However, 
instead of spreading the codewords across multiple 
transmission slots, the codewords are replicated in 
each transmission slot within a predefined duration, 
called a frame. The same technique is applied in 
works on coded random access [12, 13]. The dura-
tion of a frame, D, is in general lower than ergodic 
transmissions require, hence this protocol targets 
more delay-sensitive applications in the mMTC cate-
gory. The main idea is to use the successful decod-
ing of a data transmission in one slot to cancel the 
interference brought by replicas in other slots. While 
sending multiple replicas increases the intra-cell pilot 
contamination, it also provides multiple opportuni-
ties to successfully decode the codeword. This is the 
key trade-off in the Coded Random Access to Pilot 
and Data transmission (C-RAPiD) protocol, such that 
the careful selection of pa is very important. 

The C-RAPiD protocol consists of three steps [14]:
RAPiD access: All K devices participate in a 

RAPiD access procedure, as described earlier, for 
D transmission slots. In each slot, each device is 
active with probability pa. An active device selects 
randomly one of the tp pilots and transmits the 
pilot and a replica of its data message.

Maximum ratio combining (MRC): The 
received signals are processed using MRC based 
on the contaminated estimates achieved from the 
pilot transmissions. MRC transforms the signals 
from linear combinations with small-scale fading 

coefficients to linear combinations with large-scale 
fading coefficients (the Euclidean norm of the 
channel coefficients). Note that this transformation 
is only possible due to the channel hardening and 
beam decorrelation brought by Massive MIMO.

Successive interference cancellation (SIC): The 
linear combinations achieved through MRC repre-
sent a system of equations, solved through SIC. Ini-
tially, the BS locates immediately decodable data, 
which is practically done through error checking 
codes. Embedded in the data is the random activ-
ity and pilot choices of the device, which allows 
the BS to locate all the replicas of the same pack-
et. This enables the BS to cancel the interference 
caused by these replicas. Potentially, this enables 
the decoding of additional data messages, where-
by the iterative SIC procedure continues.

We compare C-RAPiD with two baseline 
schemes: scheduled Massive MIMO (SMM) and 
ALOHA. SMM relies on fully scheduled transmissions 
and thus serves as an upper bound. ALOHA is the 
classical approach where devices randomly select a 
pilot sequence and a time slot, and only collision-free 
transmissions contribute to the throughput.

We apply the channel model from earlier 
with power control, such that all devices have an 
SNR of 10 dB. A channel code is applied with 
rate R and QPSK modulation. For all protocols, 
tp, pa and D have been numerically optimized 

Figure 4. The lower bound R on the sum rate for K = 800, for M = 100 and M 
= 400 antennas as a function of the transmission slot duration.
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for maximum throughput. As expected, the per-
formance of all protocols increases with M (see 
Fig. 5). However, for R = 0.5, the performance 
of ALOHA saturates at roughly M = 200, where-
as C-RAPiD continues to increase. ALOHA can 
only benefit from the increased SINR until the 
point that collision-free signals are decoded with 
high probability. C-RAPiD is able to benefit further 
due to the SIC mechanism. C-RAPiD achieves 45 
percent of the throughput of SMM with M = 400 
and R = 0.5, while ALOHA achieves 33 percent. 
At M = 1024, the performance of C-RAPiD is 
increased to 61 percent.

conclusIons And PersPectIves
Massive MIMO is currently one of the most com-
pelling technologies for 5G wireless networks. The 
operation in TDD and the resulting uplink-down-
link reciprocity renders the system entirely scal-
able with respect to the number of BS antennas, 
leaving channel coherence (device mobility) as 
the only remaining, fundamental limiting factor. 
Fast-moving devices result in short coherence and 
room for fewer orthogonal pilots in each cell.

In this article, we have addressed crowd-eMBB 
and mMTC scenarios in which there exist many 
more devices in a cell than there are unique 
orthogonal pilots, and where devices periodically 
or sporadically want to access the network, with-
out prior coordination with the BS. Specifically, 
we saw how the abundance of spatial degrees of 
freedom, and the presence of channel hardening, 
in Massive MIMO, facilitates efficient resolution 
to resolve colliding transmissions, even in a case 
where the colliding packets use the same pilots. 
This led to the central conclusions of the article:
• Massive MIMO is a fundamental enabler for 

crowd-eMBB scenarios, sensor networks, 
IoT, and M2M communications.

• The creation of an efficient standard for wire-
less networks based on Massive MIMO tech-
nology will require a complete re-design of 
the multiple-access layer.

• The spatial domain provides new resources 
for collision resolution that are unused in leg-
acy systems.
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Benchmark DSP algorithms

Nonlinear component modeling 
and pre-distortion filter synthesis

Design next-generation 
transceivers

Address trade-off between DSP 
complexity and its performance

Compare modulation formats

System performance analysis

Define component requirements

In Cooperation with:
Further Information:
http://www.vpiphotonics.com/
Tools/DSPLibrary/

www.hhi.fraunhofer.de

Ready-to-use DSP-Library for optical 
system simulations and experiments
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