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them insights, the precise moments when you know you've found great
answers. As the networking industry considers transitioning to more
complex signaling, we can help you achieve insights to meet the technical
challenges of PAM-4 that lie ahead. From simulating new designs to
characterizing inputs, outputs and connectors, we have the software,
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100 countries around the world
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CALL FOR PAPERS
|IEEE COMMUNICATIONS MAGAZINE
COMMUNICATIONS STANDARDS SUPPLEMENT

BACKGROUND

Communications standards enable the global marketplace to offer interoperable products and services at affordable cost.
Standards development organizations (SDOs) bring together stakeholders to develop consensus standards for use by a
global industry. The importance of standards to the work and careers of communications practitioners has motivated the
creation of a new publication on standards that meets the needs of a broad range of individuals, including industrial researchers,
industry practitioners, business entrepreneurs, marketing managers, compliance/interoperability specialists, social scien-
tists, regulators, intellectual property managers, and end users. This new publication will be incubated as a Communica-
tions Standards Supplement in /EEE Communications Magazine, which, if successful, will transition into a full-fledged new
magazine. It is a platform for presenting and discussing standards-related topics in the areas of communications, network-
ing, and related disciplines. Contributions are also encouraged from relevant disciplines of computer science, information
systems, management, business studies, social sciences, economics, engineering, political science, public policy, sociology,
and human factors/usability.

ScoPE OF CONTRIBUTIONS
Submissions are solicited on topics related to the areas of communications and networking standards and standardization
research in at least the following topical areas:

Analysis of new topic areas for standardization, either enhancements to existing standards or in a new area. The
standards activity may be just starting or nearing completion. For example, current topics of interest include:
*5G radio access
*Wireless LAN
*SDN
*Ethernet
*Media codecs
*Cloud computing
Tutorials on, analysis of, and comparisons of IEEE and non-IEEE standards. For example, possible topics of
interest include:
*Optical transport
*Radio access
*Power line carrier
The relationship between innovation and standardization, including, but not limited to:
*Patent policies, intellectual property rights, and antitrust law
*Examples and case studies of different kinds of innovation processes, analytical models of innovation, and new
innovation methods
Technology governance aspects of standards focusing on both the socio-economic impact as well as the policies
that guide them. These would include, but are not limited to:
*The national, regional, and global impacts of standards on industry, society, and economies
*The processes and organizations for creation and diffusion of standards, including the roles of organizations
such as IEEE and IEEE-SA
*National and international policies and regulation for standards
Standards and developing countries
The history of standardization, including, but not limited to:
*The cultures of different SDOs
e Standards education and its impact
Corporate standards strategies
*The impact of open source on standards
*The impact of technology development and convergence on standards
Research-to-standards, including standards-oriented research, standards-related research, and research on
standards
Compatibility and interoperability, including testing methodologies and certification to standards
Tools and services related to any or all aspects of the standardization life cycle

Proposals are also solicited for Feature Topic issues of the Communications Standards Supplement.

Articles should be submitted to the IEEE Communications Magazine submissions site at
http://mc.manuscriptcentral.com/commag-ieee

Select “Standards Supplement” from the drop-down menu of submission options.



http://mc.manuscriptcentral.com/commag-ieee

THE PRESIDENT’S PAGE

THE GREEN ICT INITIATIVE:
AN IEEE-WIDE FOcuUS BUILDING UPON COMSOC’S LEADERSHIP

I his month’s President’s Page is devoted
to the IEEE Green Information and

Communications Technology (ICT) initiative.
By its very nature, Green ICT is a theme, not
only of interest but also offering numerous
opportunities, for virtually every IEEE Society
and Council. Through this initiative, ComSoc
seeks an IEEE-wide outreach to achieve even
greater recognition for IEEE’s mission of
advancing technology for humanity.

The Green ICT initiative is jointly chaired
by two ComSoc volunteers. Jaafar Elmirghani
is Director of the Institute of Integrated Infor-
mation Systems within the School of Electron-
ic and Electrical Engineering, University of

SERGIO BENEDETTO

Improved Energy Efficiency: This metric is
well known to ICT engineers, and the ICT
industry has been focusing on it, notably to
reduce operational expenditures (OPEX) in
the context of the huge traffic increases on
communications networks, but also in various
application areas of ICT (e.g. intelligent
transportation systems, smart grids, etc.).

Reduction of Carbon (and Polluting Atmo-
spheric) Emissions: ICT is currently estimat-
ed to offer the potential to eliminate
throughout society seven times! the size of its
own carbon footprint. As energy efficiency
does not always lead directly to carbon emis-
sion reductions, strategies will be required to

Leeds, United Kingdom. Charles Despins is
President & CEO of Prompt, an ICT research
consortium based in Montreal, Canada, as
well as a faculty member at the Université du
Québec. As shown by their bios at the end of
this text, both of them bring a wealth of highly
complementary industrial and academic expe-
rience to drive the initiative.

As a new endeavour formally launched at
the beginning of this year, the Green ICT ini-
tiative is unveiling its web portal (greenict.
ieee.org) this month at IEEE ICC 2015 in
London. In view of Green ICT’s breadth, the
portal is meant to be a focal point for activi-
ties and the latest news on this theme through-
out IEEE Societies, Councils, and other
technology initiatives. Such activities can
include publications, conferences and work-
shops, standards, or educational offerings.

The term “Green ICT” can often be perceived as contro-
versial and conjuring images of a strict focus on environmen-
tal impacts to the detriment of other important issues for
humanity. To the contrary, ICTs are well known enablers of
productivity and economic development, as well as quality of
life improvements and positive social impacts (when properly
applied). The environmental benefits of ICT position it as one
of the most important drivers of sustainable development in
the 21st century. In a world where the economy and the envi-
ronment are too often seen as incompatible, Information and
Communications Technologies are in fact one of the few tools
humanity can leverage to reconcile economic, social, and envi-
ronmental benefits, i.e. the three pillars of sustainability.

WHAT IS GREEN ICT?

Green ICT generally refers to the design and application
of information and communications technologies (ICT) in
order to create environmental benefits. Moreover, as ICTs are
finding applications in almost every sphere of human activity,
the foreseen impact of “greening by ICT” is considered to be
even ultimately greater than “greening ICT” itself. The envi-
ronmental benefits associated with Green ICT can be mea-
sured through the following metrics:

BYEONG GI LEE

integrate renewable energy sources in the
design of networks in order to make the lat-
ter and the myriad of applications supported
by networks as low-carbon as possible. The
environ- mental and social advantages result-
ing from low-carbon ICTs could further be
monetized by the ICT industry if and when
prices on carbon and polluting emissions pro-
liferate throughout the world.

Life-Cycle Management: Targeting
improvements in energy efficiency and reduc-
tion of carbon emissions is important not only
in the operational phase of information and
communications technologies, but also in
their manufacturing and disposal phases. The
rapid growth of the industry has notably led
to an increase in e-waste.

Underlying the concept of Green ICT is
the notion of convergence, with all the appli-
cation sectors that can be greened by ICT, and also specifical-
ly between the ICT industry and the energy industry (which
can be considered as one of these sectors). Just as our mas-
tery of energy has transformed our way of life since the indus-
trial revolution, our mastery of information is putting us in the
midst of another similar revolution, transforming every facet
of life, changing business models, and creating new opportuni-
ties that can significantly benefit humanity. ICT and energy
are now fundamental enablers of our 21st century societies; a
holistic approach to the design of ICT and energy infrastruc-
tures is a key element to fully leverage ICTs for sustainability.

This notion of convergence implies that Green ICT is in
fact a very multi-disciplinary theme bringing together exper-
tise not only from the various ICT sub-sectors (components
and systems) but also from all those sectors that can be
greened by ICT, e.g. healthcare, transport, buildings, etc. As
an example, one can consider the numerous convergent
Green ICT issues in the communications-energy-transport tri-
umvirate, particularly when electric vehicles are brought into

! http://gesi.org, Smarter 2020 report
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the mix along with Big Data, Internet of Things, and Cloud
technologies.

THE GREEN ICT INITIATIVE

Although they may not always be labeled as such, the huge
interest in various sub-themes of Green ICT is spurring a
growing number of activities in IEEE (and in other global
organizations), which speaks eloquently to the relevance of
the theme. Nonetheless, this explosion of interest is a double-
edged sword as it can also lead to the creation of technical
interest “silos”. While encouraging the development of vari-
ous activities on the theme, the Green ICT initiative will
therefore seek to develop holistic awareness on this topic,
avoid duplication or overlap of activities, and provide a forum
to build a cross-society and cross initiative IEEE consensus on
outreach to other organizations. Through its interface with
various IEEE societies and other technology initiatives (e.g.
Cloud Computing, IoT, Smart Cities, etc.), the Green ICT ini-
tiative will foster the incorporation of green metrics and stan-
dards in design concepts for various technical domains. The
initiative will also bring together expertise from different
fields, in conferences and publications, with a view to foster
holistic design and standardization approaches.

In view of the preceding, the Green ICT initiative mission
statement has been defined as:

Build a holistic approach to sustainability through ICT by
incorporating green metrics throughout IEEE technical domains.

The Green ICT initiative has in focus a set of priority
areas that target participation from multiple Societies, Coun-
cils, and other IEEE technology initiatives.

Publications. The IEEE Green ICT initiative will target
the creation of an IEEE Green ICT Transactions and Maga-
zine, with broad IEEE Society and Council sponsorship, tar-
geting holistic and multidisciplinary approaches to the
incorporation of green metrics in all IEEE fields of interest.
To incubate the new Transactions, IEEE ComSoc has started
a new series on Green Communications and Networking in
the IEEE Journal on Selected Areas in Communications. The
first call for papers closed in March 2015 and was extremely
popular and highly oversubscribed. The second call for papers
has a closing date in July 2015. The Series has recruited an
Editor-in-Chief and a number of experienced area editors and
associate editors. The new IEEE Green ICT Magazine is
expected to be a forum that brings together the different
IEEE societies, industry, and academia.

Conferences and Events: The development of IEEE con-
ferences, workshops, and symposia that take an integrated
view of greening ICT and greening by ICT is one of the key
objectives of the initiative. It will build collaboration with
established industrial and policy bodies in this area, including
GreenTouch and GeSi. Within IEEE ComSoc the first Green
track at ICC/GLOBECOM was launched at GLOBECOM
2011 within the Selected Areas in Communications Sympo-
sium. This track has since grown significantly, and at GLOBE-
COM 2014 in Austin was elevated to a full Symposium.
ComSoc started GreenComm, an entirely online event cur-
rently in its fifth edition as a pioneering development. Com-
Soc's Technical Committee on Green Communications and
Computing (TCGCC) and Technical Committee on Transmis-
sion, Access and Optical Systems (TAOS) have also been very
active on Green ICT. The Green ICT initiative, led by Com-
Soc, will build on this heritage and develop a pan-IEEE
Green ICT conference that enables researchers and practi-
tioners to address Green ICT within the full scope of IEEE.

Standards: The development of standards to properly
assess the full environmental impacts (energy consumption,

carbon and polluting emissions, e-waste, etc.) of ICTs through-
out their life cycle presents a substantial challenge. As an
example, in the realm of atmospheric emissions, common
methodologies for carbon emissions, such as ISO 14064 used
for thermal power plants, heavy manufacturing, etc., are diffi-
cult to apply in the ICT sector, notably as both steady network
operators and spontaneous end users are involved. Building
upon various sensing data both internal to ICT systems and
external (e.g. electrical utilities), ICT carbon and polluting
emission “foot-printing” typically incorporates? approaches at
various levels of granularity and at various time intervals
throughout the life cycle (manufacturing, operation, disposal).
Real-time foot-printing can inform end-users of their environ-
mental impact when using an ICT service or application; it
can also help ICT network operators to optimize server man-
agement when these are located in areas with varying mixes of
power generation sources.

Various international organizations are developing such
standards, but these laudable activities remain fragmented.
Beyond promoting the use of these methodologies in the
R&D and design activities of the technical communities in
various IEEE societies, a significant opportunity exists for
IEEE as a neutral, fast-moving standards organization. Fol-
lowing a Green ICT standards SWOT analysis, an IEEE
Green certification label could be developed.

Education: Green ICT training activities in the form of
tutorials have been offered at major IEEE conferences, ver-
sions of which will be made available later to the wider IEEE
membership through the initiative web portal. The initiative
will also organize workshops targeting different application
domains and industry sectors through white papers and inter-
active educational material. A number of tutorials have been
delivered so far, for example at ICC 2013, SoftCOM 2013,
ICC 2014, ICC 2015, and panels at CCEM 2014, COMPSAC
2014, ICCE 2014, ICC 2014, ICCE 2014, INTELECT 2015,
CCNC2015, and ICC 2015. More are planned in the coming
months in order to stimulate interest on Green ICT and to
raise awareness of the breadth of the theme.

Outreach and Advocacy: A web portal has been designed
to stimulate participation in the initiative from different IEEE
technical societies. The portal will notably seek to foster inter-
society exchanges and collaboration on the incorporation of
green metrics in engineering design and research. The portal
will also be used as an outreach tool to individuals and organi-
zations outside IEEE’s traditional communities. This will help
grow IEEE’s membership base. The portal is being launched
at IEEE ICC 2015.

IEEE SOCIETIES AND STEERING COMMITTEE

Led by the IEEE Communications Society, 16 key IEEE
stakeholders have expressed interest in this new initiative.
These are: Communications Society, Aerospace and Electron-
ic Systems Society, Computer Society, Consumer Electronics
Society, Consumer Electronics & Product Safety Engineering
Society, Council on Electronic Design Automation, Council
on Superconductivity, Educational Activities, Member and
Geographic Activities (MGA), Micro- wave Theory and Tech-
niques Society, Oceanic Engineering Society, Photonics Soci-
ety, Power and Energy Society, Standards Association,
Technical Activities, and Vehicular Technology Society.

A steering committee has also been established, and in

2 Equation project (www.equationict.com), LCA team project report, pri-
vate communication, December 2014.
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addition to the initiative’s two co-Chairs, the steering group

includes (in alphabetical order):

*Susan Brooks, IEEE ComSoc Executive Director, USA.

*Mohamed Chériet, Synchromedia Lab Director, Professor
and Canada Research Chair, Ecole de Technologie
Supérieure (Université du Québec), Canada.

*Tarck El-Bawab, IEEE ComSoc Director of Conference
Operations, Jackson State University, USA.

*Rob Fish, Vice-President, Standards Activities, ComSoc,
and President, NETovations Group LLC, USA.

*Kathy Grise, Senior Program Director, Future Directions,
IEEE Technical Activities, USA.

*Kerry Hinton, Principal Research Fellow, Centre for
Energy-Efficient Telecommunications (CEET), Universi-
ty of Melbourne, Australia.

*Dan Kilper, Director of the Center for Integrated Access
Networks, University of Arizona, USA.

e Thierry Klein, Chair of the GreenTouch Technical Com-
mittee and Network Energy Research Program Leader,
Bell Labs Alcatel-Lucent, USA.

*Louise Krug, Senior Researcher, Carbon Reduction Strat-
egy, British Telecom, United Kingdom.

*Fabrice Labeau, President, IEEE Vehicular Technology
Society, and Associate Professor, McGill University,
Canada.

*Magnus Olsson, Senior Researcher, Energy Performance,
Ericsson Research, Sweden.

eSarah Kate Wilson, Vice-President, Publications, IEEE
ComSoc, and Associate Professor, Santa Clara University,
USA.

*Ke Wu, President-Elect, IEEE Microwave Theory and
Techniques Society, and Professor and Canada Research
Chair, Ecole Polytechnique de Montréal, Canada.

THE GREEN ICT INITIATIVE:
A CALL TO AcTION THROUGHOUT IEEE

IEEE’s mission statement defines its core purpose as fos-
tering technological innovation and excellence for the benefit
of humanity. When viewed through the lens of the triple bot-
tom line (economic, environmental, social) of sustainability,
the Green ICT initiative thus offers a compelling opportunity
for IEEE to demonstrate the full impact of the technological
innovation that it supports.

ComSoc is highly pleased to develop the Green ICT initia-
tive and calls upon all its members to leverage the web portal
to publicize all Green ICT activities (events, news, publica-
tions, technical committee developments, etc.). But as stated
earlier, the success of the initiative will ultimately hinge on
IEEE-wide participation. This call to action therefore goes
out to all IEEE Societies, Councils and Initiatives. Green ICT ...
it’s everybody’s business!

If this broad participation in IEEE can be achieved, out-
reach and advocacy, beyond IEEE’s technological communi-
ties, could then serve as a lever to generate even broader
interest in IEEE’s activities as well as to diversify its member-
ship base.

THE GREEN ICT INITIATIVE CO-CHAIRS

BIOGRAPHIES

PROF. JAAFAR ELMIRGHANI [M’91] is the Director of the Institute of Integrated
Information Systems within the School of Electronic and Electrical Engineer-
ing, University of Leeds, UK. He joined Leeds in 2007. Prior to that
(2000-2007) as the chair in optical communications at the University of
Wales Swansea he founded, developed, and directed the Institute of
Advanced Telecommunications and the Technium Digital (TD), a technology
incubator/spin-off hub. He received the Ph.D. from the University of Hud-

dersfield UK in 1994 and the D.Sc. in communication systems and networks
from the University of Leeds, UK, in 2014. He is a Fellow of IET and a Fel-
low of the Institute of Physics. He has co-authored Photonic Switching
Technology: Systems and Networks (Wiley), and has published over 400
papers. He has research interests in optical systems and networks. He was
Chairman of the IEEE ComSoc Transmission Access and Optical Systems
Technical Committee and was Chairman of the IEEE ComSoc Signal Process-
ing and Communications Electronics Technical Committee, and an editor of
IEEE Communications Magazine. He was the founding Chair of the
Advanced Signal Processing for Communication Symposium, which started
at IEEE GLOBECOM'99 and has continued since at every ICC and GLOBE-
COM. Prof. Elmirghani was also the founding Chair of the first IEEE
ICC/GLOBECOM optical symposium at GLOBECOM'00, the Future Photonic
Network Technologies, Architectures and Protocols Symposium. He was the
founding Chair of the first Green Track at ICC/GLOBECOM at GLOBECOM
2011. He received the IEEE Communications Society Hal Sobol Award, the
IEEE ComSoc Chapter Achievement award for excellence in chapter activi-
ties (both in 2005); the University of Wales Swansea Outstanding Research
Achievement Award in 2006; the IEEE Communications Society Signal Pro-
cessing and Communication Electronics outstanding service award in 2009;
and a best paper award at IEEE ICC'2013 in Green Communications. He is
currently an editor of IEEE Communications Surveys and Tutorials and IEEE
Journal on Selected Areas in Communications series on Green Communica-
tions and Networking. He is Co-Chair of the GreenTouch Wired, Core and
Access Networks Working Group and has been awarded in excess of £22
million in grants to date from EPSRC, the EU, and industry, and is an IEEE
ComSoc Distinguished Lecturer for the term 2013-2016.

CHARLES DESPINS' [M’'82] career has spanned 30 years in both the academic
and industry segments of the information and communications technolo-
gies (ICT) field. He has held various posts in the private sector, namely at
CAE Electronics, Microcell Telecommunications (Canadian cellular operator),
and at Bell Nordiq Group (a network operator in rural and northern areas
of Canada) as vice-president and chief technology officer. He has also
worked as a consultant for wireless network deployments in India and
China. Since January 2003 he has been President and CEO of Prompt inc.,
an ICT university-industry research and development consortium developing
various collaborative, public-private partnership research activities tackling a
broad range of ICT themes, including a recent four-year Green ICT project
that brought together 40 organizations to develop more than 65 new
Green ICT products, processes, and services. He is also a faculty member
(on leave) at Ecole de Technologie Supérieure (Université du Québec) in
Montreal, with research interests in wireless communications, as well as a
guest lecturer at the Desautels faculty of Management at McGill University
in Montreal. He holds a bachelor’s degree in electrical engineering from
McGill University in Montreal, Canada, as well as M.Sc. and Ph.D. degrees,
also in electrical engineering, from Carleton University in Ottawa, Canada.
He is a Fellow (2005) of the Engineering Institute of Canada and a recipient
(2006) of the Outstanding Engineer award from IEEE Canada. He was also
the recipient of the 1993 Best-Paper-of-the-Year Award in IEEE Transactions
on Vehicular Technology. He is currently a frequent advocate on issues
regarding the opportunities ICT offer to achieve sustainability.

OMBUDSMAN
ComSoc ByLAws ARTICLE 3.8.10
“The Ombudsman shall be the first point of contact
for reporting a dispute or complaint related to Soci-
ety activities and/or volunteers. The Ombudsman
will investigate, provide direction to the appropri-
ate IEEE resources if necessary, and/or otherwise
help settle these disputes at an appropriate level
within the Society..."”

IEEE Communications Society Ombudsman
c/o Executive Director
3 Park Avenue
17 Floor
New York, NY 10017, USA

ombudsman@comsoc.org
www@comsoc.org “About Us” (bottom of page)
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2015
OCTOBER

LANOMS 2015 — Latin American Net-
work Operations and Management
Symposium, 1- 3 Oct.

Joao Pessoa, Brazil
http://www.lanoms.org/2015/

IEEE CLOUDNET 2015 — 4th IEEE
Int’l. Conference on Cloud Network-
ing, 5-7 Oct.

Niagara Falls, Canada
http://www.ieee-cloudnet.org/

RNDM 2015 — 7th Int’l. Workshop on
Reliable Networks Design and Model-
ing, 5-7 Oct.

Munich, Germany
http://www.rndm.pl/2015/

ATC 2015 — Int'l. Conference on
Advanced Technologies for Com-
munications, 14-16 Oct.

Ho Chi Minh, Vietnam
http://www.rev-conf.org/

APCC 2015 — 21st Asia-Pacific Con-
ference on Communications, 14-16
Oct.

Kyoto, Japan
http://www.apcc2015.ieice.org/

IEEE HEALTHCOM 2015, 17th IEEE
Int’l. Conference on e-Health Net-

—Communications Society portfolio events
appear in bold colored print.

—Communications Society technically co-
sponsored conferences appear in black italic
print.

—Individuals with information about upcom-
ing conferences, Calls for Papers, meeting
announcements, and meeting reports should
send this information to: IEEE Communica-
tions Society, 3 Park Avenue, 17th Floor, New
York, NY 10016; e-mail:
p-oneill@comsoc.org; fax: + (212) 705-8996.
Items submitted for publication will be includ-
ed on a space-available basis.

CONFERENCE CALENDAR

working, Application & Services,
14-17 Oct.

Boston, MA
http://www.ieee-healthcom.org/index.html

WCSP 2015 — Int’l. Conference on
Wireless Communications & Signal
Processing, 15-17 Oct.

Nanjing, China
http://www.ic-wcsp.org/

MILCOM 2015 — Military Communi-
cations Conference, 26-28 Oct.
Tampa, FL
http://events.jspargo.com/milcom15/pub-
lic/enter.aspx

10T 2015 — 5th Int’l. Conference on
the Internet of Things, 26-28 Oct.
Seoul, Korea
http://www.iot-conference.org/iot2015/

CNSM 2015 — 11th Int’l. Conference
on Standards for Communications
and Networking, 26-30 Oct.

Barcelona, Spain
http://www.cnsm-conf.org/2015/

IEEE CSCN 2015 — IEEE Conference
on Standards for Communications
and Networking, 28-30 Oct.

Tokyo, Japan

http://www.ieee-cscn.org/

NOVEMBER

IEEE/CIC ICCC 2015 — IEEE/CIC Int’l.
Conference on Communications in
China, 2-4 Nov.

Shenzhen, China
http://www.ieee-iccc.org/2015/

IEEE COMCAS 2015 — IEEE Int'l.
Conference on Microwaves, Com-
munications, Antennas and Elec-
tronic Systems, 2-4 Nov.

Tel Aviv, Israel

http://www.comcas.org/

(Continued on next page)

Congratulations to
Professor Peter Kirstein
The 2015 Marconi Fellow

Nominations now being
accepted for the
2016 Marconi Prize at
marconisociety.org

ComSoc 2015 Election: Take Time to Vote

Ballots were e-mailed and/or postal mailed 29 May 2015 to all Higher Grade* IEEE Communications Society Members and Affiliates (excluding
Students) whose memberships were effective prior to 1 May 2015. You must have an e-ballot or paper ballot before you can vote.

Vote Now using the URL below. You will need your IEEE Account username/password to access the ballot. If you do not remember your pass-
word, you may retrieve it on the voter login page.

https://eballot4.votenet.com/IEEE

If you have questions about the IEEE ComSoc voting process or would like to request a paper ballot, please contact ieee-comsocvote@ieee.org
or +1 (732) 562-3904.

If you do not receive a ballot by 30 June, but you feel your membership was valid before 1 May 2015, you may e-mail ieee-
comsocvote@ieee.org or call +1 (732) 562-3904 to check your member status. (Provide your member number, full name, and address.)

Please note IEEE Policy (Section 14.1) that IEEE mailing lists should not be used for “electioneering” in connection with any office within the
IEEE.

Voting for this election closes 24 July 2015 at 4:00 p.m. EDT! Please votel!

*Includes Graduate Student Members
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“If what you want is
RF Power, high performance,
reliability, and customization,
then we are a No Brainer”

Choosing the right RF power amplifier is critical.
But, thanks to AR Modular RE it’s an easy choice.

Our RF power amplifiers give you exactly the
power and frequency you need.

With power up to 5kW; and frequency bands
from 200 kHz to 6 GHz.

They also deliver the performance and the
dependability required for any job. When everything
depends on an amplifier that performs without fail,
time after time, you can count on AR Modular RE
These amplifiers are compact and rack-mountable;
and versatile enough to power all kinds of units,
for easy field interchangeability.

For military tactical radios, wireless
communication systems, homeland defense systems,
high-tech medical equipment, sonar systems,
and so much more, your best source for RF power
amplifiers is AR Modular RE

To get the power you need, the features you
want, and the performance you demand, visit us at

www.arworld.us or call us at 425-485-9000.

_n'®

modular rf

Other ar divisions: rf/microwave instrumentation © receiver systems © ar europe

Copyright© 2015 AR. The orange stripe on AR products is Reg. U.S. Pat. & TM. Off.

CONFERENCE CALENDAR

IEEE SmartGridComm 2015 — 6th IEEE Int’l. Conference
on Smart Grid Communications, 2-5 Nov.

Miami, FL

http://sgc2015.ieee-smartgridcomm.org/

IEEE LATINCOM 2015 — IEEE Latin American Conference
on Communications, 4-6 Nov.

Arequipa, Peru

http://www.ieee-comsoc-latincom.org/2015/

IEEE OnlineGreenComm 2015 — IEEE Online Conference
on Green Communications, 10-12 Nov.

Virtual

http://www.ieee-onlinegreencomm.org/2015/

IEEE NFV-SDN 2015 — IEEE Conference on Network
Function Virtualization and Software Defined Networks,
18-21 Nov.

San Francisco, CA

http://www.ieee-nfvsdn.org/

DECEMBER

IEEE GLOBECOM 2015 — IEEE Global Communications
Conference 2015, 6-10 Dec.

San Diego, CA

http://globecom2015.ieee-globecom.org/

ITU-K 2015 — ITU Kaleidoscope: Trust in the Information
Society, 9-11 Dec.

Barcelona, Spain
http://www.itu.int/en/ITU-T/academia/kaleidoscope/2015/Pages/
default.aspx

WF-10T 2015 — IEEE World Forum on Internet of Things,
14-16 Dec.

Milan, Italy

http://www.ieee-wi-iot.org/

IEEE ANTS 2015 — IEEE Int’l. Conference on Advanced
Networks and Telecommunications Systems, 15-18 Dec.
Kolkata, India

http://www.ieee-comsoc-ants.org/

IEEE VNC 2015 — IEEE Vehicular Networking Confer-
ence, 16-18 Dec.

Kyoto, Japan

http://www.iiitmk.ac.in/coconet2015/index.html

COCONET 2015 — Int’l. Conference on Computing and
Network Communications, 16-19 Dec.

Trivandrum, India
http://www.iiitmk.ac.in/coconet2015/index.html

2016

JANUARY

IEEE CCNC 2016 — IEEE Consumer Communications and
Networking Conference, 8-11 Jan.

Las Vegas, NV

http://ccnc2016.ieee-cenc.org/

MARCH

OFC 2016 — Optical Fiber Conference, 20-24 Mar.
Anaheim, CA
http://www.ofcconference.org/en-us/home/
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IEEE ComSoc Iraq Chapter Activities
Continue Despite the Severity of the

Situation Inside Iraq
By Sattar Bader Sadkhan, Chair of IEEE Iraq Section

It is well known to the world how serious the situation is
inside Irag due to the terrorists activities of the ISIS-Daaish forces
since June 2014. At that time very dangerous attacks were hap-
pened against one of the biggest cities in IRAQ, Ninawa, with a
population of approximately 3,000,000. This occupation by the
terrorism forces expanded to other cities (Tel-afar, Tikrit, Diyala,
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Prof. Dr. Sattar B. Sadkhan, the chair of the ComSoc Chapter, has made many vis-
its during the past year to many campuses for displaced people, and six visits to
the “Zuhair Al-Azdy Primary School” for displaced students established in Babylon
City. One little girl’s smile tells the story of the important work being done by Prof.
Sadkhan and his fellow IEEE volunteers.
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Kirkuk, Anbar, and Babylon). One of catastrophic results is the
internal displacement of thousands of families from these cities to
other cities. Approximately 3,000,000 people were internally dis-
placed to many other cities such as Erbil, Duhook, and Suli-
manyia, in the Kurdistan Region, as well as Baghdad, Kerbala,
Al-Najef, Babylon, Waset, Al-Qadisyia, Missan, and ThiQar.

Our country has experienced much hardship in recent times,
as can be seen in the effect on many daily activities of the peo-
ple. Many members of the IEEE Irag Section have faced extremely
sad circumstances. They are professors in universities in these
cities that were occupied by terrorism forces. However, the spiritu-
al pain felt by the Irag IEEE members has strengthened their
desire to continue to volunteer to visit displaced families and offer
them any possible support.

AN OVERVIEW OF IEEE IRAQ COMSOC CHAPYTER ACTIVITIES IN IRAQ

The IEEE Irag ComSoc Chapter has been in operation since
2011, and in that time has taken major steps to expand activities,
including conferences, workshops, specific lectures, and many
social activities. The IEEE Irag volunteers support the educational
institutions by introducing the core values and objectives of the
IEEE, as well as scientific activities that assist in promoting the
communication engineering profession. Iraq has 18 cities and
many rural regions that are not easy to access. As such, a major
effort is required to distribute the activities throughout the country.
The dedication of the IEEE Irag ComSoc Chapter volunteers has
made this possible.

Prof. Dr. Sattar B. Sadkhan, the chair of the ComSoc Chapter,
has made many visits during the past year to many campuses for
displaced people, and six visits to the “Zuhair Al-Azdy Primary
School” for displaced students established in Babylon City. The
volunteer team of the IEEE Irag ComSoc Chapter spent the entire
visit day listening to the hardships of the displaced students, edu-
cating them, and providing them with these words of inspiration:
that this will all pass and that they have a bright future ahead.

(Continued on Newsletter page 4)




Effectiveness of ComSoc DLT Program
and Workshops in New Zealand

By Nurul I Sarkar, IEEE Joint NZ North, South and Central
ComSoc Chair

The IEEE New Zealand (NZ) Communications Society (Com-
Soc) Chapter is a joint chapter of the IEEE NZ North, South,
and Central Sections. This is a NZ-wide chapter that was
formed in July 2014 as a result of the splitting of the NZ North
joint chapter COM019/SP001/IT12. However, last year (2014)
was a very productive for us from the perspective of profes-
sional development of the members of the society and the
wider community.

Being a ComSoc chapter chair, Associate Professor Nurul
Sarkar had nominated Professor Ekram Hossain (University of
Manitoba, Canada) as IEEE ComSoc Distinguished Lecturer (DL).
Professor Hossain gave three public lectures (covering the three
major cities of NZ) in Christchurch, Wellington, and Auckland on
November 10, 11, and 13, respectively. All three talks went very
well for the professional development of the members of the
society and the wider university community. A brief description of
each of the talks is highlighted below.

Professor Hossain gave his first DL talk at the University of
Canterbury, Christchurch on Monday, 10 November. This talk was
organized by Professor Harsha Sirisena. Thanks go to Professor
Krys Pawlikowski, who took over the role of organizing chair for
the DLT tour in the absence of Professor Sirisena. Approximately
25 people attended the talk, and after the session there was a
good discussion about the future generation cellular wireless net-
works, including 5G systems.

Next, Professor Hossain gave a talk in Wellington on 11
November which was organized by Dr Terence Betlehem. The
talk went very well and was attended by more than 30 people,
mostly from industry. There were a number of research students
from Victoria University of Wellington attending the talk. After the
talk the participants visited research laboratories, including the
Sensing and Automation research labs.

DL-NSRG WORKSHOP ATTENDEES IN AUCKLAND

In Auckland, the DL talk was held at Auckland University of
Technology (AUT), Auckland CBD. AUT's School of Computer
and Mathematical Sciences (Network and Security Research
Group) hosted this event in conjunction with a day-long Net-
work and Security Research Group (NSRG) workshop on Thurs-
day, 13 November, 2014. Associate Professor Jairo Gutierrez
(head of Computer Sciences) gave an opening talk and out-
lined the program for the day. There were a series of presenta-

tions given by DLs, invited speakers, and research staff and stu-
dents. In addition to Professor Hossain, we had two other high
profile speakers: Professor Jaafar Elmirghani (University of
Leeds, UK), and Professor Krys Pawlikowski (University of Can-
terbury, Christchurch). Professor Elmirghani’s talk was hosted by
the IEEE joint NZ North, South, and Central ComSoc Chapter
and Network and Security Research Group (NSRG), AUT. The
first DL talk presented by Professor Hossain, “Evolution Towards
5G Cellular Networks: Radio Resource and Interference Man-
agement Issues,” was very interesting. Professor Hossain
focused on the vision and requirements for 5G cellular net-
works, device-to-device communications, enabling technologies
for 5G networks, and interference management challenges in
5G multi-tier networks. Some issues and open research areas
were discussed.

Next, Professor Elmirghani gave an impressive talk on “Green-
ing Core, Data Centre and Content Distribution Networks.” More
on Elmirghani's talk in other cities is discussed later in the report.
Professor Pawlikowski then gave a useful talk on aspects of simu-
lation credibility in telecommunication networks. The tutorial style
presentations helped the audience understand the technical sub-
jects very well. After each talk there was ample opportunity for
question and answer and further discussion.

Among the other 10 presenters, Dr. William Liu gave a
short presentation on “Energy Efficient and Resilient Network
Design.” The remaining nine Ph.D. students from NSRG gave
mini presentations on the day. This event was financially sup-
ported in part by NSRG (AUT), IEEE ComSoc, and |IEEE Region
10. Despite the busy time of year approximately 40 people
(approximately 25 IEEE and 15 non-IEEE members) within
and outside of AUT attended the event. People enjoyed talk-
ing and networking during coffee and lunch breaks. Organiz-
ing chair Associate Professor Nurul Sarkar received positive
feedback from the participants, indicating that the event was
successful.

PROFESSOR ELMIRGHANI'S DL TALKS IN WELLINGTON AND DUNEDIN

In addition to the talk at Auckland, Professor Elmirghani gave
two other lectures, one in Wellington (11 November) and the
other in Dunedin (14 November). The lecture in Wellington was
organized by Dr. Mansoor Shafi, hosted by the IEEE NZ Central
Section. Professor Elmirghani gave his final talk at Otago Polytec-
nic, Dunedin. This talk was organized by Dr. Tom Qi and hosted
by the IEEE NZ South Section.

In both lectures, Professor Elmirghani highlighted the mea-
sures that can be used to reduce the power consumption of the
Internet. Among the key measurers, Professor Elmirghani
focused on the following: optimum use of time varying renew-
able energy in core networks; physical topology design consider-

(Continued on next page)

IEEE ComSoc DL-NSRG workshop attendees in Auckland. Left front row sitting: Professor Jairo Gutierrez, AUT, Professor Ekram
Hossain, DL, (University of Manitoba), Professor Jaafar Elmirghani, DL, (University of Leeds, UK), Professor Krys Pawlikowski

(University of Canterbury) and A/Professor Nurul Sarkar, AUT.
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ing operational and embodied energies; elastic optical networks
using mixed line rates and optical OFDM; optimum resource
allocation and green network design with data centers; dynamic
energy-efficient content caching; energy-efficient peer-to-peer
content distribution; energy-efficient distributed clouds; and
energy-efficient network virtualization. The talks generated a lot
of interest among the participants for further discussion and col-
laboration.

PROFESSOR JAYASUMANA'S INVITED DL TALK IN AUCKLAND

Professor Anura Jayasumana (Colorado State University,
USA) visited both Christchurch and Auckland and gave invit-
ed DL talks. The effectiveness of Professor Jayasumana's
talk in Auckland is briefly discussed below. The lecture was
held at AUT on Thursday, 20 November, 2014. The talk,
“Topology Coordinate System: A Novel Domain for Self-
Organizing Large-Scale 2D and 3D Sensor Networks,” gener-
ated much interest among the participants, and there was a
good discussion and question and answer session after the
talk. This event was jointly supported by AUT's School of
Computer and Mathematical Sciences and the IEEE NZ
North Section. Approximately 25 people attended the talk
(mostly staff and students), and one IEEE member travelled
from Whangarei (about 160 km North of Auckland) to
attend the talk.

LA R VRIS 1|

o
{

2014 |EEE NZ Wireless workshop participants.

2014 IEEE NZ WIRELESS \WWORKSHOP

The IEEE NZ ComSoc chapter organized a day-long IEEE NZ
Wireless Workshop held on Friday, 5 September, 2014 at the
University of Canterbury, Christchurch. This annual event brought
together more than 70 engineers, researchers, industrialists, and
policy makers working in the field of wireless communications
and network technologies. There was a series of presentations by
the participants from industry, wireless research centers, and
academia, with ample opportunity for informal discussion and
networking. The presentations covered various topics and provid-
ed a forum for experts in the wireless industry and academia to
discuss innovative technologies and research currently being
undertaken.

CONCLUSION

ComSoc DLT programs and workshops were very productive
in 2014. We had three high profile IEEE DLs (Professor Ekram
Hossain, Professor Jaafar EImirghani, and Professor Anura Jaya-
sumana) who travelled to NZ and gave several lectures in the
major cities of NZ. In addition to the professional development of
the members of the society and the wider community, we had
ample opportunities for international links and collaboration. In
summary, |IEEE DL programs were very effective for the atten-
dees for networking, forming academy-industry links, and sharing
ideas. The DLT tour to NZ was supported by IEEE ComSoc,
Region 10, IEEE NZ North, South, and Central Sections, and AUT
University.
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ComSoc 2015 Election: Take Time to Vote

Ballots were e-mailed and/or postal mailed 29 May 2015 to all Higher Grade* IEEE Communications Society Members and Affiliates (excluding
Students) whose memberships were effective prior to 1 May 2015. You must have an e-ballot or paper ballot before you can vote.
Vote Now using the URL below. You will need your IEEE Account username/password to access the ballot. If you do not remember your pass-

word, you may retrieve it on the voter login page.

https://eballot4.votenet.com/IEEE
If you have questions about the IEEE ComSoc voting process or would like to request a paper ballot, please contact ieee-comsocvote@ieee.org

or +1 (732) 562-3904.

If you do not receive a ballot by 30 June, but you feel your membership was valid before 1 May 2015, you may e-mail ieee-
comsocvote@ieee.org or call +1 (732) 562-3904 to check your member status. (Provide your member number, full name, and address.)
Please note IEEE Policy (Section 14.1) that IEEE mailing lists should not be used for “electioneering” in connection with any office within the

IEEE.

Voting for this election closes 24 July 2015 at 4:00 p.m. EDT! Please vote!

*Includes Graduate Student Members
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Tutorial Sessions on Quantum and Optical
Wireless Communications and Exhibition
at [EEE TENCON 2014, Bangkok, Thailand

By Kamol Kaemarungsi and Keattisak Sripimanwat, Thailand

During IEEE TENCON 2014 held October 22-25, 2014 in
Bangkok, Thailand, the IEEE ComSoc Thailand Chapter assisted
the local organizer by setting up three tutorial sessions for the
conference, and also joined as a speaker in the IEEE leadership
and membership development forum.

For more than three decades, TENCON of the IEEE Region 10
or Asia Pacific Region has been served as a networking and dis-
cussion forum for researchers and engineers in electrical and elec-
tronics engineering, computer science, and related fields. This year
the IEEE ComSoc Thailand Chapter chair was invited to present
our past and current activities in promoting the IEEE Communica-
tions Society and membership in Thailand in the IEEE leadership
and membership development forum. We highlighted our contin-
uous communications with our local audiences with monthly
e-newsletters, special technical lectures, and free telecommunica-
tions related e-books.

The first tutorial session was entitled “Optical Wireless Commu-
nications: Challenges and Perspectives,” presented by Dr. Anh T.
Pham, who is a senior associate professor at the Computer Com-
munications Laboratory, the School of Computer Science & Engi-
neering at the University of Aizu, Japan.

The second tutorial session was entitled “The Language of
Lighting Design,” delivered by Dr. Chanyaporn Chuntamara, who is
the head of the Lighting Research and Innovation Center (LRIC) at
the King Mongkut's University of Technology Thonburi, Thailand.

The last tutorial session was entitled “Principle of Quantum
Communication,” presented by Dr. Suwit Kiravittaya, who is a lec-
turer from the Department of Electrical and Computer Engineer-
ing, Faculty of Engineering, Naresuan University, Thailand.

During the conference, our chapter also exhibited the Thai
Telecommunications Knowledge Management (TTKM) project to
the conference participants. This project is our continuous project
that provides a free web portal, which archives telecommunica-
tions related resources for Thai people. The web portal contains
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Presentation of the IEEE and Thai Telecommunications History & Milestones book to Prof.
Michel Howard, 2014 IEEE President-Elect.

links to the IEEE ComSoc Thailand Chapter website, the Thai
Telecommunications Encyclopedia, and other related material.

During the event our chapter also presented a book of IEEE
and Thai Telecommunications History & Milestones to Prof. Michel
Howard, 2014 IEEE President-Elect. For more information please
visit us at www.thaitelecomkm.org.

IRAQ ComSOC CHAPTER/Continued from page 1

We feel that these children are “Our little angels, and all of our
wishes are directed at providing them with shelter and security, to
give them happiness so that they can go back to their homes that
they see only in their dreams”.

The chair of IEEE Iraqg ComSoc Chapter and many volunteers
have visited many places in and around Babylon City offering any
possible assistance. In all these areas, we have thousands of fami-
lies who have been expelled from their homes in northern and
western Iraq or left them in fear. Our regular visits provide a good
picture about the status of these families. We have also made
major efforts to visit the primary schools. Many of the IEEE Iraq
ComSoc chapter members and their families have been collecting
“financial support” for these students.

June 2015
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GUEST EDITORIAL

WIRELESS PHYSICAL LAYER SECURITY: PART 1

Walid Saad Xiangyun Zhou

he ongoing paradigm shift from classical centralized

wireless technologies toward distributed large-scale
networks such as the Internet of Things has introduced new
security challenges that cannot be fully handled via tradition-
al cryptgraphic means. In such emerging wireless environ-
ments, devices have limited capabilities and are not
controlled by a central control center; thus, the implementa-
tion of computationally expensive cryptographic techniques
can be challenging. Motivated by these considerations, sub-
stantial recent research has been investigating the use of the
physical layer as a means to develop low-complexity and
effective wireless security mechanisms. Such techniques are
grouped under the umbrella of physical layer security. These
techniques range from information-theoretic security, which
exploits channel advantages to thwart eavesdropping, to
physical layer fingerprinting techniques that exploit physical
layer features for device identification. In this context, pro-
viding state-of-the-art tutorials on the various approaches to
physical layer security is of considerable interest. This Fea-
ture Topic gathers together such tutorial-style and overview
articles that provide an in-depth overview of the broad spec-
trum of security opportunities brought forward by physical
layer security.

This Feature Topic is composed of two parts; the second
part is expected to appear in the December issue of this
magazine. Part 1 begins with an opening editorial by Trappe
that exposes the current and future potential of wireless
physical layer security. Then, Kapetanovic et al. present a
novel application of physical layer security: massive multiple-
input multiple-output (MIMO) systems. In this article, the
authors focus on the robustness of massive MIMO against
eavesdropping while also outlining other important related
challenges. The next article by Win et al. also focuses on
secrecy with a particular emphasis on the role of interfer-
ence. In particular, it discusses how one can engineer inter-
ference to ensure confidentiality. Next, the work by Zeng
tackles the problem of using the physical layer for key gener-
ation. Apart from the passive eavesdropping attack common-
ly considered in the literature, the author also discusses
three types of active attacks and proposes a new key genera-
tion scheme to defend against them. The next article by
Kailkhura et al. describes the security of a distributed infer-
ence framework comprising a group of spatially distributed

H. Vincent Poor

Mérouane
Debbah

nodes that acquire observations about a phenomenon of
interest and transmit computed summary statistics to a
fusion center. The authors propose efficient schemes to miti-
gate the impact of eavesdropping on distributed inference,
and survey the currently available approaches along with
avenues for future research. This first issue concludes with
an article by Yu et al. that exposes the importance of physi-
cal layer features as a means to fingerprint and authenticate
wireless devices.
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WIRELESS PHYSICAL LAYER SECURITY

The Challenges Facing
Physical Layer Security

Wade Trappe

The author is with
Rutgers University.

1Tt must be recognized
that there has been
recent work in physical
layer security for optical
systems, but the focus of
this discussion is on wire-
less systems.

ABSTRACT

There has recently been significant interest in
applying the principles of information-theoretical
security and signal processing to secure physical
layer systems. Although the community has made
progress in understanding how the physical layer
can support confidentiality and authentication, it
is important to realize that there are many impor-
tant issues that must be addressed if physical
layer security is ever to be adopted by real and
practical security systems. In this article, I briefly
review several different flavors of physical layer
security (at least for wireless systems), and then
identify aspects (a.k.a. weaknesses) where the
foundation for physical layer security needs to be
strengthened. I then highlight that the opportuni-
ties for applying physical layer security to real
systems will be quite rich if the community can
overcome these challenges. In the course of the
article, I note new directions for the community
to investigate, with the objective of keeping phys-
ical layer security research targeted at having a
practical impact on real systems.

INTRODUCTION

Physical layer security has become an emerging
hot topic in wireless systems.! At the heart of
this enthusiasm is the belief that the physical
layer represents a previously untapped resource
for enhancing wireless security. In particular,
rather than rely solely upon generic higher-layer
cryptographic mechanisms, as has been the
norm, there is a belief that it is possible to design
lower-layer services that support security objec-
tives such as authentication and confidentiality.
There are several good surveys and collections
that explore the fundamentals of physical layer
security [1-3], but briefly these services can be
summarized as follows.

AUTHENTICATION/IDENTIFICATION SERVICES
Rather than employ a shared cryptographic
authentication key between Alice and Bob, we
instead exploit the uniqueness of the Alice-Bob
channel relative to the Eve-Bob channel. The
uniqueness of the channel between two locations
provides a means of uniquely identifying wireless
entities [4] or detecting an entity claiming multi-

ple identities [5]. Devices may authenticate
themselves based on their ability to produce an
appropriate received signal at the recipient.

CONFIDENTIALITY

Confidentiality at the physical layer can general-
ly be broken down into two different classes: dis-
semination methods that secretly convey
information using the properties of the wireless
medium, and extraction methods that seek to
build secret information from the wireless chan-
nel’s characteristics. Roughly speaking, for dis-
semination methods, researchers have shown that
it is possible to secretly communicate if one can
devise ways to ensure that the wireless channel
between the correct transmitter and receiver is
better than the channel to any illegitimate receiv-
er. Extraction methods, which are philosophically
similar to authentication methods, seek to use
the unique space, time, and frequency character-
istics of the wireless channel as the source of
shared secret information (e.g., a key) between a
transmitter and a receiver.

With all of the excitement surrounding physi-
cal layer security, I believe it is important to revis-
it the intent behind this research area and whether
we, as a community, are on track to developing
tools that will engender the trust needed for their
adoption. Physical layer security is intended to
secure real systems, and thus I think we should
examine what we can do as a community to
ensure that our methods will be warmly received
by the broader security community. The purpose
behind this critique is to present my opinions as a
researcher and pragmatist who has conducted
theoretical and systems research in physical layer
security, and in doing so help steer the physical
layer security community to high-impact topics
that will ensure that our research will be integrat-
ed into real wireless systems.

BEING CRITICAL:
WHAT ARE THE HURDLES?

When considering the hurdles facing physical
layer security, it is natural to consider each type
of physical layer security separately (authentica-
tion, secret dissemination, and key establish-
ment). A quick analysis, however, will reveal that
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there will be significant overlap between the
challenges that each of these different flavors of
physical layer security will face. Therefore, the
approach I have taken is to identify the funda-
mental assumptions on which these different fla-
vors of physical layer security are built, and the
potential hurdles that could prevent physical
layer security from succeeding. Loosely, I would
break these down into assumptions regarding the
adversary and assumptions regarding the nature
of the wireless channel, recognizing that weak-
nesses in our assumptions about the wireless
channel would naturally be exploited by a clever
adversary. Finally, there are practical matters
that warrant investigation.

HURDLES FROM THE ADVERSARY MODEL

The adversary model used in physical layer securi-
ty tends to be different than what is employed by
the security and cryptography community. Conse-
quently, bridging the gap between the different
adversary models used by the different communi-
ties is perhaps the most important hurdle facing
physical layer security. To many in the traditional
security community, our models are perceived as
weak, and below I elaborate on several aspects
related to our adversary models that can be
explored as a means to make our work more read-
ily accepted by the broader security community.

The Adversary Is Passive: Many, although
certainly not all, formulations assume that the
adversary merely eavesdrops on communica-
tions. In classical cryptography parlance, such an
adversary is a ciphertext only adversary. Many of
the physical layer key establishment schemes
assume that the adversary is merely monitoring
the key establishment process and not actively
injecting pilot symbols or imitating bit reconcilia-
tion messages. Furthermore, we rarely see active
attacks like replay attacks employed against pro-
tocols involving physical layer security. Under-
standing the implications of an adversary being
actively engaged in undermining the protocol
will be paramount to getting physical layer secu-
rity accepted. Modern cryptography recognizes
that adversaries may cleverly set up oracles that
support their cryptanalysis and attempt to under-
mine the system security. Chosen message
attacks (e.g., chosen plaintext, chosen ciphertext,
and adaptive versions thereof) are the well
accepted starting point for analyzing security
tools. As a community, we need to adopt a wider
array of adversary modes in which the adversary
is more active and, frankly, more clever.

The Adversary Does Not Have Many Obser-
vations: Many physical layer security approach-
es assume an Alice-Bob-Eve model where Eve
makes a limited set of observations (e.g., at one
extreme, Eve might be a single entity that exists
at a single location). For secret dissemination
methods, for example, the challenge is that if
Eve is a distributed adversary and obtains multi-
ple (say M) independent observations of Alice
— Bob’s single communication, the probability
that one of these M channels is better than the
Alice — Bob channels goes up. Furthermore,
Eve could employ collaborative processing, and
then the probability that Eve’s (combined) effec-

tive channel is better than Bob’s would go up
quite rapidly — in fact, a collaborative adversary
with merely a linear factor more observations
than Bob can effectively make the secrecy rate 0.
The community needs tools to counteract the
challenge of adversarial resource advantages,
and there has been promising work in leveraging
feedback to overcome an adversary with multiple
observations [6, 7]. Work needs to be done to
ensure that such feedback mechanisms are them-
selves robust to adversarial manipulation and
even impersonation attacks. I feel it is also worth
mentioning two aspects of the Dolev-Yao model,
which is frequently referred to in the security
community: that there are adversaries anywhere
they want to be in the network, and that these
adversaries may eavesdrop, manipulate, inject,
alter, duplicate, and reroute as befits their pur-
pose. While the notion of an omnipresent adver-
sary makes no sense in the context of physical
layer security, we must nonetheless strive to
strengthen our adversarial considerations in
terms of where they are located in the system.

Beyond secrecy dissemination, one should
consider how multiple adversaries would impact
other forms of physical layer security. For meth-
ods that leverage the channel for authentication
or key establishment, it must be recognized that
the decorrelative properties of the channel are
not absolute, and consequently, many observers
located simultaneously near Alice and/or Bob
may be able to collaboratively estimate the
Alice-Bob channel. Understanding the implica-
tions of collusion or collaboration on physical
layer security will be important to solidify the
adversary model.

The Adversary Is Not Powerful: Often one
hears a researcher say something along the lines
of “physical layer security is based on informa-
tion-theoretic security, and hence, no matter how
much (computing) resources the adversary has,
he will not be able to break our scheme.” I would
certainly agree that a considerable amount of
research in physical layer security calls on infor-
mation-theoretic tools. However, I would not
agree that we are operating in the spirit behind
information-theoretic security, which is a tool
that has been successfully applied to many securi-
ty problems outside of physical layer security,
such as multicast security and key management.
Information-theoretic secrecy uses impressive
phrases like perfect secrecy, which suggest invinci-
bility to resources employed by the adversary,
and certainly in Shannon’s original theory for
secret communications the adversary is assumed
to have unlimited computational resources. How-
ever, if I were an adversary challenging physical
layer security, rather than put my money into
buying computation, I would put my money else-
where, such as buying better antennas. Modern
cryptography and security is founded on the
notion of an efficiency gap between legitimate
users and illegitimate users, or, to put it another
way, we expect the adversary to need greater
than a polynomial amount of resources (comput-
ing, storage, money, or whatever) compared to
legitimate parties. We often assume Eve has the
same antennas and thus antenna gains as Alice
and Bob, and this is worrisome. In fact, Eve’s
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methods to predict
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rate Is affected by an
adversary’s ability to
perform ray-tracing.

2T will be the first to
admit that I have lever-
aged this argument
myself, c.f. [8]!
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Figure 1. Symmetries inherent in the environ-
mental geometry could pose potential weak-
nesses to physical layer authentication and key
establishment. Two extreme examples include
a rectangular room and freespace propagation.

gain is directly related to the aperture of her
antenna, which is proportional to its physical
aperture; hence, all Eve needs to overcome
Alice-Bob is to devote more area to listening.
Loosely speaking, this means that Eve’s resources
need only be quadratic in Alice-Bob’s resources
in order to have a competitive chance at under-
mining Alice-Bob’s secret communication. But to
put things in practical terms, a quick survey of
antenna gains vs. cost finds gains ranging from 7
dBi to 20 dBi for anywhere between $25 to $200.
I would thus suggest the following question: Can
a non-nation-state Alice and Bob ever hope to
overcome a nation-state Eve?

HURDLES FROM THE WIRELESS CHANNEL

The Channel Is Difficult for an Adversary to
Predict: The security strength for both physical
layer authentication and physical layer key estab-
lishment is intimately tied to the basic assump-
tion that it is hard for an adversary to estimate or
predict the channel. The literature is filled with
references to the wide-sense stationary with
uncorrelated scatterers (WSSUS) channel
assumption and Jakes’s well-known uniform scat-
tering model to declare that a received signal
rapidly decorrelates over a distance of roughly
half a wavelength, and consequently that spatial
separation of one to two wavelengths is sufficient
for assuming independent fading paths. This
decorrelative property is used as the basis to con-
clude that it is hard for an adversary to estimate
the channel that Alice and Bob experience.? In
actuality, there are several problems with this
assumption that warrant discussion. First is quan-
tifying when we are in a sufficiently rich scatter-
ing environment. Alice and Bob need to verifiably
assess that they are in a richly scattering environ-
ment before commencing with physical layer key
establishment (or authentication). It must be

realized that simple environments are the bane
of physical layer security. Two examples bring the
severity of this problem to light: freespace and a
simple rectangular room (Fig. 1). In freespace, if
Bob and Eve are the same distance from Alice,
they will experience the same propagation phe-
nomena (notably, just path loss). While in a rect-
angular room, it is possible to construct benign
scenarios where the Alice-Bob channel is the
same as the Alice-Eve channel. The community
is already examining questions related to the
security of the propagation assumption, such as
[9], and I expect that the community will contin-
ue to find cases where poor environmental scat-
tering undermines the security of key extraction
and physical layer authentication.

A slightly more sophisticated adversary might
be able to employ ray-tracing methods to predict
the channel, and an important question to
explore is how much the secret key rate is affect-
ed by an adversary’s ability to perform ray-trac-
ing. Related to this is the interesting question of
how complex the descriptive model for the envi-
ronment must be in order to undermine physical
layer security. I would note that ray-tracing has
been used to validate physical layer authentica-
tion methods, and there is an amusing paradox
here. The very tool used to validate physical
layer authentication could also be employed by
the adversary to undermine physical layer
authentication: Eve could use the same ray-trac-
ing to identify promising locations within a
building to conduct spoofing attacks against
Alice-Bob. Certainly, this is a matter of concern
since many building blueprints are in the public
domain, thereby facilitating ray-tracing analysis
by an adversary. Developing tools that can esti-
mate an environment’s “propagation” complexity
in real time will be an important practical tool
for supporting physical layer security. Of course,
this begs the fundamental question of what the
right notion of environmental channel complexi-
ty is for physical layer security. It is quite unlike-
ly that the notions of delay spread and the
K-factor will carry the appropriate properties
needed for physical layer security.

The Channel Needs to Be Dynamic: A similar
concern arises when one considers the radio envi-
ronment temporally; a completely static environ-
ment where the scatterers do not move also poses
several concerns. Temporal decorrelation of the
channel plays a significant role in the non-reciproc-
ity of the channel observations between Alice and
Bob, and thus has an important role in how a key
establishment algorithm must process a sequence
of bidirectional channel probes. In the first case, it
is necessary to complete bidirectional probing
(Alice —Bob and Bob — Alice) before the chan-
nel decorrelates in order to ensure that Alice and
Bob are observing highly correlated observations
of the same phenomena. In the second case, tem-
poral coherence plays a role in subsequent Alice-
to-Bob probing: either the algorithm must
explicitly utilize the correlation to ensure that
Alice and Bob arrive at the same decisions (e.g.,
the Radio Telepathy algorithm of [8]), or else the
algorithm must explicitly ensure that subsequent
rounds of channel probing have decorrelated to
ensure independence in the secret bits that are
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established (e.g., as exists in the JRNSO quantiza-
tion algorithm [10]). If the channel is completely
static (coherence time is infinite), there is no
“renewal” process, which leads to several prob-
lems in key establishment: Alice and Bob might
not establish enough bits from a single channel
usage; and a key formed at one instance might be
the same as a key formed at a later time, and
hence Eve can run her own measurements later to
estimate Alice’s and Bob’s shared key. If the chan-
nel is somewhat dynamic, the key extraction algo-
rithm must cope with correlated measurements.
For example, in a level crossing algorithm, the
correlation between subsequent Alice and Bob
measurements is the basis for key extraction pro-
tocol, while in a quantization-based algorithm,
subsequent measurements by Alice and Bob must
be independent (e.g., either delayed measure-
ments or by a whitening procedure).

The Channel Is Gaussian (or Symmetric):
We often assume that our channels are Gaus-
sian, but how Gaussian is “Gaussian” really
when we consider fading? Without symmetry in
the fading distribution, physical layer key estab-
lishment schemes may suffer from poor distilla-
tion if not properly considered. Gaussianity
arises in fading from the sum of many indepen-
dent non-resolvable multipaths. However, as
bandwidth increases, resolvability sets in, and the
standard application of the central limit theorem
begins to fail. Hence, there is a potential prob-
lem as we take physical layer key establishment
to the wideband regime. Even in non-wideband
regimes, we need an assurance that the distribu-
tion of key bits coming out of physical layer key
establishment is unbiased, which necessitates an
assurance that the underlying channel is symmet-
ric. This is a strong requirement, and merely say-
ing that ideal fading is Gaussian and hence
symmetric is not sufficient. Being able to reliably
quantify and ensure that the channel Alice and
Bob are experiencing is close to having a sym-
metric distribution and quantify the proper
amount of privacy amplification is an important
problem facing physical layer key establishment,
which will necessitate connecting empirical chan-
nel estimation to statistical tests that can strong-
ly verify the symmetric nature of the channel. Of
course, there is the fundamental question: How
close is close enough to symmetric?

The Adversary Cannot Control the Channel:
The notion of an active or passive adversary typi-
cally has to do with whether the adversary is
merely listening or actively injecting communica-
tions into the environment. In the context of
physical layer methods, we should also consider
that the adversary may attempt to manipulate the
environment to its advantage. Although unlikely,
a powerful attacker would be one that is able to
manipulate the amplitude and phases of the sig-
nals being exchanged between Alice and Bob in a
controlled manner by manipulating the environ-
ment. In particular, by manipulating the environ-
ment, it is possible to bias the resulting bits in the
key establishment process. Such an attack was
illustrated in [11] where naive key establishment
that merely uses received signal strength was
shown to be able to be manipulated. An interest-

ing question that remains is whether key estab-
lishment schemes that are based on complex
channel characterizations can be similarly affect-
ed and controlled by an adversary.

Integrating Channel Knowledge into Prac-
tical Secrecy Dissemination: In secret dissem-
ination, the approach taken to convey secret
information depends on the amount of channel
state information that is known to the various
benign and adversarial participants. There is a
considerable amount of work that characterizes
secrecy under varying amounts of statistical
information available regarding the Alice-Bob
and Alice-Eve channel state [3]. A natural next
step is to make the explicit connection between
how Alice can assess what information she has
and how she can adjust her secret communica-
tion methods appropriately in an online manner.

HURDLES FROM PRACTICAL MATTERS

Complementing the above hurdles is an array of
practical matters that need to be addressed when
moving to a system implementation. Although
my intent is to highlight fundamental hurdles
that we need to address, I would be remiss if I
were not to mention my list of practical hurdles.
There are several practical aspects of a transceiv-
er’s design that make utilizing channel reciprocity
challenging when conducting physical layer key
establishment. Beyond the issue of channel
coherence time identified earlier, there are other
matters that impact the validity of the reciprocity
assumption, including properly quantizing chan-
nel estimates and non-isotropic noise conditions.
Furthermore, there are matters related to cali-
bration and associated amplifier discrepancies,
transceiver burn-in, and frequency drift. We must
have the appropriate tools in our toolbox to
address these challenges, and although I am cer-
tain we may borrow methods from conventional
communications engineering, I expect the securi-
ty aspect of the problem will necessitate some
new tricks when implementing in real systems.
Turning to physical layer authentication, if Alice
and Bob have lost their connection for a period
of time, the channel no longer supports Bob’s
verification as the Alice — Bob channel will have
significantly changed. Thus, an important chal-
lenge is how to keep authentication going follow-
ing communication outages. Lastly, in regard to
secret dissemination, much of the literature
focuses on results under assumptions of Gaussian
signaling. This is unrealistic — no practical com-
munication system employs Gaussian signaling,
but instead actual transmissions involve discrete
constellations, like quadrature amplitude modu-
lation (QAM). For secret communication, dis-
crete signaling behaves quite differently from
Gaussian signaling. As an example, in a fast fad-
ing scenario, QAM can perform better than
Gaussian schemes when Bob’s channel is on
average worse than Eve’s channel as the discrete
nature of the signaling effectively limits the infor-
mation leakage when Eve’s channel is better
[12-14]. I think we should realize that if discrete
signaling gives different conclusions than Gaus-
sian signaling, and discrete constellations are
practical, we ought to explore them more in our
community’s work. Furthermore, I believe that
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not only will we learn valuable lessons when
going to practical implementations, but we might
also find characteristics beneficial in overcoming
some of the other hurdles outlined earlier.

DISCUSSION: THERE IS LIGHT AT THE
END OF THE TUNNEL

I do not want the reader to think that there is
only bad news. I do not believe this to be the
case. The above discussion has identified hurdles
we need to address, and for which I believe the
community has more than ample ingenuity to
overcome. By comparison, a survey of classical
security research will reveal a long list of encryp-
tion algorithms and security protocols that have
undergone refinement over the years, and this is
as natural to security engineering as it is to com-
munications engineering or any other form of
research. Furthermore, as I have noted earlier,
we must bridge the language gap between our
community and the classical security community
in order to have the security community adopt
our methods. Toward this end, we can revisit
many of our approaches, and explore them in
the context of semantic security and indistin-
guishability — this is a relatively low-hanging
fruit as some of the formulations we have
devised share many of the same properties as
desired by the modern cryptography community.
As an example, there is a remarkable similarity
between probabilistic encryption [15] and codes
developed for secret dissemination.

I would also like to offer to the community
my belief that physical layer security is the best
approach to securing many emerging wireless
systems that are not well suited for conventional
cryptographic approaches. In particular, we have
all heard the rumblings of the Internet of Things
(IoT) as a new area of research. I would point
out that a significant portion of the IoT will be
low-end, low-energy, and lightweight computing
devices that will come with real restrictions on
how one designs their functions. For these low-
end devices, most of the available energy and
computation must be devoted to executing core
application functionality, and there may be little
left over for supporting security. This is where |
feel that the physical layer security community
can have a notable impact as an ideal approach
to securing the low end of the 10T is to dual-use
existing radio communication functions for secu-
rity. For example, physical layer signal process-
ing can be applied at a gateway receiver to
authenticate whether a transmission came from
the expected IoT transmitter in the expected
location. Similarly, one might explore using the
physical layer for confidentiality, and along these
lines I would note that physical layer secrecy has
its own costs; perhaps the most obvious is the
message expansion needed for confidentiality.
Similar to the message expansion problems asso-
ciated with probabilistic encryption, a source
coding approach to physical layer secrecy typical-
ly involves a coded ciphertext that is larger than
the plaintext. Since the message is larger, there
will be more strain on the energy needed by the
system. Investigating approaches such as ciphers
or encoding for physical layer confidentiality that

are efficient and have little to no message expan-
sion is a promising direction for investigation
that would greatly benefit IoT devices. As a
researcher and participant in physical layer secu-
rity, I am excited to see how these challenges
will be addressed in the years ahead.
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ABSTRACT

This article discusses opportunities and chal-
lenges of physical layer security integration in
MaMIMO systems. Specifically, we first show
that MaMIMO itself is robust against passive
eavesdropping attacks. We then review a pilot
contamination scheme that actively attacks the
channel estimation process. This pilot contami-
nation attack not only dramatically reduces the
achievable secrecy capacity but is also difficult to
detect. We proceed by reviewing some methods
from literature that detect active attacks on
MaMIMO. The last part of the article surveys
the open research problems that we believe are
the most important to address in the future and
give a few promising directions of research to
solve them.

INTRODUCTION

During the recent past the field of MaMIMO
systems has quickly emerged as one of the most
promising techniques to boost system through-
put of emerging and future communication sys-
tems. In MaMIMO, the vision is to equip the
base station with an antenna array comprising
100+ antenna elements and a large number of
independent transceiver chains. An impressive
amount of research on the topic has been con-
ducted, and MaMIMO will be integrated in the
upcoming 5G standard [1, 2]. The advantages of

MaMIMO are manifold, and to give a few we

mention:

1. An array gain corresponding to the number
of BS antenna elements.

2. A channel hardening effect, rendering sta-
ble and predictable channel conditions to
users.

3.Nearly orthogonal channels from the BS to
the users.

4.Simple signal processing at both the BS and
at the users.

Another advantage of MaMIMO, not yet
widely recognized, is that the potential of physi-
cal layer security (PLS) against passive eaves-
dropping attacks is increased dramatically. PLS
is based on the following result: Consider a

Gaussian wiretap channel [3] where a BS com-
municates with a legitime user (LU) in the pres-
ence of a passive eavesdropper (ED). Assume
that the Shannon capacities from the BS to the
LU and the ED are Cpy and Cgp, respectively.
Then, the secrecy capacity between the BS and
the LU is Csc = max{Cry - Cgp, 0}. This rate
can be transmitted reliably and securely without
any use of a formal crypto system. In conven-
tional MIMO systems, the two capacities, Cpy
and Cgp, are of similar order of magnitude, ren-
dering a fairly small secrecy capacity. With
MaMIMO and passive eavesdropping, the situa-
tion changes dramatically. With standard time-
division duplex (TDD) mode MaMIMO
operations, and due to 1 and 2 above, the
received signal power at the LU is several orders
of magnitude larger than the received signal
power at the ED. This generates a situation
where the secrecy capacity is nearly the full
capacity to the LU, that is, Csc = CLy [4]. Alto-
gether, MaMIMO enables excellent PLS, with-
out any extra effort.

There are of course countermeasures that can
be taken by the ED. First of all, it could place
itself physically close to the LU so that the chan-
nels to the LU and the ED are highly correlated.
In this case, 3 no longer holds true, and the
secrecy capacity may be compromised. Another
effective strategy that the ED can adopt is to
exploit the weakness of the channel estimation
phase in MaMIMO. By switching from a passive
to an active mode, the ED can pretend to be the
LU and send a pilot sequence of his own; this is
the so called pilot contamination attack. The BS
will then beamform signal power to the ED
instead of the LU. To detect such a stealthy
attack is challenging since there is a normal
amount of pilot contamination already present
in MaMIMO systems.

Active ED attacks are by no means unique to
MaMIMO. On the contrary, jamming the BS is a
well researched attack in conventional MIMO.
See for example [5, 6] for two recent papers
where the ED attacks the channel estimation
phase. The ED can also combine passive eaves-
dropping and active jamming attacks. The strate-
gies for countering such an attack in conventional
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Figure 1. Left: A single-antenna passive ED in a single cell containing a single-antenna LU; Right: Example of secrecy capacity
(length of the vertical line). The ED’s capacity Cgp becomes independent of M. The secrecy capacity increases with M.

MIMO channels are discussed in [7]. A game-
theoretic approach is taken in [8] to deal with a
combination of passive and active attacks. How-
ever, none of the aforementioned papers explic-
itly dealt with MaMIMO systems, and the
inefficiency of passive eavesdropping in MaMI-
MO was not observed.

Although MaMIMO has received huge atten-
tion, the existing literature on the combination
of PLS and MaMIMO is scarce. This article will
survey the opportunities that MaMIMO may
bring for making PLS a reality, as well as dis-
cussing problems that must be tackled in the
future. The article begins with a discussion of
the benefits that MaMIMO brings to PLS in the
presence of a passive ED. We then highlight that
active attacks are more likely to occur for MaMI-
MO. Three detection methods to deal with active
attacks are then briefly reviewed. We then out-
line important open problems to address. The
article is concluded by a discussion of a few
promising directions of future research. We
believe that there are many interesting aspects of
PLS integration in MaMIMO to be researched
and hope that this survey will attract the atten-
tion of the research community to this exciting
and open field.

PASSIVE AND
ACTIVE EAVESDROPPING ATTACKS

For conceptual simplicity, we consider a single
cell with an M-antenna BS, one single-antenna
LU, and one single-antenna ED. The uplink
channels from the LU and the ED to the BS are
denoted as g y and ggp, respectively. We assume
a TDD system where channel reciprocity holds,
and the corresponding downlink channels are
g{U and g{;D, where (+)T denotes a transpose
operation. Standard TDD MaMIMO involves
two phases: the LU transmits a training symbol
to the BS in the uplink; and relying on channel
reciprocity, the BS performs channel estimation
and beamforms the signal to the LU in the
downlink using the uplink channel estimation gy
with proper scaling.

The ED aims to overhear the communication

from the BS to the LU while at the same time
being undetected. To this end, the ED can
launch either a passive attack or an active attack,
which will be reviewed below.

PASSIVE EAVESDROPPING ATTACK

Let us now discuss the passive attack within a
MaMIMO context as shown in Fig. 1. The key
observation here is that the presence of a passive
ED is not at all affecting the beamforming at the
BS and has a negligible effect on the secrecy
capacity. Intuitively, this is because MaMIMO
has the capability to focus the transmission ener-
gy in the direction of the LU. This implies that
the received signal strength at the ED is much
less than that at the LU. In Fig. 1, the resulting
ergodic capacities Cpy and Cgp are shown as
functions of the number of BS antennas M with
perfect channel estimation. It is assumed that
gru and ggp are independent and identically dis-
tributed (i.i.d) complex Gaussian vectors with
equal mean powers, and the BS transmit power
is normalized to 0 dB.

As can be seen from Fig. 1, the ED’s capacity
remains the same as M increases; this is so since
the BS does not beamform in the ED’s direc-
tion. However, the capacity to the LU is greatly
increased for large values of M. In other words,
the secrecy capacity is about half of the LU
capacity with conventional MIMO (M = 2 - 8),
while it constitutes more than 85 percent of Cpy
already at M = 100. From this simple example,
we can see that MaMIMO has excellent poten-
tial for the integration of PLS.

AN ACTIVE ATTACK ON CHANNEL ESTIMATION

The resilience of MaMIMO against the passive
attack is based on the assumption that the uplink
channel estimation gy y; is independent of the
ED’s channel ggp. This motivates the ED to
design active attacks on the channel estimation
process to influence the BS’s beamforming
design. Next we describe such an attack based
on the pilot contamination scheme in [9].

As illustrated in Fig. 2, during the uplink
channel estimation, the LU transmits a pilot
symbol to the BS. At the same time, the ED
launches the attack by sending another pilot
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Figure 2. Left: Active attack on the channel estimation; Right: The resulting channel capacities and the secrecy capacity. The ED’s

training power is 10 dB weaker than the LU’s.

symbol. In the worst case the ED is synchronized
with the legitimate transmission, and this is pos-
sible by overhearing the signaling exchange
between the BS and the LU.

The consequence of this attack, if left unde-
tected, is that the promising PLS benefits of
MaMIMO are lost. The difference from the pas-
sive attack is that the channel estimate gy
becomes correlated with the ED’s channel ggp,
and consequently the equivalent channel for the
ED also improves as M increases. Even worse, if
the ED uses higher training power, it dominates
the training phase and the secrecy capacity may
become zero.

For the same settings as in Fig. 1, we plot the
ergodic channel capacities and the ergodic secre-
cy capacity in Fig. 2. The signal sent by the ED
is 10 dB weaker than the training signal sent by
the LU. As can be seen, both the ED’s and the
LU’s channel capacities increase with M; however,
the secrecy capacity remains constant for M > 50.

Although the situation is similar to the well-
known pilot contamination problem in multi-cell
systems [10], a notable difference is that the ED
is out of control and therefore existing schemes
for reducing pilot contamination in MaMIMO
cannot be applied. In the remainder of this arti-
cle we survey recent progress to detect the active
attack and discuss possible future directions of
research.

DETECTION SCHEMES

As described previously, detection of an active
ED is crucial for secure MaMIMO communica-
tion. Now we will present arguments that show
how peculiar and different ED detection is in
MaMIMO systems.

Consider a detection scheme applied by the
BS during uplink packet transmission that is
based on successful packet reception. In sys-
tems such as LTE and WLAN, the uplink pack-
et contains channel estimation pilots. If the ED
attacks these pilots, one could argue that this
would result in decoding errors and thus packet
loss (due to a bad channel estimate). Indeed,
this is what happens in conventional MIMO
systems with few antennas (depending on the

robustness of the used modulation and coding
scheme, of course). Therefore, the BS would
suspect the presence of strong interference,
either coming from an ED or another user, and
could take actions based on this. However, in
MaMIMO the erroneous channel estimate does
not typically result in a decoding error, assum-
ing that ED’s channel is uncorrelated with LU’s
channel. Hence, in contrast to a conventional
MIMO system, a successful packet reception
does not imply the absence of an ED in a
MaMIMO system. As we have argued, if this
erroneous channel estimate is left undetected
and arises from an active ED, it can have a
detrimental effect on the secrecy capacity if
used in the subsequent downlink phase. Hence,
the importance of effective detection schemes
during channel estimation.

An appealing and conceptually simple detec-
tion strategy that can be used during channel
estimation, which we will also argue against, is to
let the BS first estimate the mean power or large
scale fading B of the estimated uplink channel
vector gpy, that is, B = E[|| &Lu]|?]. The value B
changes slowly over time/frequency so that a
good estimation of it is feasible. The instanta-
neous received energy of a pilot observation at
the BS converges to BP + Ny as M grows large,
where P is the power of the pilot symbol and N,
is the noise density at the BS. Thus, if B and N
are known, the BS can compare the instanta-
neous received energy with BP + N. In the
absence of an active ED the two quantities are
close to each other, while an active ED is detect-
ed if the instantaneous received energy is much
larger than BP + N.

Unfortunately, there is a simple countermea-
sure that the ED can take. Since the value of
changes slowly, the ED can adapt its transmit
power in order to sabotage the estimation of B
at the BS. The ED starts transmitting at low
power, and increases the power over several
coherence intervals of f. The ED is thereby
emulating the natural change of the channel
propagation environment, and the BS cannot
distinguish the increased received power from a
natural channel quality improvement. The lesson
learned from this example is that detection
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Figure 3. Left: Detection scheme 1a. LU first transmits two random PSK symbols. After processing at
the BS side, the correlation of the two received signals should (roughly) be a valid PSK symbol if
there is no active ED present. Notice that case 3 is not covered in the figure. Right: Detection scheme
1b. LU transmits (in this case) four random PSK symbols. The BS constructs a correlation matrix, and
performs a test based on the ratio of the two largest eigenvalues of the matrix.

methods should not solely depend on the large
scale fading parameter § and should preferably
work without the knowledge of . This section
will describe two different schemes (one with
two flavors) that can effectively detect such an
attack in MaMIMO systems without the knowl-
edge of B. Both schemes share two important
features, simplicity and effectiveness, that are
due to MaMIMO. Although ED’s presence dur-
ing the channel estimation phase removes the
expected MaMIMO gain in secrecy capacity, as
demonstrated previously, MaMIMO instead
enables simple and effective schemes for detec-
tion of the ED.

DETECTION SCHEME 1:
LU TRANSMITS RANDOM PILOT SYMBOLS

This scheme exploits controlled randomness in
transmitting “random” pilots to detect an active
ED. As first proposed in [11], the LU transmits
a sequence of random phase-shift keying (PSK)
symbols, which forms the key to detecting the
ED at the BS. Below we discuss two variations
of this scheme.

Scheme 1a: Two pilot symbols p; and p, trans-
mitted by the LU are chosen independently from
an N-PSK constellation. The BS receives the two
pilot signals y; and y,. The BS now forms the
detection statistic z as the phase of yily,, where
(.)H is a conjugate transpose. Three scenarios
are possible:

1. The ED is absent during both transmissions.
In this case, the phase of z can be shown to
converge to a phase of a valid PSK symbol
as the number of antennas grows large.

2.The ED is present in both slots. As the
number of antennas grows large, z con-
verges with probability 1 — 1/N to a number
that is not a valid phase of an N-PSK symbol.

3.The ED is present in only one of the slots.
In this case, z still converges to a valid PSK
phase. However, the received power at the
BS will be biased toward a larger value dur-
ing the slot where the ED is present. Hence,
one can form the ratio ¢ = ||y ||¥||y2||% If
q < 71 or g > Y, for some thresholds vy, 7,
then it is decided that the ED is present.
From 2, we know that as the antenna number

M grows large, the probability of detection con-

verges to 1 — 1/N. Thus, it can be made arbitrari-
ly close to 1 by increasing the alphabet size N
while the false alarm probability converges to 0
due to 1. In order to use a large value of N, M
must be quite large (M > 200). Note that this
simple scheme is effective due to MaMIMO,
which provides convergence of the scalar product
to different values depending on the ED’s presence.
Moreover, for large M, this scheme is robust to
knowledge of the noise power Ny. Namely, the
noise is averaged out in the scalar product
between the received signals when M is large.

Scheme 1b: The second random pilot scheme
provides improvements to the above scheme in
case of three or more observations. Given L
observations yj, ... , yz, form the matrices

Y=[y|, ---ny],
YAy
R=——— NI,
M

where I'is an L x L identity matrix. When M
becomes large, R converges to a rank-one matrix
if the ED is absent, otherwise it converges to a
full rank matrix with probability 1 — 1/N. Based
on this observation, the following detection rule
is applied: if A{{R}/A,{R} is greater than some
threshold, ED is absent; otherwise it is present,
where A{{R} and A,{R} are the largest and the
second largest eigenvalues of R.

We will see later that this scheme provides
significant performance enhancement with only
four observations. The scheme also takes care of
the case when the ED is not present in all L
slots. Again, noteworthy is the simplicity of this
scheme, which is due to MaMIMO since it
enables convergence of R to matrices of differ-
ent rank depending on the ED’s presence.
Although performing significantly better than
scheme la, scheme 1b requires a good estimate
of Ny, since it is used to construct R.

DETECTION SCHEME 2:
COOPERATIVE DETECTION SCHEME

The above random detection incurs the overhead
of transmitting additional random sequences.
We next briefly introduce a detection method
that does not transmit additional pilot symbols [12].

As illustrated in Fig. 4, upon receiving the
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training signal from the LU, the BS can apply a
beamformer based on the received signal, and
then transmit a pilot to the LU using the same
beamformer. The beamformer is constructed in
such a way that the received sample at the LU in
the absence of an active ED equals an agreed
value (between the BS and the LU) after a scal-
ing with 1/M. For simplicity, this agreed value
can be taken as 1 in our discussion. In the case
that there is an active ED, the LU will observe a
much smaller quantity, and this forms our basis
to detect the presence of the ED.

As before, simple beamforming is effective
due to MaMIMO. Similar to the random pilot
scheme 1b, the cooperative scheme also requires
a decent estimate of N for proper performance.

COMPARISON OF DETECTION SCHEMES

We discuss the pros and cons of the introduced
detection schemes and show a comparison of
detection performance in Fig. 5 with 200 anten-
nas at the BS. The channel vectors gy y and ggp
are independent, with each element drawn from
a complex Gaussian distribution with mean 0
and variance 1. The pilot powers from the LU
and the ED are also equal. For the random
pilot schemes, we use a QPSK alphabet. For
the cooperative scheme, it is assumed that the
noise power at the BS equals the noise power
at the LU.

As shown in Fig. 5, the cooperative scheme
performs best at moderate to high SNRs. The
dotted curve illustrates the performance of ran-
dom pilot scheme 1la. Its performance is inferior
to the cooperative scheme at moderate to high
SNRs, but significantly better at low SNRs. The
dashed curve represents random pilot scheme 1b
with four received slots, which exhibits very good
performance compared to the random pilot
scheme with two slots.

As depicted in Fig. 5, the biggest advantage
of the cooperative scheme is its detection perfor-
mance during the two exchange intervals. The
drawback with the cooperative scheme is that
the ED can cause problems during the whole
frame exchange. For example, the ED might be
very close to the LU, and thus contaminate any
packets that the LU receives from the BS. The
noise power at the LU will therefore be signifi-
cantly higher than the noise power at the BS,
causing a degradation in the detection perfor-
mance at the LU.

The advantage of the random pilot schemes
are their robustness to jamming of the LU by
the ED, since the detection is performed at the
BS. If the ED would increase its power toward
the BS, it would instead result in yet easier
detection of the ED. However, as illustrated in
Fig. 4, the random pilot scheme requires more
than two observations of the received signal in
order to have a performance comparable to or
better than the cooperative scheme.

FURTHER DISCUSSIONS AND
FUTURE DIRECTIONS

In this section we discuss limitations of the solu-
tions introduced above and give promising future
directions.

LU \\\\\\

Noise density

estimate Specialized

precoder
Phase 1

z=1:No ED
z<<1:ED present

Signal
processing

Phase 2

Figure 4. Overview of Detection scheme 2. In phase 1, the BS performs
channel estimation. In the next phase, the BS applies a specialized beam-

former (see [12]) which ensures that the received signal at the LU after

processing becomes 1. If a smaller quantity is observed, there is an active

ED present.

LIMITATIONS

The reason why only the active attack is effective
in MaMIMO is that the channels to the LU and
the ED are assumed to be largely uncorrelated.
If the channels were correlated, or in the worst
case the same, then there is no need for the ED
to be active. This means that if the ED can posi-
tion itself such that its channel to the BS is high-
ly correlated with the channel from the LU to
the BS, then the ED can be passive. Further-
more, in line-of-sight scenarios the beamforming
at the BS is directional. If the ED is at the very
same angle-of-departure from the BS, the ED
will receive a highly correlated signal, although it
may not be very close. We point out that this
problem is alleviated in 3D beamforming scenar-
ios. These considerations are important to take
into account in further work to delineate suitable
scenarios for combining PLS with MaMIMO.

DETECTION OF ACTIVE ATTACKS IN
MuLTI-USER AND MULTI-CELL SYSTEMS

We have so far been dealing solely with a single
cell and a single user. The case of a multi-user sce-
nario does not alter the situation much as the
users can be allocated orthogonal resources for
transmitting training symbols. Thus, there is virtu-
ally no interaction among users during the training
phase. A multi-cell scenario, on the other hand,
brings about radical changes. This is so since even
without any active ED, the received signal at the
BS corresponding to the LU’s training signal is
being interfered with by LUs from other cells; this
is the so called pilot contamination problem of
massive MIMO [2]. Consequently, in a multi-cell
scenario, the problem of detecting the presence of
an active ED changes into the much more chal-
lenging problem of distinguishing an active ED
from LUs in other cells. In a multi-cell scenario,
the above detection methods will all fail since they
will detect the presence of the other cells’ LUs,
but are not sophisticated enough to distinguish
these from an active ED.

The multi-cell active ED detection problem is
a wide open research problem as, to the best of
the authors’ knowledge, there are no attempts in
the existing literature to deal with it. Although
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Figure 5. Comparison of the discussed detection schemes. The false alarm
probability is 1 percent in all schemes. The random pilot schemes use ran-

dom QPSK pilots.

not much is known, we briefly introduce two
potential ways forward that can be pursued in
future research.

Cooperative BSs: Cooperative BSs is a tech-
nology that has already found its way into the
LTE standard, both in the form of the coordi-
nated multipoint (CoMP) and as the less com-
plex network assisted interference cancellation
and suppression (NAICS). In these architec-
tures, the BSs of different cells are connected via
a backhaul network and exchange information.
Consequently, there is a possibility to let the BSs
jointly estimate the level of LU-induced pilot
contamination. Even better, the cooperative BSs
can jointly try to minimize the pilot contamina-
tion in the system. Then the detection methods
can be applied verbatim. If the detection meth-
ods identify a suspiciously high level of pilot con-
tamination, then the transmission can be
terminated. In the case that there was in fact no
active ED, but the LU-induced pilot contamina-
tion level was unusually high, the terminated
transmission is not a major problem as the trans-
mission is not very efficient whenever the pilot
contamination is high.

Methods Based on Radio Propagation Char-
acteristics: In a multi-cell case, pilot contami-
nation is caused by LUs from other cells. To be
effective, the ED should arguably be located
within the serving cell. The radio propagation
characteristics between users and a MaMIMO
BS are today well understood, and a reasonable
working assumption is that the statistical proper-
ties of incoming radio waves to the BS from LUs
far away are different from those coming from a
potential ED that is located much closer to the
BS. This is so since signals from users in other
cells are typically being reflected by a few domi-
nant objects in the vicinity of the users, and
these objects may have line-of-sight to the serv-
ing cell BS. Thus, the radio waves’ angle-of-
arrivals (AoAs) for users in other cells may be
limited to a few possibilities, while the signal
from a close by ED may reach the BS via inter-

acting objects in the vicinity of the BS. This
opens up the possibility to differentiate between
pilot contamination from LUs and pilot contami-
nation from an active ED.

The Angle-of-Arrival Database for Location-
Aware Users: A particularly interesting direc-
tion of research may be to combine the previously
outlined approach with the results from [13]. In

[13], the authors discuss possibilities of systems

where LUs can obtain position estimates of

themselves. If the LUs report their positions and

signal strengths to a central node, then a

database of signal strength as a function of phys-

ical position can be constructed. In MaMIMO,
this idea can be extended and utilized to detect
active EDs. Rather than building a database of
signal strengths, a database can contain the

AoAs to the BS from LUs at certain positions.

The detection of an active ED would then com-

prise the following steps:

* The LU reports their position to the BS.

e The LU transmits a training symbol.

* The BS requests the AoAs for the particular
user position from the database.

* If the measured AoAs for the pilot observa-
tion does not match the input from the
database, there is an active ED.

So far, the authors are not aware of any
attempt in the literature to build an AoA
database, and future research is needed to inves-
tigate the feasibility of this approach.

Again, if the ED can get physically close to
the LU, the measured AoAs may match those in
the database even in the presence of an active
ED. However, recent measurement campaigns
[14] with a 128-port antenna array and where
eight users are located within a five-meter diam-
eter circle show that the radio propagation char-
acteristics are sufficiently different for the eight
users (both in line-of-sight and non-line-of-sight)
so that they can all be spatially separated. This
indicates that a MaMIMO system may very well
be capable of distinguishing an ED from a LU
even when they are physically close.

DETECTION USING LEARNING MECHANISM

Machine learning is a powerful tool that comes
naturally to mind for detecting active EDs.
Machine learning comes in two forms: super-
vised learning and unsupervised learning. In
supervised learning one must guarantee that
there is no active ED present when training the
machine. When this is not possible to guarantee,
unsupervised learning should be used. However,
we can foresee a number of problems that arise
that must be dealt with. First, a fairly large
amount of training data must be used in machine
learning, which may cause unacceptably high
overhead. In MaMIMO this is a particularly
severe problem as the amount of training may
grow with the antenna number. Second, the
mobility of users is a problem since the channel
quality and characteristics may vary dramatically
over time and space.

Alternatively, device dependent radio metrics
such as frequency and phase shift differences of
radio signals can be used as unique fingerprints
to detect active EDs [15]. This method is chan-
nel-invariant, but extracting the features is a
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complicated task. More effort needs to be made
to resolve these problems in order to use
machine learning tools for detecting active EDs.

CONCLUSIONS

MaMIMO has shown great potential to boost
system capacity, but the combination of PLS and
MaMIMO is not well understood yet. In this
article, we have reviewed both attacks and detec-
tion schemes. In particular, we have shown that
although passive eavesdropping has little effect
on secrecy capacity, an active attack on the
channel estimation phase is harmful. We have
presented three detection schemes that can
effectively identify the active attack. The detec-
tion of active attacks in multi-cell and multi-user
systems is especially relevant to the applications
of MaMIMO, but is challenging and not much is
known today. Some promising research direc-
tions to this end have been discussed in the article.
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! Interference was used
to make conversation
indecipherable in the
Hall Pompeiana of
Massimo Theater in
Palermo at the end of
the nineteenth century
by intentionally creating
interfering echoes gener-
ated by the shape of the
hall [10].

21ESs were developed
and their secrecy advan-
tage was demonstrated
using PPPs to model ran-
domly scattered nodes [11].

ABSTRACT

Communications in the ether are highly sus-
ceptible to eavesdropping due to the broadcast
nature of the wireless medium. To improve com-
munication confidentiality in wireless environ-
ments, research efforts have been made to
complement cryptography with physical layer
security. A recent view of the role of interfer-
ence, especially in multi-tier wireless networks,
suggested that interference engineering can
increase the level of communication confiden-
tiality. The design of interference engineering
strategies (IESs) requires a thorough characteri-
zation of concurrent effects of wireless emissions
on legitimate and eavesdropping receivers. This
article advocates IESs for achieving a new level
of communication confidentiality in multi-tier
wireless networks (namely multi-tier network
secrecy) with different degrees of coordination
among the tiers. Insights on how IES benefits
wireless network secrecy are provided, guiding
the design of such strategies for a new level of
communication confidentiality.

INTRODUCTION

Network secrecy is essential for emerging wire-
less applications that entail the transmission of
confidential information. However, single-tier
and multi-tier (e.g., cognitive, overlaid, or het-
erogeneous) wireless networks are intrinsically
non-secure due to the broadcast nature of the
propagation medium, which allows eavesdrop-
ping of transmissions in the ether [1]. While
contemporary cryptography-based security is
widely used [2], such an approach does not
exploit the physical properties of wireless net-
works and can be complemented by physical
layer security [3].

Information-theoretic secrecy was first inves-
tigated for a wiretap channel, in which an eaves-
dropper attempts to intercept legitimate
transmission based on its noisy observation [3].
Then it was studied for the case of fading chan-
nels [4], interference channels [5], multi-antenna
links [6], multilevel networks [7], and eavesdrop-
pers’ collusion [8]. The effects of intrinsic net-
work properties, such as node spatial
distribution, wireless propagation medium, and
aggregate network interference, on secrecy have
been assessed in [9]-[11].

Modern wireless networks operate with

resource sharing among many users, leading to a
large number of interferers. While interference
was traditionally considered deleterious, it was
shown in [10] that network interference can be
exploited to benefit the communication confi-
dentiality (i.e., to create a network secrecy pro-
tection).! In particular, strong inter-tier
interference brought by the overlaid structure
was shown to enhance secrecy in multi-tier net-

works [12]-[14].

To explore the potential of interference
exploitation, it is essential to characterize con-
current effects of emissions from legitimate
transmitters (LTs) on both eavesdropping
receivers (ERs) and legitimate receivers (LRs).
Such characterization forms the basis of trans-
mission strategy design so that aggregate inter-
ference at the ERs is stronger than that at the
LRs, thus enhancing the level of network secrecy
(i.e., creating network secrecy protection). Pois-
son point processes (PPPs) have been widely
adopted to study aggregate interference generat-
ed by wireless networks with randomly scattered
nodes [15]-[17]. In particular, network secrecy
protection achieved by means of uncoordinated
interference was demonstrated using homoge-
neous PPPs [10].

We envision that interference engineering
strategies (IESs) can increase the secrecy protec-
tion in both single-tier and multi-tier networks
by a proper coordination of LTs. Various
degrees of coordination among LTs can be
adopted, depending on the desired level of com-
munication confidentiality and knowledge of the
wireless environment. To develop versatile IESs,
it is imperative to define network secrecy metrics
and characterize the engineered interference in
networks with stochastic topology.2

The goal of this article is to provide insights
into how intrinsic properties of multi-tier net-
works affect their secrecy and to demonstrate
that interference engineering can elevate multi-
tier network secrecy. The key elements of this
article are as follows:

* The concept of multi-tier network secrecy
and the benefit of exploiting network inter-
ference for communication confidentiality.

* IESs with different degrees of coordination
for the elevation of multi-tier network
secrecy.

The proposed approach is based on the cross-

fertilization of communication theory, probabili-

ty theory, and stochastic geometry.
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MuLTI-TIER NETWORK MODEL

Consider a scenario composed of multiple tiers
of legitimate and eavesdropping networks with
stochastic topology (Fig. 1). In particular, nodes
in the legitimate and eavesdropping networks of
the kth tier are distributed in R” according to
independent homogeneous spatial PPPs b,
l'[r(,lf), and l'[gk) for LTs, LRs, and ERs, respec-
tively, with densities ng), 74’,?, and X(ek)nodes per
unit volume (e.g., nodes per square meter in a
two-dimensional scenario).

The interference, generated by spatially scat-
tered nodes reusing the same channel resources,
is dominated by emitters in the vicinity of the
receiver. Therefore, network interference has a
heavy-tail behavior and cannot be modeled by
Gaussian distribution. The behavior of network
interference is well modeled by the family of sta-
ble distributions, capturing the effects of impor-
tant network parameters that depend on
transmission power, path loss exponent, fading
distribution, and node spatial density [15].

Although the reuse of resources is common
in modern networks, interferers are kept outside
a region around the receiver. In this case, trun-
cated-stable distributions serve as a better model
than stable distributions [18]. By using the CF of
the random processes involved, the statistics of
aggregate interference at any given position in
the network can be obtained.

WIRELESS NETWORK SECRECY

The assessment of network secrecy requires the
definition of proper metrics that account for the
intrinsic properties of all the links in the legiti-
mate and eavesdropping networks. In particular,
the network secrecy throughput density (NSTD)
Tps has been defined in [10] as the number of
confidential information bits per second per
Hertz per unit volume [cib/s/Hz/m"]. It repre-
sents the average secrecy throughput originating
from a unit yolume with a secrecy rate per link
of at least R®) [cib/s/Hz] for the kth tier.?
The NSTD in the kth tier is given by

0= 2OP, (RO RY

where P;(R) is the probability that a link can
support information transmission at rate R, that
is, Pi(R) = P{log det(I + S;Qf!) > R}, with I,
Sk, and Qy denoting the identity matrix, the
covariance matrix of the signal at an LR, and the
covariance matrix of the interference at an LR,
respectively. For a given secrecy rate R% and
maximum tolerable level Ps(ok)* of the secrecy
outage Erobability (SOP), the secrecy-protection
rate RY)* of the legitimate link is given by the
solution of the following optimization problem:

Z: max P{logdet(1+S,Q;')> R}
R

s.t. P{Rék) >R-— Rs(k)} < PS(()k)*

where R{¥) is a random variable denoting the
rate of the strongest eavesdropping link.
Remark: R<gk)* is the rate that a legitimate link
can support with maximum probability while
guaranteeing the secrecy rate R%® with SOP no
greater than PS((])‘)*. To determine the SOP, legiti-

Figure 1. Multi-tier network with primary and
secondary transmitters (green and blue empty
circles), receivers (green and blue solid cir-
cles), and eavesdroppers (red and purple
hexagons). Solid, dashed, and jagged lines rep-
resent the legitimate, eavesdropping, and
interfering links, respectively. Cones represent
the interference injected from one tier to
another. The bidirectional dotted arrow
depicts inter-tier coordination.

mate nodes only need to know the channel statis-
tics (not the instantaneous channel state infor-
mation) of the eavesdropping links.

INTERFERENCE ENGINEERING

A key observation is that the broadcast nature of
the wireless medium gives rise to opposing
effects: on one hand, it makes the confidential
information from an LT vulnerable to intercep-
tion, and on the other hand, it enables other LTs
to interfere with the ERs, thereby weakening
their interception capability. Therefore, interfer-
ence can be exploited to elevate multi-tier net-
work secrecy. However, care must be taken in
weakening the ERs since the LTs’ emissions also
affect unintended LRs. This calls for IESs that
control the emission of the LTs for network
secrecy protection. The IESs can be classified
into two main categories, uncoordinated and
coordinated, which have different complexity
and performance.

Uncoordinated IESs design precoders,* sepa-
rately at each LT, for generating desirable inter-
ference for network secrecy protection. These
strategies typically require only local channel
state information (between each LT and its
nearby intended and unintended LRs). One

|
A key observation is
that the broadcast
nature of the wire-
less medium gives
rise to opposing
effects: on one
hand, it makes the
confidential informa-
tion from an LT
vulnerable to inter-
ception, and on the
other hand, it
enables other LTs to
interfere with the
ERs, thereby weak-
ening their intercep-
tion capability.

3 Two kinds of averaging
are involved in secrecy
throughput evaluation:
one is over all tier-k links
with secrecy rate at least
R® originating from LTs
in a unit volume (to their
corresponding LRs and
ERs); the other is over
all links originating from
all LTs in all tiers that
are interfering with those
receivers.

4 The precoder deter-
mines the phase and rel-
ative amplitude of the
signal at each transmit-
ting antenna according
to some criteria.
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Figure 2. NSTD as a function of the density of the LTs for a single-tier net-
work. The densities of the L'Ts and ERs are the same. All legitimate nodes
are equipped with four antennas. The number of antennas at each ER, N,

is specified in the figure.

5 For brevity, ZF beam-
forming is hereafter
referred to as ZF.

6 Spatial IA exploits the
finite dimensional signal
space provided by the
multiple antennas at
each node without
adopting temporal sym-
bol extension.

71n this case, the inter-
tier coordination is sin-
gle-directional, that is,
the secondary LTs adjust
their strategy according
to that of the primary
users, but not the other
way around. Note that
this single-directional
inter-tier coordination
requires only local chan-
nel state information.

example of uncoordinated strategies is zero-forc-
ing (ZF) beamforming,® in which each LT
designs the precoder so as to cancel its interfer-
ence at a number of nearby LRs. In this way, ZF
generates strong aggregate interference at the
ERs and relatively mild interference at the LRs.
Although uncoordinated strategies are easy to
implement, they may be insufficient in the pres-
ence of strong eavesdropping networks (e.g., the
ERs have capability to cancel interference or to
collude), calling for coordinated strategies.

Coordinated IESs design precoders, jointly at
multiple LTs, for generating sufficient interfer-
ence to impede strong eavesdropping networks.
These strategies typically require global channel
state information, which is difficult to obtain in
large networks. For instance, interference align-
ment (IA) restricts the interference from multi-
ple LTs to a low-dimensional subspace at the
LRs [19], thus reducing the level of aggregate
interference at the LRs but not at the ERs. To
address the issue of requiring global channel
state information, one can either divide a large
network into small clusters or design iterative
methods to coordinate LTs” emissions into the
ether. Nevertheless, coordinated IESs still
require higher computational complexity and
communication overhead than uncoordinated
strategies.

Figure 2 shows the NSTD as a function of the
density of LTs for single-tier networks in R2 with
transmission signal-to-noise ratio (SNR) equal to
30 dB at each LT. Spatial IA® and ZF are consid-
ered with different numbers N, of receiving
antennas at the ERs. It can be observed that the
NSTD achieved with IA is significantly higher
than that with ZF. Note also that the NSTD
decreases with larger N, since the ERs’ interfer-
ence cancellation capability is higher when they
are equipped with more antennas. On the other
hand, the relative performance gain of IA com-

pared to ZF increases from 40 to 75 percent
when N, grows from 1 to 4. This shows the neces-
sity of coordinated strategies in the presence of
strong ERs. For a given target level of communi-
cation confidentiality, it is important to choose
an appropriate IES according to the capabilities
of the legitimate and eavesdropping networks.

In a network with multiple tiers, the IESs can
also be classified according to the presence or
absence of inter-tier coordination. Intuitively,
inter-tier coordination designs precoders, jointly
among the tiers, thereby providing better net-
work secrecy protection at the cost of additional
computational complexity and communication
overhead. For instance, consider a cognitive net-
work with primary and secondary tiers. A sec-
ondary LT, with channel state information of the
links to nearby primary LRs, can design its pre-
coder to avoid interfering with these LRs. At the
same time, this secondary LT causes additional
interference at the nearby ERs, thus improving
the level of communication confidentiality in the
primary network.

We now describe four IESs that can be
employed by a cognitive network with primary
and secondary tiers.

IA-Coordinated Jamming (CJ): The primary
LTs and LRs jointly design their precoders and
decoders to achieve spatial IA. Then the sec-
ondary LTs adjust their precoders according to
the channel state information of the links to
nearby primary LRs, as well as to the decoders
of these receivers for avoiding interference. This
strategy requires both inter-tier and intra-tier
coordination.”

ZF-CJ: The primary LTs separately design
their precoders to transmit without creating
interference on nearby primary LRs, which
adopt arbitrary decoders. Then the secondary
LTs adjust their precoders according to the
channel state information of the links to nearby
primary LRs, as well as to the decoders of these
receivers for avoiding interference. This strategy
requires only inter-tier coordination.

IA-Uncoordinated Jamming (UJ): The prima-
ry LTs and LRs jointly design their precoders
and decoders to achieve spatial IA. The sec-
ondary LTs adopt precoders independent of the
channel state information of the links to primary
LRs and of the decoders of these receivers. This
strategy requires only intra-tier coordination.

ZF-UJ: The primary LTs separately design
their precoders to transmit without creating
interference on nearby primary LRs, which
adopt arbitrary decoders. The secondary LTs
adopt precoders independent of the channel
state information of the links to primary LRs
and of the decoders of these receivers. This
strategy requires no coordination.

Figure 3 shows the NSTD of the primary net-
work as a function of the density of secondary
LTs for a cognitive network in R2 with transmis-
sion SNR equal to 30 dB at each LT. The four
IESs are employed by primary and secondary
nodes. It can be observed that employing an IES
with some coordination improves the NSTD
with respect to one with no coordination. Note
also that when the density of the secondary LTs
increases, the NSTD of the two IESs with inter-
tier interference coordination increases, while
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that of the two IESs without inter-tier interfer-
ence coordination decreases. From a network
secrecy perspective, this shows that inter-tier
interference coordination changes the relation-
ship of the primary and secondary users from
competitive to mutually beneficial. It can also be
observed that the IA-CJ strategy provides the
highest level of communication confidentiality as
it uses both inter-tier and intra-tier coordination,
thus fully exploiting the capability of all LTs to
create more interference at the LRs than at the
ERs. On the other hand, when the density of the
secondary LTs is high, the contribution of inter-
tier coordination is significantly larger than that
of intra-tier coordination. Hence, in this regime,
an [ES with ZF-CJ may be sufficient to provide
a good trade-off between performance and com-

plexity.

FINAL REMARK

This article demonstrates that interference engi-
neering can enhance the level of secrecy in sin-
gle-tier and multi-tier wireless networks by
reducing the capabilities of eavesdropping net-
works. The IESs for multi-tier networks can be
classified according to the presence of inter-tier
or intra-tier coordination. Our analysis reveals
how IES can reduce the eavesdropping capabili-
ty, providing guidelines for the design of effi-
cient IESs with different degrees of coordination.
It has also been shown that IESs provide mutu-
ally beneficial relationships among the tiers,
leading to a new paradigm of multi-tier wireless
networks with interference engineering.
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ABSTRACT

Physical layer key generation that exploits
reciprocity and randomness of wireless fading
channels has attracted considerable research
attention in recent years. Although theoretical
study has shown its potential to generate infor-
mation-theoretic secure keys, great challenges
remain when transforming the theory into prac-
tice. This article provides an overview of the
physical layer key generation process and dis-
cusses its practical challenges. Different passive
and active attacks are analyzed and evaluated
through numerical study. A new key generation
scheme using random probing signals, and com-
bining user generated randomness and channel
randomness, is introduced as a countermeasure
against active attacks. The numerical results
show that the proposed scheme achieves higher
security strength than existing schemes using
constant probing signals under active attacks.
Future research topics on physical layer key gen-
eration are discussed.

INTRODUCTION

With the proliferation of the Internet of Things
(IoT), diversified wireless devices need to estab-
lish secure communications on the fly. One com-
mon way to secure the communication between
wireless devices is to generate a symmetric key
between them and use it to encrypt/decrypt the
message. One conventional mechanism to gener-
ate a shared secret key between two parties is
the Diffie-Hellman (D-H) key exchange proto-
col. However, the computation overhead of D-H
protocol is significant due to expensive exponen-
tial operation, which is undesirable for resource
constrained devices such as embedded sensors,
wearable devices, RFIDs, and so on. Further-
more, with the ever increasing computing power
of attackers, D-H protocol has to increase the
key length in order to maintain a certain level of
security strength, which in turn aggravates the
computation overhead.

An alternative way to generate a shared secret
key between wireless devices is to exploit the

reciprocity of the random fading channel [1-5].
This mechanism is generally called physical layer
key generation, in which wireless devices mea-
sure highly correlated wireless channel charac-
teristics (e.g., channel impulse responses or
received signal strengths) and use them as shared
random sources to generate a shared key. In the-
ory, in a rich multipath scattering environment, a
passive attacker who is more than a half-wave-
length away from the legitimate users will obtain
uncorrelated channel measurements, and thus
cannot infer much information about the gener-
ated key. The physical layer key generation
mechanisms do not require expensive computa-
tion and have the potential to achieve informa-
tion-theoretic security, in the sense that the
secrecy of the generated key is not dependent on
the hardness of a computational problem but
relies on the physical laws of the wireless fading
channels.

Due to its attractive features of lightweight
and information-theoretic security, physical layer
key generation has gained considerable attention
in recent years. A typical key generation process
includes channel probing, randomness extrac-
tion, quantization, reconciliation, and privacy
amplification. Although theoretical study pro-
vides guideline on designing physical layer key
agreement protocols, there are still significant
challenges remaining to achieve an efficient and
secure-proven key generation scheme in prac-
tice. The major challenges lie in the difficulty of
measuring the information leaked to eavesdrop-
pers, tackling channel measurement correlations,
reducing reconciliation overhead, and deciding
on the compression ratio in the privacy amplifi-
cation stage.

In this article, we give an overview of the
general key generation process, and discuss its
practical challenges and possible solutions under
passive attacks in the following section. The
active attacks against physical layer key genera-
tion are summarized after that, and a new key
generation scheme using random probing signals
and combining user generated randomness and
channel randomness is presented. The security
strength of the proposed key generation scheme
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Figure 1. Secret key generation model and steps under passive attack.

and the traditional one using constant probing
signals are analyzed and compared under both
passive and various active attacks. We then dis-
cuss future research directions of physical layer
key generation. Conclusions are given in the
final section.

PHYSICAL LAYER KEY GENERATION
UNDER PASSIVE ATTACKS

We first introduce the key generation process,
and discuss the practical challenges and possible
solutions under passive attacks. We illustrate an
application scenario in Fig. 1 where two legiti-
mate users, Alice (an access point) and Bob (a
laptop), aim to generate a shared secret key
using channel measurements. There is a passive
attacker, Eve, who can overhear all the transmis-
sions from Alice and Bob.

KEY GENERATION PRIMITIVES

Alice and Bob generally apply the following five
steps, illustrated in Fig. 1, to generate a key:
channel probing, randomness extraction, quanti-
zation, information reconciliation, and privacy
amplification [2, 6].

Channel Probing: This is used to collect
channel measurements by Alice and Bob. The
channel measurements can be channel state
information (CSI), received signal strength
(RSS), or phase. In this step, Alice and Bob
exchange channel probing signals with each
other. One channel probing contains a pair of
bidirectional channel probing with a short lag of
time assuming a half-duplex radio. The received
signals are usually modeled as the transmitted
sounding signal timing (in the frequency domain)
channel gain plus noise. Alice and Bob observe
highly correlated received signals due to channel
reciprocity.

Randomness Extraction: The received signals
at Alice and Bob may contain deterministic parts
that can be determined or inferred by the attack-

er. For example, in Fig. 1, the received signals at
Alice and Bob have the same fluctuation pattern
on a large scale. This fluctuation is determined
by the distance between Alice and Bob. If Eve is
close to one of them, she will also observe this
large-scale change. Therefore, Alice and Bob
should not use this large-scale component to
generate shared keys. Otherwise, the key will be
easily determined by the attacker. Alice and Bob
need to extract randomness caused by channel
fading to generate shared keys by removing the
large-scale component. A moving window aver-
age method can be used to extract the small-
scale randomness [6].

Quantization: This is used to quantize the
extracted random channel measurements into
bits.

Information Reconciliation: This is a form of
error correction carried out between Alice and
Bob in order to ensure that the keys generated
separately on both sides are identical. Due to
imperfect reciprocity, the extracted bits at Alice
and Bob sides after quantization are usually not
identical, although they may be highly similar.
This imperfection mainly comes from the fact
that Alice and Bob cannot measure the channel
at the same time due to the half-duplex property
of the radio. Furthermore, the noises at Alice’s
and Bob’s sides are usually independent. During
reconciliation, parity bit information may be
exchanged to correct errors, and a certain
amount of bit information will be revealed to
Eve.

Privacy Amplification: This is a method for
eliminating Eve’s partial information about the
key and the correlation among the bits. Eve’s
partial information comes from eavesdropping
during both the probing and reconciliation phas-
es.

Although there has already been intensive
study of physical layer key generation under pas-
sive attacks [2—4, 6, 7], significant challenges and
open issues remain to design an efficient and
security-proven key generation scheme in prac-
tice. In the following subsections, we discuss
these practical challenges and possible solutions.

DIFFICULTY IN ESTIMATING
LEAKED INFORMATION IN PRACTICE

The secret key capacity is defined as the condi-
tional mutual information between Alice and
Bob given Eve’s observation [7]. In theory, we
can compute various bounds of key capacity
given the assumption of knowing eavesdropping
CSI. However, in practice, it is very hard to esti-
mate how much information is leaked to a pas-
sive eavesdropper. Experimental work has
demonstrated that there is a strong correlation
in measurements observed by passive eavesdrop-
pers located significantly greater than a half-
wavelength away from legitimate devices [8]. It
may be due to a poor multipath scattering envi-
ronment or interference. Therefore, there is not
a clear safeguard distance to ensure the secrecy
of the generated key. Furthermore, it is hard to
know the locations or number of passive eaves-
droppers in practice, which introduces difficulty
in estimating the leaked information.

This is probably the most critical open issue
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hindering the design of a security-proven physi-
cal layer key generation scheme in practice.
More investigation is needed to address this
issue.

One possible solution can be adding noise
into the channel to jam the eavesdroppers, creat-
ing ambient erasure channels to the eavesdrop-
per [9]. How to guarantee a predictable limit
amount of information leaked to eavesdroppers
deserves further study.

RECONCILIATION OVERHEAD

The reconciliation overhead can be significant if
the bit agreement ratio is low before the recon-
ciliation. The cause of bit disagreement comes
from the imperfect reciprocity of the measured
channel characteristics, which is mainly caused
by the time lag between the bidirectional chan-
nel measurements in the channel probing phase.
The reconciliation process is essentially an error
correction process with information exchange
between Alice and Bob. Existing approaches
include the Cascade algorithm and low density
parity check (LDPC). It has been shown that if
Cascade is used to reconcile two bitstrings hav-
ing a 10 percent bit mismatch, the number of
exposed bits can be around 60 percent.

In order to minimize the reconciliation over-
head, it is very important to achieve a high bit
agreement ratio before reconciliation. One
straightforward way to achieve a high bit agree-
ment ratio is to reduce the time lag between
bidirectional channel probings. However, this
time lag is constrained by the antenna tx/rx turn-
around time and the medium access control pro-
tocol. Giving higher access priority to the
probing frames can be helpful.

A second way to reduce the bit disagreement
is to use lower-level quantization at the cost of
reduced key length. It has been found that lower-
level quantization is more robust against noise,
but the key length is reduced significantly [6].

A third way to reduce the reconciliation cost
is to preprocess the measured data. A low-pass
Savitzky-Golay filter is applied to process the
measured RSS indicator (RSSI) traces to reduce
the maximum frequency of changes in received
signal power arising from motion in a small-scale
fading environment [3]. A fractional interpola-
tion filtering mechanism is also proposed to
enhance the bit agreement ratio [5]. A Farrow
filter is used to estimate the channel measure-
ment at simultaneous instants halfway between
the original non-simultaneous measurements.

SPATIAL AND TEMPORAL CORRELATION

In practice, there are always spatial and tempo-
ral correlation between the channel measure-
ments, which will lead to correlated bits in the
generated key. Before quantization, we need to
de-correlate the channel measurements. Existing
solutions include applying discrete Karhunen-
Loeve transform (KLT) to convert the measured
channel vectors into uncorrelated components
[3]. Note that uncorrelated is not the same as
independent. Although it holds for Gaussian
random vectors, they are not equivalent in gen-
eral. The KLT guarantees zero covariance
between transformed elements, but not higher-
order cross-moments. A sophisticated attacker

may utilize higher-order cross-moments to pre-
dict partial bits in the key.

PRIVACY AMPLIFICATION

In the privacy amplification phase, Alice and
Bob compress the bitstrings obtained after rec-
onciliation to their real entropy. A universal
hash function can be applied. However, in prac-
tice, it is nontrivial to decide the compression
ratio. As discussed previously, it is very hard to
accurately estimate how much information is
leaked to eavesdroppers during the channel
probing phase. Without knowing the leaked
information, it is difficult to decide the compres-
sion ratio. Furthermore, due to spatial and tem-
poral correlation of the channel measurements,
the generated bits may have inherent correla-
tions, which reduce the entropy of the generated
key. In order to estimate the entropy of a bit-
string, we usually need a large number of bits,
which may not be obtainable in practice. Consid-
er that when generating a 128-bit key, there are
2128 possible permutations of the bits. A true
random bit generator should generate each of
the 2128 permutations with equal probability. To
estimate the entropy of a finite short bitstring,
we may apply the concept of approximate
entropy and use the measure of Lempel-Ziv
complexity [4].

PHYSICAL LAYER KEY GENERATION
UNDER ACTIVE ATTACKS

Existing works on physical layer key generation

mainly focus on security analysis and protocol

design under passive attacks. However, the study
of physical layer key agreement techniques
under active attacks is largely open.

The existing active attacks can be classified
into three categories:

e A disruptive jamming (DJ) attack, which
aims to disrupt the key generation process
and reduce the key generation rate of legit-
imate users

* A manipulative jamming (MJ) attack, which
injects a signal to manipulate the channel
measurements and subsequently compro-
mise a portion of the key

* A channel manipulation (CM) attack, which
aims to control the wireless channel
between Alice and Bob, thus allowing the
attacker to infer the generated key

DISRUPTIVE JAMMING ATTACK

Disruptive jamming attacks are proposed against
physical layer key generation to disrupt the
channel probing process [10]. The attacker
injects a jamming signal into the channel in
order to minimize the key generation rate
between legitimate users.

The injected signals affect the received sig-
nals at Alice and Bob, which will introduce
inconsistency of the channel measurements, thus
reducing the key generation rate. As found in
[10], under active attacks, key generation effi-
ciency degrades rapidly with adversarial signal
power and external signal interference.

How to achieve a robust secret key genera-
tion scheme under active attack is still an open

|
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issue. Existing anti-jamming mechanisms such as
channel hopping and spread spectrum frequency
hopping may be applied to alleviate the jamming
effect. It will also be helpful if Alice and Bob
can determine or detect which probing frames
are contaminated by the jamming signal and dis-
card those contaminated frames or quit the key
generation process.

MANIPULATIVE JAMMING ATTACK

Instead of disrupting the channel probing pro-
cess and reduce the key generation rate, a
manipulative jamming attacker aims to largely
control the channel measurements at legitimate
users, thus compromising the generated key.

A manipulative attack is introduced in [11].
To avoid key disagreement, which may lead to
attack detection, the attacker waits for injection
opportunities when it detects similar RSSs from
Alice and Bob, which indicates similar channel
gains in the attacking channels. Then the attack-
er emits a random attacking signal into the chan-
nel, which will cause similar RSSs at Alice and
Bob. This attack requires the destruction of the
legitimate probing frames sent by Alice and Bob
by reactive jamming. Under this attack, a por-
tion of received signals at Alice and Bob are
controlled by the active attacker. Although Alice
and Bob may achieve a high key generation rate,
a portion of the shared key bits are compro-
mised without Alice’s and Bob’s awareness. It is
considered a more adverse case than a disruptive
jamming attack.

CHANNEL MANIPULATION ATTACK

A smart attacker can also try to manipulate and
control the channel between Alice and Bob, and
largely control the generated key. It was demon-
strated in [2] that an adversary can use planned
movements in a relative static environment caus-
ing desired and predictable changes in the chan-
nel between Alice and Bob. For instance, when
there is a line-of-sight path between Alice and
Bob, an attacker in the middle can block this
path to cause an RSS drop at Alice’s and Bob’s
sides. When the attacker moves away, the RSS
increases. Then an attacker can randomly block
and unblock the line-of-sight path between Alice
and Bob to cause a random RSS drop and
increase, thus controlling the channel variations
and making the generated key predictable.

One possible way to avoid this attack is to
run the RSS-measurement-based key extraction
scheme only in rich multipath environments
where multiple random moving objects are pre-
sent so that the attacker’s movement alone will
not be able to change the channel predictably.

DEFENDING AGAINST ACTIVE ATTACKS

In this subsection, we present a new key genera-
tion scheme to defend against the above men-
tioned active attacks. The fundamental reason
why these active jamming attacks can be success-
ful lies in the fact that Alice and Bob only use
the channel measurements to generate the key.
If an attacker can manipulate the channel mea-
surements, she can manipulate or infer the gen-
erated key. We propose to integrate
user-generated randomness into the channel
probing, and generate a shared key based on

Alice Bob
Xa 1 > Xhap
thba < 2 Xb
Ca=XaXphp, Cp=xXpXahap

Figure 2. Secret key generation with user-intro-
duced randomness.

channel reciprocity and combination of user gen-
erated randomness and channel randomness.

The basic idea is illustrated in Fig. 2. When
probing the channel, instead of transmitting a
constant sounding signal, Alice and Bob transmit
independent random signals x, and x;. For easy
understanding, we ignore the noise in the follow-
ing explanation.

When there is no attack, Alice and Bob receive
Xphp, and x,h,p, respectively. Note that since x,
and x;, are random signals, neither Alice nor Bob
can decode this signal or estimate the channel. At
both ends, Alice and Bob multiply the received
signal by the local generated random signal to
compose a shared randomness. Alice obtains C,
= x,Xphpe, and Bob obtains Cp, = xpx,h,p. If
reciprocity holds, say & = hp = hpy, C; = Cp,
which can be used to generate a shared key.

Under the manipulative jamming attack,
assuming the original channel probing signal is
destroyed by the attacker, what Alice and Bob
receive will be the attacking signals with the
same power. Alice and Bob will multiply locally
generated random signals by the received attack-
ing signal. Alice and Bob can still generate keys
from the measurements when x, = x, at a 50
percent chance if x, and x;, are binary. The gen-
erated keys, however, will not be compromised
by Eve since she has no knowledge of x, or x.

Under the channel manipulation attack, although
the attacker can control the channel £, it will not
lead to a compromised key. Under this attack, Alice
and Bob are still able to generate a shared key
based on x,xh, which is different from /4.

The methodology of integrating user-intro-
duced randomness and channel reciprocity to
generate keys is analogous to D-H key exchange.
The independent random signals generated at
both sides are analogous to the random numbers
generated in D-H protocol. Users multiplying
received signals by locally generated random sig-
nals to achieve agreement is analogous to users
conducting discrete exponential operation on the
received numbers with locally generated random
numbers in D-H protocol. Note that all four
steps after channel probing illustrated in Fig. 1
are still needed in order to generate a shared
key for the proposed method.

SECURITY ANALYSIS UNDER
PASSIVE AND ACTIVE ATTACKS

We now compare the security strength of the
traditional key generation scheme that uses con-
stant probing signals with the proposed one that
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exploits random probing signals under both pas-

sive and active attacks. Two metrics are used:

* Key generation rate measuring how much
secret mutual information is shared
between Alice and Bob given the informa-
tion obtained by Eve

* Leaked information measuring mutual infor-
mation among Alice’s received signals,
Bob’s received signals, and Eve’s overheard
(for passive attacks) or injected signals (for
active attacks)

For passive attacks, we assume a case when
Eve is close to Alice. We set the correlation
coefficient between legitimate channel and
eavesdropping channel as 0.9. For disruptive
jamming cases, we assume the attacker injects a
constant signal. For manipulative jamming cases,
we assume that the attacker always chooses the
best attacking moment when the attacking chan-
nels have equal gain. For channel manipulation
cases, we assume that the attacker can control
the channel coefficient 4.

For simplicity, we assume that the channel
measurements are independent and channel
reciprocity holds. We only consider the in-phase
component of signals. We assume that all the
channel coefficients follow zero mean Gaussian
with variance of 10. All the measurement noises
follow zero mean Gaussian with unit variance.
Therefore, the SNR of each channel is 10 dB by
default. For passive attacks, we examine the per-
formance under different SNRs of the legitimate
channel 4. For active attacks, we fix the SNR of
the legitimate channel as 10 dB and change the
power (SNR) of the attacking signals.

The key generation rate and leaked informa-
tion for different cases are shown in Figs. 3 and
4. Each point on the curve represents the numer-
ical result with 106 samples. P represents a pas-
sive attack, DJ represents a disruptive jamming
attack, MJ represents a manipulative jamming
attack, CM represents a channel manipulation
attack, C represents a key generation scheme
with constant probing frame, and R represents
key generation scheme integrating user-generat-
ed randomness.

From Fig. 3, we can see that under passive
attacks, the proposed scheme using random prob-
ing signals achieves a similar key generation rate
to the scheme using constant probing signals.

Under disruptive jamming attack, the pro-
posed scheme achieves a much higher key gener-
ation rate than does the constant probing
scheme. An interesting observation is that under
disruptive jamming attack, when the SNR of the
attacking signal is increased from 0 to 10 dB, the
key generation rate of DJ-R is decreased, while
when it keeps increasing, the key generation rate
is increased. The reason behind this observation
is that when the attacking signal is weak, the
legitimate channel gain dominates the channel
measurement. Thus, the attacking signal is con-
sidered noise, which will degrade the key genera-
tion rate. When the attacking signal becomes
stronger, it dominates the channel measurement
and makes channel measurements at Alice and
Bob more similar, which leads to a higher key
generation rate.

It can be seen that the key generation rate is
nearly zero under all the active jamming attacks

Key generation rate (bit/measurement)

SNR (dB)

Figure 3. Key generation rate under different attack models.

when constant probing signals are used. Howev-
er, under active attacks, the proposed scheme
achieves a much higher key generation rate. The
key generation rate of CM-R is comparable to
that achieved under P-R and P-C.

The fundamental reason is that the proposed
scheme integrates user-generated randomness
and channel randomness to generate the key.
The attacker has no control over the user-gener-
ated randomness, and thus cannot gain much
information about the generated key. When the
attacking signal becomes stronger, it actually
helps to increase the key generation rate, since it
introduces more randomness and higher
reciprocity into the channel.

From Fig. 4, we can see that a large amount
of information is leaked to an active attacker
under manipulative jamming and channel manip-
ulation attacks when using constant probing sig-
nals, which make the key generation rate nearly
zero. When the attacking signal is stronger,
more information is leaked. The leaked informa-
tion here is actually the compromised key infor-
mation. If Alice and Bob are not aware of these
two kinds of attacks, they would generate a key
that is largely controlled by the attacker.

When using random probing signals, the
amounts of leaked information to both passive
and active attackers under different attacking
models are small, which indicates a strong secu-
rity strength of the proposed scheme. It can be
noted that although the scheme is proposed to
counter active attacks, it also improves the secu-
rity strength under passive attacks. As shown in
Fig. 4, under passive attacks, the leaked informa-
tion using random probing signals is much less
than that using constant probing signals.

FUTURE RESEARCH TOPICS

We have discussed various practical challenges
of physical layer key generation and analyzed its
security strength under both active and passive
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Leaked information (bit/measurement)

SNR (dB)

Figure 4. Leaked information under different attack models.

attacks. A lot of research issues and opportuni-
ties remain for further investigation. We discuss
some of them in the following subsections.

MuLTI-USeEr CASE

Most of the existing key generation schemes are
designed for two-user scenarios. Although the
multi-user case is common in practice, the
research on multi-user key generation is largely
open. Both theoretical analysis on the secret key
capacity and the design of practical protocols
need further investigation. Users may need to
generate pair-wise keys or group keys [12] under
various constraints of time delay, energy con-
sumption, spectrum efficiency, and so on. How
to schedule the channel probing in a multi-user
scenario is an interesting issue. In general, when
a user probes the channel faster, it can achieve
higher key generation rate [4]. However, the
entropy of each measurement is reduced due to
increased correlation between the consecutive
channel measurements. Each user may alterna-
tively probe the channel in order to fairly share
the medium. The broadcast nature of the wire-
less channel can also be exploited to reduce the
probing overhead if one user needs to generate
a shared key with multiple neighbors.

MuLTIHOP NETWORKS

Multihop networks such as mesh networks,
mobile ad hoc networks, and sensor networks
require secure end-to-end communication via
multiple hops. An intuitive extension of the sin-
gle-hop physical layer key generation to multi-
hop networks is to generate a pair-wise secret
key on each link and generate an end-to-end
shared secret through per-hop encryption. How-
ever, an intermediate node or a forwarder may
not be trustworthy or be compromised. There
may be multiple paths between two nodes. The
security strength, energy consumption, and delay
on each path may be different. Generating an
end-to-end secret key at the physical layer with

consideration of joint medium access control
and routing design under untrustworthy interme-
diate nodes is worth further investigation. Multi-
path diversity can also be exploited to enhance
the security strength of the generated key.

FuLL-DUPLEX RADIO

Almost all the existing physical layer key genera-
tion research is based on the assumption of half-
duplex radio. With the practical implementation
of full-duplex radio becoming reality, physical
layer key generation can be made more efficient.
A straightforward benefit is the decreased time
lag between two bidirectional channel probings,
which will increase the reciprocity of the channel
measurements. When Alice and Bob transmit
the probing signal at the same time, a passive
attacker may only overhear a superposed signal,
which prevents the attacker gaining CSI, thus
enhancing security. However, an advanced
attacker with multiple antennas may perform
beamforming to separate the probing signals to
gain CSI. Furthermore, the attacker can also jam
and listen at the same time with full-duplex
capability, which may increase the chance of key
compromise for manipulative jamming attacks.
The security strength of the proposed key gener-
ation scheme with random probing signals is
expected to be maintained as long as the attack-
er cannot figure out the random probing signals.
Near-field communication that exploits inductive
coupling naturally supports full-duplex commu-
nication, which can also be exploited to achieve
low-cost high-throughput key generation [13].

MILLIMETER-WAVE COMMUNICATION AND
Massive MIMO

With the evolution to 5G cellular communica-
tions, future wireless devices will be equipped
with 60 GHz millimeter-wave radios with tens of
antennas. The propagation property of millime-
ter-wave is different from those at lower fre-
quency, and is more like a beam. This unique
propagation property may be exploited to
enhance physical layer key generation security
since the channel may get decorrelated within a
very short distance, thus improving security
strength under eavesdropping attacks. With
many antennas, the key generation rate is expect-
ed to be significantly increased with the increase
of antenna spatial diversity. On the other hand,
the channel coherence time, which is usually
inversely proportional to the carrier frequency,
will be significantly small, which introduces chal-
lenges on ensuring reciprocity of bidirectional
channel measurements. Full-duplex technology
may be integrated with millimeter-wave commu-
nication to achieve high channel reciprocity.

INTEGRATING OTHER
PHYSICAL/PHYSIOLOGICAL RANDOM SOURCES

Other than using physical layer information to
generate shared keys, we can integrate other
random sources, such as readings from co-locat-
ed sensors [14] or physiological information [15].
The IoT will consist of various devices equipped
with sensors and wireless interfaces. How to
exploit the properties of sensor readings and
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channel randomness to bootstrap device-to-
device secure communication and at the same
time protect user privacy is an interesting issue.

CONCLUSION

In this article, we provide an overview of the
physical layer key generation process and point
out its practical challenges and possible solu-
tions. We analyze the security strength of physi-
cal layer key generation under different attacking
models. In order to achieve secure physical layer
key generation under active attacks, we propose
the use of random probing signals to hide the
channel state information, and combine user
generated randomness and channel randomness
to generate a shared secret key. Numerical
results show that the proposed scheme achieves
much higher security strength than the existing
scheme using constant probing signals. Future
research directions on physical layer key genera-
tion under multi-user multihop scenarios and
new communication technologies including full-
duplex radio and millimeter-wave communica-
tions are discussed. It is also promising to
integrate other physical or physiological informa-
tion to generate shared secret keys.
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! n this article, we only
survey passive eaves-
dropping attacks, in
which Eve just intercepts
the ongoing communica-
tion between sensors and
the FC, and does not
send any signals over the
communication chan-
nels. In certain cases,
Eve can take a more
active approach by trans-
mitting falsified informa-
tion to the FC in
addition to eavesdrop-
ping. These attacks, in
the context of distributed
inference, are referred to
as Byzantine attacks [1].

ABSTRACT

The distributed inference framework com-
prises a group of spatially distributed nodes that
acquire observations about a POI and transmit
computed summary statistics to the fusion cen-
ter. Based on the messages received from the
nodes, the FC makes a global inference about
the POI. The distributed and broadcast nature
of such systems makes them quite vulnerable to
different types of attacks. This article focuses on
efficient mitigation schemes to mitigate the
impact of eavesdropping on distributed inference
and surveys the currently available approaches
along with avenues for future research.

INTRODUCTION

Distributed inference networks (DINs) have
attracted much recent attention due to a variety
of applications in civilian and military domains.
These include surveillance, environment moni-
toring, cognitive radio networks, and cyber phys-
ical systems. DINs employ a group of sensing
entities that collaborate to sense and make infer-
ences about a given point of information (POI).
In the traditional framework of centralized infer-
ence networks, nodes transmit raw observations
to the fusion center (FC). These transmissions
are not attractive in practice due to their large
bandwidth and energy requirements. Therefore,
DINs have been proposed, where the nodes
transmit compressed observations that are
obtained by processing original observations into
a finite alphabet set.

In this article, we denote the POI with a vari-
able 6 € ©, where O is the set of possible states
the phenomenon can take. Consider a distribut-
ed network, as shown in Fig. 1, comprising N
sensors and an FC, which makes inferences
about the POI. We assume that the ith node
makes an observation Y; and compresses it into a
symbol v using a quantizer y;. The compressed
symbol v; is then transmitted to the FC through
a channel, which is represented as a function
CH(*). We denote the received symbols at the FC
as u; = CHv;), corresponding to the ith sensor’s
transmission. The FC uses the fusion rule I'p¢ to
integrate the symbols u = {uy, ..., uy} into a
global inference B¢ € © about the unknown
phenomenon 6.

Although the problem of distributed infer-

ence encompasses a broader set of problems, in
this article, we focus our attention on two funda-
mental problems: distributed detection and dis-
tributed estimation. The fundamental difference
in the two problems lies in the definition of the
set ©. In the case of distributed detection, © =
{0, 1}, and in the case of distributed estimation,
O is a continuous set. A practical application of
distributed detection is a cognitive radio (CR)
network where the secondary users are interest-
ed in vacant primary user (PU) channels. On the
other hand, examples of distributed estimation
include location estimation and surveillance
using spatially distributed sensors.

Despite their many benefits, the distributed
and broadcast nature of the communication links
makes DINs susceptible to a breach in confiden-
tiality, which is an important problem especially
when the network is a part of a larger cyber-
physical system. In a fundamental sense, there
are two motives for any eavesdropper (Eve),!
selfishness and malice, to compromise the confi-
dentiality of a given DIN. For instance, some of
the nodes within a CR network may selfishly
take advantage of the FC’s inferences and may
compete against the CR network in using the
PU’s channels without paying any participation
costs to the network moderator. Therefore, in
the recent past, there has been a lot of interest
in addressing confidentiality in DINs. While our
focus in this article is on physical layer secrecy of
DINS, it should be mentioned that physical layer
secrecy issues have also been considered for
other systems such as communication networks
[2].

To set the notations, we represent the chan-
nel between the ith sensor and Eve as a function
CE(*). The symbol corresponding to the ith node
received at Eve is denoted by w; = C£(v;) (Fig.
1). In other words, the total information leakage
is a function of w = {wy, ---, wy}. Similar to the
FC, we assume that Eve uses a decision rule I'g
to integrate the symbols w into its own global
inference 6. Several metrics have been pro-
posed in the literature to quantify secrecy or the
information leakage to Eve. Some of them
include equivocation, Kullback-Leibler diver-
gence (KLD) , Fisher Information (FI), and
probability of error (Pg). Ideally, the goal is to
minimize this information leakage to the maxi-
mum extent possible. For example, if KLD or
conditional FI is the chosen metric, perfect secre-
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cy is achieved when KLD or conditional FI at
Eve becomes zero.

In this article, we survey the state-of-the-art
approaches proposed to address secrecy in the
context of DINs. We first introduce a taxonomy
where we present a survey of the state of the art
on secrecy in DINs. Then we specifically focus
on distributed detection and estimation frame-
works, respectively, where we present a detailed
account of how secrecy is addressed in each of
these frameworks. Finally, we present some
important open problems while designing a
secure DIN in the presence of eavesdroppers.

APPROACHES TO MITIGATE THREATS
ON CONFIDENTIALITY

There are fundamentally four approaches to
address secrecy in the context of DINs, which we
discuss next.

DESIGN OF SENSOR QUANTIZERS AND
FusioN RULE

In this approach, the network designer takes
advantage of the difference in the channels (Cp,
Cg), for alli = 1, -+, N, while designing sensor
quantizers and the fusion rule. We denote by y
= {7y, ---, Yv} the vector of all sensor quantizers
in the DIN. We assume that the quantizer v; at
the ith sensor lies within the set R;,i = 1, ---, N
Similarly, we denote the set of decision rules at
the FC and Eve as Rpc and Rg, respectively.

Without loss of generality, we denote the per-
formance metric at the FC and Eve as Qp¢ and
Qp, respectively. Consider a scenario where the
network has a tolerable upper bound on the
amount of information leaked to Eve. Mathe-
matically, this can be quantified in terms of a
constraint oo on Eve’s performance metric Qg.
Then one approach for distributed inference sys-
tem design is below.

Problem 1: Find (y,Urc) such that Qpc is maxi-
mized while satisfying the constraints:

* maxr,er,Qp lies below a tolerable value o.

* Quantizers satisfy y; € R;, Vi = 1, .-+, N.

* Fusion rule at the FC satisfies Tpc € Rpc.

Note that error exponents are asymptotic per-
formance metrics at the FC and Eve that repre-
sent exponential decay rates of Pg of their
respective “optimal” detectors. Therefore, if the
performance metric chosen is an error-exponent
such as KLD (for Neyman-Pearson detection
setup) or Chernoff Information (for Bayesian
detection setup), Problem 1 becomes indepen-
dent of the fusion rules I'pc and T'g at the FC
and Eve, respectively, and reduces to the design
of sensor quantizers alone.

STOCHASTIC ENCRYPTION

Through another approach where the network is
designed within the tolerable bounds on infor-
mation leakage to Eve, one can pursue a more
active approach where the sensors flip their deci-
sions randomly in order to confuse Eve. In this
case, the FC is assumed to have better knowl-
edge about the sensors than Eve, since the FC

Phenomenon
6 € 0)
YZ L] L] L]
51 Sz L] L] L]

Channels
{CE ), YO}

Eve

Figure 1. Distributed inference network in the presence of an eavesdropper.

either deterministically knows the flipping sen-
sors or has knowledge about the flipping proba-
bility, about which Eve is completely ignorant.
This introduces a significant difference in the
channels (Cf, Cg), i = 1, .-+, N, thus reducing
the information leakage to Eve.

Let the alphabet set of the compressed
symbols v; at the ith sensor be denoted as A,
where the size of A is denoted by M. In other
words, the ith sensor employs an M-ary quan-
tizer to compress the observation Y; into one
of the M symbols. Let us denote the flipping
probability matrices as P = {Py, -+, Py},
where P; denotes the flipping probability
matrix at the ith sensor, which can be inter-
preted as pre-shared keys between the nodes
and the FC. Note that P; is a stochastic matrix
foranyi = 1, ---, N, since all of its row ele-
ments sum up to unity. The basic problem in
this case can be stated as below.

Problem 2: Find P = {Py, ---, Py} such that
Qe is maximized while satisfying the constraints:
* maxr,eg,Qp lies below a tolerable value o.
* P;is a row-stochastic matrix, foralli = 1, ---, N.
Note that several variants of this problem can
be investigated depending on the amount of
knowledge the FC has regarding the stochastic
encryption process. For example, one may con-
sider that the FC has complete knowledge about
the flipping probability matrices P, but does not
know exactly whether or not the sensor messages
are flipped. In this case, the FC can improve the
secrecy performance at the expense of detection
performance. On the other hand, the ideal sce-
nario is the case where the FC acquires exact
instantaneous knowledge regarding which sensor
messages are flipped. This can be done by spend-
ing energy in the mechanism that facilitates com-
munication between the FC and the flipping
Sensors.
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The ideal scenario is
the case where the
FC acquires exact
instantaneous know/-
edge regarding
which sensor mes-
sages are flipped.
This can be done by
spending energy in
the mechanism that
facilitates communi-
cation between
the FC and the
flipping sensors.

ARTIFICIAL NOISE INJECTION

Another approach, similar to the case of stochas-
tic encryption, is the addition of artificial noise
to sensor transmissions. Note that both stochas-
tic encryption and the addition of artificial noise
to sensor transmissions are data falsification
schemes that are employed to confuse Eve.

In this article, we denote the artificial noise
added to the ith sensor’s transmissions as 1m;.
Then the ith sensor transmits x; to the FC and
Eve, where x; = v; + 1. Let fj(n;) denote the dis-
tribution of n;. Also, let F = {fl(ﬂl), ,fN(T]N)}
denote the set of artificial noise distributions
employed by all the sensors in the network.
Then the problem can be stated as follows.

Problem 3: Find F = {fl(nl)’ ,fN(T]N)} such

that Qpc is maximized while satisfying the con-

straints:

* maxr, g, QF lies below a tolerable value o.

e fi(n;) is a probability density function of ;,
foralli=1,---,N.

MIMO BEAMFORMING

In order to ensure minimal performance loss at
the FC as a trade-off to attaining the secrecy
constraint at Eve, another alternative approach
is to use multiple-input multiple-output (MIMO)
beamforming, where the sensor messages are
directed toward the FC. In this case, we assume
that the sensors are equipped with multiple
antennas to transmit their messages to the FC.
The beamforming mechanism is designed in
such a way that some of the available energy is
invested in the beams directed toward the FC,
while the nulls are directed toward Eve.

We denote the number of antennas at the ith
sensor as L;. Therefore, the ith sensor constructs
a vector x; based on the symbol v; and transmits
it to the FC and Eve, respectively. Based on the
channel gains at the FC and Eve, this x; is
designed to appear very noisy at Eve, and simul-
taneously have significant information about the
compressed symbol v; at the FC. For example,
let x; be constructed as x; = b;y;, where b; is the
beamforming gain vector of the ith sensor’s sig-
nal. Assuming that both the FC and Eve have
only a single antenna, the resulting received
symbols at the FC and Eve are given by u; and
wj, respectively. Let npc, and ng, denote the
noise at the FC and Eve, respectively. Then u; =
thXI + nFC[ = Vithbi + nFC,v and w; = g xi + I’lE’_
= v; gibi + ng. Let the beamforming matrix be
denoted as B = [by --- by]. Since all practical
sensors are energy-constrained, we assume that
the total energy available at the ith sensor is
denoted by E;. Then the design problem can be
formally stated as follows.

Problem 4: Find B = [b; --- by] such that QFC
is maximized while satisfying the constraints:
* maxp, g, QF lies below a tolerable value o.
* b; is chosen such that the total transmit energy
is within the prescribed limit E; for all i = 1,

.-, N.

In general, it is assumed that the FC is more
powerful than the sensors in terms of available
resources (e.g., hardware/software and available
energy). Also, all of the above approaches can be

combined together to design a system in a holistic
manner and attain better performance in terms of
Qrc, given a tolerable Eve’s constraint o.

SECRECY IN DISTRIBUTED DETECTION

In this section, we provide a survey on how
secrecy is addressed within the framework of
classical and compressive detection networks
respectively. In both these frameworks, we orga-
nize the survey according to the four different
approaches listed previously.

CLASSICAL DISTRIBUTED DETECTION

First, we consider the first approach, where the
distributed detection network (i.e., sensor quan-
tizers and fusion rule) is optimized while satisfy-
ing the secrecy constraints at Eve. Nadendla et
al. made the first attempt in 2010 in [3], where
they considered an unconstrained differential
secrecy problem. Let us denote KLDs at the FC
and Eve by Dp¢c and Dg, respectively. Problem 1
in their setup reduces to the design of sensor
quantizers alone, with Qgc = Dpec — D and o =
oo, It was assumed that the channel state infor-
mation (CSI) is completely known at both the
FC and Eve. The authors showed that in the
case of an eavesdropper with noisier channels,
the optimal local detectors are always on the
boundaries of the achievable region of a sensor’s
ROC and therefore are likelihood-ratio tests
(LRTs). The authors also considered Problem 1
with Qpc = Dpc and Qp = Dg, in which case the
structure of an optimal local detector was con-
jectured to be an LRT-based test based on
numerical results.

In 2009, Marano et al. [4] considered the
problem of designing optimal decision rules for
a sensor network where the sensors perform
censoring in order to save energy. It was assumed
that the eavesdropper does not have access to
the sensors’ transmitted data, but can monitor
the transmission activity of the channel and
exploit the busy/idle state of the channel to
detect the hypothesis. KLD was used as the per-
formance metric for both the FC and Eve, and a
censoring strategy was developed in order to
maximize the KLD of FC while ensuring that
the KLD of Eve was zero (perfect secrecy).
Although their framework of censoring sensor
networks is more general, they assumed that Eve
can only determine whether or not an individual
sensor transmits its decision. In reality, Eve can
extract more information than merely determin-
ing the presence or absence of transmission, and
hence can make a reasonably good decision
based on its reception.

Li et al. investigated the problem of Bayesian
distributed detection in 2014 with two nodes in
the network in the presence of an eavesdropper
[5], where Eve has access to only one of the sen-
sor’s transmissions. Here, Qpc and Qg were
assumed to be negative expected detection costs
at the FC and Eve, respectively. The authors
proved that LRT-based tests were optimal at the
sensors if the network is designed to minimize
the expected detection cost at the FC such that
the minimum average cost at Eve is no greater
than a prescribed non-negative value a.

Li et al. [6] also investigated the detection
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Figure 2. Sensor performance in the presence of a constraint, Dg < o, where p, = 0.1 [7]: a) a sensor’s ROC in the presence of
Eve; b) D as a function of local false alarm probability.

problem under the Neyman-Pearson setup for
the same network as in [5]. The sensor quantiz-
ers and the fusion rule were designed to maxi-
mize the FC’s probability of detection (Qp¢) in
the presence of constraints on false alarm prob-
abilities at the FC and Eve, along with the prob-
ability of detection at Eve (Qg). Note that the
false alarm constraints at both the FC and Eve
are captured by the feasibility sets Rpc and Rg,
respectively. Here, the authors proved that the
optimal local quantizer is a deterministic LRT,
while the fusion rule may still be a randomiza-
tion between two or more LRTs. Later, in 2014,
Nadendla et al. [7] investigated a more general
framework in with N sensors. They proved the
conjecture in [3] in the context of binary sym-
metric channels? (BSCs) between the sensors,
FC, and Eve. An algorithm was also presented
to find optimal thresholds for the likelihood
ratio quantizers when the sensor observations
are corrupted by additive Gaussian noise. Fig-
ure 2 depicts the FC’s performance in terms of
both probability of detection (Pp) and KLD at
the FC as a function of false alarm probability
(Pr) in the presence of tolerable limits on Eve’s
KLD. Note that the optimal quantizer is always
on the intersection of the ROC and Eve’s con-
straint curve. The authors also showed that the
network with non-identical sensors and channels
can be designed by solving N sequential prob-
lems, where the order of this sequence is dictat-
ed by the quality of the corresponding sensor’s
channel.

Next, we survey the literature that addresses
the second mitigation approach, where a stochas-
tic cipher is employed to confuse Eve regarding
the true phenomenon. Soosahabi et al. [8]
employ J-divergence as the performance metric
for both the FC and Eve and design a network
that guarantees perfect secrecy. This is achieved
by fixing oo = 0 in Problem 2. Probabilistic
ciphers were also studied in [9], where the per-
formance metric chosen was the error probabili-
ty in the case of both FC and Eve. Note that
both [8, 9] assume the existence of an underlying

key exchange mechanism that is secure from
Eve. Alternatively, channel-aware stochastic
ciphers use seeds that are obtained by exploiting
randomness in the channel-gains between the
node and the FC. For example, Jeon et al. [10]
proposed a type-based multiple access (TBMA)
protocol for a distributed detection network with
a multiple access channel (MAC). Here, some of
the nodes in the network are selected to deliber-
ately transmit interfering signals so as to mini-
mize degradation in the FC’s detection
performance, while simultaneously preventing
Eve from identifying the sensors generating
interference. Note that the above scheme
requires full CSI at the sensors, and therefore
may be impractical in some scenarios. In order
to alleviate this problem, efforts such as [11]
have been made in the literature, where Jeon et
al. designed a secure transmission strategy for
the local nodes in a parallel distributed detection
network, in which the FC first broadcasts known
symbols and two thresholds to let the nodes
measure their channel condition. Depending on
the received symbols, the nodes are divided into
three groups, non-flipping, flipping, and dor-
mant. The non-flipping set of sensors quantize
the sensed data and transmit them to the FC,
while the flipping sensors transmit flipped deci-
sions in order to confuse Eve. The sensors with-
in the dormant set sleep in order to conserve
energy and have an energy-efficient sensor net-
work with longer lifetime.

Finally, there have been efforts to design a
hybrid mitigation approach that combines the
effects of both the first and second approaches.
In this regard, Nadendla [12] considered the
problem of Bayesian distributed detection in the
presence of an eavesdropper, where the nodes
use identical threshold quantizers to make their
binary decisions and encrypt them before trans-
mission using a simple probabilistic cipher.
Cipher parameters and threshold were opti-
mized jointly so as to ensure an acceptable prob-
ability of error at the FC while maximizing the
probability of error at Eve.

2The BSC model is used

here as it is able to
model many practical
channels.
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COLLABORATIVE COMPRESSED DETECTION

In scenarios where the POl is a high dimensional
signal vector, the collaborative compressed detec-
tion (CCD) framework has been proposed. In
contrast to the conventional detection framework,
in CCD, the detection problem is solved directly
in the compressive measurement domain. More
specifically, the CCD framework comprises a
group of spatially distributed nodes that require
observations regarding the high-dimensional (K x
1) signal vector to be detected. Nodes compress
their observations using a M x K low-dimensional
(M << K) random projection operator ¢. Each
node 7 sends an unquantized (or quantized) ver-
sion of compressed observation vector Y; to the
FC, where a global decision is made.

—6—Eavesdropper
—*—Fusion center

% * e

0.4 0.5 0.6 0.7 0.8 0.9 1
c

Figure 3. Minimum error probability as a function of compression ratio ¢
where local sensor threshold A = 1, 3 = 0.2, SNR = 10 dB, and N = 10 [14].
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Figure 4. Performance comparison between full CSI, partial CSI and artifi-
cial noise in a multiple-antenna system [15].

First, we focus our attention on the first
approach, where nodes do not quantize their
observations, and the FC receives compressed
observation vectors, Y = [Y7, ---, Yy]. Kailkhura
et al. [13] considered the problem of collabora-
tive signal vector detection using unquantized
compressive measurements under a physical
layer secrecy constraint Q < a. To counter Eve,
the authors considered a variant of the third mit-
igation approach by proposing to use B3 fraction
of cooperative nodes that assist the FC by inject-
ing artificial noise (adding or subtracting a con-
stant vector D; from their observation vector Y;)
in the system to confuse the eavesdroppers. The
authors employed deflection coefficient d; as the
performance metric for both the FC and Eve;
thus, Qpc = dgc, and Qg = dg. The problem of
determining optimal system parameters (i.e.,
compression ratio ¢ and noise injection parame-
ters (B, D;)) that maximize dpc while ensuring
perfect secrecy at the eavesdropper (information
of the eavesdropper is exactly zero, that is, a =
0) was also considered.

Kailkhura et al. [14] extended the CCD
framework to the case where compressive mea-
surements were quantized to one bit using the
LRT. The performance metric was assumed to
be Pg. The authors considered a hybrid mitiga-
tion approach that combines the features of both
the second and third mitigation approaches.
They proposed to use B out of N cooperating
trustworthy nodes that assist the FC by providing
flipped decisions (stochastic enciphering with

3{0 1]
10

foralli = 1, ---, B) to Eve to achieve perfect
secrecy. The authors considered the problem of
designing optimal system parameters (fusion
rule, compression ratio ¢, and fraction of data
falsifying nodes B = B/N) such that Py at the FC
is minimized while ensuring perfect secrecy. In
Fig. 3, the minimum Py (over all the fusion
rules), at both the FC and the eavesdropper, is
plotted as a function of ¢ for the equal prior
case. It can be seen from Fig. 3 that the detec-
tion performance, at both the FC and the eaves-
dropper, is a monotonically increasing function
of c; that is, detection performance is better with
less compression. This suggests that compression
improves security performance at the expense of
detection performance.

SECRECY IN
DISTRIBUTED ESTIMATION

In this section, we survey the state of the art on
how breaches in confidentiality are mitigated in
distributed estimation networks. First, we survey
the fourth mitigation approach in the context of
distributed estimation networks. For example,
Guo et al. [15] considered the problem of esti-
mating a single point Gaussian source in the
presence of Eve, where the sensor observations
are transmitted using an amplify-and-forward
technique over a slow-fading orthogonal MAC.
Two different scenarios were addressed within
this framework: one where there are multiple
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nodes, with each node having a single transmit
antenna, and another where a single node has
multiple antennas. Through appropriate power
allocation at the sensors, the network is designed
to achieve the minimum mean square error
(MSE) regarding the POI in each of the above
mentioned scenarios while guaranteeing MSE at
Eve to be greater than a threshold o. As shown
in Fig. 4, the authors plot the distortion (MSE)
performance at the FC with respect to the securi-
ty threshold o = D,,;,,, for a one-antenna case
and a three-antenna case, respectively. For com-
parison, the system performance is depicted
under four settings, namely partial CSI, full CSI,
full CSI with perfect secrecy, and partial CSI
with artificial noise. First, due to the channel
knowledge of both the FC and Eve, it is not sur-
prising to see that the performance of full CSI is
superior to the performance of partial CSI, and
the gap keeps increasing as we increase the secre-
cy threshold. Another important observation is
the small gap between the MSE in the perfect
secrecy setting and the MSE in the setting with
artificial noise. Similar performance was also
obtained for the multiple nodes network, where
each node has only one transmit antenna.

Next, we survey how stochastic encryption is
used as a mitigation scheme in distributed esti-
mation networks. Aysal et al. [16] considered the
problem of distributed estimation of a determin-
istic signal in the presence of an Eve, where each
node collects a noisy observation, performs bina-
ry quantization, and transmits the 1-bit decision
to the FC. The authors assume that both the FC
and Eve pursue maximum likelihood estimation
in the presence of a stochastic cipher, for which
bias, variance, and MSE were derived in closed
form. In the context of symmetric ciphers, where

0
p 0

foralli =1, ---, N, the behavior of Eve’s bias
and MSE and FC’s Cramer-Rao lower bound
(CRLB) are characterized in Fig. 5. Note that as
p — 0, Eve’s bias increases, Eve’s MSE increas-
es, and the CRLB decreases. On the other hand,
as p tends to unity, Eve’s bias decreases, Eve’s
MSE decreases, and the CRLB decreases. In
other words, choosing a smaller p is better as it
results in a significant amount of bias and MSE
at Eve, with a marginal increase in the estima-
tion variance at the FC. In the case where

0
P= Po
pi 0

foralli =1, ---, N with pg # py, the effect of vary-
ing po and p; on the FC’s CRLB, Eve’s bias, and
Eve’s MSE are summarized in Fig. 6. In their
numerical results, the authors also demonstrated
that asymmetric ciphers (i.e., ciphers with asym-
metric flipping probability matrices) produce
greater bias and MSE than the symmetric ciphers.

SUMMARY AND OPEN PROBLEMS

Despite the increasing attention on secure dis-
tributed inference in the presence of eavesdrop-
pers, research in this area is still at an early

Eve's bias T Eve's bias 4
Eve's MSE T Eve's MSE J
FC's variance )} FC’s variance 4

0 -« P Ll

1

Figure 5. The effect of varying p on the FC’s CRLB (variance of the opti-
mal ML estimator), and the bias and MSE of Eve [16].
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Figure 6. The effect of varying py and p; on the FC’s CRLB, Eve’s bias, and

Eve’s MSE [16].

stage. So far, four different approaches have
been proposed to mitigate breaches in confiden-
tiality in the context of DINs. However, all of
these four approaches rely on an important
underlying assumption: that Eve’s channels Cg,
foralli =1, ---, N, are completely known at the
FC, which may not be true in practice. In fact,
there is no work in the context of inference net-
works on how one can acquire the information
about a passive Eve’s channel. This is a hard
problem to solve because there is no feedback
from Eve to any of the nodes in the network
regarding its presence or activity. An alternative
to this roadblock is to assume that Eve’s channel
belongs to a set C, and investigate the best and
worst case performance at Eve over a class C.
Information regarding this set C can be obtained
from the scene where the network is deployed.

Also, the designers may extend the aforemen-
tioned four fundamentally different approaches
into several hybrid approaches by considering
two or more of these approaches together to cre-
ate a more sophisticated and improved system in
terms of FC performance for a given tolerable
constraint on Eve. Although there have been a
few attempts in this direction, one can still envi-
sion many such hybrid mechanisms where the
designer may accumulate the benefits of each of
these approaches. For example, including an
energy consumption constraint for secure system
design is an important open problem. Of course,
there is always a need for new approaches that
are fundamentally different from any of the four
approaches listed in this article.
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Recently, other archi-
tectures such as tree,
tandem and flat
(without the FC)
have attracted much
interest due to their
practical significance.
These architectures
pose serious [ssues in
terms of secrecy and
secure communica-
tions. Studying the
secrecy performance
of such systems in
the context of dis-
tributed inference is
worth exploring in
the future.

Recently, other architectures such as tree,
tandem, and flat (without the FC) have attracted
much interest due to their practical significance.
These architectures pose serious issues in terms
of secrecy and secure communications. Studying
the secrecy performance of such systems in the
context of distributed inference is worth explor-
ing in the future.
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ABSTRACT

Authentication is a fundamental requirement
for secure communications. In this article, we
describe a general framework for fingerprint
embedding at the physical layer in order to pro-
vide message authentication that is secure and
bandwidth-efficient. Rather than depending on
channel or device characteristics that are outside
of our control, deliberate fingerprint embedding
for message authentication enables control over
performance trade-offs by design. Furthermore,
low-power fingerprint designs enhance security
by making the authentication tags less accessible
to adversaries. We define metrics for communi-
cations and authentication performance, and dis-
cuss the trade-offs in system design. Results
from our wireless software-defined radio experi-
ments validate the theory and demonstrate the
low complexity, practicality, and enhanced secu-
rity of the approach.

FINGERPRINTING
RADIO WAVEFORMS

We begin with an overview of intrinsic and inten-
tionally embedded fingerprinting, and discuss
the relationship with identification, communica-
tions, secrecy, and authentication. We then
introduce a method of embedding fingerprints
for wireless authentication that overcomes the
deficiencies of using intrinsic fingerprints to
identify the transmitter. Furthermore, the
method has very small bandwidth requirements
compared to traditional message authentication
codes, making it a natural candidate for band-
width-constrained environments such as mobile
ad hoc networks (MANET).

INTRINSIC FINGERPRINTS
A fingerprint is literally the impression of a fin-
gertip, but more broadly is a characteristic that
identifies. This is often associated with an intrin-
sic property of uniqueness, or at least unique-
ness viewed as a realization of a random process
with structure. For example, identifying humans
via biometrics now includes fingerprints, iris
scans, DNA, voice features, and behavioral pat-
terns [1]. Several investigators have considered

applying these ideas to radio transmissions,
including identification of radios based on signal
transients [2], and study of vulnerability of these
methods to impersonation [3]. In wired commu-
nications, identification of Ethernet cards has
been demonstrated [4]. To be of practical use,
fingerprints should be easily measurable with a
sensor that is convenient and technologically fea-
sible, and be robust to measurement noise. In
addition, security features such as tamper resis-
tance may be desirable, but these are not neces-
sarily inherent in the fingerprint.

While these examples illustrate fingerprints
derived from intrinsic structure, one may also
derive a fingerprint from intrinsic randomness.
For example, some wireless physical layer secu-
rity techniques exploit the fact that a realiza-
tion of a fading communications channel
between any two agents is unique. Therefore,
the channel realization may be used as a means
of identifying the transmitter [5]. However, the
channel properties are outside of our control,
and can be noisy and rapidly time-varying,
placing limits on the ability to systematically
design for security.

EMBEDDED DEVICE FINGERPRINTS

Control of performance can be achieved by pur-
posefully embedding a fingerprint in a device in
a designed way so that each device can be
uniquely identified. Now, in addition to the
above characteristics of goodness, a good finger-
print will have strong security features, including
the ability to defeat cloning and tampering. That
is, a good fingerprint is not only unique and
identifiable, but also hard to copy (spoof) or
remove. Thus, for example, a manufacturer can
label and recognize each individually manufac-
tured device, while at the same time making it
difficult to produce a counterfeit that cannot be
differentiated from the genuine original. Need-
less to say, this has important implications for
commercial enterprise.

Fingerprint embedding into devices is, of
course, dependent on the specifics of the device,
and so can take many forms. In an effort to
make fingerprints uncloneable, some manufac-
turers have purposefully injected randomness
into the manufacturing process to create unique
characteristics [6]. Such an intrinsic fingerprint
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Figure 1. Physical layer authentication system diagram. The transmitter generates a data-dependent
authentication tag and superimposes it with the data. The receiver estimates the data and generates
the corresponding expected authentication tag. A matched filter test is performed to determine the
presence of the tag in the signal and validate the transmitter’s identity [8, Fig. 1].

can be measured and cataloged, like a serial
number. The inherent randomness that is
exploited for the intrinsic fingerprint may be
uncontrollable at the micro-scale, and thus it
may be very difficult or impossible to manufac-
ture a similar device (a clone) with a prespeci-
fied fingerprint.

EMBEDDED FINGERPRINTS FOR
PHY AUTHENTICATION

Because a good fingerprint uniquely and secure-
ly identifies its source, it is an ideal candidate to
convey authentication, the process of validating
the identity of a message source while rejecting
impersonation attacks by an adversary. Authenti-
cation defends against message tampering, and
enables trust to be established between users.
This is especially critical in wireless communica-
tions using an open and shared medium, where
an adversary can eavesdrop, spoof, and jam.

Conventional authentication schemes trans-
mit both the data message and a separate
authentication message, referred to as a tag [7].
Each authentication tag is dependent on the
associated data, and a secret key that is shared
only between the transmitter and receiver. The
tag generator employed at the transmitter is
often a cryptographic hash function, the input of
which is the key and the packet message, and its
output is the tag. Such functions are highly non-
linear and difficult to invert, so an adversary
cannot easily recover the key given the message
and the associated tag.

In the conventional approach, the authentica-
tion tag is appended to the message, and both
are transmitted at the same power. This has two
disadvantages. One, the tag reduces spectral effi-
ciency because it is time-multiplexed with the
data. Two, the tag is available at high fidelity at
the receiver.

Consequently, in this case, authentication
security is solely predicated on encryption via
the hash function, and in principle is susceptible
to discovery if an adversary has sufficient com-
putational resources. This motivates the use of
an embedded fingerprint to carry the authentica-
tion tag.

An embedded fingerprint can be designed so
that its bandwidth requirements are low, and its
recovery is difficult for the adversary [8-10].
That is, we can arbitrarily decrease the ability of

the adversary to observe the authentication tag
by lowering the power of its embedding. As we
show later, this leads to uncertainty about a
secret key that is not readily defeated by an
increase in the adversary’s computational ability.
Thus, embedding provides additional security
and, unlike the conventional authentication
approach, does not solely rely on cryptographic
security. However, there is a design trade-off,
because lowering the tag embedding power also
weakens the ability of the intended receiver to
authenticate valid packets. As we show below,
good performance trade-offs are readily achieved
in a software-defined radio (SDR) operating in a
fading environment. The design trade-offs are
fully characterized in [8-10].

EMBEDDED AUTHENTICATION
FRAMEWORK

The authentication system is diagrammed in Fig. 1.
The transmitter (Alice) generates the authenti-
cation tag using the message and a shared secret
symmetric key. The fingerprint is embedded in
the transmission by adding the low-power tag to
the message signal. The receiver (Bob) decodes
the message and locally generates the expected
authentication tag with his copy of the secret
key. Finally, Bob validates the message as
authentic if he detects the presence of the tag in
the received signal.

AUTHENTICATION SYSTEM: TRANSMITTER

For ease of presentation, we consider the case
where Alice and Bob are each using single-
antenna wireless devices communicating over a
single carrier frequency [9]. The method readily
generalizes to multi-carrier [10] and multi-anten-
na multiple-input multiple-output (MIMO) cases
[8]. Alice has a message S to give to Bob, with
whom she shares a secret key k. She first gener-
ates an authentication tag using a tag generating
function, 7' = g(S, k), which is based on a crypto-
graphic hash function.! Then she transmits the
weighted superposition of the message and tag
signals,

X = psS + prT.

In order to make it difficult for the adversary
to recover information about the authentication

|
Authentication
defends against mes-
sage tampering, and
enables trust to be
established between
users. This is espe-
cially critical in wire-
less communications
using an open and
shared medium,
where an adversary
can eavesdrop,
spoof, and jam.

L A cryptographic hash
function is easy to com-
pute, but infeasible to
invert [7]. Furthermore,
it is infeasible to find two
messages that result in
the same hash.
RIPEMD-160 and SHA-
2 are two examples.
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tag, and to minimize self-interference, we set pg
>> pr (i.e., the fingerprint has proportionally
very low power). For any value of py € [0,1) we
choose pg so that the expected power of X
remains constant, so we can regard pg and pr as
power allocation percentages between the mes-
sage and the fingerprint.
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Figure 2. SDR experiment results. Low-powered authentication has mini-
mal impact on the data bit error rate. Tag powers range from 0.1 to 1 per-
cent of the transmit power. The 0 tag power case corresponds to the data
only situation where no authentication is transmitted. The results show
good agreement with the overlaid theoretical additive white Gaussian
noise (AWGN) BER curve labeled 0 Theory.
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Figure 3. SDR experiment results. Authentication probability for various
tag powers (from 0.1 to 1 percent of the transmit power). Packets contain
400 QPSK symbols, and the authentication false alarm probability is 1 per-
cent. Higher-powered tags have high authentication performance.

AUTHENTICATION SYSTEM: RECEIVER

The receiver processing and authentication steps
are shown in Fig. 1. Bob reverses the effect of the
channel through equalization, and proceeds to
demodulate and decode the message as usual. The
fingerprint need not be embedded in pilot symbols
so as to avoid interference with channel estimation
and equalization. Because the authentication tag T
is data-dependent, the receiver is unable to remove
it prior to decoding the data, and thus it acts as
interference during data recovery. However, by
keeping the tag power relatively low, we show that
message recovery is minimally impacted.

Referring again to Fig. 1, having estimated
the data, the receiver can now proceed to com-
plete the authentication process. Bob uses his
shared secret key and the received data to gen-
erate the tag he expects to see. After removing
the recovered data from the received signal to
form a residual signal, the receiver determines
the presence or absence of the authentication
tag via a matched filter test comparing the
expected tag and the residual signal [9, eq. 20].

The performance of the authentication test is
determined by the energy of the authentication
tag, which is under our design control through
the tag length and the tag power allocation.
Analysis and experiments show that for even
moderate message packet sizes, the correlation
test statistic is well approximated as having a
Gaussian distribution, so the test threshold is
readily set to achieve desired false alarm or
detection probability [8-10].

The received tag is in the residual signal, and
so is noisy. We rely on the matched filter test to
overcome the noise to achieve reliable authenti-
cation. Cryptographic hash functions are used so
that tags generated for distinct messages are
generally far apart in Hamming distance, even
when the messages are close in Hamming dis-
tance. This feature ensures strong resistance to
spoofing attacks [7].

THEORY AND EXPERIMENTS

We quantify the performance of our embedded
fingerprinting approach by considering the effect
of the fingerprint on the data demodulation, and
the ability of the receiver to authenticate pack-
ets. In the following we present single-antenna
single-carrier experiments using NI-USRP SDRs
[11, 12], and compare these with theoretical pre-
dictions [9]. We use two USRP1 devices under
MATLAB control [13], at a frequency of 2.39
GHz, employing quadrature phase shift keying
(QPSK) modulation for the data and the tag.2
The two radios are placed about 15 ft apart in
an office building with many scatterers in the
scene. By scaling the power of the transmitter,
various receive signal-to-noise ratio (SNR) levels
are attained, and between 25,000 and 30,000
packets are transmitted at each level under test.

2 In this experiment we employ symbol synchronous
messages and tags, which simplifies the implementa-
tion. However, the tag may be inserted into the transmit
waveform in a variety of ways. For example, it need not
be additive, which is a topic for further research.
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minimal. Simulation and experimental results
confirm this to be the case [8-10].

Figure 2 shows the impact of the authentica-
tion on the data BER for an over-the-air SDR
experiment. For the tag power allocations tested
(0.1, 0.5, and 1 percent), the BER curves are, for
practical purposes, coincident. The theoretical
and experimental additive white Gaussian noise
BER curves (with no tag present) are also shown
for comparison, validating the experimental
results. We next show that while the change in
data BER is essentially negligible for small tag
powers, these low tag power levels are sufficient
for robust authentication.

AUTHENTICATION PERFORMANCE

Figure 3 shows the experimental and theoretical
authentication performance for various tag pow-
ers. The packets contain 400 QPSK data symbols
and a corresponding 400 QPSK symbol tag, with
tag power ranging from 0.1 to 1 percent of the
transmit power. The authentication test thresh-
old was set to achieve a 1 percent false alarm
probability. This figure shows the effect of chang-
ing the tag power while holding the packet length
constant. As previously discussed, authentication
performance is improved by increasing the tag
energy. Additional experiments show that modi-
fying the packet length also yields very good
agreement between theory and experiment.
Other design variations include spreading the
tag over multiple packets.

SECURITY

In this section we quantify the benefit of trans-
mitting a low-power tag in terms of how well it
preserves the key’s secrecy. Although Eve does
not initially have the secret key k shared by
Alice and Bob, she gains key information by
observing their communications [14]. If she has
complete knowledge of k& and the tag generating
function, she is able to impersonate Alice by
generating legitimate tags for her messages. The
protection of the key is therefore crucial to the
security of the authentication system.

In the following we quantify the effort
required for the adversary to learn the secret key
from embedded fingerprints. We assume that
Eve, just like Bob, is able to recover the data
from her observations without error. Further-
more, we assume that Eve knows the tag gener-
ating function that defines the dependence of
the tag on both the message and the secret key.
Knowledge of the tag generation function
implies knowledge of the set of possible keys, for

Key 4

Collisio

Tag generation Tag generation

Tag generation

Tag 1
Tag estimation

(a) (b)

Figure 4. Illustration of key equivocation with embedded fingerprints. The
tag generation is considered for a single fixed message for each panel: a)

each key maps the message to a unique tag; knowledge of the message
and tag leaves no uncertainty as to which key was used, and hence key
equivocation is zero (key equivocation = 0 bits, noise-free tags); b) exactly

two keys collide to map the message to the same tag, leading to uncertain-

ty about which key (of the same color) was used even when the message
and tag are known without error (key equivocation = 1 bit, noise-free

tags; ¢) although the tag mapping is unique, exactly two tags can result in

the same tag estimate, again leading to uncertainty about which tag was
actually transmitted (key equivocation = 1 bit, noisy tags). Hence, positive

key equivocation arises in both b and c.

example, the set of integers between 0 and 232 —
1, corresponding to 32-bit keys.

The key equivocation, or conditional entropy
[15], is a measure of Eve’s uncertainty about the
secret key given her observations and presumed
infinite computational resources. This bounds
the ability of the adversary to attack the authen-
tication system [14]. Equivocation is non-nega-
tive and bounded from above by the entropy of
the secret key. Zero key equivocation implies
that Eve has no uncertainty about the key. Hav-
ing no uncertainty means that there is only one
key that fits the observations, although it may
require a great deal of computation to ascertain
its value. Zero key equivocation is the worst case
for security because brute-force attacks are guar-
anteed to succeed (although the time required
may be very long).

Figure 4 illustrates how positive key equivoca-
tion arises and how noise increases protection of
the secret key. We consider the set of possible
tags that can be generated from a fixed message
and a set of n keys. In Fig. 4a, each key maps the
message to a unique tag. Knowledge of the mes-
sage and tag (as in a conventional scheme) leaves
no uncertainty as to which key was used, and
hence key equivocation is zero. In Fig. 4b, each
key collides with exactly one other key to map
the message to the same tag. Therefore even
with knowledge of the message and tag, there is
uncertainty about which of the colliding keys was
used (e.g., key 1 vs. key 2). Finally, in Fig. 4c, we
consider the effect of tag estimation on the zero
key equivocation system in Fig. 4a, as occurs
when the tag is embedded and only a noisy obser-
vation is available to the adversary. Estimation
errors lead to uncertainty about which tag was
transmitted, and hence which key was used.
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Figure 5. SDR experiment results. Key equivocation for various tag powers
(from 0.1 to 1 percent of the transmit power). Low-powered tags have

high key equivocation.

Intuitively, the more uncertainty the adver-
sary has about which tag is present in the signal,
the more uncertainty she has about the secret
key. It then follows that lowering the tag power
to present only a very noisy tag to the adversary
results in high key equivocation. Although the
same signal (modulo channel effects) is present-
ed to both the intended receiver and adversary,
it should be noted that the two parties have very
different goals. The intended receiver has a
detection problem: deciding if the tag corre-
sponding to the received data and his key is pre-
sent (corresponding to 1 bit of information). The
eavesdropper has the much harder estimation
problem: determining the transmitted tag and
then the secret key (requiring log(n) bits of
information). Because Bob is only trying to
make a 1-bit decision, we can set the authentica-
tion power quite low without significantly
degrading his authentication performance, while
at the same time severely limiting the ability of
Eve to extract key information.

Figure 5 shows experimental results for the
key equivocation at various tag powers. The key
equivocation is calculated based on the observed
tag BER for each SNR. This figure depicts the
case where key k& has 256 bits and authentication
tag T has 800 bits. We assume that there is zero
key equivocation in the noiseless case, that is,
each (message, tag) pair is associated with a
unique key. In terms of equivocation this is the
worst case scenario, so typical results will be bet-
ter than those shown in Fig. 5.

Note that higher received SNR decreases the
key equivocation. Intuitively, a cleaner observa-
tion leads to less uncertainty of the tag and
hence the key. For the scenarios of interest (low
tag power), the key equivocation is seen to be
very high as a proportion of its 256-bit maxi-
mum.

Also note that lower tag power increases the
key equivocation. As with the effect of received
SNR, reducing the tag power reduces the ability
of the receiver to make an accurate estimate of
the tag. In this example, a large increase in key
equivocation is apparent when reducing the tag
power from 1 to 0.1 percent. As shown in Fig. 3,
reducing the tag power does impact the ability of
the intended receiver to authenticate properly.
Hence, a design balance is sought to achieve the
desired authentication performance while main-
taining a high level of security.

CONCLUSIONS

Fingerprint embedding provides a flexible
framework for message authentication, increas-
ing security by obscuring the authentication tag
to the adversary and saving transmission band-
width. The method is readily adapted to soft-
ware-defined radio, with low complexity. SDR
experiments validate the theory, which enables
controlled design of desired system trade-offs.
There is ample room for the designer to choose
the appropriate operating point that balances
authentication probability and key equivoca-
tion because the impact on data BER is shown
to be so slight for tag powers as high as 1 per-
cent. The tag power and length are two param-
eters than can be chosen to satisfy the design
requirements for arbitrary modulation schemes
for the fingerprint. For example, suppose that
the message is 400 symbols in length and the
design requires > 99 percent authentication
probability, > 250 bits of key equivocation, and
< 1073 message BER at 10 dB SNR. Then,
from Figs. 2, 3, and 5, we see that setting pp =
0.5 percent and using 400 QPSK symbols for
the tag satisfy the requirements. Alternatively,
one may also decrease pt and increase the
length of the tag to satisfy the same require-
ments.
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GUEST EDITORIAL

ENERGY HARVESTING COMMUNICATIONS: PART 2

\.’\

Chau Yuen Maged Elkashlan

Yi Qian

ver the last decade, energy harvesting has emerged
as a promising approach to enable self-sufficient

and self-sustaining operation for devices in energy-con-
strained networks by scavenging energy from the ambient
environment to power up devices.

In particular for wireless sensor networks, if sensors,
which spread throughout a home or factories, in buildings,
or even outdoors, are powered by energy harvesting, there
are no batteries to replace and no labor costs associated
with replacing them. For a cellular network, energy har-
vesting can be used to provide power in many elements of
a telecom network, saving considerable costs in electricity
supply, and providing low maintenance monitoring. As
another important focus, RF energy is currently broadcast
from billions of radio transmitters around the world. The
ability to harvest RF energy from ambient or dedicated
sources enables wireless charging of low-power devices and
has significant benefits for product design, usability, and
reliability.

This Feature Topic focuses on energy harvesting related
issues in communications, through presenting a holistic
view of research challenges and opportunities in the
emerging area of energy harvesting communications. We
hope this Feature Topic is able to help readers obtain bet-
ter understanding of some key issues in energy harvesting,
and drive more research interests. The Feature Topic has
three parts, with 10 accepted papers presented in Part 1,
nine accepted papers included in Part 2, and four accepted
papers to appear in Part 3.

The second part of this Feature Topic starts with an
article “Toward Self-Sustainable Cooperative Relays:State-
of-the-Art and the Future,” by Kuang-Hao Liu ef al.,
examines the current progress in energy harvesting relays
with special emphasis on wireless power transfer through
RF signals that carry both information and energy at the
same time.

The article “RF-Powered Cellular Networks: Key Chal-
lenges and Solution Techniques,” by H. Tabassum et al.,
surveys the related research advancements in RF-powered
cellular networks and their limitations, as well as design
considerations for RF-powered cellular networks that can

Frank Schmidt

Trung Q. Duong

potentially tackle the major challenges and open up new
research directions.

The article “Wireless Energy Harvesting in Interference
Alignment Networks,” written by Nan Zhao ef al., presents
an overview of wireless energy harvesting in interference
alignment networks, and provides a unified framework to
jointly study wireless energy harvesting and interference
alignment.

The article “A Survey of Energy Harvesting Communi-
cations: Models and Offline Optimal Policies,” by Yejun
He et al., reviews the different ways of harvesting the
ambient energy in energy harvesting communications and
the models of energy harvesting communications.

The article “Cutting the Last Wires for Mobile Commu-
nication by Microwave Power Transfer,” by Kaibin Huang
et al., provides an introduction to wireless powered com-
munications by describing the key features of wireless pow-
ered communications, shedding light on a set of frequently
asked questions, and identifying the key design issues and
discussing possible solutions.

The article “Energy Harvesting Small Cell Networks:
Feasibility, Deployment and Operation,” by Yuyi Mao et
al., conducts a comprehensive study of energy harvesting
small cell networks, and investigates important aspects,
including the feasibility analysis, network deployment, and
network operation issues.

The article “Wireless Energy Harvesting for Internet of
Things,” written by Pouya Kamalinejad et al., summarizes
enabling technologies for efficient wireless energy harvest-
ing units, analyzes the lifetime of wireless energy harvest-
ing enabled Internet of Things devices, briefly studies
future trends in the design of efficient wireless energy har-
vesting systems, and specifies research challenges that lie
ahead.

The article “Joint Wireless Information and Energy
Transfer in Massive Distributed Antenna Systems,” by
Fangchao Yuan et al., discusses the research opportunities
in the joint wireless information and energy transfer in
massive distributed antenna system.

The article “When Telecommunication Networks Meet
Energy Grids: Cellular Networks with Energy Harvesting
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and Trading Capabilities,” written by Davide Zordan et al.,
presents recent developments in energy harvesting, the
way future energy markets are expected to evolve, and the
new fundamental trade-offs that arise when energy can be
traded.
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Toward Self-Sustainable Cooperative
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ABSTRACT

Cooperative relaying has been recognized as a
promising technique to exploit spatial diversity
gain using simple hardware, but it may barely fall
in the class of green communications because
extra power is consumed for information relaying.
Recent advances in energy harvesting devices
have paved the way for self-sustainable relays that
power themselves by replenishing ambient energy
without wires. This article examines the current
progress of EH relays with special emphasis on
wireless power transfer through RF signals that
carry both information and energy at the same
time. In this context, information relaying and EH
are two tightly coupled processes, and practical
constraints of EH devices pose new challenges to
self-sustainable relays. This article addresses these
issues and points out future research directions.

INTRODUCTION

In the course of developing future wireless com-
munication systems, achieving high energy effi-
ciency has been considered as important as
providing high-speed reliable communications.
Among numerous potential technologies, coop-
erative relaying has been recognized as a promis-
ing solution, whereby intermediate nodes act as
relays to assist the communication between two
distant nodes. By dividing a long communication
link into two shorter ones, cooperative relaying
can effectively mitigate severe path loss and
shadowing effects without the need to increase
transmission power. As an alternate form of
automatic repeat request (ARQ), cooperative
relaying also enhances transmission reliability via
spatial diversity. To implement cooperative
relaying, two options have been widely consid-
ered: standalone relay stations, which dedicate
their resources to forward signals, and altruistic
nodes, which share their resources to help for-
ward others’ signals. Traditional ways of using
these relays, referred to as conventional relays,
commonly focus on achieving high diversity gain

frequent battery replacement or power cables
and do not add extra energy cost to perform
tasks. These features are attractive to low-power
sensors or embedded systems and are made pos-
sible thanks to the recent advances in energy
harvesting (EH) devices [1]. An EH device can
harvest energy from ambient sources such as
solar, wind, and RF. Such devices intelligently
manage themselves to perform designated func-
tionalities using the harvested energy. While
replacing traditional relays by EH devices
appears to be attractive for self-sustainable
relays, the fundamental difference between EH
relays and traditional elays poses new challenges
that hinder the immediate application of EH
devices to cooperative communication networks.
The goal of this article is to bridge the gap
between conventional relays with fixed power
supplies and EH relays with self-sustainable
energy. Among various ambient energy sources,
we focus on wireless power transfer (WPT) con-
sidering a unique characteristic of RF signals;
that is, they inherently carry both information
and energy. Hence, it is a natural choice for
relays to charge themselves by extracting energy
from the signals they overhear.

This article is organized as follows. A brief
introduction to the physical constraints of EH
devices is first given, followed by an overview of
existing receiver designs for EH devices. Then
we extend our discussion to multi-relay net-
works, where relay selection (RS) is discussed, as
it has been recognized as the simplest but most
effective approach to exploit cooperative diversi-
ty gain. A performance evaluation is conducted
that compares two well-known RS schemes with
a new RS scheme tailored for EH relays. The
conclusion highlights some key issues that
deserve further investigations.

PHYSICAL CONSTRAINTS

Deploying self-sustainable EH devices in com-
munication networks faces numerous challenges
due to the physical constraints of energy sources

National Cheng Kung at the cost of extra energy consumption. Con- and EH hardware. Below, we list those con-
University. ventional relays also rely on fixed power supply straints relevant to EH relays based on WPT.

or replaceable batteries, increasing the burden * Causality: The energy harvested at present
Phone Lin is with of wide deployment. can only be used in future transmission.
National Taiwan In this article we address the issue of self-sus- e Half-duplex: EH and information transmis-
University. tainable cooperative relays that are free from sion cannot take place concurrently.
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* Energy storage: The energy storage is limit-
ed in size.

* Energy conversion: The energy picked by
the harvester needs to be converted to DC
voltage. Consequently, a certain amount of
energy may be lost during energy conversion.

The first constraint is imposed by physical laws;

the last three are subject to hardware capabili-

ties. Their impacts on the system design for

WPT are explained as follows.

The causality constraint sets the upper limit
on the transmission power level of EH devices,
and thus is the major factor that limits achiev-
able transmission rates of EH devices based on
WPT. To efficiently utilize the harvested energy,
the transmission policy needs to be carefully
designed. The transmission policy specifies how
the energy source regulates its transmission
power in feeding EH devices according to the
channel variations due to propagation loss and
multi-path fading in order to maximize the effi-
ciency of WPT. The transmission policy should
avoid overwhelming (aggressively charging) or
underutilizing (slowly charging) the energy stor-
age, both resulting in low utilization of harvested
energy. However, the energy arrival rate and
magnitude are often unknown a priori. Most
likely, only statistical information is available,
which makes it challenging to design the trans-
mission policy. On the other hand, the transmis-
sion policy of EH devices needs to intelligently
decide the transmission power and duty cycle
according to the channel conditions and/or the
status of the energy storage.

The half-duplex constraint arises from circuit
limitation. Generally the energy harvester is
responsible for picking up the RF energy and
converting it to DC voltage, but it cannot per-
form information decoding (including down-con-
version, analog-digital conversion, and
demodulation). Hence, the receiver is not able
to harvest energy when it is receiving signals. We
note that here the half-duplex constraint differs
from that which appeared in conventional half-
duplex communications, which prohibits a device
from transmitting and receiving at the same time.

In terms of energy storage, supercacitors or
rechargeable batteries are commonly used to
store the harvested energy. By storing and accu-
mulating the harvested energy, the transmit
power level is no longer limited to the harvested
energy per round and thus loosens the causality
constraint. However, the energy storage is limit-
ed in reality so energy will be wasted when the
harvested rate exceeds the consumption rate. As
to energy conversion efficiency, typical values for
WPT range from 15 percent to 40 percent [2],
depending on the environment (e.g. indoor or
outdoor) and the implementation of the energy
harvester. This again emphasizes the necessity
for energy storage because only partial energy
picked by the energy harvester is accessible.

To embrace the inherent energy of RF sig-
nals, the key enabler lies in an efficient receiver
design, which allows for performing energy har-
vesting and information decoding from the same
signal. In the next section we focus on the receiv-
er design for EH devices by first reviewing the
state-of-the-art progress. Another important
issue, namely resource allocation for EH wire-

less systems, is not explicitly covered in this arti-
cle but a rigorous treatment can be found in [3].

RECEIVER ARCHITECTURE

As mentioned above, an EH receiver needs to
perform two different tasks: EH and information
decoding. Depending on how these two tasks are
arranged (parallel, orthogonal, or in combina-
tion), below we introduce four types of receiver
architecture for EH devices.

IDEAL RECEIVER

To extract the power radiated by the RF signals,
an energy harvester circuit consists of an
impedance matching network to ensure maximum
power transfer as well as a rectifier circuit to con-
vert the RF signal to a DC voltage [4]. This ener-
gy harvester circuit is different from that of the
information decoder, which performs down-con-
version and sampling to decode the baseband sig-
nal. An ideal receiver assumes a perfect
integration between the energy harvester and the
information decoder without any power loss [5].

SEPARATED RECEIVER

Since it is difficult to implement the ideal receiv-
er, a common practice is to maintain two dedi-
cated circuits that separately perform EH and
information decoding. Below we introduce two
classes of separated receiver design for EH
nodes widely considered in the literature [6. 7].

In the first class of separated receiver archi-
tecture, the energy harvester and information
decoder perform their tasks in different time,
leading to the so-call time-switching (TS) receiv-
er. As to the second class of separated receiver
architecture, referred to as power-splitting (PS),
EH and information decoding can take place in
parallel. This is realized by a splitter that divides
the incoming energy flow into two segments, one
feeding into the energy harvester and the other
into the information decoder. In comparing the
implementation complexity of these two
receivers, TS can be readily used with off-the-
shelf devices but requires accurate time synchro-
nization to instantly switch the receiver
operation. On the other hand, PS needs an effi-
cient power splitter to perform energy harvesting
and information decoding simultaneously.

When these two types of receiver architecture
are applied to EH relays, the cooperative relay-
ing protocol can be designed as follows: define T
as one transmission cycle, which consists of two
periods, including the EH period and the infor-
mation transmission period. For the TS receiver,
denote 0 as the fraction of time occupied by the
energy harvester within a transmission cycle.
Then the remaining time is equally shared by the
source and the relay to send and forward the sig-
nal, respectively, as shown in Fig. 1a. The energy
harvested during 67 time will be used by the
relay to forward the source signal to the destina-
tion node in (1 — 6)7/2 time. One can see an
obvious trade-off between energy harvesting and
information delivery, called the rate-energy
trade-off. The more time spent on collecting
energy, the less time left for information trans-
mission that decreases the achievable rate, and
vice-versa.

|
This energy harvester
circuit is different
from that of the
information decoder,
which performs
down-conversion
and sampling to
decode the base-
band signal. An ideal
receiver assumes a
perfect integration
between the energy
harvester and the
information decoder
without any
power loss.
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For conventional
relays, CSl-based RS
has been proven to
be optimal in terms
of DMT. The best
relay in CSl-based RS
is defined as the one
with the superior
end-to-end channel
condition because
this relay offers the
highest achievable
rate among the
others.

Energy
harvesting at R = R*
Information

relaying by R*
Information
receiving at R*

~(b) Power splitting with ratio p;
p denotes the received signal power.
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(c) Unidirectional; R* denotes the selected relay.

Figure 1. Cooperative relaying protocol based on different receiver architectures: a) time switching
with switching ratio 6; b) power splitting with splitting ratio p; P denotes the received signal power;

and c) unidirectional; R* denotes the selected relay.

On the other hand, Fig. 1b depicts the time-
line of cooperative relaying based on PS receiver
architecture, where a proportion p of the
received signal power P is used for EH, and the
remaining power (1 — p) P is reserved for the
information decoder. Similar to the TS architec-
ture, the power splitting ratio p is relevant to the
performance of EH relays and presents a trade-
off. Increasing p is beneficial to information
relaying as more energy will be available to relay
transmission, but it jeopardizes information
decoding because of the degraded signal
strength. Compared with TS, PS allocates the
same amount of time to EH and source trans-
mission. However, only partial signal energy is
accessible to the energy harvester and informa-
tion decoder when using the PS receiver, while the
TS counterpart can fully utilize the signal energy.

To quickly assess how these two receivers
perform, let us evaluate their throughput, which
is defined as the amount of correctly transmitted
information per channel use. Denote R to be
the source transmission rate in bits/sec/Hz and
P,y the outage probability, which is the proba-
bility that the received signal-to-noise ratio
(SNR) at the destination node falls below the
required threshold 2% — 1 for correct data detec-
tion. According to Fig. 1, the maximum through-
put of TS and that of PS are equal to (1 - 6)(1 -
Py, )R/2 and (1 — Py, )R/2, respectively [7]. The
factor (1 — 0) for 0 < 6 < 1 that appeared in the
throughput expression of TS suggests that TS
performs worse than PS at high SNR (where
P, is eligible). Further performance compar-
isons of separated receivers with other receivers
will be given at the end of this section.

INTEGRATED

An integrated receiver architecture is proposed
in [6] by combining information decoding and
EH circuits such that a part of the information
decoding functionality is taken care of by the
rectifier. In this case, information must be mod-
ulated by different energy levels along with ener-
gy detection in the decoder. Such an integrated
receiver is shown to greatly reduce the energy

cost for information decoding, particularly when
the circuit power consumption is relatively large.

UNIDIRECTIONAL

The above three receiver architectures focus on
enabling simultaneous wireless information and
power transfer (SWIPT) without specifically tak-
ing into account energy storage at relays. Hence,
the harvested energy is consumed immediately
within a transmission cycle. This often makes the
transmission power of the relay node fairly limit-
ed due to severe propagation loss and low ener-
gy conversion efficiency of WPT. A feasible
solution is to utilize the energy storage (e.g. a
rechargeable battery or a super capacitor) such
that the harvested energy can be accumulated to
boost the transmission power level at relays.
With the aid of energy storage, we propose a
simple receiver architecture, referred to as the
unidirectional receiver, where the energy flow in
the relay either enters or leaves the energy stor-
age without splitting in time or power. To enable
SWIPT, a single relay is chosen to receive the
source information, while at the same time the
rest of the relays perform energy harvesting to
eliminate time-domain and power-domain multi-
plexing used in TS and PS, respectively. As illus-
trated in Fig. 1c, in the first half of the
transmission cycle, the source transmits informa-
tion. In the meantime, the selected relay R*
receives the source information, and those non-
selected relays harvest energy from the source
signal. In the second half of the transmission
cycle, R* forwards the source information and
the remaining relays may perform EH or enter
the sleep mode to save energy. We defer the dis-
cussion of relay selection to the next section and
compare different receiver architectures using
numerical examples to conclude this section.

PERFORMANCE COMPARISON

We evaluate the performance of the aforemen-
tioned three receivers, including TS, PS, and
unidirectional. The ideal receiver and the inte-
grated receiver are not considered mainly because
of their practicality. Since relays are commonly
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Figure 2. Performance comparisons of different receiver architectures: a) outage probability; and b) throughput.

deployed to explore spatial diversity, our evalua-
tion takes into account the randomness of relay
locations by distributing them according to a
two-dimensional Poisson point process (PPP)
with density A in an area A of radius /4. Within
this area, the source and the destination nodes
are placed such that the halfway between them
coincides with the center of A. In simulations,
we set [, = 10 m, and the distance between the
source and the destination is 7 m. This setting
resembles low-power sensor networks where the
transmission range of sensor nodes is small due
to low transmission power. All the channels
between two arbitrary nodes experience both
large-scale fading due to distance with path-loss
exponent o as well as small-scale Rayleigh fad-
ing with unit power. Unless specified, a constant
transmit power P is employed for both the source
and the relay nodes. At each receiver, the noise
power N is assumed to be unity. Thus the ratio
P/N is referred to as the system SNR. In addi-
tion, each relay is equipped with a finite battery
with size B, which scales with P, i.e. B = BP
where § > 0 is referred to as the battery scaling
factor. The performance metrics of interest are
outage probability and throughput.

In Fig. 2 we set relay density A = 0.2, path-
loss exponent o = 4, battery scaling factor B = 2,
energy conversion efficiency k = 0.6, and target
rate R = 0.5 bits/sec/Hz. For TS, the time
switching ratio © = 0.2. For PS, the power split-
ting ratio p = 0.6. These values are chosen
according to [7]. One can see from Fig. 2a that
the outage probability curve of the unidirection-
al receiver sharply decreases with SNR, and the
decaying rate is much higher than that of TS and
PS receivers. This is because with unidirectional
receivers, relays can fully (in both time and
power domains) replenish energy when they are
not designated as the cooperating relay, in con-
trast to the other two receivers. The throughput
performance shown in Fig. 2a further indicates
the superiority of the unidirectional receiver,
which achieves the maximum throughput at SNR
of 25 dB. In comparison, the TS and PS receivers

incur about 20 dB SNR penalty in achieving the
maximum throughput.

RELAY SELECTION (RS)

Next we consider a multi-relay setup, where mul-
tiple EH relays are installed in the network to
assist a single source-destination pair. Such a
setup can be found in remote sensing applica-
tions where sensor nodes report their local sens-
ing data to a data sink via intermediate relays. In
principle, employing a single selected relay to
forward the source information can not only
fully exploit diversity gain but also minimize the
multiplexing loss, known as the diversity-multi-
plexing tradeoff (DMT) [8]. Several diversity-
achieving RS protocols have been proposed for
DF and AF relays. In the following, we limit our
discussion to AF relays and refer interested
readers to [9] for DF relays.

Distance-Based: For some scenarios such as
in the outdoors, the channel quality is dominat-
ed by the distance between the sender and the
receiver rather than by multi-path fading. It is
thus intuitive to select the relay that is closest to
the source node [10].

Channel State Information (CSI)-Based: For
conventional relays, CSI-based RS has been
proven to be optimal in terms of DMT. The best
relay in CSI-based RS is defined as the one with
the superior end-to-end channel condition
because this relay offers the highest achievable
rate among the others. Some early work on EH
relays also adopt CSI-based RS [11, 12].

Battery-Aware: The relay selected according to
CSI only may not have enough power to transmit.
This may result in severe performance loss of EH
relays because the source information cannot be
forwarded via the selected relay. A simple strate-
gy to overcome this problem is to modify the RS
rule as follows. Define forwarding set as the set of
EH relays with sufficient energy to transmit. In
the forwarding set, the relay that has the best
end-to-end SNR is then chosen as the best relay.

This relay selection rule, referred to as bat-
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tery-aware (BA) RS, can be implemented by
requesting each relay to examine its battery sta-
tus at the RS epoch. If the remaining battery
power of a particular relay exceeds the pre-
scribed transmission power, this relay declares
itself as a candidate. Otherwise, it simply enters
harvesting mode without participating in cooper-
ative retransmission.

PERFORMANCE EVALUATION

We evaluate the performance of BA relay selec-
tion considering two different implementations
of AF relays: variable-gain AF (VAF) and fixed-
gain AF (FAF). For VAF relays, the relay adapts
its amplification gain to the instantaneous chan-
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Figure 3. Comparison of relay selection schemes based on VAF relays for
the battery scaling factor f = 10.
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Figure 4. Comparison of relay selection schemes based on FAF relays for
the battery scaling factor B = 10 and the fixed amplification gain g = 10.

nel condition between the source and itself. As
to FAF, a constant amplification gain is
employed, regardless of the channel condition.
Comparing these two variants of AF relays, VAF
relies on continuously monitoring the source-
relay channel condition to determine the ampli-
fication gain and thus incurs a higher complexity
than FAF, which does not require any CSI. For
this reason, FAF is also known as blind AF.

In determining the transmission power, VAF
relays vary their amplification gains to maintain a
constant transmission power, which is set equal to
the source transmission power P. As to FAF relays,
their transmission powers are identical to the con-
stant amplification power gain denoted as g.

Figure 3 depicts the outage probabilities of
the three RS rules mentioned above for VAF
relays using the unidirectional architecture
under relay density A = 0.5, pathloss exponent
o = 4, energy conversion efficiency x = 0.5, and
battery scaling factor B = 10. All the curves
shown in the figure descend with SNR, except
CSI-based RS, which shows an error floor at
high SNR. As explained before, the relay select-
ed according to CSI-based RS will be idle if its
battery power is less than the required transmis-
sion power. This idle probability is constant to
SNR and will dominate the outage probability
when the batter size is not sufficiently large. The
BA scheme significantly outperforms the CSI-
based scheme and the distance-based scheme,
which achieves diversity gain of one only.

The case of FAF relays is shown in Fig. 4 for
g = 10. Again, the BA scheme is superior to the
distance-based and the CSI-based schemes. Dif-
ferent from Fig. 3, here the outage probability of
the CSI-based scheme decreases with SNR.
Recall that the relay transmission power of FAF
relays is set equal to constant g, which is relative-
ly small compared to P at high SNR. As a result,
the EH rate is higher than the consumption rate
such that the idle probability becomes negligible
as SNR increases.

Figure 5 demonstrates the outage probability
of the BA scheme under different values of
pathloss exponent o for f = 5 and SNR = 10 dB.
Here we focus on FAF relays with g = 10 since
the case of VAF relays reveals the similar trend
and thus is omitted. Intuitively, a larger pathloss
exponent implies more severe signal attenuation
due to distance and thus the outage probability
decreases with o. It is worth noting that the lin-
ear curve shown in the figure plotted with loga-
rithmic scale corresponds to exponential decay
of the outage probability with A. This reveals
that EH relays can still exploit diversity gain pro-
vided by spatially random relays even without
permanent power supplies.

In Fig. 6 we investigate the impact of battery
size on the outage probability by manipulating
the battery scaling factor B for both VAF and
FAF relays considering CSI-based and BA RS
schemes. Here we set A=0.2 and SNR = 15 dB.
As expected, increasing 3 helps reduce the out-
age probability, but the performance improve-
ment provided by a larger battery is rather
limited. As shown in the figure, the outage per-
formance is not sensitive to  when f>5. Over-
all, maintaining high relay density and operating
them in high SNR regions are more important
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to the performance of cooperative relaying based
on EH relays than increasing the battery size.

MULTI-USER SCENARIO

So far our discussions have been concentrated on
the single source-destination setting, the most
straightforward application of cooperative relay-
ing. Relays can also be deployed to assist multi-
ple source nodes communicating to common or
distinct destination nodes. Such a multi-user sce-
nario requires relays to distribute their limited
resources (e.g. transmission time and power) in
order to maximize the overall welfare. In particu-
lar, transmission power is deemed as the most
treasured resource for EH relays. Even with an
equal power allocation, it has been shown that
the outage probability decays at a rate of log
SNR/SNR, which outperforms the decay rate
1/SNR without any power allocation performed
[10]. Further improvement is possible, for exam-
ple, by using a water-filling power allocation
along with user scheduling. However, this strate-
gy requires global CSI for relays to determine
their transmission power and scheduling priority.
To alleviate signal overhead, decentralized mech-
anisms should be desired and deserve further
investigations. One representative work along
this line is [10], which develops a distributed
power allocation strategy based on game theory.
This work focuses on a single-relay scenario
while in the more practical multi-relay scenario,
other design dimensions may be further explored.
For instance, relay selection can be jointly
designed with power allocation and scheduling in
order to maximize cooperative diversity and
multi-user diversity gains, subject to energy avail-
ability imposed by energy-constrained relays.

CHALLENGES FOR FUTURE RESEARCH

DIVERSITY-ACHIEVING PROTOCOLS

Early works have largely focused on exploring
the potential gain of EH relays based on some
ideal assumptions. One of the fundamental
requirements to exploiting diversity benefit is to
provide interference-free transmission. Other-
wise, cooperative relaying may encounter a com-
plete loss of diversity gain due to co-channel
interference (CCI). Conventionally, orthogonal
transmission is achieved via specially designed
waveforms or exclusive resource allocations. As
the emerging wireless networks are designed to
meet high spectral efficiency, it becomes more
challenging to achieve orthogonal transmission.
Despite its adverse impact on achievable diversi-
ty performance, the presence of CCI may be
regarded as an alternative energy source to EH
relays. Since the wireless channel condition
varies with time, a relay that suffers severe CCI
during a certain period may be scheduled to per-
form EH, and then perform cooperative relaying
when the CCI is diminished. The time-varying
nature of wireless channels suggests that the
relaying protocol should be jointly designed with
interference management schemes such that CCI
can be opportunistically utilized to charge the
relay battery and avoid its catastrophic effect on
cooperative relaying. In this case, a certain
degree of CSI is necessary to instruct the relay
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operation to switch between EH and information
relaying. The more power reserved for the acqui-
sition of CSI, the better decision making for
relay operation but the less energy left for infor-
mation relaying. How to balance this rate-energy
trade-off presents a new challenge to the design
of diversity-achieving protocols using EH relays.

MULTI-ANTENNA SYSTEMS

Advanced multi-antenna technology promises
new design dimensions to improve cooperative
transmissions based on EH relays. In conven-
tional wireless networks, multiple antennas are
often used to boost the information rate or miti-
gate CCI. For EH wireless networks, multiple
transmit antennas can be employed to achieve
highly efficient energy harvesting via so called
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While existing results
on EH devices have
confirmed their
promising gains, we
show that simply
reusing existing
approaches may not
satisfy the ultimate
goal of self-sustain-
able relays. We thus
point out future
research directions
that we believe are
of vital importance
to the success of
self-sustainable
relays.

energy beamforming [13]. In this context, the
time resource needs to be properly divided for
acquiring CSI and performing energy harvesting.
To simplify the implementation, random beam-
forming is considered in [14] to enhance the
rate-energy trade-off for EH nodes based on the
TS receiver architecture. Without assuming any
CSI at the transmitter, it is proven that using
one single random beam can achieve the optimal
rate-energy trade-off asymptotically. However,
transmit beamforming has not been explored for
EH relays and should be further investigated,
considering that both the channel conditions and
the available power at relays are relevant to the
beam design.

FuLL-DUPLEX RELAYS

All the receiver types introduced in this article
are half-duplex in nature, yet they mimic the
full-duplex operation via different multiplexing
approaches. Lately, full-duplex relays have
attracted more research attention as full-duplex
radios can transmit and receive at the same time
without self interference, which doubles the
transmission rate. However, using full-duplex
radios does not imply that information transmis-
sion and EH can be performed simultaneously.
Full-duplex relaying is treated in [15], consider-
ing a two-antenna configuration to enable full-
duplex based on the TS receiver architecture.
New enabling methods, including the receiver
architecture, cooperative relaying protocols, and
resource allocation strategies remain open and
are of timely importance.

CONCLUDING REMARKS

Abundant research on cooperative relaying has
proven its encouraging benefits to future wire-
less communication systems. Existing designs
emphasize achieving high diversity gain but incur
extra energy consumption that goes against the
trend of green communications. The potential of
self-sustainable relays discussed in this article
opens a new paradigm toward green wireless
communications system by using EH relays in
place of conventional relays that rely on fixed
power supplies. While existing results on EH
devices have confirmed their promising gains, we
show that simply reusing existing approaches
may not satisfy the ultimate goal of self-sustain-
able relays. We thus point out future research
directions that we believe are of vital importance
to the success of self-sustainable relays.
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ABSTRACT

Energy harvesting from ambient sources is
emerging as a sustainable and environment-
friendly technique to prolong the lifetime of
wireless devices. However, harvesting energy
from these sources may not be feasible for quali-
ty-of-service (QoS)-constrained wireless applica-
tions. As such, dedicated wireless-powered
cellular networks (WPCNs) are currently being
investigated to ensure the reliability as well as
improved battery lifetime of the wireless devices.
With emerging WPCN, a true wireless network
can be envisioned, which is free of connectors,
cables, and battery access panels, and guarantees
freedom of mobility. To illustrate and under-
stand the design requirements of WPCNs, this
article first points out the key challenges of
designing energy-harvesting cellular networks.
These include the doubly near-far problem, the
signal-to-noise ratio (SNR) outage experienced
by the energy-harvesting devices located toward
the cell-edge, the spatial characterization of the
SNR outage zone, the additional resource con-
sumption at energy transmitting sources, and the
problems related to designing fairness-con-
strained user scheduling schemes. A brief
overview of the related research advancements
in WPCNs and a summary of their limitations
are then provided. Finally, we list a few sugges-
tions and design considerations that can poten-
tially tackle the major challenges in emerging
WPCNs and open up new research directions.

INTRODUCTION

Energy harvesting in wireless cellular networks is
a cornerstone of emerging 5G cellular networks
as it aims to “cut the last wires” of the existing
wireless devices [1]. In particular, energy har-
vesting has significant potential to attract sub-
scribers since it promotes mobility and connect-
ivity anywhere and anytime, which is one of the
key visions of emerging 5G networks.

Until very recently, energy harvesting for wire-
less communications systems mainly considered
ambient energy sources (e.g., solar, motion and
vibration, temperature, wind, thermoelectric
effects, interference from radio frequency (RF)
sources, etc.). As such, the efficiency of energy-
harvesting systems exploiting those sources

depends on available energy levels that may vary
significantly over time, location, and weather con-
ditions. Nevertheless, to satisfy the power demands
of delay-constrained wireless applications, it is of
utmost importance to ensure the availability of
sufficient energy at the user terminals whenever
required. This fact has motivated researchers
toward the development of dedicated wireless-
powered cellular networks (WPCNs) where a
hybrid access point (HAP) takes care of both the
energy and information transmission to/from the
subscribers. Consequently, new research chal-
lenges and activities have surfaced on a global
scale and on a broad range of topics. These topics
include prototyping receiver architectures [2, 3],
optimizing time allocation for wireless energy and
information transfer considering single antenna or
multi-antenna HAPs [4, 5], wireless energy trans-
fer in heterogeneous smallcell networks [6], relay-
assisted cooperative protocol designs [7, 8], etc.
Besides, a few other dedicated techniques (such as
mobile charging vehicles [9], dedicated power-bea-
cons (PBs) [10]) are also under investigation. PBs
are low-cost devices that can potentially charge
wireless terminals by transferring energy in a
directional or omni-directional manner. WPCNs
have thus initiated a paradigm shift in designing
wireless networks where the energy can be sched-
uled to users on their request, resulting in perpet-
ual network connectivity.

In this article we highlight the primary chal-
lenges in the WPCNs mainly from the following
perspectives: resource allocation, SNR outage
performance of a user who is located arbitrarily
in the signal-to-noise-ratio (SNR) outage zone,
and the significance of the deployment of dedi-
cated energy sources. In this context,

* We first characterize the SNR outage zones
in the conventional cellular networks and in
WPCNSs theoretically as well as numerically.

It is shown that the SNR outage zone of a

WPCN is wider than that of a conventional
cellular network.

* We then analyze the gains of deploying the
PBs and distributed antenna element (DE)-
assisted PBs over a centralized HAP in a
WPCN. The performance measure is the
SNR outage probability of a user in the
SNR outage zone.

* Quantitative and comparative analysis of
the symmetric and random deployment of
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Therefore, an ideal
energy harvesting
device could be one
in which energy
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Figure 1. Graphical illustration of WPCN and characterization of the SNR outage zones in the uplink
transmissions of conventional cellular networks and WPCNs. A demonstration of selecting the appro-
priate combination of dedicated (e.g., HAP, DEgs, etc.), on-request dedicated (e.g., PBs), and ambient
(e.g., interfering transmissions from nearby HAPs) RF energy sources for subscribers located geo-

graphically apart from each other.

the PBs and DE-assisted PBs is then pro-

vided.

A qualitative overview of recent develop-
ments and common assumptions in the design of
WPCNs are then presented. Finally, we point
out future research directions that can potential-
ly tackle the primary challenges in a WPCN.

A graphical illustration of the emerging
WPCNs is shown in Fig. 1, where network con-
nectivity of all users is ensured by combining the
capabilities of dedicated (e.g., HAPs, DEs), on-
request dedicated! (e.g., PBs) and ambient RF
energy sources (e.g., interfering transmissions
from nearby HAPs). DEs are spatially separated
antenna nodes that are connected to HAPs via a
dedicated backhaul link (typically optical fiber).

KEy CHALLENGES IN
DESIGNING WPCNS

In this section we discuss the fundamental chal-
lenges in designing WPCNs, e.g., design of
receiver architecture to deal with the simultane-
ous information and power transfer from HAPs
in the downlink, SNR outage regions in the
uplink due to doubly near-far problem, addition-
al resource consumption at the HAPs that

includes energy transfer time and transmission
power to charge wireless devices, etc.

SIMULTANEOUS INFORMATION AND
POWER TRANSFER (SWIPT)-ENABLED
RECEIVER ARCHITECTURE

Theoretically, RF signals can carry both energy
and information simultaneously. Therefore, an
ideal energy harvesting device could be one in
which energy reception and information decoding
can be performed concurrently from the same RF
signal. This is commonly referred to as simultane-
ous wireless information and power transfer
(SWIPT). Unfortunately, the existing receiver cir-
cuits in wireless devices are not capable of direct-
ly extracting energy and information from the
same RF signal. As a result, receiver architecture
design is a challenge for concurrent wireless ener-
gy transfer (WET) and wireless information trans-
fer (WIT) in the downlink of WPCNs. One root
cause of this problem is the considerably different
power sensitivities of receivers, i.e., —10 dBm for
energy harvesting and —60 dBm for information
decoding. Thus, efficient receiver architecture and
operating policies that can ensure quality-of-ser-
vice (QoS) and quality of wireless charging ser-
vice (QoCS) at the subscribers while handling
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simultaneous energy and information transfer are
of significant importance.

DouBLY NEAR-FAR PROBLEM IN
ENERGY-HARVESTING CELLULAR NETWORKS

Because of distance-dependent signal attenua-
tion in both the uplink and downlink, any user
located closer to a HAP harvests more energy in
the downlink and also requires less power to
attain a given SNR at the HAP in the uplink
(given a fixed transmission and energy harvest-
ing time slot). On the other hand, distant users
harvest low energy in the downlink but require
higher transmission power to achieve the same
SNR in the uplink. This problem is typically
referred to as the “doubly near-far problem” in
the literature [4]. This phenomenon may signifi-
cantly reduce fairness among different users that
are located spatially apart (e.g., cell-center and
cell-edge users) from the HAP. However, this is
an interference-free perspective of the doubly
near-far problem that does not consider the
interference experienced by cell-edge users. In
practice, a macrocell is surrounded by several
tiers of neighboring macrocells. Therefore, cell-
edge users are typically exposed to higher inter-
ference levels and may accumulate higher energy
compared to cell-center users. It is therefore
important to study the impact of ambient RF
interferers (energy transmitters) on the average
accumulated energy of the cell-edge users in a
large-scale network setting where both dedicated
and ambient RF energy sources coexist.

ADDITIONAL RESOURCE
CONSUMPTION AT HAPs

HAPs are responsible for energy transfer in
order to support both uplink and downlink trans-
missions. With this obligation, a HAP is typically
assumed to allocate a specific portion of time,
power, channels, or antennas for energy transfer.
Note that the simultaneous use of a channel (or
resource) for optimized downlink WIT in addi-
tion to WET for uplink transmission has not
been considered in recent studies [4, 5]. This
additional resource consumption at the HAP is
particularly significant for uplink transmission
scenarios. In conventional uplink cellular net-
works, the maximum power consumption of a
wireless device is relatively low compared to that
of a base station (BS). In contrast, WPCNs con-
sume extra time/power resources of the HAP,
especially for the uplink transmission of far-away
users. This fact triggers an asymmetric additional
power consumption that is not the case in tradi-
tional cellular networks. We refer to this phe-
nomenon as asymmetric additional power
consumption in uplink.

To perform WET in a resource-efficient man-
ner, efficient channel or antenna, power, and
time adaptation policies need to be exploited in
WPCNs. Adaptive spectrum allocation will be
required to optimize the channel allocations for
both WET and WIT, taking into account the
locations of energy harvesting devices. For
instance, some channels for downlink WIT may
be concurrently used for WET to charge the
users for their uplink transmissions (i.e., satisfy-

ing the QoS of a downlink user and the QoCS of
an uplink user).

BROADBAND ENERGY HARVESTING

As has been mentioned above, the doubly near-
far problem deteriorates the uplink transmissions
in WPCNss, especially for devices located in the
cell-edge areas. Although cell-edge users are far
away from their dedicated HAP, they may be able
to receive energy from RF transmissions of neigh-
boring HAPs, small cells, radio or TV broadcast
towers, etc. Thus, they may potentially exploit the
benefits of their proximity to such ambient RF
sources to satisfy their energy requirements. To
implement this in a practical network, new receiv-
er architectures need to be introduced with cir-
cuits that can harvest and accumulate energy
from signals with a wide range of frequencies.
This feature is referred to as “out-of-band” ener-
gy harvesting. Although ambient RF sources are
unreliable, they may potentially support starving
users in the cell-edge areas.

MULTIUSER SCHEDULING IN WPCNSs

Conventional uplink multiuser scheduling

schemes (e.g., greedy/opportunistic scheduling,

round-robin scheduling) do not consider the

amount of harvested energy and/or energy

requirements of the selected users, and there-

fore, when used in WPCN, they can lead to

e Energy (or transmit power) outages, in which
the harvested energy of a scheduled user
drops below the minimum energy (or
power) required for transmission, and

» Energy overflows, in which the harvested
energy of a scheduled user exceeds its finite
battery level (and hence energy is wasted at
the HAP for wireless charging).

Energy outage and energy overflow events
mainly occur, respectively, when cell-center and
cell-edge users are scheduled for transmission.
Note that traditional uplink scheduling methods
such as the greedy scheduling method generally
considers uplink channel state information (CSI)
only while round-robin scheduling chooses any
user with equal probability regardless of their
channel conditions. Therefore, energy outage
events may significantly affect fairness-con-
strained scheduling schemes (e.g., round-robin
scheduling scheme) due to higher chances of
scheduling of the cell-edge users when compared
to opportunistic (i.e., channel state-aware)
scheduling schemes. New scheduling methods
will therefore be required that consider these
events and optimize performance metrics such as
the spectral efficiency of uplink transmission and
spectral efficiency per unit of charging power.

In the following, we will provide a brief
overview of existing solution techniques that
address some of the aforementioned challenges.

OVERVIEW OF THE
ExisTING DESIGNS OF WPCN

RECEIVER OPERATING STRATEGIES TO
ENABLE SWIPT
To resolve the challenges encountered in design-
ing circuits that perform both energy harvesting
and information decoding simultaneously, differ-

|
To perform WET in a
resource-efficient
manner, efficient
channel or antenna,
power, and time
adaptation policies
need to be exploited
in WPCNs. Adaptive
spectrum allocation
will be required to
optimize the channel
allocations for both
WET and WIT, taking
into account the
locations of energy
harvesting devices.
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ent receiver architectures have been proposed

recently in the literature [2, 3] as described below.

Time Switching (TS) Receiver [2]: This archi-
tecture involves an antenna periodically switch-
ing between information decoding and energy
harvesting circuits. Each transmission block is
divided into two orthogonal time slots, one for
harvesting energy and the other for transmitting
data.

Power Splitting (PS) Receiver [2]: This archi-
tecture incorporates a power splitting device that
separates the received signal into two streams
for the information and energy receivers with
the same/varying power levels. An optimal power
splitting ratio is designed in [11]. The PS mode
has two special cases:

* Uniform Power Splitting (UPS): All anten-
nas at the receiver have same power split-
ting ratio.

* Dynamic Power Splitting (DPS) [3]: It splits
the received signal into two streams with
adjustable power levels for WET and WIT.
The power allocation for WET and WIT
adapts according to CSI which is assumed
to be known at the receiver.

Antenna Switching (AS): For multiple anten-
na devices, the receiving antennas are divided into
two groups, one group for information decoding
and the other group for energy harvesting. AS
reduces to TS for a single antenna device.

Compared to the TS mode, the PS mode
achieves higher information rate and harvested
energy level [2, 11]. However, its associated cost
and hardware complexity make it less attractive
to system designers. Specifically, the PS mode
requires a power splitter, whereas the TS mode
requires a simple switch. Because of this, the PS
mode allows only in-band WET, whereas the TS
mode can also support out-of-band WET. The
TS mode can accommodate both the sensitivity
difference of energy/information receivers and
the channel/ interference power dynamics to
optimize its switching operation. For instance,
the receiver can be switched to harvest energy
when the channel (or interference) is strong, or
decode information when the channel (or inter-
ference) is relatively weaker [11]. This adaptabil-
ity of the TS mode may potentially assist in
overcoming the doubly near-far problem (e.g.,
cell-edge users may switch to harvest mode when
they experience strong interference from nearby
HAPs).

EXISTING TECHNIQUES TO
MITIGATE THE DOUBLY NEAR-FAR PROBLEM

The major techniques to mitigate the doubly
near-far problem in cellular networks are
described below.

Common Throughput Maximization in the
Harvest-then-Transmit (HTT) Protocol [4]: This
algorithm proposes to adapt and optimize the
time allocation for WIT according to the chan-
nel states of different users such that the com-
mon throughput (equal throughput of all users)
is maximized. In particular, this is achieved by
assigning shorter and longer time periods to the
near and far-away users, respectively. This is
similar to the concept of traditional SNR balanc-
ing of users in cellular networks.

User Cooperation with the Harvest-then-
Cooperate (HTC) Protocol ([12, 14] and refer-
ences therein): A user cooperative protocol is
proposed by [12] to mitigate the doubly near-
far problem. A two-user system is considered in
which a user with better uplink and downlink
channel gains assists another user with poor
channel gains in transmitting information to the
HAP. In particular, the HAP broadcasts RF
signals for WET in the downlink and both the
users harvest energy during this time. The near
user then uses part of its allocated transmission
time and harvested energy to relay the informa-
tion of the far-away user, and the remaining
time and energy to transmit its own informa-
tion. Reference [13] derives the outage proba-
bility expressions for users in a cooperative
network with an energy-harvesting relay. The
cooperation among users has been modeled as
a canonical coalition game and the grand coali-
tion has been shown to be stable.

Relay Cooperation with the HTC Protocol
([7, 8] and references therein): Recently, relay-
based cooperation has been shown to be useful
in mitigating the doubly near-far problem of a
WPCN consisting of a HAP, a source node, and
a relay node. For instance, [8] considers an ener-
gy-constrained relay node that harvests energy
broadcast by a source node and uses this energy
to forward the source signal to a destination
node. In this regard, two relaying protocols, i.e.,
the time switching-based relaying protocol and
the power splitting-based relaying protocol, are
proposed to separate information processing and
energy harvesting at the relay node. Similarly, in 7]
the source and relay nodes harvest energy from
the HAP in the downlink and work cooperative-
ly in the uplink to transmit the source’s informa-
tion using a TDMA protocol. The throughput of
the proposed protocol is also analyzed in a multi-
relay scenario with opportunistic and partial
relay selection schemes.

Multi-Antenna Transmission with Energy
Beamforming ([14] and references therein): In
contrast to the aforementioned TDMA-based
techniques, [14] presents an approach that
considers the use of energy beamforming at
multi-antenna HAPs to mitigate the doubly
near-far problem. Energy beamforming is a
technique that allows multiple antennas to
transmit RF energy in the direction of an
intended energy harvester for better transmis-
sion gains. In particular, the HAP first per-
forms WET to all users via energy beam-
forming in the downlink, and then the users
perform WIT based on space division multiple
access (SDMA) simultaneously in the uplink
using their harvested energy. The problems of
time allocation in the uplink and downlink,
energy beamforming, and uplink transmit
power allocation with receive beamforming are
investigated.

Compared to the HTT protocol, the HTC
protocol has been shown to outperform in all
considered scenarios at the cost of additional
system complexity and overheads (e.g., time syn-
chronization, CSI of cascaded channels with
shadowing and fading, etc.). The performance
gains can be enhanced further with the use of
energy beamforming at multi-antenna HAPs.
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1 The network node utilizes all harvested energy for transmission purposes.

Table 1. Qualitative overview of existing energy harvesting protocols in WPCNs.

FuLL-DUPLEX TRANSMISSION FOR ENHANCED
FLEXIBILITY IN ENERGY HARVESTING TIME

Full-duplex operations are typically supported in
WPCNs with the use of dual-antenna HAPs [5].
One of those antennas performs downlink WET
to users and the other is used for WIT in the
uplink. This is different from conventional full-
duplex communications systems in which simul-
taneous information transmission and reception
takes place in the same frequency band and at
the same antenna. Self-interference is an issue
for full-duplex HAPs since part of the downlink
energy and uplink information signals interfere
with each other. However, several self-interfer-
ence cancellation (SIC) schemes are currently
under investigation [5]. Full-duplex transmission
offers considerable time flexibility for energy
harvesting compared to half-duplex transmission
since a user can continue to accumulate energy
during the transmission of other users. It also
ensures judicious use of available bandwidth as
proposed in [5], where the same frequency is uti-
lized for WET and WIT with the SIC schemes in
place.

Most of the aforementioned studies assume
simplistic system models, i.e., two or three node-
network model, infinite energy storage at
receivers, perfect SIC, ignore channel diversity
of multiple harvesting devices that may be locat-

transmit power
constraints at HAP

ed at cell-center or cell-edge, assume a co-chan-

nel interference-free environment, and a single

source for energy harvesting (i.e., HAP), etc. A

qualitative overview of some of the aforemen-

tioned research works is summarized in Table 1.
The performance and design of existing

WPCNs need to be enhanced by considering the

following:

* Co-channel interference degrades the com-
munication link quality during WIT. How-
ever, it is beneficial from a WET per-
spective. Thus, the trade-offs involved in
mitigating the interference need to be criti-
cally characterized to maximize information
as well as energy transfer.

* Energy cooperation needs to be exercised
where multiple users (or HAPs) can share a
portion of their harvested energy (or bat-
tery energy) with the other users (or HAPs)
via wireless transfer [15].

* Most of the existing works assume that har-
vesting is the only source of energy. Howev-
er, both regular and harvesting-based
energy sources are highly likely to co-exist
in practice.

* To make energy harvesting appealing to all
users regardless of their locations, deploy-
ment of low-cost dedicated energy sources
is crucial [10]. The deployment of such
sources needs to be limited and planned in
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Py. This boundary distance R; can be calculated

100 ' ' ' ' ' by equating Pp.x = Py R;P which gives
el 4 1
R] = (@]ﬁ .
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E MERED e Wireless-Powered Cellular Networks: To
g 50~ WPCN (R-R;) ?:ct::iggrizﬁ:ict’ivity T characterize the SNR outage zone in WPCNS,
2 limit of -10dBm we consider a HAP located in the center of a
8 40 circular macrocell. The amount of power har-
vested by an arbitrary user at a distance d from
ey the HAP is given using a simplified form of the
Friis Equation provided in the Powercast Wire-
cl less Power Calculator ver. 1.5 available at
10 . . . . . . www.powercastco.com. According to the Friis

Equation, RXPower = Pyap GG, (M4n)B d-B,
where Pyap is the transmit power of the HAP in
the downlink, G, and G, are the transmit and
receive antenna gains, A is the wavelength of the
RF carrier, and d is the distance of the user
from the HAP. This is the power received at the

1 1 1
-40 -39 -38 -37 -36 -35 -34 -33 -32 -31 -30
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Figure 2. SNR outage zones for both conventional cellular networks and
WPCNSs as a function of Py, = 2, P = 1 mW, T/t= 0.5, PyapG; = 40
W,n =0.5,G, =398, A = 0.328.

an optimal manner to minimize deploy-

ment, operation, and maintenance costs

while enhancing the QoCS and QoS of cell-
edge users. This could reduce the burden of

energy transfer to far-away users from a

centralized HAP.

In the following section we provide a charac-
terization and comparison of the SNR outage
zones in conventional cellular networks and
WPCNs. To improve the performance of users
located at cell-edges, several techniques are out-
lined and quantitatively analyzed.

DESIGN GUIDELINES TO OVERCOME
THE LIMITATIONS OF WPCNS

CHARACTERIZATION OF SNR OUTAGE ZONES

The root cause of SNR outage of the cell-edge
users is the distance between HAPs and harvest-
ing devices, finite battery power, and minimum
energy requirements of the harvesting devices for
successful transmission and reception of signals.

Conventional Uplink Cellular Networks: In
conventional uplink cellular networks, a wireless
device adapts its transmit power to achieve a tar-
get received signal power P at macrocell BS [16].
This power adaptation compensates the long-
term path-loss variations. The distant devices
from BSs are required to transmit with high-
er power in order to combat path-loss, i.e.,
Pt = PudB, PydBP < P ., Where d denotes the
distance of the wireless device, f denotes the
path-loss exponent, and Py, is the maximum
transmit power of the wireless device. For a
clear exposition, we do not consider the shadow-
ing and fading effects in the propagation model.
Due to the maximum transmit power constraint,
all users beyond a certain distance R; from the
serving macrocell BS will not be able to achieve

energy harvester before performing RF-to-DC
conversion. The total harvested energy after con-
version can then be given as E = TnRXPower,
where T is the energy harvesting duration in the
downlink and m is the harvesting efficiency of
the receiver which depends on the efficiency of
the antenna, the accuracy of the impedance
matching between the antenna and the voltage
multiplier, and the power efficiency of the volt-
age multiplier that converts the received RF sig-
nals to DC voltage [17]. However, in most of the
research studies, the overall efficiency 1 of the
RF energy harvester is taken in between 50-80
percent [4, 14, 15]. Therefore, we consider n = 50
percent for our numerical results.

When all users target a received signal quality
level of P at the HAP, the two primary condi-
tions, i.e., E > PydPt and PydP < P, , need to
be satisfied, where 7 is the length of the trans-
mission time slot. The threshold distance R, can
then be characterized using the first condition as

1

A28
T, PyapG,G,| —
nt HAPY't r(4”)

R =
2 fPO

Note that R; denotes the threshold distance
beyond which all users experience 100 percent
SNR outage in conventional cellular networks.
On the other hand, R, denotes the boundary
beyond which all users experience 100 percent
SNR outage in a WPCN. As such, R - Ry and
R — R, are the SNR outage regions of conven-
tional and wireless-powered cellular networks,
respectively.

The receiver sensitivity of the RF energy har-
vester is reported to be —10 dBm in the litera-
ture [17, Sec. III.E]. With this value of receiver
sensitivity, we calculate a boundary distance
from the HAP beyond which no RF energy har-
vester can sense and harvest energy. This dis-
tance dy, is derived based on the simplified form
of the Friis Equation detailed above. To achieve
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an RXPower of at least =10 dBm (before con-
version), dy, can then be calculated as

B
0.0001

PR
PyspG,G,| —
HAPU: r(4nj

This distance is also demonstrated in Fig. 2.

Figure 2 demonstrates the additional SNR
outage zone in the uplink due to energy harvest-
ing from the HAP as a function of Pj. The two
main observations are as follows:

* At lower values of P, the gap between the
two SNR outage zones is large. This calls
for efficient energy transfer mechanisms at
the HAP, optimizing the HAP parameters,
and/or the deployment of supplementary
energy sources.

* Since the nearby users can harvest a reason-
able amount of energy, the gap between the
two SNR outage zones reduces with
increasing Py,. However, since only nearby
users are able to achieve their target signal
quality levels, a large number of users suf-
fer from both the information transfer and
energy harvesting perspectives. This fact
reveals the importance of using spatially
apart information receivers (e.g., DEs)
along with supplementary energy sources
(e.g., PBs).

dy, =

DEPLOYMENT OF DEDICATED ENERGY SOURCES

The deployment of PBs has been shown to be
efficient in improving the average harvested
energy per subscriber [10]. Although there are
no backhaul requirements, PBs incur additional
operation, maintenance, and deployment costs.

Therefore, compared to a large number of ran-

domly placed PBs, a small number of geographi-

cally planned PBs are more appealing.

Figure 4 demonstrates the effects of different
harvesting strategies on the users located beyond
R;, namely,
¢ Harvesting from HAPs only.

e Harvesting from HAPs and randomly
deployed PBs.

* Harvesting from HAPs and symmetrically
deployed PBs (Fig. 3 for a graphical illus-
tration).

The symmetric deployment refers to a deploy-

ment in which all PBs are placed in a circular

fashion around the HAP at a fixed distance. On
the other hand, the random deployment refers
to an arbitrary placement of the PBs. First, it
can be observed that the users located beyond

R; suffer from 100 percent SNR outage proba-

bility when harvesting energy from the HAP.

Second, the circular deployment of the PBs at

optimal distance from the HAP can potentially

reduce the SNR outage probability compared to
the randomly deployed PBs. Moreover, the opti-
mal location of PBs in symmetric deployment is

a function of the number of PBs. For a limited

number of PBs, the gains of symmetric deploy-

ment over random deployment are dominant

over a wider range. On the other hand, with a

larger number of PBs, the gains of the circular

deployment become comparable to random
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Figure 3. Graphical illustration of random and circular deployments
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Figure 4. SNR outage probability of a user located beyond R; as a function
of the distance of PBs from the HAP considering both the random and
cicular deployments of PBs, for R = 100 m, § = 2, Ppox = 1 mW, T/t =

0.5, Pyap = 40 W, 1 = 0.5.

deployment. However, the SNR outage tends to
reduce significantly with the increase in the
number of PBs. Nonetheless, continuously
increasing the number of PBs (though unlikely)
ultimately causes the random deployment to out-

perform the symmetric deployment of PBs.

The SNR outage can be minimized even fur-
ther if the supplementary PBs are combined with
the DEs. In a cellular network infrastructure
with already deployed DEs, additional gains can
therefore be achieved in a cost-efficient manner.
A user in the SNR outage region can harvest
energy from all PBs and then transmit the infor-
mation through the nearest antenna element
(which may not necessarily be a HAP). With this
procedure, the SNR outage can be minimized
significantly, as illustrated in Fig. 5, compared to
the case in which a user transmits to the HAP
only. With this DE-assisted PB setup, the useful-
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dom and circular deployments, for R = 100 m, § = 2, Pp.x = 1 mW, T/t
= 0.5, Pyap =40 W, = 0.5.

ness of the circular deployment of PBs (co-locat-
ed with DEs) at optimal locations becomes more
evident compared to the random deployment.

OTHER DESIGN CONSIDERATIONS FOR WPCNS

On Request Energy Transfer/Cease Proto-
cols: WPCNs rely mainly on a centralized entity
(such as a HAP) that coordinates both WET
and WIT. Depending on the objectives of net-
work operators (e.g., throughput maximization
[4]), a specific duration is reserved for the users
for energy harvesting. Nevertheless, these users
may accumulate sufficient energy from ambient
RF sources as well. Therefore, it will be crucial
to design lightweight protocols that allow com-
munication between the HAP and harvesting
devices (e.g., to request more energy from the
HAP in the case of impending SNR outage or
inform the HAP in the case of accumulating
sufficient energy beforehand). This will reduce
unnecessary resource consumption at the HAP
that may lead to energy overflow at the harvest-
ing devices. In addition, these protocols may
also enable the subscribers to request addition-
al energy from on-request dedicated power
resources (e.g., PBs, as shown in Fig. 1), if
available.

Coordination Among HAPs on Uplink Chan-
nels: Coordination among HAPs is a desirable
feature of emerging WPCNSs. The definition of
coordination among HAPs (especially for uplink
transmissions) needs to be rethought and modi-
fied. Note that if all HAPs coordinate and syn-
chronize their energy transfer phases, it will help
cell-edge users to accumulate higher energy lev-
els. On the other hand, their coordination during
the uplink transmission phase mitigates strong
interference received at a HAP. This fact calls
for optimizing the energy and information trans-
fer time in which all HAPs can coordinate to
maximize their mutual benefits on uplink trans-

mission channels (i.e., accumulation of energy
for cell-edge users in the downlink and interfer-
ence mitigation at HAP in the uplink). Note that
adapt- ing the energy harvesting duration
(according to the channel conditions of the
users) at all HAPs in a distributed fashion (e.g.,
[4] and other follow-up studies) does not allow
coordination among HAPs. Thus, the cell-edge
users may lose the benefits of interference from
other HAPs during WET and a HAP will be
exposed to higher interference (i.e., interference
from nearby HAPs) during the uplink WIT. As
such, to promote synchronization and coordina-
tion among HAPs, the time duration of WET
and WIT need to be optimized jointly by all
HAPs.

Harvesting-Constrained Scheduling: As men-
tioned earlier, traditional multiuser scheduling
schemes need to be modified. In particular, the
knowledge of downlink CSI can be exploited to
estimate the energy that can be harvested by a
user who is scheduled to transmit on the uplink
channel. With this estimation, new scheduling
schemes can be developed that can select a spe-
cific set of users who are expected to fulfill the
minimum energy requirements (or minimum tar-
get rate constraints). On one hand, it helps to
reduce unnecessary energy consumption of the
energy sources. On the other hand, it results in zero
energy outage probability at the scheduled user.

Acquisition of Downlink Channel State Infor-
mation (CSI): The knowledge of downlink CSI
plays a crucial role in improving the perfor-
mance of multi-user scheduling schemes for
uplink transmission in WPCNs. With the knowl-
edge of downlink CSI, a HAP may adapt and
optimize either its transmit power or its energy
harvesting duration according to the channel
conditions of the selected users and perform
directional WET toward selected users. Thus,
efficient CSI acquisition techniques are required
at HAPs in order to utilize resources efficiently.

Offloading Users to Open Access Small Cells:
Dense deployment of small cells is one of the
most important features of emerging 5G cellular
networks. However, the role of small cells as
energy transmitters is not appealing yet due to
their low transmit powers. Although small cells
may not be very useful in transferring sufficient
energy to cell-edge users who are associated to
HAPs, they can assist the users that are offload-
ed to them. Efficient user-offloading mecha-
nisms are thus crucial to identify and assist users
in SNR outage zones. In this case, each small
cell can serve as a potential HAP for a user who
is located in its close vicinity. Thus, offloading
the users in the SNR outage zone to their near-
by small cells can significantly reduce resource
consumption at HAPs while maintaining the
desired SNR of the suffering users with reduced
energy requirements.

CONCLUDING REMARKS

This article has highlighted the primary chal-
lenges of RF-based energy harvesting in a cellu-
lar network where several types of energy
sources can coexist, namely dedicated (e.g.,
HAPs, distributed antenna elements, etc.), on-
request dedicated (e.g., power beacons), and
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ambient (e.g., interfering transmission from
nearby HAPs) energy sources. The usefulness of
different harvesting and transmission configura-
tions have been analyzed and compared quanti-
tatively from the perspective of users in the SNR
outage zone. Numerical results have demonstrat-
ed the significance of a planned deployment of
dedicated energy sources and information
receivers (e.g., power beacons and distributed
antenna elements) compared to an unplanned
deployment. Finally, some possible solution
techniques have been provided to improve the
energy harvesting and information transfer effi-
ciency of users in WPCNs, especially those locat-
ed in the SNR outage zone.

REFERENCES

[1] E. Hossain et al., “Evolution Towards 5G Multi-Tier Cel-
lular Wireless Networks: An Interference Management
Perspective,” IEEE Wireless Commun., vol. 21, no. 3,
June 2014, pp. 118-27.

[2] R. Zhang and C. K. Ho, “MIMO Broadcasting for Simul-
taneous Wireless Information and Power Transfer,” IEEE
Trans. Wireless Commun., vol. 12, no. 5, May 2013, pp.
1989-2001.

[3] X. Zhou, R. Zhang, and C. K. Ho, “Wireless Information
and Power Transfer: Architecture Design and Rate-Ener-
gy Tradeoff,” IEEE Trans. Commun., vol. 61, no. 11,
Nov. 2013, pp. 4754-67.

[4] H. Ju and R. Zhang, “Throughput Maximization for
Wireless Powered Communication Networks,” IEEE
Trans. Wireless Commun., vol. 13, no. 1, Jan. 2014, pp.
418-28.

[5] —, “Optimal Resource Allocation in Full-Duplex Wire-
less-Powered Communication Network,” IEEE Trans.
Commun., vol. 62, no. 10, Sept. 2014, pp. 3528-40.

[6] M. Erol-Kantarci and H. Mouftah, “Radio-Frequency-
based Wireless Energy Transfer in LTE-A Heterogenous
Networks,” Proc. IEEE Symp. Computers and Communi-
cation (ISCC), June 2014, pp. 1-6.

[7] H. Chen et al., "Harvest-Then-Cooperate: Wireless-Pow-
ered Cooperative Communications,” arXiv preprint
arXiv:1404.4120, 2014.

[8] A. A. Nasir et al., “Relaying Protocols for Wireless Ener-
gy Harvesting and Information Processing,” IEEE Trans.
Wireless Commun., vol. 12, no. 7, 2013, pp. 3622-36.

[9] Y. Shi et al., “On Renewable Sensor Networks with
Wireless Energy Transfer,” Proc. IEEE Intl. Conf. Comp.
Commun. (INFOCOM), Apr. 2011, pp. 1350-58.

[10] K. Huang and V. K. Lau, “Enabling Wireless Power
Transfer in Cellular Networks: Architecture, Modeling
and Deployment,” IEEE Trans. Wireless Commun., vol.
13, no. 2, Feb. 2014, pp. 902-12.

[11] L. Liu, R. Zhang, and K.-C. Chua, “Wireless Information
Transfer with Opportunistic Energy Harvesting,” IEEE
Trans. Wireless Commun., vol. 12, no. 1, Jan. 2013, pp.
288-300.

[12] H. Ju and R. Zhang, “User Cooperation in Wireless
Powered Communication Networks,” arXiv preprint
arXiv:1403.7123, 2014.

[13] Z. Ding and H. Poor, “Cooperative Energy Harvesting
Networks with Spatially Random Users,” IEEE Signal
Proc. Lett., vol. 20, no. 12, Oct. 2013, pp. 1211-14.

[14] L. Liu, R. Zhang, and K.-C. Chua, “Multi-Antenna Wire-
less Powered Communication with Energy Beamform-
ing,” IEEE Trans. Commun., early access, Nov. 2014.

[15] B. Gurakan et al., “Energy Cooperation in Energy Har-
vesting Communications,” IEEE Trans. Commun., vol.
61, no. 12, 2013.

[16] H. Tabassum et al., "A Statistical Model of Uplink
Inter-Cell Interference with Slow and Fast Power Con-
trol Mechanisms,” IEEE Trans. Commun., vol. 61, no. 9,
July 2013, pp. 3953-66.

[17] X. Lu et al., “"Wireless Networks with RF Energy Har-
vesting: A Contemporary Survey,” arXiv preprint
arXiv:1406.6470, 2014.

BIOGRAPHIES

HINA TABASSUM (hina.tabassum@umanitoba.ca) received the
B.E. degree in electronic engineering from the NED Univer-
sity of Engineering and Technology (NEDUET), Karachi, Pak-
istan, in 2004. During her undergraduate studies she
received two gold medals from NEDUET and SIEMENS for
securing the first position among all engineering universi-
ties of Karachi. She then worked as a lecturer in NEDUET
for two years. In September 2005 she joined the Pakistan
Space and Upper Atmosphere Research Commission
(SUPARCO), Karachi, Pakistan, and received there the best
performance award in 2009. She completed her masters
and Ph.D. degrees in communications engineering from
NEDUET in 2009 and King Abdullah University of Science
and Technology (KAUST), Makkah Province, Saudi Arabia,
in May 2013, respectively. Currently she is working as a
post-doctoral fellow at the University of Manitoba (UoM),
Canada. Her research interests include wireless communica-
tions with a focus on interference modeling, spectrum allo-
cation, and power control in heterogeneous networks.

EKRAM HOSSAIN [F'15] (ekram.hossain@umanitoba.ca) is cur-
rently a professor in the Department of Electrical and Com-
puter Engineering at the University of Manitoba, Winnipeg,
Canada. He received his Ph.D. in electrical engineering
from the University of Victoria, Canada, in 2001. His cur-
rent research interests include the design, analysis, and
optimization of wireless/mobile communications networks,
cognitive radio systems, and network economics. He has
authored/edited several books in these areas
(http://home.cc.umanitoba.ca/~hossaina). He serves as the
editor-in-chief of IEEE Communications Surveys and Tutori-
als, and an editor for IEEE Wireless Communications. He
also currently serves on the IEEE Press Editorial Board. Pre-
viously he served as the area editor for the /IEEE Transac-
tions on Wireless Communications in the area of “Resource
Management and Multiple Access’’ from 2009-2011, an
editor for the IEEE Transactions on Mobile Computing from
2007-2012, and an editor for the IEEE Journal on Selected
Areas in Communications — Cognitive Radio Series from
2011-2014. He has won several research awards, including
the University of Manitoba Merit Award in 2010 and 2014
(for Research and Scholarly Activities), the 2011 IEEE Com-
munications Society Fred Ellersick Prize Paper Award, and
the IEEE Wireless Communications and Networking Confer-
ence 2012 (WCNC’12) Best Paper Award. He is a Fellow of
the IEEE. He is a distinguished lecturer of the IEEE Commu-
nications Society for the term 2012-2015. He is a regis-
tered professional engineer in the province of Manitoba,
Canada.

ADEDAYO OGUNDIPE (ogundipa@cc.umanitoba.ca) obtained
his B.Sc. in electronic and electrical engineering from the
Ladoke Akintola University of Technology, Nigeria, in 2006.
From February 2009 to August 2012 he worked for LM
Ericsson Nigeria Ltd. as a service engineer before he started
his M.Sc. in the Department of Electrical and Computer
Engineering at the University of Manitoba, Canada, in May
2014. His research interest lies in resource management in
energy-harvesting wireless systems.

DONG IN Kim [S'89, M'91, SM'02) (dikim@skku.ac.kr)
received the Ph.D. degree in electrical engineering from the
University of Southern California, Los Angeles, CA, USA, in
1990. He was a tenured professor with the School of Engi-
neering Science, Simon Fraser University, Burnaby, BC,
Canada. Since 2007 he has been with Sungkyunkwan Uni-
versity (SKKU), Suwon, Korea, where he is currently a pro-
fessor with the College of Information and Communication
Engineering. He has served as an editor and a founding
area editor of cross-layer design and optimization for the
IEEE Transactions on Wireless Communications from 2002
to 2011. From 2008 to 2011 he served as the co-editor-in-
chief of the Journal of Communications and Networks. He
is currently the founding Editor-in-Chief of IEEE Wireless
Communications Letters, and has been serving as an editor
of spread spectrum transmission and access for IEEE Trans-
actions on Communications since 2001. He was the recipi-
ent of the Engineering Research Center (ERC) for Wireless
Energy Harvesting Communications Award.

|
Although small cells
may not be very use-
ful in transferring
sufficient energy to
cell-edge users who
are associated to
HAPs, they can assist
the users that are
offloaded to them.
Efficient user-offload-
ing mechanisms are
thus crucial to identi-
fy and assist users in
SNR outage zones.
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ABSTRACT

Wireless energy harvesting (WEH) is becom-
ing one of the key techniques in energy harvest-
ing in wireless networks. On the other hand,
interference alignment (IA) is a promising solu-
tion for interference management in wireless
networks. Although plenty of effort has been
conducted on WEH and IA, these two important
areas have been addressed separately in most of
the existing literature. In this article we provide
an overview of WEH in IA networks, and pre-
sent a unified framework to jointly study WEH
and IA. To simultaneously optimize both infor-
mation transmission (IT) and WEH perfor-
mance in IA networks, we propose a power
splitting optimization (PSO) algorithm. In addi-
tion, we study the power allocation problem in
the proposed PSO algorithm. Simulation results
are presented to compare the performance of
the proposed schemes for WEH in IA networks.
Some interesting research challenges are also
presented for the WEH in IA networks.

INTRODUCTION

In wireless networks, energy consumption is
becoming one of the key issues, due to the grow-
ing demand in wireless applications, a shortage
in energy supply, and the need for environmen-
tal protection. Green communications have
attracted much interest from both academia and
industry. Recently, energy harvesting (EH) has
emerged as an important method to achieve
green wireless communications [1]. In EH, the
energy captured from the ambient environment
can be collected to provide a power supply for
green self-sufficient wireless nodes [2]. As radio-
frequency (RF) signals carry energy, they can be
a new source for energy harvesting. Indeed,
wireless energy harvesting (WEH) is becoming
an important aspect of EH. Since RF signals can
be used as a vehicle for both transmitting infor-
mation and transferring energy in wireless net-
works, simultaneous wireless information and
power transfer (SWIPT) has attracted much
attention [3-10].

Some pioneering works on SWIPT have been
done in [3, 4], in which the optimal information
transmission (IT) versus WEH performance in the
single-input single-output (SISO) channel is ana-

lyzed. In [5], Zhang and Ho study IT versus WEH
performance in a multi-input multi-output
(MIMO) broadcast network with two receivers,
one for WEH and the other for IT. In [6], the
optimal power splitting schemes are designed in
the SISO and single-input multiple-output (SIMO)
systems to achieve various trade-offs between the
performance of WEH and IT. In [7], Chen et al.
consider a multi-antenna system where the receiv-
er can harvest wireless energy to support its wire-
less information transmission, and the tradeoff of
wireless energy and information transfer is stud-
ied. There are some excellent works on SWIPT in
interference channels [8-10]. In [8], Timotheou et
al. focus on the SWIPT in MISO interference
channels based on zero-forcing or maximum-ratio-
transmission schemes. In [9], the authors investi-
gate SWIPT in a two-user MIMO interference
channel with time-switching receivers. A novel
SWIPT scheme in a K-user SISO interference
channel is proposed in [10], which first considers
the special case of a two-user SWIPT system, and
then extends to the K-user system.

On the other hand, interference is one of the
most fundamental and challenging aspects of
wireless communications. Consequently, interfer-
ence management is another key issue in next
generation wireless networks with hyper-dense
heterogeneous cells. Recently, interference
alignment (IA) has emerged as a promising solu-
tion to interference management in wireless net-
works thanks to its ability to approach the sum
capacity of the interference channel [11-14]. In
1A wireless networks, the transmitted signals of
all the users are cooperatively designed through
precoding matrices to constrain all the interfer-
ences into certain subspaces at the unintended
receivers, and the desired signal can be achieved
by the decoding matrix in the remaining interfer-
ence-free subspace at each receiver. Due to its
promising performance, IA has been successfully
applied in various networks, e.g., heterogeneous
networks, cognitive radios, multi-cell OFDMA
networks, etc. [12].

Although there have been some excellent
works on WEH and IA, these two important
areas are usually studied separately in the litera-
ture. For example, in the existing WEH studies,
recent advances in IA are largely ignored. On
the other hand, in conventional IA networks, the
interferences are usually leveraged to separate
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Figure 1. A linear IA wireless network with K MIMO users. (An example is shown for the information
decoding (ID) and wireless energy harvesting performed at receiver j).

out the desired signal and then discarded,
instead of re-utilizing the interferences, which is
a great waste of energy in wireless networks.

In this article we provide an overview of
WEH in IA networks, and present a unified
framework to jointly study WEH and IA. The
main benefit of the proposed SWIPT scheme
based on IA compared to the existing works on
the SWIPT in interference channels lies in that
the interferences among the users can be com-
pletely eliminated with the help of IA, and the
transceivers are much easier to design by using
the iterative IA algorithms. To simultaneously
optimize both IT and WEH performance in IA
networks, we propose a power splitting optimiza-
tion (PSO) algorithm. In addition, we study the
power allocation problem in the proposed PSO
algorithm. Simulation results are presented to
compare the performance of the proposed
schemes for WEH in IA networks. Furthermore,
we present some interesting research challenges
for WEH in IA networks.

The rest of this article is organized as follows.
First we describe the system model. Then a user
selection scheme for WEH in IA networks is
presented. We propose a power-splitting opti-
mization algorithm for WEH with power alloca-
tion in IA networks, and the performance of the
proposed schemes is presented. Some research
challenges are presented. Finally, we conclude
the article.

WIRELESS ENERGY HARVESTING IN
LINEAR INTERFERENCE
ALIGNMENT NETWORKS
IA can be achieved in time, frequency, or spatial

dimensions [12]. In this article, linear IA in the
spatial dimension is considered, i.e., IA in multi-

user MIMO systems. A K-user IA network with
one data stream! of each user is demonstrated in
Fig. 1, where an example is shown for the infor-
mation decoding (ID) and WEH performed at
receiver j.

In conventional IA networks, only informa-
tion transmission is performed. For an arbitrary
user j, its signal xU1 is precoded by a unitary pre-
coding vector vUl. The coded signal vlilkl1 is
transmitted by the antennas from transmitter j to
receiver j, which will also cause interference at
other unintended receivers. At receiver j, the
interferences from other transmitters, HUKIvIkIx[k],
Vk # j are constrained into the same subspace
that is orthogonal to vector ull, through the
cooperation of the precoding vectors of the
other users. HUX1 is the channel matrix from
transmitter K to receiver j. Thus the desired sig-
nal of user j can be recovered as ulTHIIVIIl at
receiver j with all the interferences perfectly
eliminated. Nevertheless, the interferences from
the unintended transmitters in the IA network is
aligned and discarded, which is a waste of
resources.

In practical multi-user networks, some users
may want to transmit information at a high rate,
while the other users may aspire to harvest wire-
less energy when their batteries are running out
or their rate requirements are low at certain
time slots. Thus it is reasonable for some of the
IA receivers to harvest wireless energy from the
transmitters during certain time slots. If WEH is
performed at receiver j as shown in Fig. 1, the
received signals will not be processed by vector
ulll; instead, they are collected to recharge the
battery The power harvested at receiver K when
it is dedicated to WEH, QU1 can be expressed as
Eq. (8) in [15], where € (0, 1) is a constant
representing the energy conversion efficiency in
the transducer for converting the harvested ener-
gy to electrical energy [5].

|
In practical multi-user
networks, some
users may want to
transmit information
at a high rate, while
the other users may
aspire to harvest
wireless energy
when their batteries
are running out or
their rate require-
ments are low at cer-
tain time slots. Thus
it is reasonable for
some of the IA
receivers to harvest
wireless energy from
the transmitters dur-
ing certain time slots.

1 This article mainly
focuses on WEH in IA,
instead of multiple data
streams in IA. The case
of WEH with more data
streams of each user in
IA can be easily extend-
ed.
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Figure 2. WEH-user selection in a K-user IA wireless network with both ID

and EH terminals at each receiver.

USER SELECTION SCHEME FOR
WEH IN IA NETWORKS

Assume that both EH and ID terminals are
equipped at each receiver in the IA network. In
each time slot, all the transmitters are active,
and every receiver can be used as either an EH
terminal or an ID terminal. Thus SWIPT can be
achieved in the network as shown in Fig. 2. In
practical systems, the receivers should not be all
dedicated to WEH, because information trans-
mission needs to be performed; on the other
hand, we should not take all the receivers as ID
terminals either, as some receivers may need to
replenish energy to support their transmission
and prolong the battery’s life time. Thus only
some of the receivers in the IA network should
be selected as EH terminals at each time slot,
and the others perform as ID terminals [15]. An
example of user selection for WEH in the IA
network is depicted in Fig. 2, where receiver 1
acts as an ID terminal, while receiver K is dedi-
cated to WEH to recharge its battery.

A simple and natural idea of user selection
for WEH in IA networks is to select the EH ter-
minals in a round-robin principle, i.e., to assign
WEH and IT users of the IA network during
successive time slots in a circular order without
any priority, which can be denoted as the round-
robin selection (RRS) algorithm. The RRS algo-
rithm is simple to implement; however, the
performance of WEH and IT is not optimized,
and its performance can be further improved.

In order to further improve the performance
of the RRS algorithm for WEH in IA networks,
a parameter called power-to-rate ratio (PRR) is
defined to compare the instantaneous WEH and
IT capability of an IA user. The PRR of the jth
user, N1, is the ratio of its harvested power QU1

when adopted as an EH terminal to its transmis-

sion rate RUl when used as an ID terminal. When

nllis large, it means that it is better for user j to
harvest energy than to transmit information at
the time slot and vice versa. According to the

PRR, we propose a PRR-based selection

(PRRS) algorithm for WEH user selection in IA

networks, in which the L users with largest PRRs

are selected as WEH users at a certain time slot,

L <K, and the remaining K — L users are dedi-

cated to IT. In the PRRS algorithm, WEH can

be performed by the users with higher WEH
capability and lower IT capability, and both

WEH and IT performance of the IA network

can be improved simultaneously.

Comparing the RRS and PRRS algorithms
for WEH in IA networks, the following observa-
tions can be obtained.

* The RRS algorithm is much easier to imple-
ment, due to the simple round-robin princi-
ple for selection it used, while the PRRS
algorithm is more complex, because the
PRR parameters of all the users in the IA
network should be calculated based on the
instantaneous WEH and IT capability, and
the WEH users are selected accordingly.

* Both WEH and IT performance of the
PRRS algorithm is better than that of the
RRS algorithm with the same number of
WEH receivers L, due to the selection
according to the PRR parameters in the
PRRS algorithm, which reflects the WEH
versus IT performance of these IA users.

* In both the RRS and PRRS algorithms,
only user selection is performed to achieve
WEH in IA networks, and a certain receiv-
er may be devoted to either WEH or IT.
Thus the WEH and IT performance may
not be continuously optimized according to
the specific requirements of rate and ener-
gy. Actually, an IA receiver can be used as
EH and ID terminals simultaneously by
power splitting, which will be introduced in
the next section.

POWER-SPLITTING OPTIMIZATION
ALGORITHM FOR WEH wITH POWER
ALLOCATION IN IA NETWORKS

In this section a power-splitting optimization
algorithm with power allocation is proposed to
perform WEH and IT simultaneously at each
receiver in IA networks. The performance of the
user-selection and PSO algorithms for WEH in
IA networks is also analyzed.

POWER-SPLITTING OPTIMIZATION FOR
WEH IN IA NETWORKS

In the RRS and PRRS algorithms described
above, the specific users’ requirements are not
considered. For example, a user may want to
transmit information and harvest energy simulta-
neously at a time slot; however, it may be selected
to perform WEH according to the user selection
algorithms, and the rate requirement of this user
cannot be fully satisfied. When power splitters can
be equipped at the receivers, the special require-
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ments of each user can be satisfied at each time
slot, by splitting the received power into two parts,
i.e., ID and EH. In this subsection we propose a
power-splitting optimization algorithm for WEH
in IA networks as shown in Fig. 3. In addition,
power allocation for the PSO algorithm is studied.

Assume that both EH and ID terminals are
equipped at each receiver in the IA network
shown in Fig. 3. A power splitter is equipped at
each receiver, which can be used to induce the
received power from the antennas to the ID or
EH terminals according to the requirements of
the system [6]. pll € [0, 1] is the portion of sig-
nal power that is split to the ID terminal at
receiver j, and correspondingly 1 — pl¥l is the
portion of power used for WEH. In the RRS
and PRRS algorithms of the previous section,
pll can be either set to 0 or 1, which means user
j is dedicated to WEH or IT through user selec-
tion, respectively. By contrast, the PSO algo-
rithm can optimize the WEH and IT
performance over p continuously, which means
WEH and ID can be performed at each receiver
simultaneously according to the specific require-
ments of the system. Therefore, the PSO algo-
rithm is more flexible to use and can well satisfy
the needs of all the users in IA networks.

We should also define two parameters to be
used in the PSO algorithm, i.e., o/l and Bl the
sum of which is equal to 1. alil and BU] can
denote the weights for the specific requirements
of the needed rate and energy of user j, respec-
tively. When olll becomes larger, it means that
the IT requirement of user j is relatively high or
its battery power at receiver j is sufficient; when
oll is set smaller, it means its battery is running
out or its rate requirement is relatively low. Thus
oll should be set carefully according to the
requirements of user j at each time slot.

Assume that the transmitted power of each
user in the IA network is P,. We can define the
objective function F; of the PSO algorithm as

K - ) ) .
Z K (a[J]RI[le}J +ﬂ[]](1 _p[]])Q[J])’

where R[’b] is the transmission rate of user j with
the portion of power split to the jth ID terminal
equal to plil, and QU1 is the harvested power of
receiver j when it is only served as an EH terminal.

In the optimization problem of the PSO algo-
rithm, the objective function F; should be maxi-
mized over the variables plll, pl2l, ..., plX], and
the optimal solution p*“l1 can be obtained, j = 1,
2, ..., K. Besides, the optimization problem of
the PSO algorithm is convex, and its optimal
solution can be easily calculated. Furthermore,
we find that the closed-form optimal solution
p Ul of user j is not affected by the o and P
parameters of other users, i.e., the specific WEH
and IT requirements in the network will not
interact among users.

POWER ALLOCATION FOR THE
PSO ALGORITHM IN IA NETWORKS

In the above discussions, equal power P, is
assumed at each transmitter, and power alloca-
tion is not involved. In practical systems, the
wireless channel is usually not symmetric, and
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Figure 3. PSO scheme for WEH in the K-user IA network with power allo-

cation.

the IT performance may be varied dramatically
according to the instantaneous status of channel
fading. Therefore, power allocation should be
considered to guarantee the performance of
WEH and IT of IA networks.

Assume that the receivers are self-sufficient
by wireless energy harvesting, and the transmit-
ters are supplied by the power grid. The sum of
the transmitted power of all the transmitters is
subject to a constraint, which is equal to K - P; as
in Fig. 3. The objective function of optimization
in the PSO algorithm should be updated as
J>, in which the R[’L] and QU in F; are changed
into R[’ and Q[l respectlvely, when the trans-
mltte(fpower of the IA users are P[l] P, 2], e
P,[K] In the optimization problem of the PSO
algorithm with power allocation, the objective
function F, should be max1mlzed over the vari-
ables plil, pl2l, ..., plkl and P!l P ., PIXl,
and the optimal solutions p*[/] and P,*[/] can be
obtained,j = 1, 2, ..., K.

When power allocation is considered, the
optimization problem of the PSO algorithm is
not convex due to the product of pll and P},
and its closed-form solutions are difficult to
obtain. Fortunately, there are many simple but
effective methods (e.g., the interior-point algo-
rithm) for solving the continuous optimization
problems.

Two extremes of the power allocation prob-
lem in the PSO algorithm are interesting and
worth noting, i.e., Vj, all = 1 and all = 0. When
v}, all = 1, pUl will all converge to 1. Only the
ID terminals are active at all the receivers, and
the optimization problem becomes a convention-
al power allocation problem in IA networks,
which can be solved by the famous “water-fill-
ing” power allocation strategy. When Vj, olll =
0, pUl will all turn to 0. Only WEH is performed
at all the receivers, and this can happen when
the batteries at the receivers are all at low levels
and need to be recharged.

In practical systems, these two extremes can
hardly happen. A common situation is that some
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of the receivers with low-level batteries will
replenish more energy with a low transmission
rate, while the others may have sufficient power
supply of their batteries, and they wish to trans-
mit more information with less harvested energy.
The PSO algorithm with power allocation can
satisfy the specific requirements of all the IA
users through power splitting to perform WEH
and IT at each receiver simultaneously.

Sum power in PSO scheme
———Sum rate in PSO scheme
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N
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=
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Figure 4. Comparison of sum harvested power and sum rate of the PSO
algorithm with different values of a in five-user IA network, when the
average received SNR is 10 dB.
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Figure 5. Power-rate tradeoffs of the PSO algorithms with and without
power allocation, and the PRRS and RRS algorithms, for WEH in the
five-user IA network. Average received SNR is 10dB.

SIMULATION RESULTS AND DISCUSSIONS

A five-user IA network with one data stream for
each user is considered. Three antennas are
equipped at each transceiver according to the
feasibility of IA [12]. In the simulation, Rayleigh
block channel fading is used, and perfect chan-
nel state information (CSI) is assumed to be
available at each node. The path loss is set to
0.1, i.e., each element in the channel coefficient
matrix HU¥] follows CA(0, 0.1). { is equal to 0.5.
The conventional iterative algorithm is utilized
to obtain the solutions of IA transceivers [12]. In
the PSO algorithm, the values of o of all the
users is set to the same value, i.e., alll = al2] =

. = al5l. The average received SNR of all the
IA users is 10 dB.

Figure 4 shows the sum harvested power and
sum rate in a five-user IA network with different
values of o, when the PSO algorithm is per-
formed without power allocation. From the
results, we can observe that when o becomes
larger in the PSO algorithm, the sum rate of the
network increases, and the sum harvested power
of the network decreases. Also, we can see that
when altl = o, Vke {1, 2, ..., K}, is set below
0.4, the sum rate of the network will be 0, and
all the receivers are adopted as EH terminals.
Thus, okl = o, Vke {1, 2, ..., K}, can be set in a
reduced domain of [0.4 , 1].

The power-rate trade-offs of the PSO algo-
rithm with and without power allocation, the
PRRS and RRS algorithms, are shown in Fig.
5. From the results, we can observe that the
power-rate performance of the PSO algorithm
is better than that of the PRRS and RRS algo-
rithms, because WEH and IT can be per-
formed simultaneously at each receiver and
the power split to the EH and ID terminals is
optimized. When power allocation is applied
to the PSO algorithm, its performance can be
significantly improved due to optimization of
the allocated power among the transmitters
with the sum transmitted power constrained.
The performance of the PRRS algorithm is
better than that of the RRS algorithm when 0
< L < K, due to the user selection method
based on the parameters of n in the PRRS
algorithm. When L = 0 or L = K, the perfor-
mance of the PRRS and RRS algorithms is the
same, because no selection is performed in
these two situations.

Although the performance of the PSO algo-
rithm is much better than that of the PRRS and
RRS algorithms, its computational complexity is
much higher. Therefore, these algorithms should
be adopted in different scenarios according to
the requirements of the systems.

Figure 6 shows the average power harvested,
transmission rate, transmitted power allocated,
and corresponding parameter p of the users in
the power-allocation PSO algorithm with differ-
ent values of a. The values of o of the five users
are set to 0.05, 0.2, 0.35, 0.5, and 0.65, respec-
tively. From the results we can see that the aver-
age power allocated to each user and the
parameter p of each user can be adjusted accord-
ing to the values of o set by each user, and the
expected ID and EH performance can be
achieved. For example, alll is very small (alll =
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0.05), which means that the battery of receiver 1
is running out, and it wants to harvest more
energy to recharge its battery instead of trans-
mitting information. Thus its transmitted power
P and portion of power splitting pl1] is low,
and it can collect more energy with a low trans-
mission rate. In contrast, the power supply of
receiver 5 is sufficient, and it wants to transfer
more information than energy, with al3] set to
0.65. Consequently, its transmitted power P}
and the portion of power splitting pl5] is high,
and its transmission rate is high with almost no
energy harvested.

RESEARCH CHALLENGES

Despite the potential vision of WEH in IA wire-
less networks, several significant research chal-
lenges remain to be addressed. In this section we
present some research challenges on WEH in IA
wireless networks.

Proper Setting of Parameter a: oll is an
important parameter in the optimization of the
proposed algorithms to make a tradeoff
between IT and EH for user j. Although oll
can be set according to the specific require-
ments of user j at each time slot, how to deter-
mine the accurate value of alll according to the
status of the batteries and rate requirements is
not discussed in this article; it will be studied in
our future work.

Joint Optimization of Precoding Matrices
and Power Splitting: In the proposed PSO algo-
rithm, the precoding and decoding matrices are
first obtained through the iterative IA algorithm,
and then the power splitting is optimized, which
is easy to implement. If we do not pursue perfect
alignment of interferences, and optimize the pre-
coding matrices and power splitting jointly, the
performance of SWIPT can be further improved.
Nevertheless, jointly optimizing precoding matri-
ces and power splitting is a non-convex problem,
and it is challenging to solve it in practical sys-
tems with lower complexity.

Topology Management of IA Networks for
WEH: Most of the existing works on IA are
focusing on symmetric networks. To meet the
requirements of practical applications, asymmet-
ric IA networks should be considered based on
various path losses. Topology management of IA
networks for WEH should be studied. When a
receiver is located close to the center of the net-
work, it may be more suitable for energy har-
vesting; otherwise, it may be more suitable to
transmit information. Therefore, it is essential to
design a topology management of IA networks
for WEH, which can make this technique more
suitable for practical systems.

Opportunistic IA networks for WEH: A
user selection scheme is proposed for WEH in
IA networks; however, only the users that
already exist in the IA network are selected as
EH or IT users. When opportunistic A is
adopted in WEH, some of the users are dedi-
cated to form the IA network, while the others
can harvest energy in each time slot. Thus, a
large number of candidates would result in
better WEH performance. It is interesting to
study WEH in the framework of opportunistic
IA networks.
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B R (bits/s/Hz)
m P (py
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Figure 6. The average power harvested, transmission rate, transmitted
power allocated, and corresponding parameter p of users in the power-
allocation PSO algorithm with different values of o, when the average

received SNR is 10 dB. alll = 0.05, al?] = 0.2, o3 = 0.35, al4l = 0.5, af5]

= 0.65.

CONCLUSIONS

In this article we presented an overview of two
emerging technologies in wireless networks:
wireless energy harvesting (WEH) and inter-
ference alignment (IA). A unified framework
was proposed to jointly study WEH and IA.
The PRRS and RRS algorithms were intro-
duced to select some of the IA users to per-
form WEH, and the other users to decode
information. To optimize WEH and IT perfor-
mance of IA networks, a PSO algorithm was
proposed to optimize the power split to the
EH and ID terminals of each receiver, and
power allocation of the PSO algorithm was
studied. Simulation results were presented to
show the effectiveness of the proposed algo-
rithms for WEH in IA networks. Finally, we
presented some research challenges for WEH
in IA networks.
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ABSTRACT

As people pay more attention to environmen-
tal protection and energy conservation issues,
energy consumption in communications have
become a hot research field. In wireless commu-
nications networks such as wireless sensor net-
works, traditional battery-operated devices or
nodes have a short lifetime and die after the bat-
teries are depleted, and replacing the batteries
may be very costly and sometimes will be impos-
sible. Therefore, energy harvesting (EH) com-
munications have become a good means to solve
this problem. EH communications mean the
nodes can continue working by harvesting ambi-
ent energy. EH communications are different
from the traditional battery-operated communi-
cations, so we need new models and optimal
transmission policies to maximize the through-
put. In this article we review different methods
of harvesting the ambient energy in EH commu-
nications and the models of EH communications.
We focus on offline optimal policies, then compare
different policies and classify them into certain
types. Finally, we propose several open research
challenges and directions for future work.

INTRODUCTION

With the widespread deployment of wireless net-
works and devices, energy consumption manage-
ment in wireless devices has become a recent
topic of interest. Some wireless network devices,
such as cellular phones, can maintain operation
by simply charging or changing their batteries, a
process that may be very difficult for other types
of wireless network devices. For example, with
wireless sensor network deployments, the sensor
area may be large and the sensors randomly
located, so the replacement of sensor batteries
after the batteries have been depleted is expen-
sive or impossible. Energy harvesting (EH)
approaches have been proposed for such cases,
whereby the lifetime of wireless devices is
extended by harvesting ambient energy.

Energy harvesting devices can harvest ambi-
ent energy from sources such as the sun, radio
waves, and vibration [1], and turn these sources

into electricity for usage or storage. With the
development of integrated circuits and other
low-power electronic devices, energy harvesting
technologies are entirely feasible. A new Energy
harvesting-Communication networks: OPtimiza-
tion and demonStration (E-CROPS) project
began its work in February 2013 [2]. The project
is funded by European coordinated research on
long-term CHallenges in Information and Com-
munication Sciences and Technologies-European
Research Area-net (CHIST-ERA), whose pur-
pose is to use energy harvesting and smart ener-
gy management technologies in communication
and mobile devices to achieve an optimal bal-
ance between the quality of service (QoS), per-
formance, and efficient use of energy.

Energy harvesting technologies can be used
in a wide range of applications, including wire-
less sensor networks, building automation net-
works, machine to machine communications,
and the smart grid [3]. Such wireless networks
can become self-sustaining and maintenance-free
by using EH technology to prolong the lifetime
of the network devices. EH devices operate by
harvesting ambient energy, which is fundamen-
tally different from the traditional battery-oper-
ated devices. Battery-operated devices have a
fixed amount of reliable energy, whereas EH
devices harvest a random and uncertain amount
of energy. Therefore, it is critical to optimize the
transmission policy for EH devices. Optimal
transmission policies are required for efficient
usage of harvested energy, to maximize the
amount of transmitted data by a given deadline
or to minimize the transmission completion time
by making full use of the energy.

For a single-hop model, Yang and Ulukus [4]
derived the optimal packet scheduling policy to
minimize the transmission completion time and
gave some important lemmas for designing the
optimal policy. Ozel et al. [5] suggested a direc-
tional water-filling algorithm that takes into
account both the channel condition and energy
capacity to maximize the throughput. Orhan et
al. [6] proposed a directional glue pouring algo-
rithm to compute the optimal policy with pro-
cessing energy cost for communication on a
fading channel. Maria and Miquel [7] suggested
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Figure 2. Practical model diagram of EH systems.

using a QoS constraint to prevent battery over-
flows.

For a two-hop EH communications model,
Yaming Luo et al. [8] proposed an improved
directional water-filling algorithm that maximizes
throughput. Deniz and Bertrand [9] considered
both full-duplex and half-duplex communication
with an EH relay node in the two-hop model.

This article presents an overview of the opti-
mal transmission policies in EH communica-
tions. Different methods of harvesting ambient

Energy source Power density

Advantages

energy and the models of EH communications
are reviewed, with a focus on off-line optimal
policies. Finally, we discuss several open prob-
lems and propose future research challenges and
directions.

METHODS OF ENERGY HARVESTING

Many sources of ambient energy that can be har-
vested and used, for example, piezoelectric har-
vesting devices, can convert mechanical energy
into electrical energy, and we can see a real EH
node in Fig. 1. Different types of harvesting
devices can scavenge for different kinds of energy
such as solar, radio-frequency, thermal energy, etc.
However, the amount of available energy to be
harvested varies over space and time. Solar energy
is available in the daytime while it vanishes at
night, and radio frequency energy may be avail-
able in urban areas, while wind energy is available
in open areas. Hence, it is very important to
choose the appropriate energy harvesting method
based on the network’s energy harvesting environ-
ment. Table 1 lists various energy harvesting
methods and their power generation capability [1].

A practical model diagram for EH systems is
shown in Fig. 2. The energy harvester converts
ambient energy into electrical energy, which is
stored in the rechargeable battery or capacitor,
which is called the energy buffer. The recharge-
able battery or capacitor in turn provides power
for the micro-controller and transmit module.
The micro-controller can manage the entire
node, including power supply, information to
transmit or receive. Usually, there is a data stor-
age device that is called the data buffer to store
the data that have been harvested but not yet
transmitted.

SYSTEM MODEL

There are two different approaches for designing
optimal transmission policies: online and offline.
With online approaches, the nodes only have
statistical knowledge of the energy harvesting
process, while offline approaches assume that
the node has full knowledge of the amount and
arrival time of the harvesting energy. Offline
approaches are an idealistic situation, but can

Disadvantages

Solar 15 mW/cm3

Vibration (piezoelectric) 200 uW/cm3
Thermoelectric 40 uW/cm?2
Acoustic noise 960 nW/cm3
Airflow 1 mW/cm?
Radio frequency 1 uW/cm?

Sufficient energy in the daytime,
high output voltage

Without voltage source

Long life, reliable with low
maintenance

High energy conversion efficiency

Sufficient in certain place and time

Sufficient in urban areas

Disappear at night

Brittle materials

Low energy conversion
efficiency

Rare environments with
high acoustic noise levels

Big size

Few in suburbs

Table 1. Comparison of different harvesting methods [1].
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provide analytical and heuristic solutions for
designing the optimal transmission strategy [7].
Many studies have been done to analyze point-
to-point offline optimal transmission policies.
The entire collection of EH communications
models may be classified into single-hop models,
two-hop models, and multi-hop models. A sin-
gle-hop EH communications model is shown in
Fig. 3a. The transmitter is an EH node having a
data queue and an energy queue, where both the
data and the energy are packetized, such that
the EH communications process is modeled as a
packet arrival and transmit process.

We define E; as the amount of energy from
the ith energy harvesting and B; as the number
of bits in the ith data packet arrival. The total
energy consumed by the transmitter up to this
time 7 is E(t), while the total transmitted data is
B(?). Then E,,x denotes the energy buffer capac-
ity and B,,x denotes the data buffer capacity,
which are the red lines in Fig. 3a, where the
energy and data that exceed the red lines must
be discarded. Let the rate-power function r(p) be
the transmission rate at a transmission power
p(t); we also define A (¢) as the channel state
information (CSI), and r(p) is a non-negative,
monotonically increasing and strictly concave
function as shown in [3, 5, 6].

The single-hop model is a simplified situation
that admits easier analysis. However, in many
scenarios, the channel condition from the source
(transmitter) to the destination (receiver) is such
that the source node cannot transmit data direct-
ly to the destination node. In this case, a relay
node is needed for data storage and forwarding,
resulting in a two-hop or multi-hop transmission.
Figure 3b shows the two-hop EH communica-
tions model, where Ej is the amount of energy
from the ith energy harvesting at the source
node, and E! denotes the amount of energy from
the ith energy harvesting at the relay node. The
multi-hop model in Fig. 3¢ is more realistic and
complicated, and we can divide it into simplified
single-hops for analysis.

In energy harvesting communications trans-
mission policies, there are two causality con-
straints for all the models: the energy may not
be used before it is harvested, and the data pack-
et cannot be delivered before it has arrived [4].
The total consumed energy cannot be more than
all the harvested energy, and the total transmit-
ted data cannot be more than all the arrived
data, which is very different from battery-operat-
ed systems. If we consider the energy buffer
capacity and data buffer capacity as finite, we
must guarantee that the instantaneous energy
and data cannot be more than the capacity; oth-
erwise, some energy or data may be lost, result-
ing in suboptimal policies.

In the case of battery-operated devices, there
is an initial amount of energy in the battery, and
no energy is harvested. It can be proven by using
Jensen’s inequality that transmitting at a constant
power will maximize the total transmitted data B
by the deadline T [3]. An important factor that
determines the performance of an EH system is
the EH profile, which models the variation of the
harvested energy with time [11]. The EH profile
is depicted in Fig. 4. In Fig. 4a, if we have total
4F energy at time t = 0, the red dashed line is

==~ Emax
Energy
queue
Dmax h
Data queue Tx Rx
(€)
I | B
Energy Energy
queue queue
e —_Illle —_1llle
Data energy S R D
(b)
T Emax
Energy
queue
Dmax [
T (e —e—e—---—e—e
Data queue Tx Rx
(9

Figure 3. EH communications models: a) single-hop model; b) two-hop
model; ¢) multi-hop model.

the best policy because it transmits at a constant
power and finally uses up all the energy and the
slope of the line corresponds to the transmit
power. However, the red dashed line is impossi-
ble for EH communications systems, because the
red dashed line has an intersection with the ener-
gy harvested line, which violates the energy
causality constraint. So the feasible policies for
an EH system fall under the black thick solid
lines, such as the green thin solid lines.

OFFLINE OPTIMAL POLICIES

In this section we survey point-to-point EH com-
munications optimal offline policies, which
include the single-hop and two-hop models. In a
single-hop model the transmitter sends data to
the receiver directly over a wireless channel; in a
two-hop model the transmitter uses a relay node
to forward its data to the receiver.

SINGLE-HOP MODEL

For a single-hop model, the goal is to minimize
the transmission completion time 7 by when all
packets are delivered to the receiver. Yang and
Ulukus [4] discussed the optimal packet schedul-
ing policy for minimizing the time 7, and it has
two scenarios. One scenario is when there are a
total of B bits available at time t = 0 and no
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Figure 4. (a) EH profile [2] [11]; (b) EH profile with battery leakage [14].

packets arrive during the transmissions; the
other scenario is when packets arrive during the
transmissions. Yang and Ulukus [4] assume the
energy and data buffer capacity as infinite, the
CSI is perfect, and all the energy is used for
transmission. There are three very important
lemmas in their article. The first is that under
the optimal policy, the transmit power/rate
increase monotonically. The second is that the
transmission power/rate remains constant
between two event epochs, where an epoch is
the time between two events, such as the time
between the arrival of two energy packets. The
third is that the energy consumed up to a speci-
fied instant is equal to the energy harvested up
to that instant, meaning that the energy is used
up at time 7 and no energy is left. As shown in
Fig. 4a, the energy consumption curve must
touch the energy harvesting curve at that energy
harvesting instant. These three lemmas have
been proved in [4] and they can help us design
the optimal policy. Also, [4] gives two algorithms
to minimize the transmission completion time
corresponding to the two scenarios.

The model in [4] is a very optimistic single-hop
model, which is not feasible in reality. Ozel and
Ulukus [12] studied the optimal problem with ran-
dom energy arrivals for a classical additive white
Gaussian noise (AWGN) channel condition. They
provide two schemes, save-and- transmit and best-
effort-transmit, to achieve the optimal power man-
agement for maximizing average throughput.
Meanwhile, Ozel and Tutuncuoglu [5] have pro-
posed an algorithm called the directional water-fill-
ing algorithm that takes both the CSI and energy
buffer capacity into account, meaning that the
transmitter has a limited energy buffer capacity
and communication is over a wireless fading chan-
nel. They consider two optimization problems.
One is to maximize the data transmitted B by a
deadline T3 the other is to minimize the transmis-
sion completion time 7T by which the data B is
completed. The water-filling algorithm adapts the
allocation of transmission power according to the

channel condition, where more power is allocated
to the better channels, and poorer channels get
less power in order to maximize the transmission
rate. The transmitter must know the CSI to imple-
ment the water-filling algorithm. The directional
water-filling algorithm in EH communications sys-
tem is somewhat different from the water-filling
algorithm because of the energy causality con-
straint. The power that is allocated can only trans-
fer from left to right, which means energy transfer
from past to future, because the energy we harvest
in the future can not be used in the past. This is
called a right permeable tap [5].

Although Ozel and Tutuncuoglu [5] considered
CSI, they assumed the transmitter has perfect CSI,
which is not practical in reality. Luo et al. [11] con-
sidered the optimal pilot symbol placement and
power for EH communications systems. The train-
ing period and training power were optimized to
obtain accurate CSI, resulting in very different
solutions compared to the non-EH systems.

The solutions to maximize the data transmit-
ted B by a deadline T and to minimize the time
T by which the transmission of data B is com-
pleted are closely related, which means the two
optimization problems yield identical power allo-
cation policies, as was proven in [13]. Kaya and
Aylin [13] also considered the optimal transmis-
sion policies with battery limitations, and put
forward Throughput Maximizing and Transmis-
sion Completion Time Minimization algorithms to
solve the two problems.

As mentioned in [2], with microelectronic sys-
tems becoming smaller and less energy demand-
ing, the transmission energy dominates energy
consumption with small transceivers. Many stud-
ies assume that all the harvested energy is only
used for transmission, and the energy required
for processing is not considered. Actually, the
wireless systems also have processing energy cost
and Orhan et al. [6] considered the energy con-
sumed by both the data transmission and the
processing circuitry. A directional glue pouring
algorithm is described to compute the optimal
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Model

Parameter

Scenario

Purpose

Contribution/conclusion

Yang & Ulukus
(4]

Ozel et al. [5]

Tutuncuoglu &
Yener [13]

Devillers &
Gunduz [6]

Orhan, Gunduz
& Erkip [6]

Luo, Zhang &
Letaief [8]

Gunduz &
Deuvillers [9]

Single-hop, infinite
energy capacity, perfect
(@]

Single-hop, finite energy
capacity, fading wireless
channel

Single-hop, finite energy
capacity, AWGN channel

Single-hop, finite energy
capacity, battery leak-
age

Single-hop, finite energy
capacity, fading wireless
channel, processing cost

Two-hop, non-EH relay
node, fading wireless
channel

Two-hop, EH relay node,
AWGN channel

One scenario is that all data
arrived before transmission
and no packets arrived dur-
ing transmission, the other
is that data packets may
arrive during transmission

Channel condition may
change during the transmis-
sion interval

Sufficient amount of data is
available at the beginning of
data transmission

Single energy packet and N
energy packet

Sufficient amount of data is
available at the beginning of
data transmission

Half-duplex, sufficient
amount of data is available
at the source

Both half-duplex and full-
duplex, sufficient amount of

Minimize the transmission
completion time

Maximize the transmitted
data by a deadline and
minimize the transmission
completion time

Maximize the transmitted
data by a deadline and
minimize the transmission
completion time

Maximize the transmitted
data by a deadline

Maximize the transmitted
data by a deadline

Maximize the transmitted
data by a deadline

Maximize the transmitted
data by a deadline

Table 2. Comparison of different optimal policies.

policy with processing energy cost for communi-
cation over a fading channel.

In Bertrand and Deniz [14], an EH communi-
cations system with battery leakage was proposed.
The energy stored in the battery is assumed to
leak at a constant finite rate, and no energy leaks
when the battery is empty. The model is shown in
Fig. 4b, where the red thin dashed line is the
energy leaked from the battery at a constant
power e, and the blue thin solid line is the energy
used for transmission at a constant power p.
Bertrand and Deniz [14] provided the optimal
EH transmission algorithm with battery leakage.

As mentioned above, energy overflows from
the battery may result in a suboptimal policy.
Maria and Miquel [7] considered this problem,
and a QoS constraint was put forward. A mini-
mum data departure By,(t) was defined as the
smallest amount of data that must be transmit-
ted at time T to satisfy the QoS constraint, and it
can prevent battery overflows when no data is
waiting for transmission.

Two-Hop MODEL
Many scenarios for traditional communications
require two-hop or multi-hop transmission. For
example, in wireless sensor networks, many

data at the source

nodes must use multiple hops to transmit their
data to a sink node. Similarly, in EH communi-
cation systems, we require two-hop or multi-hop
transmission. Due to the differences between
EH systems and traditional communication sys-
tems, we need to restudy the optimal policy.
Recently, many studies have focused on two-hop
EH communication systems, i.e. there is a relay
node between the source and destination nodes,
where the source node is an EH node and the
relay node may be either an EH node or battery-
operated equipment.

Yaming et al. [8] considered an EH source
and a non-EH half-duplex relay node, which
means the relay node cannot harvest energy
from the ambient environment and the relay
node cannot receive and forward the data at the
same time. The directional water-filling algo-
rithm for single-hop EH communications system
mentioned above was applied in designing the
throughput maximization policy for two-hop EH
communications systems. The optimal solution
was obtained according to a temporary solution,
and an improved directional water-filling algo-
rithm was proposed in [8].

Orhan and Erkip [15] also considered the
half-duplex optimization problem but with an

Three algorithms to mini-
mize the transmission
completion time

A directional water-filling
algorithm is proposed to
solve the two problems

Max algorithm and Mini
algorithm. Maximizing
the transmitted data is
equivalent to minimizing
the completion time

An algorithm to maximize
the transmitted data
under a battery leakage
condition

A directional glue pouring
algorithm is proposed to
get the optimal policy

Modified the directional
water-filling algorithm to
maximize the throughput

Divide a two-hop process
into two single-hop pro-
cesses and use the Max
algorithm
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|
The standardization
of energy harvesting
communications is
necessary. Either EH
devices or EH com-
munications proto-
cols need to be
standardized to
assure the compati-
bility of different EH
devices from differ-
ent vendors, and for
the convenience
of network
management.

EH relay node, and the optimal policies were
studied to maximize data transmitted to the des-
tination by a deadline 7. In Deniz and Bertrand [9],
both full-duplex and half-duplex communication
with an EH relay node were considered. They
divided a two-hop communication process into
two single-hop communication processes. That is
to say, with the optimal transmission schedule,
the source transmits an amount of data using all
its energy first, and then the relay forwards all
the data received from the source to the destina-
tion by using some optimal single-hop policies as
mentioned above, which have been proved in [9].

GUIDELINE FOR OPTIMAL PoLIcY

Although both the single-hop and two-hop mod-
els are simplified scenarios, they admit analytical
solutions and guidelines for designing more
complicated EH communications systems. Here
we conclude with some guidelines from the liter-
ature that can provide useful design insights.

For all the EH communication models:

*The optimal power management policy
maintains a constant transmit power in each
event epoch unless there is a new energy arrival
or the channel state changes. As shown in Fig.
4a, the feasible line can only change at the cor-
ner of the EH profile.

* All energy is used up by the deadline 7, i.e.
the total consumed energy is equal to total har-
vested energy by the deadline T; otherwise it
may result in suboptimal policy.

*In an optimal transmission policy, the transmit
power/rate should increase monotonically in time.

*The optimal policies should follow the two
causality constraints, and a battery overflow may
only occur when there is no data to be transmitted.

For two-hop EH communication models:

*The source node and the relay node batter-
ies cannot be empty simultaneously at a given
time; also either source node or relay node
transmits at a given time, which means they can
never be silent at the same time.

*The source node transmits first and then the
relay node forwards in the rest of the time, and
the source and relay nodes transmit the same
amount of data by the deadline in order to pre-
vent data loss.

Table 2 compares the different optimal poli-
cies.

RESEARCH CHALLENGES AND
DIRECTIONS IN ENERGY HARVESTING
COMMUNICATIONS

EH communications still has some callenges to
reach, and we believe that the following research
directions require more attention.

REALISTIC SYSTEMS

The models we have studied for both offline and
online energy management are very optimistic.
The capacities of the battery and the data buffer
capacity are assumed infinite, and the channel
condition is either perfect or there is perfect CSI
at the transmitter. Moreover, the energy is only
used for data transmission, and other energy con-

suming processes in the devices are ignored,
which is unrealistic in practice. When the battery
capacity is much larger than the harvested energy,
we can assume the battery capacity is sufficient
and regard it as infinite. However, in reality wire-
less devices may not have large-capacity batteries
due to cost constraints, and we can harvest more
energy with the development of energy harvesting
technology so that we have to consider the prob-
lem of the battery capacity, which is the same as
the data capacity. Future work should consider
battery and data capacity, processing cost, and
imperfect CSI at the transmitter to model realistic
EH communications environments.

NETWORK ARCHITECTURE FOR
ENERGY HARVESTING COMMUNICATIONS

Existing studies have considered single-hop and
two-hop EH communications systems. A realistic
wireless communication network may consist of
many nodes. Future studies may consider the
multi-hop model shown in Fig. 3c, i.e. EH net-
work architectures and optimization problems.
Moreover, in addition to the wireless network
nodes, the base stations may also use EH equip-
ment. An interesting direction of research is to
build an optimal or sustainable energy harvest-
ing network architecture.

ALGORITHMS AND PROTOCOLS

There are a variety of protocols and routing
algorithms in wireless sensor networks, and
many of them consider the energy management
problem. The optimal policies reviewed in this
article are simple, optimistic, point-to-point algo-
rithms. Hence, algorithms and protocols for EH
communications are needed that are chosen
according to the type of energy harvesting net-
work architecture, such as a broadcast protocol
for point to multi-point, and optimal routing
algorithms based on multi-hop architectures.
Moreover, the security of communications with
EH may also be considered, which may be more
complex and require more careful attention than
their non-EH counterparts.

STANDARDIZATION

Most technologies and solutions for EH commu-
nications are still not mature. Thus, the stan-
dardization of energy harvesting communications
is necessary. Both the EH devices and the EH
communications protocols need to be standard-
ized to assure the compatibility of different EH
devices from different vendors, and for the con-
venience of network management.

CONCLUSIONS

This article has surveyed existing EH commu-
nications technologies and theories. Our focus
has been on offline optimal policies to provide
for the best management of EH power, and we
compared different kinds of optimization
schemes. Some guidelines have been given for
designing an optimal EH policy. Finally, we
discussed the challenges and directions for
future energy harvesting communications,
which can help us design better EH communi-
cations systems.
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ABSTRACT

The advancements in microwave power trans-
fer (MPT) over recent decades have enabled
wireless power transfer over long distances. The
latest breakthroughs in wireless communication
— massive MIMO, small cells, and millimeter-
wave communication — make wireless networks
suitable platforms for implementing MPT. This
can lead to the elimination of the “last wires”
connecting mobile devices to the grid for
recharging, thereby tackling a huge long-stand-
ing ICT challenge. Furthermore, the seamless
integration between MPT and wireless commu-
nication opens up a new area called wirelessly
powered communications (WPC) where many
new research directions arise, such as simultane-
ous information and power transfer, WPC net-
work architectures, and techniques for safe and
efficient WPC. This article provides an introduc-
tion to WPC by describing the key features of
WPC, shedding light on a set of frequently asked
questions, and identifying the key design issues
and discussing possible solutions.

INTRODUCTION

Recent decades have seen the explosive growth
of wireless communications. A sequence of
breakthroughs such as multiple-input multiple-
output (MIMO), capacity achieving codes, mil-
limeter-wave communications, and small cell
networks have achieved gigabit speeds for wire-
less access. As wireless and wired access speeds
are becoming comparable, mobile devices, includ-
ing smartphones, tablets, and laptop computers,
have replaced desktop computers as the domi-
nant platforms for Internet access. In contrast,
advancements in battery technologies have been
much slower. The resultant short battery lives
require mobile devices to be periodically tethered
to the grid for battery recharging. The cables for
recharging are the last barrier for the devices to
attain true mobility and thus are called the “last
wires” in this article. As mobile services have
penetrated different fields of modern society,
such as banking, health care, and civil defense,
interruption due to dead batteries can cause
issues far more severe than mere inconvenience,

such as financial loss, and threats to health and
public safety. Moreover, the production of bil-
lions of non-recyclable chargers per year poses a
serious environmental issue. The urgency of
addressing these issues and the existence of many
market opportunities have recently motivated
both the industry and academia to direct huge
efforts and funding toward developing technolo-
gies for wireless power transfer. Breakthroughs in
such technologies will solve the grand informa-
tion and communications technologies (ICT)
challenge of cutting the last wires.

The idea of wireless power transfer using
radio waves was first conceived and experiment-
ed by Nicola Tesla in 1899. However, the area
did not pick up until the 1960s when microwave
technologies rapidly advanced, opening an active
research field called microwave power transfer
(MPT) [1]. In particular, the availability of large-
scale antenna arrays and high-power microwave
generators enables beaming high power in a
desired direction. Moreover, the invention of rec-
tifying antennas (rectennas) renders energy con-
version loss to a practically negligible level. Many
advanced MPT systems have been designed, such
as wirelessly powered airborne vehicles that
require no refueling and solar powered satellites
[1]. However, the enormous antenna arrays (e.g.,
arrays with diameters of hundreds of meters) that
are instrumental for efficient MPT in such sys-
tems are impractical for everyday life applica-
tions. This issue, together with safety concerns,
has delayed the commercialization of MPT. On
the contrary, without such issues, non-radiative
technologies for wireless power transfer, induc-
tive coupling and resonant coupling between two
coils, have been standardized and widely com-
mercialized in mobile devices, home appliances,
and electric vehicles (see, e.g., [2]). However,
such technologies have the drawbacks of extreme-
ly short transfer distances (typically no more than
a meter) and lack of support for mobility.

With long propagation ranges and support of
mobility and multicasting, MPT appears to be a
promising candidate technology for cutting the
“last wires” if the two main challenges, high
propagation loss and safety concerns, can be over-
come. Both relying on microwaves as transmis-
sion vehicles, MPT and wireless communication
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have interwound R&D histories, yielding many
common techniques and theories (e.g., beam-
forming and propagation). The similarity allows
communication techniques and network designs
to be applied to tackle the MPT challenges.
Specifically, sophisticated signal processing tech-
niques for channel estimation, power control,
and adaptive beamforming can be adopted to
ensure safety in MPT. Moreover, the latest
breakthroughs in wireless communications —
small cells, transmission using large-scale anten-
na arrays, and millimeter-wave communications
— will dramatically reduce transmission dis-
tances and enable sharp beamforming, which
will suppress propagation loss and achieve high
power transfer efficiencies. The availability of
enabling technologies suggests that the time has
come for cutting the last wires, opening up the
new area of wirelessly powered communications
(WPC) with many exciting new research oppor-
tunities and applications. This article introduces
WPC by discussing its key features, answering a
set of frequently asked questions, and identifying
the key design challenges.

Key FEATURES OF WIRELESSLY
POWERED COMMUNICATIONS

In this section, we introduce several key features
of WPC, including MPT, mobile architecture
supporting energy harvesting. and simultaneous
wireless information and power transfer
(SWIPT).

MICROWAVE POWER TRANSFER

Power Beamforming: Efficient MPT hinges on
concentrating radiated power in the direction of
a target mobile by forming a microwave beam.
Such beamforming for the sole purpose of power
transfer is called power beamforming. A beam can
be formed using an antenna array (or aperture
antenna). The elements of the array are arranged
with separation no larger than a half wavelength
so0 as to avoid “grating lobes” (multiple beams).
Under this constraint, the beam sharpness
increases with the array size (or equivalently the
number of elements). Sharp beamforming and
short propagation distances are the key condi-
tions for efficient MPT. They can be achieved by
the two latest corresponding wireless communi-
cation technologies: large-scale antenna arrays
(with hundreds to thousands of antenna ele-
ments) and small cells, currently under extensive
development and expected to be deployed in
next-generation wireless networks [3].

With the array size fixed, the beam sharpness
can be increased by scaling up the carrier fre-
quency and correspondingly packing more anten-
nas into the array. Traditional MPT without
dedicated spectrum uses the carrier frequency of
either 2.4 GHz or 5.8 GHz in the industrial, sci-
entific, and medical (ISM) band [1]. However,
with the rapid advancement of millimeter-wave
communication, the MPT embedded in WPC
can be operated in the 60 GHz bandwidth in the
near future. Such high frequencies enable ultra-
sharp beamforming even when the array size is
small, leading to dramatically improved power
transfer efficiencies.

Power Transfer Channel and Beam Efficien-

cy: Rich scattering is typical in a wireless com-

munication channel, and can be combined with

transmit and receive antenna arrays to support

multiple parallel data streams without requiring

additional bandwidth. In contrast, free-space

propagation is essential for power beamforming,

since a scatterer can disperse a power beam and

cause the transfer efficiency to drop dramatical-

ly. Thus, a power transfer channel refers to one

over free space. The propagation distance ranges

from the near field, where the distance is compa-

rable with the transmit array dimensions, to the

far field. The factors determining the propaga-

tion loss include:

* The apertures of the transmit and receive
arrays, denoted as A, and A,, respectively

* The wavelength A

* The propagation distances d as elaborated
below

The end-to-end MPT efficiency is equal to the

product of three efficiencies:

* DC-to-RF power conversion efficiency

* Beam efficiency defined as the ratio between
the received and radiated powers

* RF-to-DC power conversion efficiency

The state-of-the-art microwave generators and

rectennas can achieve close-to-one values (e.g.,

80 percent) for the first and third efficiencies,

respectively [1]. Therefore, the beam efficiency

is the bottleneck for efficient MPT over long dis-

tances.

Consider a pair of transmit/receive circular
aperture antennas (which can be replaced by
arrays with the same apertures) facing each
other over a power transfer channel. For this
scenario, the beam efficiency can be accurately
approximated as [1]

Beam Efficiency =1 — P ()
where B is given as

AA,

A (Ady* 2)

Note that Eq. 2 is equivalent to the Friis
equation for far-field transmission. The propaga-
tion as described in Eq. 1 covers both the near
and far fields. For the far field where P is small
(large d), the propagation loss is approximately
equal to B, thus following the Friis transmission
equation. For the near field where d is small and
hence B is large, the beam efficiency is close to
one. The beam efficiency is plotted in Fig. 1 as a
function of the ratio between the transfer dis-
tance and the receiver antenna radius, where the
carrier frequency is 2.4 GHz. Next, Eq. 1 sug-
gests the trade-offs between the MPT parame-
ters A,, A;, A, and d. In particular, for a given
beam efficiency, doubling the transmit-array
radius or the carrier frequency doubles the
transfer distance or supports recharging of small-
er (half-size) mobiles. For instance, scaling up
the frequency from 2.4 GHz to 60 GHz in the
millimeter band increases the power transfer dis-
tance by 25 times. This, however, requires the
numbers of transmit/receive antennas to grow by
the square of this factor if the aperture antennas
are replaced by antenna arrays.

|
With the rapid
advancement of mil-
limeter-wave com-
munication, the MPT
embedded in WPC
can be operated in
the 60 GHz band-
width in the near
future. Such high
frequencies enable
ultra-sharp beam-
forming even when
the array size is
small, leadling to dra-
matically improved
power transfer
efficiencies

IEEE Communications Magazine * June 2015

87



MOBILE ARCHITECTURE FOR WPC

A traditional mobile device consists of an infor-
mation transceiver powered by a rechargeable
battery. For WPC, an RF energy harvester is
included in the mobile device for harvesting
energy from the incident microwave signal to
power the transceiver as shown in Fig. 2. The
design of an energy harvester is rather simple
and consists of a rectifying circuit for converting
the RF signal at the antenna output to DC power
that is stored using a rechargeable battery or a
super capacitor. The most popular and efficient
design of an RF energy harvester uses a recten-
na that integrates a single antenna and a rectify-
ing circuit.

The functionality of the antennas used by the
information transceiver and energy harvester is
different. The array attached to the transceiver

100

107

Beam efficiency

Transmit antenna radius = 1, 3,5,7,9m -

(left to right)
10-2 I I I I I \
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Transfer distance/receive antenna radius

Figure 1. Beam efficiency for MPT vs. the ratio between the transfer dis-
tance and the receiver antenna radius for a carrier frequency of 2.4 GHz.
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Figure 2. Mobile architecture for WPC.

enables multi-antenna communication and array
processing (e.g., receive beamforming and inter-
ference nulling). Therefore, it is desirable to
have as many (small) antenna elements as possi-
ble. On the other hand, the rectenna requires
capturing as much incident power as possible;
hence, the rectenna design aims for the largest
possible antenna aperture. This is an important
trade-off for designing a WPC receiver under a
form-factor constraint.

SIMULTANEOUS WIRELESS
INFORMATION AND POWER TRANSFER

Since the information transceiver and energy har-
vester have separate antennas and circuits, the
mobile architecture supports SWIPT [4]. As illus-
trated in Fig. 3, there are three designs of a
SWIPT system: integrated SWIPT, closed-loop
SWIPT, and decoupled SWIPT, which are
described as follows. Integrated SWIPT in Fig. 3a
is the simplest design where power and informa-
tion are extracted by the mobile from the same
modulated microwave transmitted by a base sta-
tion (BS). For this design, information transfer
(IT) and power transfer (PT) distances are con-
strained to be equal. Closed-loop SWIPT in Fig.
3b consists of downlink PT and uplink IT. The
signal power received at the BS originates from
the BS radiated power, and its closed-loop prop-
agation (downlink+uplink) incurs double attenu-
ation [5]. Thus, closed-loop SWIPT only supports
very short ranges and is unsuitable for cell edge
mobiles. Last, a decoupled-SWIPT system in Fig.
3c builds on the traditional communication sys-
tem to include an additional special station,
called a power beacon (PB), dedicated for MPT
to mobiles [6]. PT and IT are orthogonalized by
using different frequency bands or time slots to
avoid interference, which is given the name
decoupled SWIPT. Unlike BSs, PBs require no
backhaul links, and the resultant low cost allows
dense deployment to enable efficient MPT.

WIRELESSLY POWERED
COMMUNICATIONS:
FREQUENTLY ASKED QUESTIONS

Current research focuses on developing the
WPC theory based on abstracted system models.
Surprisingly, many frequently asked questions
(FAQs) on, say, the practicality and safety of
WPC, remain unanswered. In this section, an
attempt is made to shed light on some FAQs.

How FAR CAN A MoBILE DEVICE BE
WIRELESSLY POWERED?

BSs can support communication ranges up to
tens of kilometers. This can lead to the miscon-
ception that BSs/PBs can also power mobiles at
comparable distances since both IT and PT use
microwaves as vehicles. It is important to under-
stand that the efficiency of PT depends on the
received signal power while the reliability of IT
is determined by the receive signal-to-noise ratio
(SNR). Since the noise power is extremely low
(e.g., —120 dBm), the received signal power for
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Figure 3. Three system configurations for SWIPT: a) integrated SWIPT; b) closed-loop SWIPT;

c¢) decoupled SWIPT.

IT falls in the range of —100 dBm to -50 dBm,
which is many orders of magnitude lower than
the power consumption of mobile devices. Thus,
one should expect drastically shorter ranges for
PT than those for IT. For comparison, the typi-
cal values for received signal power and the
power consumption of popular mobile devices
are listed as follows.
* Wireless signals: —120 to =50 dBm
» ZigBee devices or sensors: 1 to 100 mW
* Smartphones: 19 mW to 1.3 W
¢ Tablet computers: 1 W to 11 W
¢ Laptop computers: 19 W to 52 W

One can see that the typical power consump-
tion of mobile devices ranges from milliwatts for
sensors or ZigBee devices to tens of watts for
laptop computers, which are about 50-100 dB
higher than the range of wireless signal power.
In addition, the sensitivity level of a typical ener-
gy harvester is on the order of -10 dBm, and
below this level little energy can be harvested.

To get a concrete answer to the current ques-
tion, the PT distances can be computed using
practical settings. Consider the scenario where a
PB wirelessly powers a mobile device where
transmit and receive antenna apertures are
assumed to be circular. The power transfer
ranges are computed numerically based on the
beam efficiency equation, Eq. 1, and the results
are plotted in Fig. 4 for different transmitted
powers. The specifications for the numerical
computation are summarized in the caption of
Fig. 4. It is surprising that the PT ranges for
small to medium devices (ZigBee/sensors, smart-
phones, tablets) are very similar. The reason is
that a larger device can harvest more power
(with a larger antenna aperture) that compen-
sates for the increase in power consumption.
One can observe that a PB transmitting tens of
Watts can power sensors, smartphones, and
tablets at a distance of around 10 m. Interesting-
ly, this distance matches the smartphone recharg-
ing range of the MPT-based charging station
developed by a new startup called COTA [7].
The relative short PT distances in Fig. 4 suggest
that PBs should be equipped with large-scale

B TXpower=10W BE30W O50W ME100W

ZigBee/sensor

Smart phones

Tablet computers

Laptop computers

1 1
0 4 8 12 16
Power transfer distance (m)

Figure 4. Power transfer ranges for different types of mobile devices. The
transmitter antenna array has about 260 elements separated by half wave-
length and arranged on a disk, having an aperture of 3 m in radius. The
carrier frequency is 2.5 GHz. The RF-to-DC conversion efficiency is 70
percent. The power consumption and antenna radii for different types of
mobile devices are assumed to be (50 mW, 1 cm) for ZigBee devices, (0.5
W, 3 cm) for smart phones, (5 W, 9 cm) for tablet computers, and (25 W,
11 cm) for laptop computers.

antenna arrays and installed in an indoor envi-
ronment or with a high density.

To summarize, under practical constraints,
the MPT distance is in the range of 3-15 m for
typical mobile devices depending on the radiated
power. The MPT ranges for ZigBee devices, sen-
sors, and tablets are similar and about twice
those of laptop computers. Such distances are
still substantially shorter than cell radii of fifth
generation (5G) small cell networks, which are
50-100 m [3].

Is WPC SAFE?

By sharp power beamforming, the power density
can be high along the path from a PB to a target
mobile. This can potentially cause health hazards
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to a human body accidentally intercepting the
path. According to international safety standards
set by authorities such as the Federal Communi-
cations Commission (FCC) and International
Commision on Non-Ionizing Radiation Protec-
tion (ICNIRP) [8, Table 3], a person should not
be exposed to microwave radiation with an aver-
age power density higher than 10 W/m?2 over a
half-hour time window. Note that the wavefront
area of a beam grows with the propagation dis-
tance, and thus, the power density of the beam
decreases accordingly. We can define the unsafe
beam-interception distance (UBID) as the maxi-
mum propagation distance where the beam
power density exceeds the mentioned exposure
limit. Assuming that a beam contains 90 percent
of the total radiated power, the beam efficiency
in Eq. 1 allows us to compute the UBIDs for dif-
ferent practical configurations as follows:

e UBDI = 0.63 m for radiated power P = 50
W if the transmission is omnidirectional.

* UBDI = 14.4 m for P = 10 W and beamed
transmission with an antenna aperture = 3
m?2,

e UBDI = 32 m for P = 50 W and beamed
transmission with an antenna aperture = 3
m?2.

For omnidirectional transmission, the UBDI
is found to be less than a meter, and hence there
is no safety concern in practice. On the contrary,
for power beamforming, one can see from the
numbers that if a person is within 15 m of the
PB, he/she should be careful not to stand
between the PB and the mobile for too long.
The unsafe distance is higher for larger radiated
power or a sharper beam (a larger antenna aper-
ture). The PT distances in Fig. 4 are observed to
be smaller than the above UBDI values, suggest-
ing potential safety issues for WPC. However,
the limits on microwave exposure as set by dif-
ferent authorities are average values over a long
time window (0.5 h). This is more than sufficient
for an intelligent WPC system to adapt its trans-
mission power (within, e.g., milliseconds) to
ensure safety.

In summary, although it is unsafe for a per-
son to be illuminated by a power beam within
the PT range for too long, intelligent beam con-
trol techniques can be designed to ensure safety
in WPC (details are provided later).

Is SWIPT PRACTICAL?

A main motivation for implementing integrated
and closed-loop SWIPT (Fig. 3) is that SWIPT
can be realized by upgrading existing BSs
(including WiFi access points) without changing
the network architecture. However, constrained
by the short PT ranges, BSs can provide SWIPT
only to a small fraction of nearby mobiles. Sup-
porting full network coverage for SWIPT
requires the deployment of much denser BSs
with extreme cell radii of 10-15 m, which can
result in enormous cost and is thus impractical.
On the other hand, the decoupled SWIPT design
(Fig. 3) provides a more practical solution for
network-wise SWIPT coverage due to the low
deployment cost of backhaul-less PBs.

To provide an answer for the current ques-
tion, a relatively practical solution of providing
network coverage for SWIPT is its implementa-

tion based on decoupled SWIPT that exploits
low-cost PBs for dense deployment.

Does MPT INTERFERE WITH
WIRELESS COMMUNICATIONS?

MPT can interfere with wireless communications
in several direct or indirect ways. First, for
decoupled SWIPT, the information-carrying sig-
nal can be deeply buried in the power-carrying
signal if they are simultaneously received by a
mobile due to their orders of magnitude differ-
ence in power, as mentioned earlier. Therefore,
IT and PT must be sufficiently separated in fre-
quency (e.g., a bandwidth should be reserved for
the sole purpose of MPT). Second, even given
sufficient separation in frequency, the power-
carrying signal must be suppressed right at the
antenna outputs of the mobile’s information
receiver rather than in the digital domain. Oth-
erwise, the extremely strong signal can saturate
the amplifier and ADC, thereby causing distor-
tion and excessive quantization noise to the
simultaneous information-carrying signal. Last,
the circuit nonlinearity of microwave generators
can cause strong harmonics of the carrier that
interfere with wireless communications.

In summary, MPT can interfere with wireless
communications in practice unless countermea-
sures are implemented in the system design.

Is IT PosSIBLE TO POWER MOBILE DEVICES BY
RF ENERGY SCAVENGING?

Cellular BSs and WiFi access points are ubiqui-
tous in the urban environment. Their transmis-
sions result in the existence of RF energy in the
ambient environment. Their high frequencies
(e.g., 2.4 GHz for WiFi) require resonant anten-
nas of relatively small sizes (10-50 cm?) for RF
energy harvesting. Scavenging such energy for
powering mobile devices is a green approach
since it does not require installation of additional
power sources. The amount of power that can be
generated by energy scavenging depends on the
power density. Some available measurement
results are summarized in Table 1 [9, 10]. One
can see that the maximum power density is on the
order of 1 mW/m?2. Therefore, a mobile device
(e.g., a smartphone) of a typical size smaller than
100 cm? can harvest peak power of tens of
microwatts with the average on the order of 1
uW. This gives the following answer. RF energy
scavenging is sufficient only for powering small
sensors with sporadic activities. Wirelessly power-
ing larger devices has to rely on dedicated PBs.

WIRELESSLY POWERED
COMMUNICATIONS: DESIGNS AND
CHALLENGES

In this section, we discuss the key design consid-
erations and challenges for WPC.

EFFICIENT AND SAFE WPC
Pilot Signal Design for Retrodirective Beam
Control: Power beamforming for MPT typically
uses a phase array and a technique called

920

IEEE Communications Magazine ¢ June 2015



retrodirective beam control, which automatically

steers a beam in the reverse direction of the inci-

dent pilot signal sent by the mobile by exploiting

channel reciprocity. The simple procedure for

retrodirective beam control is as follows:

1. The receiver transmits a pilot signal.

2.The transmitter computes the phase shift of
the output of each antenna by comparing it
to a local reference signal.

3.The phase shift for each antenna is conju-
gated and applied to the phase shifter for
transmission.

An important aspect of implementing retrodi-
rective beam control for WPC is the design of
pilot sequences. They should be designed to ini-
tiate MPT for multiple mobiles at the same time.
However, mobiles in different cells may transmit
non-orthogonal or identical pilot sequences,
resulting in pilot contamination, which lays a
fundamental limit for the performance of a cel-
lular network equipped with large-scale antenna
arrays [11]. In WPC networks, pilot contamina-
tion not only degrades the IT performance but
also decreases PT efficiency. To be specific,
receiving multiple pilot signals can cause the
retrodirective beamformer for MPT to auto-
reflect multiple beams toward both the intended
and unintended mobiles, which reduces the
beam efficiency to the former and, more impor-
tantly, causes safety threats to people in unin-
tended directions. Tackling pilot contamination
continues to be a key challenge in designing
WPC networks.

In addition, the power of pilot signals and
duty cycle of pilot transmission should be
designed to optimize the trade-offs between PT
efficiency, training overhead, and mobile energy
consumption.

Safety Measures: Creating measures to ensure
safe PT is a unique and important aspect of
designing WPC systems. The retrodirective
beamformer has a safety feature in that it can
automatically de-phase a beam when it is inter-
cepted by an object such as a human body. How-
ever, this measure does not protect people who
are near a target mobile but do not intercept the
beam. Thus, additional safety measures are
required. For example, guard zones can be cre-
ated around not only the PBs but also the
mobiles using technologies such as microwave
life detection [12]. Other technologies such as
surveillance cameras, radar tracking, and net-
work localization can be deployed for accurate
human detection, thereby further enhancing the
safety in WPC.

Efficient and Safe Power Transfer Using
Multiple Coordinated Power Beacons: In a
WPC network deploying dense PBs, a single
mobile can be powered by multiple coordinated
PBs based on the idea proposed in [13]. The PBs
surrounding the target mobile form multiple
incoming power beams from all directions that
are coherently combined at the mobile location
due to beacon coordination. PT using coordinat-
ed beacons is safe for two reasons. First, many
incoming beams from different directions enable
the detection of human presence at practically
any arbitrary location near the target mobile,

Power density

Spectrum Environment (mW per m2)
Inner city, outdoor, on 10-3 — 101
ground

GSM (935-960 MHz)

Inper city, indoor, close to 102 - 101

window

50 m base stations 5x 103-5
GSM (1805-1880 MHz) 200 m from base stations 103-0.5

500 m from base stations

Within 8 m from access

oints
WiFi i

12 m from access points

5x 10%-5x 102

103-5x 102

104-5x 104

Table 1. Measured power densities of RF signals in the ambient environ-

ment.

thereby overcoming the drawback of standalone
PBs. Next, incident power beams from all direc-
tions have the combined effect of concentrating
transmitted power at the mobile and very low
power density at other locations. Moreover, mul-
tiple beams improve the chance of finding lines
of sight for efficient MPT. As the combined
result, MPT using coordinated beacons also
improves the PT efficiency.

WPC NETWORK ARCHITECTURE

A WPC network is designed to deliver two types
of services, high-speed wireless access and MPT,
to mobile devices, and its performance is mea-
sured by the coverage of both services. As illus-
trated in Fig. 5, the WPC network comprises
BSs, PBs, and mobile devices. The main role of
BSs is to provide network-wise wireless access
coverage while also supporting SWIPT to nearby
mobiles. Full MPT coverage is achieved by
deploying dense PBs for supporting MPT to
mobiles. Mobiles can be separated into receiving
and transmitting mobiles. It is more challenging
to wirelessly power transmitting mobiles since
they require additional power for transmission,
while both types of mobiles consume circuit
power.

For designing a WPC network, one of the
first challenges is to understand the required
densities of BSs and PBs for providing network
coverage for both wireless access and wireless
power. Recently, the trade-off between these
densities was quantified in [6] by modeling the
WPC network using stochastic geometry and
under reliability constraints on the network ser-
vices. This tractable approach can be extended
to design WPC networks with more complex
architectures such as heterogeneous BSs/PBs.
Apart from the fixed deployment of PBs, mobile
PBs can be also deployed to support wider cov-
erage with fewer PBs or more efficient MPT by
shortening the transfer distances. One challenge
there is to design the optimal routing for each
mobile PB.

IEEE Communications Magazine * June 2015

91



Communication zone
(light shade)

Power transfer zone

(dark shade\

Base sta&\

Power
beacon

> SWIPT
——> Power
Data link

Figure 5. WPC network architecture.

WPC PROTOCOLS AND TECHNIQUES

Compared to traditional wireless networks, the
addition of PBs and the interaction between IT
and PT enrich the WPC network architecture
and the operational modes of network nodes. As
a result, traditional communication protocols
and techniques must be thoroughly redesigned
to enable efficient WPC. Several key challenges
are identified as follows, which point to promis-
ing research directions:

Cognitive WPC: The principle of cognitive
radios can be applied to design cognitive WPC
systems to enable seamless integration of PT and
IT, and accommodate passive secondary nodes
(e.g., [14]). In particular, a cognitive PB can
sense the spectrum and choose a proper subset
of frequency sub-channels for MPT to avoid
interfering with IT and at the same time reduce
power spectrum density to meet the safety
requirements set by authorities.

Cooperative PB/BS clustering: Grouping
PBs/BSs for cooperation enhances the PT effi-
ciency (as discussed earlier) besides mitigating
interference in IT. However, PB/BS clustering is
much more complex than that for traditional
multi-cell cooperation due to many new factors
for consideration, including multi-user beam
efficiencies, BS modes (SWIPT or IT only), and
wireless signaling overhead between backhaul-
less PBs.

Relay-assisted WPC: In WPC systems with
relatively sparse BSs/PBs, mobiles far away from
them receive double penalties: lower PT efficien-
cies but larger power required for uplink trans-
mission. Thus, it is critical to address the issue of
fairness in designing such systems. An alternative
cost-effective approach, apart from deploying
dense PBs, is to motivate mobiles to cooperate
by relaying information/power for each other or
deploying dedicated passive relay stations (e.g.,
[15]). This opens many new research issues on
relay-assisted WPC ranging from signal process-
ing methods, scheduling, and medium access con-
trol protocols to network performance.

Joint scheduling and resource allocation of
PT and IT: For WPC networks of low-complexi-
ty and low-power devices, the communication
protocols are often simple and predetermined.
In contrast, for scenarios where the mobiles are
able to handle complex algorithms, the optimal
solution is to design and deploy intelligent com-

munication and resource allocation algorithms
for mobiles, PBs, and BSs that are adapted to
the dynamic states of mobile energy storage,
data queues, channels, and beam efficiencies.

TowARD TRULY MOBILE
COMMUNICATIONS

Cutting the last wires of mobile devices will
endow them with long desired immortality,
which will bring users convenience, strengthen
the reliability of widespread mobile services, and
create a huge range of market opportunities.
This task is far more than straightforward imple-
mentation of the MPT technology, but
requires seamless integration between informa-
tion and power transfers. As a result, many new
research challenges arise, including designing
network architectures for enabling SWIPT,
achieving highly efficient and safe MPT to
mobile devices, and revamping traditional com-
munication techniques, such as cooperation, cog-
nitive radios, and adaptive transceivers, to
integrate power transfer into communication
networks. This leads to a newly emerging area
called wirelessly powered communications. It is
through advancements in this area and relevant
areas such as energy scavenging, batteries, and
low-power electronics that the tens of billions of
devices to be deployed in the coming decade will
be free of the last wires and attain true mobility.
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ABSTRACT

Small cell networks have attracted a great
deal of attention in recent years due to their
potential to meet the exponential growth of
mobile data traffic, and the increasing demand
for better quality of service and user experience
in mobile applications. Nevertheless, wide
deployment of small cell networks has not hap-
pened yet because of the complexity in the net-
work planning and optimization, as well as the
high expenditure involved in deployment and
operation. In particular, it is difficult to provide
grid power supply to all the small cell base sta-
tions in a cost-effective way. Moreover, a dense
deployment of small cell base stations, which is
needed to meet the capacity and coverage of
next generation wireless networks, will increase
operators’ electricity bills and lead to significant
carbon emission. Thus, it is crucial to exploit off-
grid and green energy sources to power small
cell networks, for which energy harvesting tech-
nology is a viable solution. In this article, we
conduct a comprehensive study of energy har-
vesting small cell networks, and investigate
important aspects, including a feasibility analysis,
network deployment, and network operation
issues. The advantages as well as unique chal-
lenges of energy harvesting small cell networks
are highlighted, together with potential solutions
and effective design methodologies.

INTRODUCTION

The proliferation of mobile devices, such as
smartphones and tablets, is boosting the data
traffic explosion in wireless ecosystems. In this
context, cellular networks are faced with the
challenges of providing enormous network
capacity, achieving superior cellular coverage,
and improving users’ quality of experience. The
small cell network (SCN) is a cost-effective and
energy-efficient network paradigm to tackle
these challenges. In SCNs, densely deployed
small cell base stations (SCBSs), including micro,
pico, and femtocells, bring the spatial reuse of
radio resources to a new level, which will then
help improve the area spectral efficiency and
user experience. Besides this, low-cost and low-
power SCBSs can easily be installed without
costly cell site acquisition, and their self-organi-

zation manner further helps save operating
expenditures [1, 2].

However, as SCBSs are densely and irregular-
ly located, some of them may be inaccessible to
the power grid. Moreover, the network power
consumption of the SCNs will be high despite
the small power consumption of a single SCBS,
which will produce a significant amount of car-
bon emissions. As a result, it is desirable to
exploit off-grid and green energy sources to
power the SCNs. Energy harvesting (EH) tech-
nology is a viable and promising solution, which
can harvest ambient renewable energy (e.g.,
solar and wind energy) to power SCBSs [3]. It is
estimated that applying EH techniques to SCNs
can achieve a 20 percent CO, reduction in the
information and communication technology
(ICT) industry [4].

Communication networks with EH capability
have been extensively studied in recent years,
from point-to-point systems [5, 6], two-hop sys-
tems [7], multi-user systems [8], to EH heteroge-
neous networks [9]. However, so far, there has
been no systematic study on how to effectively
utilize the EH techniques in SCNs, that is, how to
power SCBSs by EH, how to deploy EH-SCBSs,
and how to optimize network operations for EH-
SCNs. The goal of this article is to provide a com-
prehensive study for EH-SCNs. Specifically, a
feasibility analysis of EH-SCNs is conducted first,
and then network deployment issues are
addressed from the basic trade-offs to practical
deployment considerations. Over deployed EH-
SCNs, the challenges and design methodologies
for network operation are elaborated.

POWERING SMALL CELL NETWORKS
BY ENERGY HARVESTING:
A FEASIBILITY ANALYSIS

In this section, we investigate the feasibility of
powering SCNs by renewable energy sources.
We first highlight the main differences between
the energy consumption models for the macro
base station (BS) and SCBSs, following which
the potential of different EH techniques to
power SCBSs is discussed. In particular, it is
revealed that a hybrid solar-wind energy har-
vester is an ideal candidate to enable EH-SCNs.
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Figure 1. Normalized solar and wind energy profiles: a) short time horizon; b) long time horizon.

THE FEASIBILITY OF EH-SCNS

The energy consumption models of SCBSs are
fundamentally different from the macro BS,
which are specified as follows:

* The communication distances from the
SCBSs to mobile users will be significantly
reduced compared to macro BSs, as SCBSs
will be densely deployed [2]. Consequently,
the transmit power of SCBSs will be greatly
reduced. For example, the maximum trans-
mit power of a typical femto BS is 17 dBm
compared to 43 dBm for a macro BS [10].

* The baseband processing in SCBSs is much
simpler than in the macro BS since several
key operations are eliminated, such as digi-
tal predistortion.

* Cooling in the macro BS accounts for
around 10 percent of the total BS power
consumption [10], while SCBSs can be
cooled by natural air circulation.

Given the above discussion, the power con-
sumption of an SCBS is orders of magnitude
smaller than the typical macro BS. Specifically,
the power consumption of a typical macro BS is
225 W/transceiver. In contrast, it is 72.3 W/7.3
W/5.2 W for a micro/pico/femto BS [10]. Thus, it
will be more feasible to power SCBSs by EH.
On the other hand, as SCBSs need to be densely
deployed, their total energy consumption may
still be high. Thus, powering SCBSs by renew-
able energy sources is also motivated by environ-
mental concerns.

To check the feasibility of powering SCNs via
EH, we summarize the main energy sources of
EH techniques in Table 1. We see that most of
the existing applications of EH techniques are
limited to low-power electronic devices, mainly
due to the low EH rates. Considering the typical
power consumption of an SCBS (> 5 W), only a
few of the EH sources are applicable, of which
solar and wind energy are the two most promis-
ing ones due to the following reasons:

e Sufficient harvested energy can be guaran-
teed with either a solar or wind energy har-
vester. For example, 100 W electric power

can be generated by either a 121 cm x 53.6
cm solar panel under rated sunlight radia-
tion, or by a rotor with a 1 m diameter
under an 8 m/s wind speed.

* Such energy harvesters are cost-effective,
due to their decades of lifetime and almost
negligible maintenance expenditure. The
main cost of solar/wind energy harvesters
originates from the deployment stage, which
has been decreasing dramatically in recent
years.

* Many industrial companies are actively par-
ticipating in developing solar and wind
energy harvesters, such as Suntech, First
Solar, Sunpower, and Trina Solar for solar
energy, and GE Energy, Vestas, Siemens
Wind Power, and Goldwind for wind ener-

gy.

Although solar and wind harvesters enjoy
high harvesting rates and low cost, the time vari-
ation of the energy source poses challenges to
solar/wind power generation. Fortunately, it
turns out that solar and wind are a good comple-
ment to each other. On daily timescales, high
pressure areas tend to bring clear skies and low
surface winds, which is favorable for solar har-
vesters, whereas low pressure areas tend to be
windier and cloudier, and thus are good for wind
harvesters. On seasonal timescales, solar energy
peaks in summer, whereas in many areas wind
energy is lower in summer and higher in winter.
We demonstrate such a complementary effect in
the following case study.

A case study: We use real solar and wind
power generation data by the Elia Group in Bel-
gium.! The normalized energy profiles on daily
timescales are shown first. Based on the mea-
sured data from 0:00 am, 15 June to 0:00 am, 17
June, 2014, the average solar/wind power is
shown in Fig. 1a, where the EH rates are sam-
pled (averaged) every 15 min. We see that the
peak of solar power always coincides with the
valley of wind power, and vice versa. Next we
show the energy profiles on seasonal timescales.
Based on the data from 0:00 am, 17 May 2013 to
0:00 am, 02 July 2014, the average solar/wind

L Elia, Power Genera-
tion,

http://www.elia.be/en/gri

d-data/power-genera-
tion.
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Energy sources

Characteristics

Implementation techniques

Amount of
harvested energy

Typical applications

Solar [11]

Wind [11]

Environmental
vibration [11]

Human motion [11]

Thermal [12]

Ambient RF signal
[13]

Biomass [14]

Uncontrollable,
predictable

Uncontrollable,
unpredictable

Uncontrollable,
unpredictable

Controllable,
predictable

Uncontrollable,

Photovoltaic cells

Anemometer

Electromagnetic induction

Piezoelectric

15 mW/cm?

100 W (rotor diameter
1 m, wind speed 8 m/s)

0.2 mW/cm?2

Finger motion: 2.1
mW; footfalls: 5 W

Wireless sensor, household
appliances

Wireless sensor, household
appliances

Wireless sensor,
consumer electronic

On-body monitoring, portable
devices

unpredictable Thermopiles ~ 40 mW Wireless sensor
Uncontrollable, e L .

. Rectification and filtering < 0.2 mW RFID, low-power device
unpredictable
Cont.rollable, Microbial fuel cells 153 mW/m? Underwater sensor
predictable

Table 1. Existing energy harvesting techniques.

@ Solar-powered
b 2R

EH-SCBS
[(d .
\_Wind-powered
6 7 EH-SCBS
[(d
7 Other
fe EH-SCBS
B%Grid-powered
EH-SCBS

& Mobile user

Figure 2. A sample EH-SCN.

2 Centre for White Space
Communications, Wind-
Fi: Renewable-Energy
Wireless Basestations,
http://www.wireless-
whitespace.org/pro-
jects/wind-fi-renewable-e
nergy-basestation.aspx.

power, averaged every 15 days, is shown in Fig.
1b. We see that the solar power achieves its
peak during June-August, while the wind power
reaches its bottom. An opposite trend is
observed during December—February.

This case study reveals that a combination of
solar and wind energy is a good candidate for
the energy source of SCBSs. Actually, BSs pow-
ered by hybrid solar-wind energy have already
drawn great attention from the industry. For
example, the Turkish mobile operator Avea and
the leading equipment vendor Huawei have
shown great interest in such BSs. In particular,
Wind-Fi, a renewable energy BS designed by the
Centre for White Space Communications,
enables wireless networks to operate entirely on
solar and wind energy, and achieves 99.98 per-
cent reliability.?

THE PROSPECT OF EH-SCNSs

The above discussion demonstrates that EH
technology, particularly solar and wind har-
vesters, is a viable green energy solution for
SCNs. Therefore, EH-SCNs in the near future
may consist of solar-powered SCBSs, wind-pow-
ered SCBSs, hybrid solar-wind powered SCBSs,

EH-SCBSs powered by other energy sources,
and conventional grid-powered SCBSs as well.
EH-SCNs will not only reduce the deployment
cost and energy bills of the operators, but will
also be more environmentally friendly and thus
can enable sustainable growth of wireless net-
works. An example of such a network is shown
in Fig. 2.

Powering SCNs by EH sources will bring new
design challenges. The network coverage and
operating reliability will be difficult to guarantee
since harvested energy varies daily and seasonal-
ly. Adjustments in the communication protocols
and transmission strategies will be needed. In
the following part of this article, special atten-
tion will be paid to addressing the upcoming
design issues in network deployment as well as
in network operation.

NETWORK DEPLOYMENT OF
EH-SCNS

Network deployment is the first step toward
designing an effective EH-SCN. A key question
to ask is how many EH-SCBSs are needed. Thus,
in this section we investigate the impact of SCBS
density on network performance and cost, which
reveals some interesting trade-offs in EH-SCNs.
Other deployment issues are then discussed.

BASIC TRADE-OFFS

The density of an EH-SCN will determine its
performance as well as the network cost. Increas-
ing EH-SCBS density can improve the coverage
and throughput, but it will also increase the
deployment cost. On the other hand, with a low
density of EH-SCBSs, more grid-powered SCBSs
will be needed to maintain the coverage, which
will consume more non-renewable energy and
increase the energy bills. In the following, we
provide simulation results to illustrate these
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SCBS and user densities are denoted by Agg and
Ay, respectively. The trade-off between the out-
age probability p,,, and Agg is shown in Fig. 3a.

Key observations can be drawn: of
» The outage probability decreases with Agg,
but the decreasing rate reduces as Agg ol

Grid power consumption (dBW)

increases further. Specifically, to achieve
Powr = 10 percent in this EH-SCN with A,
= 103 m~2, we can deploy SCBSs with den- 20
sity Agg = 1.7 x 104 m~2 if each SCBS has
Pry = 20 mW when supported by a battery
with large enough capacity, or Agg > 2.1 x (b)
10~ m~2 if each has no battery. Both are
within the typical network density range of Py = 20mW, 1. s = 2 X 10%m7
SCNs [15]. 0.18 -0-Pgy = 40 MW, A gg = 2 X 104mZH
The battery capacity has little influence on
Pout When Agg is either very small or very
large. When Agg is very small, as the harvest- 0.14
ed energy is insufficient almost all the time,
the energy will be exhausted immediately
after it arrives. On the other hand, if Agg is
very large, the current harvested energy will
be more than enough, and there is no need
to consume the energy in the battery. 0.06
* Increasing either Pgy or Agg will reduce

0.5 1 1.5 2 2 5 3 3.5 4

o
N
/

0.08 |-

Outage probability
o
T

: £ ! . 0.04
Pour- Interestingly, increasing Agg brings
more performance improvement, which can 0.02F
be explained intuitively. Doubling Agg not

. . 0 1 1

only doubles the available energy in the 0 0.5 1 1.5 2 25
whole network, but also reduces the trans- Grid power consumption (W), s = 5dB, A, =5 x 103m2, Cg = <
mission distances on average. (©

Trade-off between Grid Power Consump-

tion and EH-SCBS Density — In this part, we Figure 3. Basic trade-offs in the EH-SCNG: a) outage probability vs. SCBS

assume that all the SCBSs are on-grid SCBSs, density; b) grid power consumption vs. SCBS density; ¢) outage probabili-
that is, the power grid is retained as the backup ty vs. grid power consumption.

energy source for each SCBS. With a stable

power supply, it is easy to guarantee coverage,

and thus the focus is on the impact of EH-SCBS necessary. The trade-off between grid power
density on grid power consumption. At each consumption Pg and Agg is shown in Fig. 3b.
SCBS, the harvested energy will be exhausted Key observations can be drawn:

first, and the grid power will be used only when * The grid power consumption P decreases
with the SCBS density Agg, and the optimal
EH-SCBS density can be chosen to mini-

3 This value takes the circuit power consumption of an mize the network deployment and operat-
EH-SCBS into account. ing expenditures. For example, assume the
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|
Channel information
is important for wire-
less communications.
However, due to the
limited available
energy in EH-SCNS,
the energy spent on
channel estimation
and data transmis-
sion should be bal-
anced. It is also
critical to decide
when to perform
channel training
based on the time-

electricity price is $0.1971/kWh, while each
SCBS costs $135, of which $35 is for the 10
W photovoltaic cell,> and $100 is for the BS
equipment. Normally, the lifetime of EH-
SCNs is around 10 years. Then if A, = 3
x 1073 m=2 and Pgy = 20 mW, we can find
the optimal SCBS density as 7.5 x 105 m=2.

* To reduce Pg, increasing Agg is more effec-
tive than increasing Pgy. The impact of Cp
on Pg is negligible when Agg is extremely
small or extremely large.

Trade-off between Outage Probability and
Grid Power Consumption — Compared to
off-grid SCBSs, on-grid SCBSs make it easy to
guarantee coverage with a stable power supply,
but they are more difficult to deploy due to the
grid power supply, and they will also increase the
non-renewable energy consumption. In this part,
we consider an SCN with both off-grid and on-
grid SCBSs, while the total density is fixed. By
varying the density of off-grid SCBSs, we can

between users is ignored. The BS power con-
sumption model is also ideal, as only the trans-
mit power is considered, while in practice, for a
femto BS, when the transmit power is 25 mW,
around 5.2 W is consumed by the whole BS [10].
Therefore, a more detailed investigation is need-
ed. One useful tool for network deployment is
the spatial network model, as adopted in [9, 15].
Such a network model can help to provide ana-
lytical results for performance evaluation, which
may then provide guidelines for network deploy-
ment and avoid time consuming simulations.
Moreover, we need to take realistic physical and
social factors into consideration. Generally, BS
locations can be adapted to the spatial traffic
profile, that is, more SCBSs should be deployed
in the traffic hotspots to meet the high commu-
nication demand. Moreover, for a given location,
the EH source should be chosen according to
the ambient energy availability and the economic
costs. For instance, a wind-powered SCBS is pre-
ferred to a solar-powered SCBS at the seashore

varying EH profile. achieve different trade-offs between the outage due to the abundant amount and installation
probability and the grid power consumption. convenience of wind energy.

With the ratio of on-grid SCBSs, denoted as n,

increasing from 0 to 1, the outage probability -

will decrease, while the grid power consumption NETWORK OPERATION OF EH-SCNs

will increase. The relationship between p,,; and In the previous section, we investigate the

Pg is shown in Fig. 3c, from which we can make deployment issues in EH-SCNs with simplified

the following observations: network operations. In a practically deployed

e Changing | can adjust the trade-off between EH-SCN, network operation should be careful-
the outage probability and grid power con- ly designed to optimize network performance.
sumption. For example, when Agg = 2 x Due to the spatial and temporal variations of
104 m=2, Py = 40 mW, we can achieve EH conditions, the network operation strate-
the outage probability p,,, = 0 with Pg = gies for conventional grid-powered SCNs are
2.38 W by setting n = 1. Alternatively, we no longer applicable to EH-SCNs. In this sec-
can achieve p,,, = 8 percent with P = tion, with the joint power assignment and cell
1.46 W by setting n = 0.6. That is, replac- association problem as an example, we illus-
ing 40 percent of the on-grid SCBSs with trate the unique design challenges and some
off-grid SCBSs, we can reduce the grid promising methodologies for EH-SCN network
power consumption by ~40 percent with a operations.
slight performance degradation.

* The outage probability scales linearly with POWER ASSIGNMENT AND
Pg, as both p,,, and Pg scale linearly with n CELL ASSOCIATION IN EH-SCNs
due to the independent and identical set-
tings for different SCBSs, such as their Introducing EH-SCBSs will bring unique chal-
locations and EH rates. lenges for the SCBS power assignment and cell

association problem, that is, determining with
DEPLOYMENT ISSUES which SCBS each mobile should be associated

The previous discussions on the three basic and at which power level each SCBS should

trade-offs in EH-SCNs provide us with the fol- choose to transmit the signal. In particular, the

lowing deployment guidelines: following aspects should be considered:

e Satisfactory coverage can be guaranteed in e Incorporating the temporal and spatial vari-
EH-SCNs with a reasonable network densi- ation of the available energy. In conven-
ty. By carefully determining the network tional SCNs, fixed cell association is
density, we can not only balance between normally adopted (e.g., the users are associ-
network performance and deployment cost, ated with their nearest SCBSs) [15]. In
but also achieve a trade-off between perfor- SCNs, the temporal and spatial variation of
mance and grid power consumption. the available EH source makes fixed associ-

* To improve network performance or save ation inapplicable, and a given user will
grid power consumption, it is more effec- need to be associated with different SCBSs
tive to increase the SCBS density than to during different periods. Thus, the design
increase the EH rate of each SCBS (e.g., by of cell association policies should balance
deploying a larger solar panel). the energy utilization of different SCBSs.

* When the EH-SCBS density is extremely ¢ Incorporating the coupling among different
small or extremely large, battery capacity users/SCBSs. For a given SCBS, if the trans-
has little influence on network performance mit power allocated to serve one user is too
or grid power consumption. high, it may easily exhaust its available
So far, the considered scenarios are rather energy and not be able to serve other users.

simplified. For example, co-channel interference Thus, some of its users need to be offload-
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ed to other SCBSs, the available energy of

which may be quickly depleted. This cou-

pling among users/SCBSs renders power

assignment of each SCBS and cell associa-

tion quite complicated in EH-SCNs.

To demonstrate these aspects in more detail,
we next consider two specific design problems.

Performance Optimization for Off-Grid EH-

SCNs — We first consider an EH-SCN with M

off-grid EH SCBSs and K mobile users, where

each user is served by one SCBS in each time
slot. To provide satisfactory performance to
these users, an efficient joint cell association and
power assignment policy should be developed.

For simplicity, we assume a constant EH rate for

each SCBS, but different SCBSs may have dif-

ferent EH rates. The design objective is to maxi-

mize the minimum average SNR among the K

users; thus, fair performance can be provided.

This problem can be shown to be NP-hard. To

reduce the computational complexity, we pro-

pose a low-complexity suboptimal solution based
on the threshold-bisection algorithm proposed in

[16]. The proposed method will not only balance

the energy usage at different SCBSs, but also

take the future available energy at each SCBS
into consideration (i.e., it considers both spatial
and temporal energy variation).

To show the effectiveness of the proposed
method, we introduce a performance upper
bound and two baseline policies. The upper
bound is obtained by allowing multiple SCBSs to
jointly serve all the users using distributed beam-
forming, denoted as “distributed BF”. The first
baseline policy adopts distance-based cell associ-
ation, where each user is served by its nearest
SCBS. The second one adopts SNR-based cell
association, where each user is associated with
the SCBS that provides the highest receive SNR
with the available energy. The performances of
different policies are shown in Fig. 4. Key obser-
vations can be drawn:

* The proposed solution greatly outperforms
both baseline policies and achieves perfor-
mance close to the upper bound.

* The distance-based policy suffers perfor-
mance loss as it neglects the spatial varia-
tion of available energy at different SCBSs.
Therefore, conventional cell association
strategies cannot be directly adopted in
EH-SCNs.

* The SNR-based policy performs better than
the distance-based policy, as it utilizes
information on both the distance and the
current energy state. However, it still suf-
fers performance degradation as it makes
decisions based only on the current system
state and neglects the coupling in different
transmission blocks as well as among differ-
ent users.

In summary, the cell association policies
should be redesigned for EH-SCNs, and impor-
tant aspects should be taken into consideration,
including the temporal and spatial variation of
the energy and the coupling among SCBSs/
mobile users. It is difficult to obtain optimal
solutions, but effective suboptimal solutions can
be developed by considering the unique proper-
ties of EH-SCNs.

30 T T
—&-Distributed BF
—6—Proposed = =

—A—SNR-based M=10,k=4
|| —+—Distance-based

SNR (dB)

E[PEF] (mw)

Figure 4. Comparisons of different power assignment and cell association

policies.

Grid Power Minimization for On-Grid EH-

SCBSs — In this part, we consider an SCN con-

sisting of both EH-SCBSs and grid-powered

SCBSs. The design objective is to minimize the

power consumption of grid-powered SCBSs by

adaptive cell association. For simplicity, we
assume that only one of the M SCBSs is pow-
ered by the grid, and focus on a single-user case.

All other assumptions are the same as in the

previous design problem. For this problem, we

have obtained the following two optimal trans-
mission strategies:

* The save-transmit strategy: For this solu-
tion, there is a critical time slot, before
which the user is served by the grid-pow-
ered SCBS, and after which the EH-SCBSs
take turns to serve the user. This strategy
reflects an innate characteristic of EH sys-
tems: with a given number of time slots to
use EH-SCBSs, deferring these time slots
will not deteriorate the performance. How-
ever, non-causal EH information is required
to obtain the critical time slot index.

* The greedy-transmit strategy: For this solu-
tion, in each time slot, if possible, the user
is served by one of the EH-SCBSs that has
enough energy. Otherwise, the user is
served by the grid-powered SCBS. This
solution is extremely simple, as the decision
in each time slot only depends on the cur-
rent energy state of each EH-SCBS, irre-
spective of the future EH information.

We illustrate these two optimal transmission
strategies in Fig. 5 with M = 2. The upper part
of Fig. 5 shows the save-transmit strategy; that
is, the user is served by the grid-powered SCBS
from time slot 1 to 4, and then by the EH-SCBS
from time slot 5 to 10 (the critical time slot
index is 4). The lower part of Fig. 5 shows the
greedy-transmit solution, where the user is
served by the EH-SCBS as long as it has accu-
mulated enough energy to support the transmit
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Figure 5. Illustration of the save-transmit and greedy-transmit strategies
(the user is served by the EH-SCBS in the shaded time slots, and the slope
of the curve represents the transmit power).

power. In both solutions, the user is served by
the grid-powered SCBS in four time slots; that
is, both consume the same amount of grid power.
These two solutions are typical transmission
strategies for EH communication systems. With
low complexity and simple operation, surprisingly,
they are optimal for the considered problem.
Although the optimality may be lost in more gen-
eral cases, they can still serve as heuristic methods
and provide low-complexity suboptimal solutions.

OTHER DESIGN PROBLEMS

The above discussions of cell association shed
light on the operation issues in EH-SCNs, and
provide some potential solutions. In general, the
design problems in EH-SCNs will be more chal-
lenging than in conventional SCNs, and their
unique characteristics, especially the impact of
energy profiles, should be taken into considera-
tion. Such policies as save-transmit and greedy-
transmit can help develop efficient transmission
policies, which in certain cases can be shown to
be optimal. There are many other design prob-
lems to be addressed, including, but not limited
to, the following:

* Sleep control: When taking the circuit
power of an SCBS into consideration, the
energy efficiency of EH-SCNs can be effec-
tively improved by sleep control, i.e., to
adaptively switch off some SCBSs.

¢ User scheduling: When an EH-SCBS is
serving multiple users, how to schedule
these users is vital for the network perfor-
mance. As the available energy of each EH-
SCBS accumulates over time, probably the
users with better channel conditions should
be served earlier, while the optimal policy
requires further investigation.

* Channel estimation: Channel information is
important for wireless communications.

However, due to the limited available ener-
gy in EH-SCNs, the energy spent on chan-
nel estimation and data transmission should
be balanced. Moreover, it is also critical to
decide when to perform channel training
based on the time-varying EH profile.

CONCLUSIONS

In this article, we have conducted a comprehen-
sive study of EH-SCNs, including feasibility anal-
ysis, network deployment investigation, and
network operation design. Among potential EH
sources, we have found that the combination of
solar and wind energy is a good candidate to
power SCNs. To provide network deployment
guidelines for network deployment, three basic
trade-offs between the network performance,
EH-SCBS density, and grid power consumption
are investigated. For a given deployed EH-SCN,
in order to optimize network performance, spe-
cial attention has been paid to the network oper-
ation designs in EH-SCNs. Throughout the
article, distinctive challenges of EH-SCNs are
highlighted, and novel design methodologies are
proposed. Open research problems are identi-
fied that deserve unremitting efforts to promote
faster, greener, and more flexible EH-SCNs.
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ABSTRACT

The Internet of Things (IoT) is an emerging
computing concept that describes a structure in
which everyday physical objects, each provided
with unique identifiers, are connected to the
Internet without requiring human interaction.
Long-term and self-sustainable operation are
key components for realization of such a com-
plex network, and entail energy-aware devices
that are potentially capable of harvesting their
required energy from ambient sources. Among
different energy harvesting methods, such as
vibration, light, and thermal energy extraction,
wireless energy harvesting (WEH) has proven to
be one of the most promising solutions by virtue
of its simplicity, ease of implementation, and
availability. In this article, we present an
overview of enabling technologies for efficient
WEH, analyze the lifetime of WEH-enabled IoT
devices, and briefly study the future trends in
the design of efficient WEH systems and
research challenges that lie ahead.

INTRODUCTION

The Internet of Things (IoT) is an intelligent
infrastructure of uniquely identifiable devices
capable of wirelessly communicating with each
other, services, and people on a large scale
through the Internet [1]. IoT aims to make the
Internet ubiquitous and pervasive, and has the
potential to affect many aspects of users’ quali-
ty of life. The networked heterogeneous devices
connected in an IoT structure are typically
equipped with sensors, controlling processors,
wireless transceivers, and an energy source
(e.g., a battery) to monitor their environment
and send/receive data. Applications envisioned
for IoT span a wide range of fields including
home automation, healthcare, surveillance,
transportation, smart environments, and many
more. One of the dominant barriers to imple-
menting such a grandiose scheme is supplying
adequate energy to operate the network in a
self-sufficient manner without compromising
quality of service (QoS). Therefore, it is imper-
ative to improve the energy efficiency and
longevity of devices in IoT.

Although there are numerous methods to
achieve energy efficiency, such as using
lightweight communication protocols [2] or
adopting low-power radio transceivers [3], the
recent technology trend in energy harvesting
provides a fundamental method to prolong bat-
tery longevity. Thus, energy harvesting is a
promising approach for the emerging IoT [4].
Practically, energy can be harvested from envi-
ronmental sources: thermal, solar, vibration,
and wireless RF energy sources [5]. While har-
vesting from the aforementioned environmental
sources is dependent on the presence of the
corresponding energy source, RF energy har-
vesting provides key benefits in terms of being
wireless, readily available in the form of trans-
mitted energy (TV/radio broadcasters, mobile
base stations and handheld radios), low cost,
and small form factor implementation. This
article presents an overview of wireless energy
harvesting units in the context of wireless ener-
gy harvesting IoT (WEH-I0T) systems. In this
scenario, multiple sensor nodes typically trans-
mit data to a common sink node. The sink
node, also known as a gateway, is connected to
the network and is accessible to the outside
world over the Internet.

A WEH-enabled sensor device usually con-
sists of an antenna, a transceiver, a WEH unit, a
power management unit (PMU), a sensor/pro-
cessor unit, and possibly an onboard battery.
Among those components, there are two essen-
tial units for energy harvesting: unit and PMU:

* The WEH unit is in charge of harvesting
the RF energy and producing a stable ener-
gy source for the rest of the device. It also
interfaces with the PMU.

* The PMU controls the transceiver, sensing
unit functionality, and manages the energy
consumption of each unit and/or accommo-
dates battery charging using the harvested
energy.

In this article, we also focus on the enabling
technologies including high-efficiency wireless/
RF energy harvesting rectifiers and low-power
wake-up radio for WEH units. We propose a
PMU architecture that accommodates a battery
charging scheme using the harvested energy
through a WEH unit. Furthermore, we analyze
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the lifetime of the proposed WEH-IoT system
in the context of two common scenarios in IoT
networked systems. The energy cost model is
described using uniform and random distribu-
tion topology of sensor devices. It is shown
that the lifetime is increased substantially using
the wireless harvesting techniques. Finally, we
conclude with a discussion of future research
challenges.

THE WIRELESS ENERGY
HARVESTING UNIT

The WEH receives the transmitted radio waves

with an antenna and converts the received RF

energy into a stable direct current (DC) energy
source to supply the sensor device. Generally, in
the context of 10T, wireless sensor networks

(WSNs), and RF identification (RFID) tags,

wireless energy sources can be classified into two

categories [6]:

1. Dedicated source: Dedicated RF sources are
deployed to provide a predictable energy
supply to the device. Dedicated sources can
be optimized in terms of frequency and
maximum power to meet the requirements
of the sensor devices. A sink node is an
example of a dedicated source.

2.Ambient source: This type of source is fur-
ther divided into two subcategories:

—Static or anticipated ambient sources, which
are transmitters that radiate stable power
over time, are not optimized (e.g., in terms
of frequency and transmitted power) to
supply the sensor device. Mobile base sta-
tions, and broadcast radio and TV are
examples of anticipated ambient sources.
—Dynamic or unknown ambient sources,
which are transmitters that transmit period-
ically in a fashion not controlled by the IoT
system. Harvesting energy from such
sources require an intelligent WEH to mon-
itor the channel for harvesting opportuni-
ties. WiFi access points, microwave radio
links and police radios are examples of
unknown ambient sources.

Different ambient sources transmit at differ-
ent frequency bands. Harvesting wireless energy
at multiple frequency bands complicates the
antenna geometry requirements and demands a
sophisticated power converter. Therefore, WEH
is typically optimized to harvest from the dedi-
cated energy source (e.g., sink node) and may be
devised so as to allow ambient energy harvesting
as an auxiliary source.

RF-T0-DC RECTIFIER

In practice, the conversion from the received RF
power to the usable DC supply comes with a
certain amount of power loss in the matching
circuit and in the internal circuitry of the power
converter. The power conversion efficiency
(PCE) of the converter is the ratio of the gener-
ated usable DC output power to the input RF
power. State-of-the-art RF-to-DC converters
(also known as rectifiers) can achieve high PCE
values, up to 70 percent or more [7]. PCE is an
indication of the amount of harvested energy
that is available for the sensor device. The avail-

able harvested power, Py, is given by a Friis
equation [7] and is directly proportional to the
transmitted power, Pp, path loss, P;, transmitter
antenna gain, G, receiver antenna gain, Gg,
power conversion efficiency of the converter,
PCEy, and the square of the wavelength, A, and
is inversely proportional to the square of the
communication distance, r, between the source
and the device (Fig. 1).

A schematic diagram of the WEH unit is
shown in Fig. 1a. The transmission power, com-
munication medium, antenna gains, and frequen-
cy of operation are typically dictated by the
application requirements. Therefore, a viable
design parameter to enhance the harvested power
Py or maximize the communication distance r is
PCE. The PCE curve as a function of
distance/input power level for a typical rectifier is
shown in Fig. 1b. As shown, the PCE is optimized
to peak at a certain input level that corresponds
to a specific distance (i.e., PCEy4x at 7).

In addition to a high PCE, other important
characteristics of the WEH unit include high
sensitivity, wide high-efficiency range, multi-
band operation, and ease of implementation.
Extensive studies have been performed on tech-
niques to improve the efficiency of the converter
unit [7]. One of our recent efforts to enhance
PCE for rectifiers operating at small input levels
and a technique to enable harvesting RF energy
at multiple frequencies with a single antenna (to
facilitate energy harvesting from ambient
sources) are described in [8].

WAKE-UP RADIO SCHEME

The radio transceiver is typically the most power
hungry block of a wireless sensor device.
Although the transceiver is rarely called into
action during each operation cycle, it has to
keep monitoring the channel. This idle listening
process is a significant contributor to the overall
power consumption of the sensor device.

An efficient approach to address the idle-
mode energy consumption is duty-cycling, in
which the receiver on-demand switches between
listening and sleeping states. Among the differ-
ent categories of duty-cycling (synchronous,
pseudo-asynchronous, and pure asynchronous),
the latter provides the most efficient solution in
terms of energy consumption [3].

In the asynchronous approach, the sensor
device is in deep sleep mode and only wakes up
when signaled by the sink node or its neighbor-
ing devices through an interrupt command gen-
erated by a low-power wake-up radio (WUR).
The timing diagram of the asynchronous com-
munication approach is shown in Fig. 1c. Since
the WUR is constantly active to monitor the
channel, this scheme outperforms other alterna-
tives only if the energy consumption of the WUR
is negligible compared to that of the main receiv-
er. The block diagram of a WUR-enabled sensor
device is shown in Fig. 1d.

A WUR is a simple receiver that receives the
wake-up command (e.g., the device unique
address) and generates an interrupt for the main
receiver. In a WEH device, the implemented
rectifier followed by a data slicer (comparator)
can perform as a WUR with minimal complexity
overhead. We advocate the use of such a WUR

|
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Figure 1. A WUR-enabled energy harvesting unit: a) block diagram of the WEH sensor device; b) efficiency curve (solid line) and
harvested energy of the rectifier (dashed line); ¢) timing diagram of asynchronous wake-up scheme; d) block diagram and energy
consumption of the WUR; e) zero-power interrupt generation unit.

(for detection of a simple on/off keying [OOK]
wake-up message) as schematically shown in Fig.
le [9]. If all the required energy of the WUR
circuitry is supplied by the harvested energy
from the wake-up message itself, the battery is
not used during the idle listening mode (virtually
zero energy consumption). Aside from energy
consumption, high sensitivity and range, robust-
ness to interferers, selectivity, and latency are
also of paramount importance in designing a
WUR for IoT.

POWER MANAGEMENT UNIT

An integral part of any energy harvesting system
is its power management unit (PMU). The PMU
is in charge of controlling the storage of the har-
vested energy. It also manages the distribution
of the available energy among different con-
sumers in an effort to maximize the lifetime of
the device while maintaining high QoS. We
extend the architecture of the PMU proposed in
[10] to enable effective cooperation with the
WEH unit. The architecture proposed is an

event-triggered/asynchronous scheme based on
the signal generated by WUR. The PMU archi-
tecture also detects/preempts the failure of a
node in the event of energy deficiency.

A detailed block diagram of the PMU for the
WEH sensor device is shown in Fig. 2. The PMU
starts its operation by a trigger signal generated
by the WUR of the WEH unit (INTERRUPT).
The PMU first activates the main transceiver
through (ON/OFF) and then sends a wake up
signal (WAKE UP) to the sensing unit to start its
operation. The sensing unit toggles the
STOP/RUN to high, signifying the PMU that it is
in running mode. The REQ signal indicates the
amount of energy required by the sensing unit.
The signals BAT and SE indicate the amount of
energy left in the battery device and the WEH
unit storage element, respectively. Accordingly,
the PMU activates switch SW; through signal
SENSE to fulfill the power requirements of the
sensing unit. The sensor unit is in charge of
sensing, data processing via a microprocessor
(up) and finally transmitting them to a low-
power transceiver based on Bluetooth, WiFi,
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IEEE 802.15.4, Zigbee, and so on. The sensor
device requires a minimum power of Pp,,;, to
operate in sensing mode. When the energy in
the battery device goes below a certain thresh-
old, Pry < 1.5 Ppin, the PMU sends a
RECHARGE command to the storage element
by activating switch SW; of the WEH unit to
charge the battery. When the energy level of the
device remains 1.1 Pp,,;,, the device sends an
out of service (OUS) command to the sink node,
signaling that it is going out of service until it
recharges itself again to more than 1.5 Pp,,;,.
The sink node in turn sends a stop all service
(SAS) signal to the device. The sink node/gate-
way puts the device out of the sensing service
loop but keeps transmitting RF energy for har-
vesting. When the device is ready for service
again, it sends a READY signal to the sink node,
which in turn sends a resume all services (RAS)
signal to the device.

LIFE-TIME PREDICTION THROUGH
ENERGY COST MODEL

Let us consider a network of k static and identi-
cal sensor devices. As in [11], WSNs are either
uniformly distributed in a ring topology, commu-
nicating with the sink node in a peer-to-peer
fashion, or randomly distributed in a multihop
ad hoc topology. As WSNs are a subset of an
10T system, we base our analysis on these topolo-
gies. Table 1 delineates the parameters used for
the analysis of our scenarios.

The power transmitted by the sink node has a
certain maximum and minimum value of Py,
and Py, respectively, and the sensor devices
require a minimum power of Pp,,;, to function
properly. The sink node communicates with sen-
sor devices asynchronously. We define two oper-
ational modes for the sensor devices: active and
idle modes.

The lifetime of an IoT system (battery oper-
ated only/battery with WEH unit) depends on
the average energy consumption of the sensor
devices Ep per active duty cycle. This involves
the combined operations of sensing, processing,
and communication (receive/transmit).

Let N be the total number of active duty
cycles representing the lifetime of the sensor
device. The communication energy consists of
E; s (listening energy), Egy (receiver energy),
and E7y (transmitter energy). The computation
energy includes Epg (processing energy) and Egy
(sensing energy). To capture the energy distribu-
tion among the aforementioned energy con-
sumers, weighting coefficients o g > o7y > Ogy
> apg > oy are assigned to them. The total
average energy consumption Ep = o5 E; g +
orx Erx + Orx Erx + opr Epr + 0y Esn- Ep
is the total energy stored in the battery, and Ey
is the available harvested energy per active duty
cycle. We assume constant energy consumptions
for receiver, processor, and sensor. However, the
energy consumption of the transmitter (Epy) is
directly proportional to rj;, where r;; is the dis-
tance between the originating device j and the
sink node i (in ring topology) or the sink
node/sensor device (in multihop topology).The
harvested energy Ey is inversely proportional to
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Figure 2. The proposed power management unit.

rﬁ (here j is the sink node and r;; = r;;). Based on
these assumptions, the lifetime estimation Ny
for the sensor device operated with a battery
assisted by a WEH unit can be formulated as

Ep

2 Cy
CD+CTX'VI-]-— rjzi (1)

NH:

where CD = 0oLs ELS + (XRXERX + Opgr EPR +
asy Esy. Cry, and Cy are the proportionality
constants for Egy and Ey as mentioned above.
We analyze the lifetime of the sensor devices for
two different scenarios. Note that the lifetime of
the battery-only device (without WEH) is denot-
ed as Np.

SCENARIO |: UNIFORM DISTRIBUTION IN A
RING TOPOLOGY

In the ring topology, sensor devices (js) are uni-
formly distributed around the sink node (i) at a
distance ryj, as shown in Fig. 3a. Since they are
positioned equidistant from the sink node, all
the devices receive a similar amount of wireless
energy for harvesting. Assuming the channel is
static between the sink node and the sensor
devices, the transmitted energy from the device
to the sink is the same for all nodes. Figure 3b
schematically shows the distribution of energy
among different consumers. The horizontal axis
depicts the active duty cycle (7). Energy con-
sumption for E7y, Egx, Epg, and Egy occur only
for a fraction of the total active duty cycle,
whereas energy consumption for E; g and har-
vested energy Ey happen constantly throughout
T. Based on these assumptions, the lifetime of
the devices is estimated using Eq. 1 for Ny (bat-
tery only, Ey is zero) and Ny. Figure 3c shows
the estimated lifetime vs. the power consump-
tion of the devices (Ep). By incorporating the
WUR scheme, we reduce the oy g E; ¢ to have an
almost negligible effect on Cp.
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Parameter Description

Ep Total energy consumption of device
Ep Energy of the battery

Ey Harvested energy

Eis Listen mode energy

Epx Receive mode energy

Erx Transmit mode energy

Epr Processing energy

Esn Sensing energy

Oys > Ox > ORx > Opg > Olspy

T
N

Np

Ny

N (WUR, r)

Weighting coefficients of the respective
energy parameters

Distance of originating device j to sink node i
Estimated device lifetime
Estimated device lifetime (battery only)

Estimated device lifetime (WEH-assisted
battery)

Estimated device lifetime (WUR-enabled
WEH assisted battery) at distance r = r;;

Table1. Parameters used for lifetime analysis.

Typical values for the distribution of differ-
ent energy consumers are from [9, 12]. Energy
harvesting increases the lifetime of the battery
assisted device (Npy) by ~30 percent for low-
power sensor devices (e.g., temperature, pres-
sure, and light sensors). The WUR scheme
enhances the lifetime by a further ~110 per-
cent as depicted by Ny(WUR, r). Setting r; =
r/2, the lifetime of an energy harvesting device
increases with the reduction in distance
between sink node and sensor node as shown
in Ny(WUR, r/2).

SCENARIO II: RANDOMLY DISTRIBUTED
MULTIHOP TOPOLOGY

In the multihop topology, sensor devices (jys)
are randomly distributed following a Poisson
distribution. The maximum distance of the kth-
farthest sensor device from the sink node is r;j.
In a multihop transmission, the j; sensor node’s
data hops k — 1 times before it reaches the sink
node/gateway. The farthest node j; only acts as
a sensor and transmits its own data. However,
the remaining jy, j, ... , jx nodes act as both a
sensor for their own data and a relay for data
coming from farther nodes. Thus, to compute
their lifetime, it is required to add the energy
consumption of the relay cycle to that of the
sensor cycle. The relay cycle energy consump-
tion is ED_aPREPR_(xSNESNr which is the total
energy consumption for a device operation
minus the processing and sensing energy. Figure
4a depicts a two-hop scenario. Figure 4b shows
the distribution of energy among different con-
sumers. The transmit mode energy is smaller in
this case than in Fig. 3b in the ring topology as
the transmission distance is reduced to rjy;. Fig-
ure 4c shows the energy distribution for the sen-
sor node j; operating as a sensor and as a relay
for j,. The estimated lifetime of the sensor
devices in the two-hop topology is shown in Fig.
4d for nodes j, and j; (lifetime for battery only,
Npg, and for WEH assisted battery, Ny). As
shown in the figure, energy harvesting extends
the lifetime of the nodes. Node j; is exercised
twice as often as j;, so it consumes more energy
and has a shorter lifetime than node j,. The life-
time enhancement through WEH for a node at
distance similar to that of the ring topology is
approximately 5 times larger (~510 percent as
compared to ~110 percent in ring topology) for
low-power sensor devices. Therefore, for the N-
hop topology, the lifetime of the devices is fur-
ther enhanced.

FUTURE TRENDS AND
RESEARCH CHALLENGES

The approaches presented in this work are not
exhaustive. For the proposed system to become
more practically viable, there are research chal-
lenges ahead that need to be addressed.
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Figure 3. Lifetime prediction through energy cost model: a) ring topology architecture; b) energy distribution; c) estimated life-
time vs. energy consumption.
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HIGHLY EFFICIENT, LOow-COST, AND
SMALL-FORM-FACTOR
WIRELESS ENERGY HARVESTING SYSTEM

The key challenge in successful large-scale
deployment of sensor devices in an IoT infra-
structure is to minimize their impact on users
and the environment. Non-intrusive devices need
to be small, be fabricated and deployed at very
low cost, and are expected to operate in a self-
sufficient manner for a long time. A WEH unit
as an integral part of such devices must comply
with such cost and size requirements. Efficiency
is another crucial factor for a WEH system.
High efficiency becomes increasingly relevant
considering that the transmitted power by the
dedicated source is usually limited due to health
issues and interference constraints.

Commercial RF harvesting systems currently
existing in the market enable single-band RF
harvesting at sub-milliwatt power levels with effi-
ciencies as high as 50 percent. However, exten-
sive studies are still being carried out to improve
the performance of WEH systems at the circuit
and system levels. Energy beamforming [5], high
gain antennas, and multi-band harvesting are
among the other hot topics in the context of
WEH systems for IoT.

CHANNEL STATISTICS FOR
WIRELESS ENERGY HARVESTING IOT SYSTEMS

The scenarios and their respective analysis in
our article assume the channel as static and time
invariant. Practically, channel characteristics vary
depending on the environment in which the
number of interferers and the number of paths
available from source device to sink. Harvested
energy depends on the distance between sink
and sensor node. In the presence of fading or
multipath, the received energy for the purpose
of harvesting and the transmitted data are
adversely affected. In [13], a compressive sensing
based approach is proposed to recover sparse
signals from multiple spatially correlated data
transmitted to a fusion center. Recently, in [14],
researchers have proposed techniques to reduce
the amount of packets to be retransmitted in
case of faulty transmission, eventually saving
energy.

CROSS-LAYER DESIGN OF
WIRELESS ENERGY HARVESTING

Although the recent development of energy har-
vesting technologies mitigates the energy scarcity
issue, the sensor device still has to operate in
duty-cycled mode due to limited energy collec-
tion from the environment, and dynamically
adjust duty cycles to adapt to the availability of
environmental energy. Such dynamic duty cycles
pose challenges for medium access control
(MAC) layer protocol design in terms of syn-
chronization, reliability, efficiency of utilizing
channel resource and energy, and so on. There-
fore, solutions of duty-cycling-aware middleware
between MAC and physical layer power manage-
ment are highly desired. Moreover, dynamic
duty cycling also has nontrivial impact on the
end-to-end performance of the network layer,
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Figure 4. Life-time prediction through energy cost model: a) random distri-
bution architecture; b) energy distribution of sensor j,; ¢) energy distribu-
tion of sensor j; as sensor and relay; d) estimated lifetime vs. energy

consumption.

including end-to-end delay, throughput, and so
on. However, the current routing protocol design
for 10T has paid very little attention to duty
cycling. The problem of seamlessly integrating
duty-cycle awareness into the multi-path routing
scenario has been dealt with in [15] using a sleep
scheduling mechanism; however, it still remains
an open question.

SMARTPHONE RELAYS: WIRELESS ENERGY
HARVESTING IN 5G SYSTEMS

Fueled by increases in traffic and data demand,
mobile technology is moving toward the fifth
generation (5G), where everything will be con-
nected v