
A Publication of the IEEE Communications Society
®

•Design and Implementation
•Network and Service Virtualization

•Energy Harvesting Communications
•Integrated Circuits for Communications

SECURITY AND PRIVACY IN EMERGING NETWORKS

IEEE

M A G A Z I N E

April 2015, Vol. 53, No. 4

www.comsoc.org

COMMAG_COVER-April2014_Layout 1  3/31/15  4:30 PM  Page 1

http://www.comsoc.org


IEEE

M A G A Z I N E

 THANKS OUR CORPORATE SUPPORTERS

http://ad.comsoc.org/www/delivery/ck.php?oaparams=2__bannerid=16__zoneid=10__cb=cc510a0dea__oadest=http%3A%2F%2Fwww.goanritsu.com%2F2830BTS%3Futm_source%3DIEEE%26utm_medium%3DBAN%26utm_content%3DMS2830A%26utm_campaign%3DIEEE_US_BAN_lead_board_IEEE-3_1_13_MS2830A-SI%26cmp_id%3DQ6UJ9A07CKR1
http://www.rohde-schwarz.com/en/solutions/wireless-communications/lte/lte-solutions/overview_56087.html?WT.mc_id=site_com_dsp_140_ieeec_13-03_4genius-lte-overview2
http://www.samsung.com
http://www.cisco.com
http://www.beecube.com/
http://www.keysight.com/main/home.jspx?cc=US&lc=eng&s_kwcid=AL!4166!3!50175033736!p!!g!!keysight&ef_id=VD9VPwAAAbKR-wd7:20141209165448:s


A Publication of the IEEE Communications Society
®

•Design and Implementation
•Network and Service Virtualization

•Energy Harvesting Communications
•Integrated Circuits for Communications

SECURITY AND PRIVACY IN EMERGING NETWORKS

IEEE

M A G A Z I N E

April 2015, Vol. 53, No. 4

www.comsoc.org

COMMAG_COVER-April2014_Layout 1  3/31/15  4:30 PM  Page 1

http://www.comsoc.org


The Aha! moment.
We’ll help you feel it.
It takes more than silicon to push the limits of DDR memory. It also 
takes gray matter. The stuff inside your head. A brain capable of genuine 
insight. If you’re a DDR design engineer, we can give you expert advice 
from some of the brightest minds in the measurement world. And our 
end-to-end solutions range from simulation software to advanced
hardware. Working together, they can help you determine precisely 
where your memory challenges are and how to overcome them.
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PEOPLE  
Keysight engineers are leading the industry
in the design of the next generation of DDR
memory standards and solutions. This means
that in the future, we can help you solve
cutting-edge design challenges by sharing our
expertise. It also means that we can rapidly
integrate new DDR specs into our hardware
and software. So they’ll be fully functional
the day you need them. 

• JEDEC and UFSA Board of Directors
Chairman, JEDEC Digital Logic (JC40.5)
and UFSA Compliance Committees

• Hundreds of applications engineers
in 100 countries around the world

• Thousands of patents issued in Keysight’s history

HARDWARE + SOFTWARE
If you’re an engineer on the leading edge of DDR 
memory design, chances are, you feel challenged 
to go faster, using less power and a smaller
footprint. We can help. Keysight is the only test
and measurement company that offers hardware 
and software solutions across all stages of DDR 
chip development. From simulation to debug,
from validation to compliance, we’ve got
you covered.

• More than 4,000 electronic measurement tools

• Benchtop, modular and software solutions
from simulation to compliance

• Full line of high-speed, high-density probes
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IEEE FELLOWSHIP FOR COMSOC MEMBERS

his month’s President’s Page is devot-
ed to the illustration of the IEEE and

ComSoc process dealing with the evalua-
tion of nominees to receive the IEEE Fel-
low grade. Within ComSoc, the assessment
is performed by the Fellow Evaluation
Committee, which is charged with the
heavy, yet crucial task of analyzing from 70
to 100 nominations a year in order to rank
and score them before passing them to the
IEEE Fellow Committee.

I have the pleasure to introduce the
Chair of the ComSoc Fellow Committee,
Kin K. Leung, who will describe the process
in detail.

Kin received his B.S. degree from the
Chinese University of Hong Kong in 1980,
and his M.S. and Ph.D. degrees from the
University of California, Los Angeles, in
1982 and 1985, respectively.

He joined AT&T Bell Labs in New Jer-
sey in 1986 and worked at its successor
companies, AT&T Labs and Bell Labs of
Lucent Technologies, until 2004. Since then
he has been the Tanaka Chair Professor in
the Electrical and Electronic Engineering
(EEE), and Computing Departments at
Imperial College in London. He serves as
the Head of Communications and the Sig-
nal Processing Group in the EEE Depart-
ment at Imperial. His research interests
focus on networking, protocols, optimiza-
tion, and modeling issues of wireless broadband, sensor,
and ad-hoc networks. He also works on multi-antenna and
cross-layer designs for the physical layer of these networks.

He received the Distinguished Member of Technical
Staff Award from AT&T Bell Labs in 1994, and was a
co-recipient of the 1997 Lanchester Prize Honorable
Mention Award. He was elected as an IEEE Fellow in
2001.  He received the Royal Society Wolfson Research
Merits Award from 2004 to 2009 and became a member
of Academia Europaea in 2012. Along with his co-
authors, he also received several best paper awards at
major conferences. He has actively served on many con-
ference committees. He serves as a member (2009-11)
and the chairman (2012-15) of the IEEE Fellow Evalua-
tion Committee for Communications Society. He was a
guest editor for the IEEE Journal on Selected Areas in
Communications (JSAC), IEEE Wireless Communica-
tions and the MONET journal, and as an editor for the
JSAC: Wireless Series, IEEE Transactions on Wireless
Communications, and IEEE Transactions on Communi-
cations. Currently he is an editor for the ACM Comput-
ing Survey and the International  Journal  on Sensor
Networks.

IEEE FELLOW PROGRAM

The IEEE Fellow program has evolved
through the years to become the program it
is today. The current IEEE is the result of
the merging of two professional organiza-
tions: the American Institute of Electrical
Engineers (AIEE) and the Institute of
Radio Engineers (IRE), in 1963. The grade
of Fellow was first established in the AIEE
constitution of 1912 for those engineers
who had demonstrated outstanding profi-
ciency and had achieved distinction in their
profession. When the IRE established its
Fellow grade in 1914, the requirements
were modeled on those of the AIEE.

As it stands today, the grade of IEEE
Fellow is conferred by the Board of Direc-
tors upon a member with an extraordinary
record of accomplishments in any of the
IEEE fields of interest. Election to the
grade of IEEE Fellow is one of the highest
honors that can be bestowed upon an indi-
vidual by the Institute, and recognition of a
member’s technical, educational and lead-
ership achievements is one of its major
goals. The total number of selected Fellows
in any one year does not exceed one-tenth
of one percent of the total voting member-
ship on record as of December 31st of the
preceding year.

Nominations for the Fellow grade can
be submitted once every year with the cur-

rent deadline of March 1. At the time a nomination is sub-
mitted, the nominee must:
•Hold the IEEE Senior Member or IEEE Life Senior

Member grade.
•Have accomplishments that have contributed importantly

to the advancement or application of engineering, sci-
ence and technology within the IEEE fields of interest,
bringing the realization of significant value to society.

•Have been an IEEE member in good standing in any
grade for a period of at least five years prior to Jan-
uary 1 of the year of elevation. 

NOMINATION EVALUATION PROCESS

According to the nature and characteristics of contribu-
tions, each IEEE Fellow nominee is classified into one of
the following four categories: 
•Application engineer/practitioner
•Educator
•Research engineer or scientist
•Technical leader

Each nomination is also required to identify an IEEE
Technical Society or Council for the purpose of carrying
out the first stage of evaluation.

T

SERGIO BENEDETTO

KIN K. LEUNG
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The assessment of the Fellow grade nominations con-
sists of a two-stage evaluation process. The first stage of
evaluation is performed by the IEEE Technical Society or
Council, as identified on the nomination form. As for this
society, ComSoc has an established committee known as
the ComSoc Fellow Evaluation Committee (FEC) to carry
out this first stage of evaluation of all nominations received
by ComSoc each year. The FEC evaluation is extremely
important because it provides an impartial and even-hand-
ed view of the merits of each nomination by the FEC mem-
bers, who are leading experts familiar with the work and
contributions by the nominees in the related fields. (The
ComSoc FEC will be discussed further below.) Once the
FEC evaluation is completed, their comments and scores
are forwarded to the IEEE Fellow Committee for the sec-
ond stage of evaluation.

The IEEE Fellow Committee has 51 members plus a
chairperson. All committee members are IEEE Fellows
and selected to represent the 10 IEEE Regions, and have
expertise in the technical areas represented by IEEE Tech-
nical Societies or Councils. Given the very wide variety of
engineering disciplines involved, it is possible that a mem-
ber of the IEEE Fellow Committee may not have worked
in the same area of expertise as a given nominee. As the
outcome of the second-stage evaluation, the IEEE Fellow
Committee recommends nominees for the Fellow grade
elevation to the IEEE Board of Directors, according to the
following criteria:
•Significant contributions as application engineer/practi-

tioner, educator, research engineer/scientist, or tech-
nical leader.

•Evidence of technical accomplishments and realization
of significant impact to society.

•Evaluation by the IEEE Technical Society or Council
selected by the nominator.

•Confidential opinions of references and endorsers.
•Service to professional engineering societies.
•Total years in the profession.

Each nominee is rated numerically on the basis of this
set of criteria.

The IEEE Board of Directors will act upon the Fellow
grade recommendations from the IEEE Fellow Committee
at the Board meeting during the third quarter of each
year. The new IEEE Fellows are usually announced in late
November or early December each year for the grade of
Fellow for the selected members effective from the begin-
ning of the following year.

COMSOC FELLOW EVALUATION COMMITTEE

At this point, the ComSoc Fellow Evaluation Commit-
tee (FEC) consists of nine members plus a chairperson,
reporting to the ComSoc Vice President – Technical Activ-
ities, currently Khaled Letaief. Following is the roster of
the current FEC members, the year in which they joined
the committee, and their affiliations:
Kin Leung (2009, Chair), Imperial College, U.K.
Chengshan Xiao (2012), Missouri University of Science

and Technology, U.S.A.
Constantinos Papadias (2013), Athens Information 

Technology, Greece.

Michele Zorzi (2013), University of Padova, Italy.
Dakshi Agrawal (2014), IBM Research, U.S.A.
Robert Heath (2014), University of Texas at Austin, U.S.A.
Sherman Shen (2014), University of Waterloo, Canada.
Mung Chiang (2015), Princeton University, U.S.A.
Chen-Nee Chuah (2015), University of California at Davis,

U.S.A.
Ross Murch (2015), Hong Kong University of Science and

Technology, China.
Our aim is to form the FEC by including leading experts

to cover a wide variety of technical areas within the scope
of interest of ComSoc, ranging from communication theo-
ry, communication technologies, wireless communications,
networking and protocols, Internet to optical communica-
tions, satellite communications, and communication pro-
cessor or hardware design, to name a few. We also aim to
include members with diverse backgrounds and balanced
representation from different geographic regions, academia
versus industry, and gender. Each FEC member is an
IEEE Fellow, and the term of service on the committee is
three years. To ensure the highest degree of fairness and
objectivity in our evaluation process, we request that our
committee members not serve as a nominator, referee, or
endorser for any Fellow nomination, while serving on the
FEC. For the same reason, each committee member is
also asked to refrain from assessing or expressing opinions
on any nomination, if there is a potential conflict of inter-
est between the committee member and the nominee, such
as being colleagues in the same organization, research col-
laborators and coauthors of publications.

The first-stage evaluation of all Fellow nominations
electing ComSoc as the technical society is carried out by
the ComSoc FEC. The evaluation usually takes place
from April to June, which unfortunately represents a very
tight schedule, given the amount of work involved in
addition to the regular job responsibilities of our commit-
tee members. IEEE requires that each nomination must
be evaluated in detail by at least five FEC members.
While all assessment work is performed through a special
website, the FEC usually holds two long teleconference
meetings in May so the merits of contributions and their
impacts made by nominees can be discussed thoroughly
among committee members. Even the teleconference
meetings are not easy to schedule simply because our
committee members are located across different areas of
the world and many time zones are involved. In the end,
we often held our teleconference calls starting at 6 am
for committee members on the West Coast of the U.S.
and correspondingly 10 pm for others located in Asia.
One can readily see the dedication and professionalism of
the FEC members.

Depending on the nature and characteristics of the
contributions, each nominee is classified into one of the
following four categories: application engineer/practition-
er, educator, research engineer/scientist, and technical
leader. According to the category of each nominee, the
FEC’s main focus is to identify the actual contributions
and their impacts made by the nominee as well as the evi-
dence provided to support the claim of contributions and
impacts. For example, for a nominee in the category of
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research engineer/scientist, the committee naturally looks
for the actual research contributions and their impacts. In
this case, the contributions may be an introduction of a
new research topic or framework, or invention of new
techniques or technologies for solving a significant tech-
nical problem. The corresponding impacts may include

influencing the direction of other researchers
in the fields, widespread use of new technolo-
gies in engineering practices, adoption of the
results in industrial standards, and so on. As
another example, for the category of applica-
tion engineer/ practitioner, the focus will be on
the actual technical contributions and the asso-
ciated practical impacts in the engineering
fields. Since the FEC members come from both
industry and academia in a wide variety of
communications areas, our goal is to provide
thorough, fair, and objective evaluations of all
nominees regardless of whether their contribu-
tions are leaning more toward academic
research, practical engineering techniques,
engineering leadership, or education.

To assist the FEC evaluations, it would be helpful if
each nominator could make the cited contributions of the
nominee easy to identify and to make their importance
and impact ready to understand and verify. Toward that
goal, it is often helpful to include in the nomination suffi-
cient background material and clearly state the outstand-

THE PRESIDENT’S PAGE

Table 1. Numbers of received and successful nominations.

Class of
Number of All
Nominations

Received

Number of ComSoc
Nominations

Received

Number of ComSoc
Nominees Elevated

2015 874 101 39

2014 852 86 28

2013 831 77 18

2012 799 83 33

2011 813 69 32

Table 2. ComSoc nominations and elevations for different affiliations and categories.

Nominations Received Nominations Received

Class
of Affiliation

Application
Engineer/

Practitioner
Educator Technical

Leader

Research
Engineer/
Scientist

Total
Nominations

Received

Application
Engineer/

Practitioner
Educator Technical

Leader

Research
Engineer/
Scientist

Total
Nominees
Elevated

2011 Industry 2 0 3 8 13 1 0 0 8 9

2012 Industry 4 0 8 9 21 1 0 2 4 7

2013 Industry 4 0 8 8 20 1 0 1 7 9

2014 Industry 7 0 5 7 19 0 0 1 3 4

2015 Industry 6 0 9 12 27 2 0 2 5 9

2011 Education 1 0 1 46 48 0 0 0 22 22

2012 Education 0 3 4 51 58 0 1 0 24 25

2013 Education 1 4 3 42 50 0 2 0 7 9

2014 Education 0 2 2 58 62 0 0 0 23 23

2015 Education 3 3 3 55 64 0 0 1 27 28

2011 Government 1 0 1 1 3 0 0 0 0 0

2012 Government 0 0 3 0 3 0 0 1 0 1

2013 Government 1 0 1 3 5 0 0 0 0 0

2014 Government 0 0 1 3 4 0 0 0 1 1

2015 Government 0 0 5 2 7 0 0 0 1 1

2011 Other 1 0 1 3 5 1 0 0 1 2

2012 Other 0 0 1 0 1 0 0 0 0 0

2013 Other 0 0 1 1 2 0 0 0 0 0

2014 Other 0 0 0 1 1 0 0 0 0 0

2015 Other 0 0 1 2 3 0 0 0 1 1
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ing contributions of the nominee and why they are impor-
tant. It is also desirable to describe the state-of-the-art
before the nominee made his/her contributions and high-
light the significance of the contributions in this context.
The nomination should also summarize how the nominee
overcame the challenges involved. Finally, it is very impor-
tant to illustrate the impact of the nominee’s work and
provide adequate and verifiable evidence to support the
claim of contributions and impact. 

After the thorough assessment and discussion in the
teleconference meetings, a consensus on all nominations
for evaluation by ComSoc can be achieved among the FEC
members. To meet the requirement of only a very small
percentage of members who can be elevated to the grade
of Fellow each year, the FEC needs to use its assessment
in order to rank all nominations submitted in the given
year. The ranked list of nominees along with scores and
descriptions of their key contributions and impacts repre-
sent the output of the evaluation from the FEC, which are
then forwarded via the special website to the IEEE Fellow
Committee for the second stage of evaluation. Although
we have already optimized the evaluation process over the
years in order to make it as efficient as possible, each FEC
member is still required to perform a significant amount of
work during the short time period of two months. It is par-
ticularly so because the committee aims to provide the
most objective and thorough evaluation of every nomina-
tion, which takes time and collaboration among committee
members. It is what the FEC is expected to do: to serve
the ComSoc community by identifying the most deserving
members for the highest honor to be given by the IEEE as
an institute.

It is worth noting that the ComSoc FEC carries out
only the first stage of evaluation, and the assessment
results including the ranking and scoring of all ComSoc
nominees serve as inputs to the second stage of evaluation

to be performed by the IEEE Fellow Committee. It is like-
ly that nominees ranked highly by the ComSoc FEC will be
elevated to the Fellow grade at the end, but the final out-
come of the second stage of evaluation does not strictly
follow the ranked order of candidates from the FEC. This
is so because the IEEE Fellow Committee uses its own set
of evaluation criteria and additional information about the
merits of a nominee may be revealed in the reference let-
ters, which are not accessible by the ComSoc FEC in the
first stage of evaluation.

Table 1 shows the total number of Fellow nominations,
the number of those submitted to ComSoc, and the num-
ber of successful ComSoc nominees in the last several
years. As shown, the number of nominations handled and
evaluated by the ComSoc FEC ranged from about 70 to
100 each year. By averaging across the class years from
2011 to 2015, 36 percent of the ComSoc nominees were
elevated to the Fellow grade.

The statistics can be further broken down in terms of
the affiliations of the nominees, including industry,
academia, government, and others, as well as the four cat-
egories: application engineer/practitioner, educator, techni-
cal leader, and research engineer/scientist. For ComSoc
candidates, the numbers of received and successful nomi-
nations for various types of affiliations and categories are
given in Table 2.

FURTHER INFORMATION

Further detailed information about the IEEE Fellow
Program and the online nomination process can be found
at http://www.ieee.org/membership_services/membership/
fellows/index.html  

Readers are also welcomed to forward any questions
about the IEEE Fellow nomination process or other relat-
ed questions to the IEEE Fellow staff at fellows@ieee.org.
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OMBUDSMAN

COMSOC BYLAWS ARTICLE 3.8.10
The Ombudsman shall be the first point of contact for reporting a 
dispute or complaint related to Society activities and/or volunteers. 

The Ombudsman will investigate, provide direction to the appropriate IEEE resources if necessary, 
and/or otherwise help settle these disputes at an appropriate level within the Society.

IEEE Communications Society Ombudsman
c/o Executive Director

3 Park Avenue 
17 Floor

New York, NY 10017, USA

ombudsman@comsoc.org
www@comsoc.org “About Us” (bottom of page)
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MOBILITY PROTOCOLS AND
HANDOVER OPTIMIZATION: DESIGN,
EVALUATION AND APPLICATION

BY ASHUTOSH DUTTA AND HENNING
SCHULZRINNE

WILEY-IEEE PRESS, 2014, ISBN 978-0-
470-74058-3, HARDCOVER, 476 PAGES

REVIEWER: AGNIESZKA CHODOREK

From the dawn of time, people have
dreamed about the possibility of immedi-
ate communication. Ancient stories and
fairy tales are full of mysterious objects,
which enable one to talk with other peo-
ple anytime and anywhere and/or to have
real-time monitoring of distant places.
Nowadays, crystal balls and magical mir-
rors, known from fairy tales, have found
their communication equivalent in
mobile technologies. Mobile terminals
(e.g. smartphones, tablets) are associated
with different types of wireless networks,
which are constantly evolving to offer a
suitable quality of services while ensuring
mobility and high bandwidth. Efficient
management of this complex system of
mobile devices connected via wireless
media is one of the most important chal-
lenges facing modern communications.

Mobility management is characterized
by two basic aspects: location manage-
ment and handoff management. Location
management allows for the discovery of
the binding point to establish a new ses-
sion for the mobile user. Handoff man-
agement allows for the change of the
network binding point of the mobile ter-
minal when mobile users change their
physical location. The book by Dutta and
Schulzrinne is devoted to handoff man-
agement and is focused mainly on mobili-
ty in IP networks, starting from mobility
in wireless technologies, such as 802.11,
through mobility support for the IP proto-
col, to session mobility. As the reference
point for discussion, the authors take
switching between cells of cellular tele-
phony, which has been optimized over
many years and is now satisfactory for
voice service.

Chapter 1 introduces the four types of
mobility: terminal mobility, personal
mobility, session mobility, and service
mobility. Chapter 2 presents typical
mobile solutions for multimedia trans-
mission, ranging from the handoff solu-
tion used in cellular networks (from 1G
to 4G) to problems of heterogeneous
mobile environments. IP mobility sup-
port and other key mechanisms and pro-
tocols, which have an impact on the
efficiency of the handoff, also are indi-
cated. Chapter 3 is devoted to the analy-
sis of the handoff delays imposed by each
element of a mobile system. To deter-

mine whether systems (existing or newly
designed) provide seamless mobility, spe-
cialized tools are needed. Chapter 4 pre-
sents one of these tools, i.e. the handoff
event model based on a Petri net. This
model can be used both for an analysis
of handoff events (e.g. deadlocks) and in
the analysis of a handoff performance.
The three subsequent chapters describe
handoff optimization carried out in dif-
ferent layers of the OSI Reference
Model. Chapter 5 shows the exemplary
optimization of Layer 2 (i.e. 802.11 wire-
less networks). Optimization of the
mechanisms of layers higher than Layer
2 is presented in Chapter 6. Chapter 7
analyzes the impact of handover opti-
mization, provided in different layers.
The mentioned optimization approaches
are based on the assumption that only
one of the end systems (the sender or
the receiver) is a mobile node. The next
two chapters are devoted to the opti-
mization of systems with multiple mobile
nodes. Chapter 8 shows the problem of
optimizing two communicating nodes
that are simultaneously mobile, while
Chapter 9 discusses handoff optimization
in multicast systems. Chapter 10 analyzes
the possibility of obtaining seamless
handoffs in Layers 2 and 3 through coop-
erative roaming. A very strong point of
the book is its presentation of handoff
optimization techniques in given Chapter
11. This chapter, describing how to make
the handoff validation using Petri net
modeling, shows practical aspects of the
theory introduced in Chapter 4.

An extensive bibliography allows the
readers to broaden their knowledge of
issues discussed in the book. The work
offers important insights into mobility
protocols and handover optimization. It is
a recommended resource for graduate
students, researchers, and IT profession-
als interested in the study of handoff
management.

MILLIMETER WAVE WIRELESS
COMMUNICATIONS

BY THEODORE S. RAPPAPORT, ROBERT W.
HEATH JR., ROBERT C. DANIELS, AND
JAMES N. MURDOCK

PRENTICE HALL, 2015, ISBN 978-0-13-
217228-8, HARDCOVER, 680 PAGES

REVIEWER: LUIS M. CORREIA

Millimeter waves (‘mm waves’ in
short) captured the attention of
researchers on mobile and wireless com-
munications (‘M&W Comms.’ in short)
in the early 1990s in Europe, within a
series of projects funded by the Euro-
pean Commission. Recently, with the
emergence of the exploration of the 5th

Generation (5G), this area of research
gained a new momentum, since, in fact,
mm waves present themselves as one of
the key options for the transmission of
high data rates (i.e. several Gbps) at
short distances (i.e. a couple of hundred
meters). Thus, this book from Ted Rap-
paport and his co-authors is very timely,
indeed filling in a gap.

The book is structured into three
parts: ‘Prerequisites’, ‘Fundamentals’,
and ‘Mm Wave Design and Applica-
tions’. This is a good approach to the
topic. Besides an introduction (Chapter
1), the first part covers basic knowledge
in M&W Communications (Chapter 2),
enabling a non-specialized reader to
gain a view of various matters, ranging
from modulation and coding to equal-
ization and synchronization, encom-
passing Multiple Input Multiple Output
(MIMO), as well as system and hard-
ware architectures. The second part
addresses various aspects related to
radio interface techniques supporting
mm waves: wave propagation (Chapter
3), antennas (Chapter 4), radio-frequen-
cy devices and circuits (Chapter 5), as
well as baseband circuits (Chapter 6)
focusing on converters, both analog to
digital and digital to analog. Finally, the
third part offers a view into some of the
specific problems of using mm waves,
i.e. physical and higher-layer design
(Chapters 7 and 8), and standardization
(Chapter 9). Therefore, the book pro-
vides an almost complete view of the
several matters related to the imple-
mentation of a radio interface at this
frequency band. A List of Abbrevia-
tions and an Index help the readers to
make the most of the information pro-
vided in the book. All chapters end with
a summary, which enables an occasional
reader to capture the essential results.

Basically, in each chapter the basic
models are presented, followed by the
application of mm waves to M&W
Communications. This approach
extends the readership to both special-
ized researchers (which may skip the
basic aspects, well known to them)
searching for detailed information, and
laymen, e.g. graduate students looking
for information in an area that may not
be that familiar to them, but with
enough background so the book is
appropriately self-contained. In general,
prior work in the area is adequately
cited (there are over 800 references),
but the early work in the 1990s, namely
the one produced in Europe and Japan,
should have captured more attention of
the authors. The reader can really find
some of the latest developments in this
area, not only from the authors them-
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selves, but from many other research
groups as well, which is of great value.

This book does not have much com-
petition, i.e. there are not many recent
books in this area, and those that exist
do not provide such a comprehensive
view. The result of my personal brows-
ing led to a list of books focusing on
specific aspects, but not providing this
broader perspective, and those that do
are already from several years ago.
Since mm waves have witnessed much

work in recent years, this book provides
a good update in the area. 

The manuscript is also available as
an e-book, which I find quite valuable,
since these days many people (including
myself) tend to read books on tablets.
The authors/publisher also prepared a
downloadable file with a color version
of many figures, which may be helpful
in some specific cases.

At the end of the Introduction the
authors state, “It is our hope that you

find this text to be a useful guide,
enabling the creation of myriad new
devices and applications that will soon
be using the mm wave spectrum.” I fully
agree with them, i.e. the book is in fact
a useful guide for those working, or
intending to work, in mm waves. I am
not sure if 5G will include mm waves as
a technological option, but I do believe
that the future of mobile and wireless
communications does go across mm
waves. Enjoy the reading.

BOOK REVIEWS

CALL FOR PAPERS
IEEE COMMUNICATIONS MAGAZINE

TOWARD AUTONOMOUS DRIVING: ADVANCES IN V2X CONNECTIVITY
BACKGROUND
Research area of intervehicle and vehicle-to-infrastructure (V2X) networking and respective cooperative driving applica-
tions has been growing in few recent decades. Now it is clear that wireless technology will be a communication baseline
for many promising cooperative automotive applications, which will make the driving safer, more energy efficient and
more comfortable. 

Autonomous driving is the next step, which is considered a strategic direction by many vehicle manufacturers. Although
there is still a long way before fully autonomous vehicles will be introduced massively in the ubiquitous city environments,
it is already today practically feasible to consider fully automatic operation of vehicles in restricted areas (harbor, parking
lot, dedicated public transport lanes). Autonomous cooperative driving enabled by V2X communications have highly
demanding operating conditions and generate delay-sensitive data traffic with requirements on high reliability. On a way towards
purely autonomous vehicles, platooning is a state-of-the-art emergent application, where a caravan of vehicles on the
highway automatically follows the leading one. Although a high level of automation is inherent for platooning applica-
tions, the leading vehicle itself is still controlled by a human. 

To reflect the above aspects of V2X vehicular networking, this feature topic calls for original manuscripts with contribu-
tions in all aspects for highly automated and fully autonomous vehicles, including, but not limited to, the following topics:

•V2X vehicular networking
•Cooperative adaptive cruise control 
•Platooning
•Networking applications and services
•Security and privacy
•Simulation and performance evaluation
•Experimental systems, testbeds and field trials

SUBMISSIONS
Articles should be tutorial in nature, with the intended audience being all members of the communications technology
community. They should be written in a style comprehensible to readers outside the specialty of the article. Mathematical
equations should not be used (in justified cases up to three simple equations are allowed). Articles should not exceed 4500 words
(from introduction through conclusions). Figures and tables should be limited to a combined total of six. The number of
references is recommended not to exceed 15. In some rare cases, more mathematical equations, figures, and tables may
be allowed if well-justified. In general, however, mathematics should be avoided; instead, references to papers containing
the relevant mathematics should be provided. Complete guidelines for preparation of the manuscripts are posted at http://www.com-
soc.org/commag/paper-submission-guidelines. Please send a pdf (preferred) or MSWORD formatted paper via Manuscript
Central (http://mc.manuscriptcentral.com/commag-ieee). Register or log in, and go to Author Center. Follow the instruc-
tions there. Select “December 2015/Toward Autonomous Driving: Advances in V2X Connectivity” as the Feature Topic cate-
gory for your submission.

SCHEDULE FOR SUBMISSIONS
•Manuscript Submission Due: June 1, 2015 
•Decision Notification: August 1, 2015
•Final manuscript due: October 1, 2015
•Publication Date: December 2015 

GUEST EDIUTORS

Alexey Vinel (Halmstad University, Sweden), alexey.vinel@hh.se
Lin Lan (Hitachi, France), lan.lin@hitachi-eu.com
Onur Altintas (Toyota InfoTechnology Center, Japan), onur@jp.toyota-itc.com
Henrik Pettersson (Scania, Sweden), henrik_x.pettersson@scania.com
Oleg Gusikhin (Ford, USA), ogusikhi@ford.com 
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A P R I L

Brooklyn 5G — The Brooklyn 5G
Summit, 3–4 Apr.
Brooklyn, NY
http://brooklyn5gsummit.com/

IEEE NETSOFT 2015 — IEEE Confer-
ence on Network Softwarization
2015, 13–17 Apr.
London, U.K.
http://sites.ieee.org/netsoft/

WTS 2015 — 2015 Wireless Telecom-
munications Symposium, 15–17 Apr.
New York, NY
http://www.csupomona.edu/~wtsi/index.html

FRUCT17 2015 — 17th Conference of
Open Innovations Association, 20–24
Apr.
20–24 Apr.
Yaroslavi, Russia.
http://e-werest.org/cfp17

IEEE LANMAN 2015 — 21st IEEE
Int’l. Workshop on Local and-
Metropolitan Networks, 22–24 Apr.
Beijing, China.
http://www.ieee-lanman.org/

ICT 2015 — 2015 22nd Int’l. Confer-
ence on Telecommunications, 27–29
Apr.
Sydney, Australia.
http://www.engineersaustralia.org.au/ict2015-
conference

IEEE INFOCOM 2015 — IEEE Int’l.
Conference on Computer Commu-
nications, 26 Apr.–1 May
http://infocom2015.ieee-infocom.org/

M A Y

IEEE CQR 2015 — IEEE Int’l. Work-
shop Technical Committee on Com-
munications Quality and Reliability,
10–15 May
Charleston, SC.
http://www.ieee-cqr.org/

IEEE CTW 2015 — IEEE Communica-
tions Theory Workshop, 10–13 May
Dana Point, CA
http://www.ieee-ctw.org/

ONDM 2015 — 2015 Int’l. Conference
on Optical Network Design and Mod-
eling, 11–14 May
Pisa, Italy.
http://ondm2015.sssup.it/

IFIP/IEEE IM 2015 — Int’l. Sympo-
sium on Integrated Network Man-
agement, 11–15 May
Ottawa, Canada.
http://im2015.ieee-im.org/

IEEE BlackSeaCom 2015 — IEEE
Int’l. Black Sea Conference on Com-
munications and Networking,
18–21 May
Constanta, Romania
http://www.ieee-blackseacom.org/2015/
index.html

IEEE 5G — 1st Int’l. 5G Summit, 26
May
Princeton, NJ
http://www.5gsummit.org/

UBI-HEALTHTECH 2015 — 2nd Int’l.
Symposium on Future Information
and Communication Technologies for
Ubiquitous HealthCare, 8–12 May
Beijing, China.
http://www.ubi-health.org/

J U N E

IEEE ICC 2015 — 2015 IEEE Int’l
Conference on Communications,
8–12 June
London, U.K.
http://icc2015.ieee-icc.org/

IEEE IWQOS 2015 — IEEE/ACM Int’l.
Symposium on Quality and Service,
15–16 June
Portland, OR.
http://www.ieee-iwqos.org/

MED-HOC-NET 2015 — Mediter-
ranean Ad Hoc Networking Work-
shop, 17–19 June
Vilamoura, Portugal.
http://www.ieee-iwqos.org/

IEEE SECON 2015 — IEEE Int’l. Con-
ference on Sensing, Communication
and Networking, 21–25 June
Seattle, WA.
http://secon2015.ieee-secon.org/

WMNC 2015 — 8th IFIP Wireless and
Mobile Networking Conference,
23–25 June
Belgrade, Russia.
http://www.wmnc2015.com/

EUCNC 2015 — European Conference
on Networks and Communications, 29
June–2 July
Paris, France.
http://www.eucnc.eu/?q=node/156

IEEE ICME 2015 — IEEE Int’l. Con-
ference on Multimedia and Expo,
29 June–3 July
Torino, Italy.
http://www.icme2015.ieee-icme.org/

J U L Y

ICUFN 2015 — 7th Int’l. Conference
on Ubiquitous and Future Networks,
7–10 July
Sapporo, Japan.
http://www.icufn.org/main/

A U G U S T

IEEE PIMRC 2015 — 26th Annual
IEEE Int’l. Symposium on Personal,
Indoor, and Mobile Radio Commu-
nications — 30 Aug.–2 Sept.
Hong Kong.
http://pimrc2015.eee.hku.hk/index.html

S E P T E M B E R

IEEE DySPAN 2015 — IEEE Sympo-
sium on Dynamic Spectrum Access
Networks, 29 Sept.–2 Oct.
Stockholm, Sweden.
http://dyspan2015.ieee-dyspan.org/–Communications Society portfolio events appear in bold colored print.

–Communications Society technically co-sponsored conferences appear in black italic print.

–Individuals with information about upcoming conferences, Calls for Papers, meeting announce-
ments, and meeting reports should send this information to: IEEE Communications Society, 3
Park Avenue, 17th Floor, New York, NY 10016; e-mail: p.oneill@comsoc.org; fax: + (212) 705-
8996. Items submitted for publication will be included on a space-available basis.

Updated on the Communications Society’s Web Site
www.comsoc.org/conferences
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This is the eighth article in the series started in September
2014 and published monthly in the Global Communications
Newsletter, which covers all areas of IEEE ComSoc Member Rela-
tions. In this series of articles, I introduced first the seven Member
Relations Directors (Sister and Related Societies; Membership Pro-
grams Development; AP, NA, LA, EAME Regions; Marketing and
Industry Relations) and then the Chairs of the Women in Commu-
nications Engineering (WICE) and IEEE Young Professionals (YP,
formerly Graduates Of the Last Decade, GOLD)
Committees. In each article, one by one they
present their activities and plans.

In this issue I interview Octavia A. Dobre,
Chair of the IEEE ComSoc Standing Committee
on Women in Communications Engineering
(WICE). Octavia is an Associate Professor with
Memorial University, Canada. She is a Senior
Editor with IEEE Communications Letters, and
an Editor with IEEE Transactions on Communi-
cations and IEEE Communications Surveys
and Tutorials. She also serves as Vice-Chair of the Signal Pro-
cessing for Communications and Electronics Technical Committee
and Vice-Chair Americas for the Technical Committee on Cogni-
tive Networks.

It is my pleasure to interview Octavia and offer her the oppor-
tunity to outline her current activities and plans for ComSoc
WICE.

Stefano: Hello Octavia! I am particularly glad to have the
chance to interview you here and to offer you this opportunity to
present the activities of the IEEE ComSoc Standing Committee on
Women in Communications Engineering (WICE). At the beginning
of my term as VP-MR, I indicated women among the five strategic
directions to pursue in Member Relations to ensure innovation

and balanced growth of ComSoc. Therefore, your Committee is
key to this goal. Would you recall its history and mission?

Octavia: In 2014, WICE became a Standing Committee of
ComSoc, after being an Ad-Hoc Committee for three years. The
dedication of its former chairs — Heather Yu (2011), Sarah Kate
Wilson (2012), and Shalinee Kishore (2012) — made this possi-
ble. WICE’s mission is to promote the visibility and roles of
women communications engineers and to provide a venue for
their professional growth. We hope that many ComSoc members
will get involved and contribute to the mentoring and promotion
of women communications engineers, as well as to increasing
their membership.

Stefano: Due to a number of historical reasons, women are
significantly under-represented in most engineering disciplines,
including communications. What’s more, for a long time there
have been even fewer women in visible leadership positions.
Therefore, our challenge in WICE is working to improve balance
and to grant true equal opportunities to both genders, in Com-
Soc and in our professional world of communications engineers.

How is the WICE Committee facing this chal-
lenge? What have been its main activities in
2014?

Octavia: A mandate of WICE is to promote
women communications engineers. Certainly,
this cannot be done without the support of
professional women leaders, as well as the
entire ComSoc community. WICE has been
fortunate to have such support. However,
there are also challenges. One of them is to
have a larger number of dedicated volunteers,

which would allow us to initiate additional activities. We have
spread the word about WICE through Facebook, LinkedIn, and
the WICE website, as well as speaking directly with attendees at
Globecom and ICC, in order to attract more volunteers. 

In 2014, we organized the Second Women’s Workshop on
Communications and Signal Processing, where we presented the
Best Poster Presentation Award to a junior participant for the first
time, and additionally presented the WICE Awards for the first time.

Stefano: Awards are well appreciated to acknowledge publicly
outstanding contributions to the profession and ComSoc.

Octavia: To recognize the ComSoc members who bring out-
standing contributions to the profession and WICE, starting in
2014 we will present three annual awards: 
•Outstanding Achievements Award for exceptional technical

work in the broad field of communications engineering.
•Outstanding Service Award for a distinguished record of ser-

vice and excellent leadership within WICE.
•Mentorship Award for strong commitment to mentoring WICE

members, significant positive impact on the mentees’ edu-
cation and career, and advancing communications engineer-
ing through mentees. 
The first-time recipients of the WICE awards were Prof. Andrea

Goldsmith (Stanford University) for the Outstanding Achieve-
ments Award; Prof. Sarah Kate Wilson (University of Santa Clara)
for the Outstanding Service Award; and Dr. Larry Greenstein for

April 2015
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WICE: Promoting the Role of Women in
Communications Engineering
Interview with Octavia Dobre, Chair of WICE
Standing Committee
By Stefano Bregni, Vice-President for Member Relations, and
Octavia A. Dobre, Chair of WICE Standing Committee

Stefano Bregni Octavia Dobre

(Continued on Newsletter page 4)
Prof. Andrea Goldsmith receiving the WICE
Outstanding Achievement Award (2014).

Prof. Sarah Kate Wilson receiving the WICE
Outstanding Service Award (2014).

MEMBER RELATIONS
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The IEEE/CIC International Conference on Communications in
China (ICCC) is an international conference series newly incubat-
edby the IEEE Communications Society (ComSoc) in partnership
with the China Institute of Communications (CIC) aiming at real-
istic globalization by extending ComSoc’s reach to the fastest
growing regions. ICCC is the flagship conference of the IEEE
ComSoc in China that is held every year in the greater China
region. Since its commencement in 2012, ICCC has grown
steadily from a brand new conference with a strong vision, to a
unique venue that brings together global researchers and practi-
tioners in areas of communications.

ICCC 2014, the third edition of ICCC that follows the great
success of ICCC 2012 in Beijing and ICCC 2013 in Xi’an, was
held in Shanghai on October 13-15, 2014. Shanghai is the
largest Chinese city by population and the largest city proper by
population in the world. It is one of the four direct-controlled
municipalities, with a population of more than 24 million as of
2013. It is a global financial center, and a transport hub with the
world’s busiest container port. Located in the Yangtze River
Delta in East China, Shanghai sits at the mouth of the Yangtze in
the middle portion of the Chinese coast. 

ICCC 2014 featured four world-class plenary keynote speech-
es, eight technical symposia, five tutorials, four industrial and aca-
demic panels, and one workshop. The second IEEE ICCC
international workshop on Internet of Things (IOT 2014) was the
only workshop within ICCC 2014 and consisted of two sessions,
sharing the same aim as IOT 2013: to provide a forum for
authors to present early research results on Internet of Things
(IOT) that advance the state of the art and practice in IOT,
including theoretical principles, tools, applications, systems infra-
structure, and test beds for IOT. 

IOT has been the national strategy of China since 2009, and
it maintains collaboration worldwide. The counterpart of IoT in
the United States is cyber-physical systems (CPS) with initiatives
such as SmartAmerica and with the leadership of the Industrial
Internet Consortium (IIC) and IPSO Alliance to promote the use
of Internet of Things, standardization, and market development.
Finally, many other federal agencies have a common stake in the
IoT, CPS, and Industrial Internet research and development. Final-
ly, the European Union presents the strongest support worldwide
for Internet of Things development through the European
Research Cluster on the Internet of Things (IERC), IoT iniative

(IoT-i) with the IoT Forum development, IoT architecture (IoT-A)
and a wide range of projects in order to address the key chal-
lenges of Internet of things in terms of cloud computing integra-
tion (OpenIoT, iCore), IPv6 support (IoT6), gateway integration
(BUTLER), integration (SmartAction), and other key projects as
part of the Framework Programme 7. Nowadays, the Internet of
Things continues to be a priority for the European Union, with a
special focus on the development of consolidated ecosystems
that enable the exploitation for a wide range of markets, users,
entrepreneurs, and consequently makes feasible the development
of a collaborative value-chain for the Interne of Things. These
ecosystems are expected to build a high impact with the develop-
ment of Large Scale Pilots and Developments toward 2020.

IOT 2014 was a joint effort between the Internet of Things
Emerging Technical Subcommittee within the IEEE Communica-
tions Society, including Prof. Latif Ladid and Prof. Antonio J. Jara,
the founders of the IOT workshop series within ICCC, including
Prof. Houbing Song, Prof. Qinghe Du, and Prof. Ruonan Zhang,
and the broader IOT research community, including Prof. Bin Xia,
Prof. Shengjie Zhao, Prof. Kaoru Ota, Prof. Xiaohua Tian, and Prof.
Wei Wang.

The current IEEE positioning of the Internet of Things goes
beyond with the development of the IEEE IoT World Forum, IEEE
IoT Journal, IEEE P2413 Standard for the Internet of Things Archi-
tecture, and other activities from the IEEE IoT initiatie and the
IEEE ComSoc  Internet of Things Emerging Technical Subcommit-
tee. The support of the community in the ICCC conference and
the great numbers of attendees and contributions, demonstrate
that Internet of Things is a top topic and enabler worldwide with
a highly expected impact in our society during the coming years.
Nowadays several challenges are pending in issues such as secu-
rity, scalability, interoperability, and user-acceptability. We expect
that the research community worldwide will continue to work on
these topics within IEEE ICCC IOT 2015.

(Continued on Newsletter page 4)

Second IEEE ICCC International
Workshop on Internet of Things 
(IOT 2014), Shanghai, China
By Antonio J. Jara, Kaoru Ota, Ruonan Zhang, and Wei Wang,
ICCC IoT Workshop Publicity CoChairs

Shanghai Chenhuangmiao (Yuyuan Garden Bazar).

IOT 2014 Invited Talk by Prof. Bijan Jabbari.

IOT 2014 Welcome Opening Speech by TPC Chair Prof. Qinghe Du.

CONFERENCE REPORT
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As the dust around 5G settles, one thing is clear: 5G will be a
synergistic integration of numerous, diverse technologies (rather
than one defining technology) that radically improves the perfor-
mance of wireless networks. LTE-assisted WiFi Direct is consid-
ered a vital part of this 5G vision due to its ability to augment
network capacity and enhance user performance without
increased infrastructure cost. The use of WiFi Direct offloads the
costly cellular bands, improves reuse (WiFi has a shorter range
than LTE), and boosts user data rates (WiFi has a much larger
bandwidth than LTE). These benefits are further enhanced by
assistance from the LTE operator. LTE assistance automates WiFi
Direct device discovery as well as connection establishment. It
expands the number of potential WiFi Direct connections by pro-
viding secure access to strangers. It reduces battery and channel
consumption by performing device proximity detection on the
user’s behalf. Finally, it provides service continuity to users by
enabling a communication path via the LTE infrastructure if/when
users move too far apart for successful WiFi Direct communica-
tion. 

LTE-ASSISTED WIFI DIRECT ON A 3GPP LTE DEPLOYMENT

Motivated by the many potential benefits of LTE-assisted WiFi
Direct and building on our extensive past research in this area,
we committed to deploy this promising technology and compre-
hensively demonstrate its benefits in the summer of 2014. To
this end, we have completed a full-scale trial of LTE-assisted WiFi
Direct on a live 3GPP LTE deployment in Brno, Czech Republic.
This unique trial builds upon 3GPP-compliant D2D technology,
features our patented signaling protocols, and significantly
extends our initial demo shown at Mobile World Congress in
early 2014. This effort unites partners from Tampere U. of Tech-
nology (TUT), Brno U. of Technology (BUT), and Intel Labs US. 

Our trial reveals that LTE-assisted WiFi Direct does, in fact, sig-
nificantly improve network and user performance. This technolo-
gy essentially creates large numbers of “small cells” that relieve
cellular network congestion without the additional CAPEX/OPEX
associated with deploying pico-/femto- cells. As long as the prop-
er offloading criteria are set, LTE-assisted WiFi Direct overcomes

the limitations of conventional WiFi, such as session continuity
failures, excessive user contention, and cumbersome security and
connection establishment procedures.

OUR CONTINUED WORK ON LTE-ASSISTED WIFI DIRECT

Upon conclusion of the trial, we hosted a seminar at Brno
University of Technology to discuss lessons learned, industry
implications of the technology, and future research directions.
This seminar brought together representatives from a variety of
mobile network operators, vendors, and manufacturers including
Intel Labs, AT&T, Nokia, T-Mobile, France Telecom, Honeywell
International, Fraunhofer Institute (FOKUS), Brno University of
Technology, Tampere University of Technology, and Vienna Uni-
versity of Technology. 

The described trial was performed in laboratories of the SIX
Research Centre; our current work on network-assisted proximate
communications continues with support from the Academy of
Finland. With this funding we are researching issues of security
and privacy in the context of D2D, as well as its performance
evaluation aspects (as part of a postdoctoral researcher grant by
the first author). We are also supported by grants from the Inter-
net of Things program of DIGILE (funded by Tekes). This funding
supports research into D2D technology improvements specific to
IoT usage scenarios. More details on the recent trial and the fol-
low-up seminar are available at the following links:
http://winter-group.net/brno-trial/
http://wislab.cz/our-work/lte-assisted-wifi-direct

Please contact the authors (sergey.andreev@tut. f i ,
hosek@feec.vutbr.cz, kerstin.johnsson@intel.com, yk@cs.tut.fi) for
further information about the research, demos, or trial.

LTE-Assisted WiFi Direct Trial
By Sergey Andreev and Yevgeni Koucheryavy, Tampere Universi-
ty of Technology, Finland; Jiri Hosek, Brno University of Technol-
ogy, Czech Republic; and Kerstin Johnsson, Intel Corporation, US
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Group photo from the seminar on Network-Assisted D2D.

The International Workshop on Communication Technologies
for Vehicles (Nets4Cars) is a series of workshops that provides
an international forum on the latest technologies and research in
the field of intra-vehicle and inter-vehicle communications. The
workshops are organized annually to present original research
results in all areas related to physical layer, communication proto-
cols and standards, mobility and traffic models, experimental and
field operational testing, and performance analysis.

First launched by Tsutomu Tsuboi, Alexey Vinel, and Fei Liu in
Saint Petersburg, Russia in 2009, Nets4Cars workshops have
been held in Newcastle-upon-Tyne, UK (2010), Oberpfaffen-
hofen, Germany (2011), Vilnius, Lithuania (2012), Villeneuve
d’Ascq, France (2013), and Offenburg, Germany (2014). The
2014 workshop, the seventh in the series, took place at Hotel
New Peterhof, Saint Petersburg, Russia, on 6-8 October 2014,

with the technical support of the
V. A. Trapeznikov Inst i tute of
Control Sciences of the Russian
Academy of Sciences, Russia,
and Halmstad University, Swe-
den. The technical sponsors of
the event were the IEEE Russia
(Northwest) Section BT/CE/COM
Joint Chapter and IFIP WG 6.8.
Open call for papers resulted in
18 submissions. Each of the
papers was assigned to the Tech-
nical Program Committee mem-
bers or external reviewers, with
each paper receiving at least
three independent reviews. A
total of 11 papers were accepted
for publication, and all were presented at the workshop and are
available in IEEE Xplore.

The keynote speakers were Antonio Bicchi (University of Pisa,
Italy), Panos Papadimitratos (KTH, Sweden), and Evgeny Belyaev

(Continued on Newsletter page 4)

Nets4Cars: 2014 Fall Workshop in Saint
Petersburg, Russia
By Alexey Vinel, Sweden

The Best Paper Award Ceremony:
Tetiana Zinchenko (Volkswagen AG,
Germany) and Alexey Vinel (Halmstad
University, Sweden).

TECHNOLOGY UPDATE

WORKSHOP REPORT
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Following are the organizers of IOT 2014
General chairs: Houbing Song, West Virginia University & West
Virginia Center of Excellence for Cyber-Physical Systems; Latif
Ladid, ComSoc Internet of Things Subcommitte; Bin Xia, Shanghai
JiaoTong University.
Technical Program Chairs: Shengjie Zhao, Tongji University;
Qinghe Du, Xi’an Jiaotong University; Xiaohua Tian, Shanghai Jiao-
Tong University

IOT 2014 received 18 papers and accepted eight papers.
Papers were submitted from three continents: Asia, North Ameri-
ca, and Europe. These papers covered the following topics:
•Theoretical Foundations of Cyber-Physical Systems/Internet of

Things
•Modeling, Analysis and Synthesis Techniques
•Architectures for Cyber-Physical Systems/Internet of Things
•Building Blocks for Cyber-Physical Systems/Internet of Things
•Systems Abstractions, Services and OS Support
•Evaluation Approaches and Metrics
•Novel Cyber-Physical Systems/Internet of Things Applications
•Detailed Case Studies
•Security/Privacy

IOT 2014 also featured two invited talks by Prof. Bijan Jabbari,
professor in the Department of Electrical and Computer Engineer-
ing at George Mason University, on the topic “Ad Hoc Networks:
The Enabler for the IoT”; and Prof. Hengchang Liu, assistant pro-
fessor at the School of Computer Science and Technology at the
University of Science and Technology of China, on the topic “A
Penalized Maximum Likelihood Approach for M-Year Precipitation
Return Values Estimation with Lattice Spatial Data”.

IOT 2015 will be held in Shenzhen, China in conjunction with
ICCC 2015 (http://www.ieee-iccc.org/2015/).

IOT 2014/Continued from page 2

NETS4CARS 2014/Continued from page 3

MEMBER RELATIONS/Continued from page 1

the Mentorship Award. These awards were presented at the WICE
meeting held at IEEE Globecom 2014, in Austin, Texas. 

Stefano: And what about Women’s Workshops?
Octavia: In July 2014, WICE organized its Second Women’s

Workshop on Communications and Signal Processing at Princeton
University. The event was a success, representing not only a
unique opportunity for both junior and senior women researchers
to interact about the new developments in their fields, but also
an excellent possibility for mentoring and networking. There were
33 participants from the USA, Canada, Turkey, UK, UAE, and Swe-
den, among which 19 were junior attendees. The junior partici-
pants had poster presentations, while the senior participants gave
invited talks. A best poster presentation award, sponsored by
ComSoc, was presented for the first time. Different workshop
attendees shared their personal stories, related to both career and
family, which are available as interviews on the ComSoc Beats
website (http://beats.comsoc.org/).

Stefano: You mentioned that you aim at achieving a wider
participation of women in ComSoc activities by direct advertising
and via the social media.

Octavia: Our members are informed about the WICE activities
and events through the WICE website, Facebook, and LinkedIn, as
well as through the mailing list. Last year we created the mailing
list, which has more than 4,000 subscribers already. If you are
interested in becoming a member of WICE, please subscribe to
our mailing list. Information about that is provided on our website
(committees.comsoc.org/WICE). 

Stefano: This year we attempted to launch a new initiative,
which attracted utmost interest by everyone: child care at Com-
Soc conferences. Regrettably, we experienced some difficulties
which hindered our plans. Would you please summarize what is
the current situation?

Octavia: We believe that providing child care at ComSoc
conferences represents a valuable service for our members,
both male and female. For this reason, we discussed with
IEEE the possibility of launching the program through a pilot
project at ICC 2015. Recently, IEEE advised that the attendees
should contact corresponding services directly. Hopefully, in
the future offering such a service to our ComSoc members
will be possible.

Stefano: You are also working to promote highly-qualified par-

®

A publication of the 
IEEE Communications Society

(Tampere University of Technology, Finland). The Best Paper
Award was presented to Tetiana Zinchenko (Volkswagen AG,
Germany) for her talk entitled “Reliability of Vehicle-to-Vehicle
Communication at Urban Intersections”.

We invite all the experts in the field of vehicular networking to
join us in Sousse, Tunisia for Nets4Cars/Nets4Trains/
Nets4Planes-2015 in May 2015, and in Munich, Germany for
Nets4Cars-2015-Fall in October 2015. Visit: www.nets4cars.eu 

ticipation of women among candidates for distinguished positions
in ComSoc.

Octavia: Another initiative is to nominate outstanding WICE
members for the Distinguished Lecturer Program. An announce-
ment about nominations will be sent to our members via the
mailing list. We also aim to increase the number of IEEE Senior
and Fellow members from the WICE community, by nominating
suitable candidates. 

Stefano: What is your final call to ComSoc members?
Octavia: When different voices are represented in a group,

everyone benefits. ComSoc recognizes that diversity is essential to
the technical community and to the greater society. WICE wel-
comes participation from all ComSoc members. If you are inter-
ested in contributing, we would like to hear from you.
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The 2015 IEEE Interna-
tional Conference on Com-
munications, the premier
international venue dedicated
to the worldwide advance-
ment of wireless and wireline
communications, will host its
next annual event from 8-12
June 2015 at the ExCel Lon-
don convention centre in Lon-
don, UK. In addition to experiencing the numerous local
iconic attractions like Canary Wharf, The Olympic Park, West-
field Stratford City, The O2 Arena and Museum of London,
attendees will also have the ability to explore London’s Tech
City, the fastest growing technology cluster in Europe and the
heart of the nation’s rapidly accelerating digital economy. 

Themed “Smart City & Smart World,” IEEE ICC 2015 will
be highlighted by more than 1,800 presentations, panels and
forums as well as the exhibits and patronage of numerous
technology industry leaders including Qualcomm, Huawei,
Nokia, GENBAND, Keysight, InterDigital, P.I. Works, Air-
vana, SoliD, Imperial College London, DIGILE, Fore-Mont,
Anritsu, Artech House, Springer, Cambridge University Press,
Willey, EE, National Instruments and Three UK. 

On Monday, June 8, the five-day international event will
officially commence with the first of two full days of tutorials
and workshops addressing topics like 5G Evolution and Can-
didate Technologies, Massive MIMO for 5G, Dedicated Short
Range Vehicular Communications, Communication Architec-
tures and Networking for Electric Vehicles in the Smart Grid,
Wireless Physical Layer Security, Device-to-Device Communi-
cation for Cellular and Wireless Networks and 5G and
Beyond: Enabling Technologies and Applications and Visible
Light Communications. For instance, the session on Green
Cloud Networks will detail measures for reducing cloud net-
work power consumption and carbon footprints at a given
power consumption level, while optimizing the use of renew-
able energy. In addition, the tutorial on Energy Harvesting
and Energy Cooperation in Wireless Communications will
focus on the new breed of “energy harvesting” wireless net-
works and the  fundamentals for building next generation
green and energy self-sufficient communication systems. 

The conference will then proceed over the next three days
with a comprehensive agenda exploring the entire communi-
cations spectrum ranging from mobile cloud computing and
cooperative intelligent transport communications to social and
Internet of Things (IoT) networking services and applications.
This will be punctuated by the keynote addresses of industry
experts like Dr. Paul E. Jacobs, Executive Chairman of Qual-
comm Incorporated, who will discuss the “Mobile-Powered
Future” and the way mobile device, network and service inno-
vations are impacting consumer electronics, automotive,
health care, robotics, and smart cities as well as creating intel-
ligently-connected mobile ecosystems. Other notable authori-
ties delivering keynotes at the event include:

•Professor H. Vincent Poor of Princeton University, who
will speak on “Smart Grid: The Role of the Information Sci-
ences” and the methods for improving the efficiency and
lower the cost of power use and distribution, and enabling the
effective integration of renewable energy sources and dis-
tributed storage into the grid  

•Dr.  Wen Tong, CTO,
Huawei Wireless, who will
focus on “5G to Embrace the
Vertical Industries,” the cre-
ation of  new radio access
capabilities needed to meet
diverse requirements from dif-
ferent applications and the
evolution of network virtual-
ization and slicing technologies

necessary for enabling single and unified network architectures
•Professor Alwyn Seeds of the University College London,

who will address “Wireless over Fibre Systems: from MHz to
THz” and how WoF system technologies and photonic techniques
can enable ultra-high capacity wireless data transmission using sig-
nals at millimetre-wave and TeraHertz (THz) frequencies

•Professor Xiaohu You of Southeast University, who will dis-
cuss “5G Mobile Communications in China” and the nation’s
mobile communications strategies and key techniques for enabling
5G radio transmissions, networking and open architecture
testbeds based on massive cooperative cloud radio capabilities 

•Professor Lajos Hanzo of the University of Southampton,
who will speak on “A Stroll with Shannon to Next-Generation
Plaza: Large-Scale MIMOs, Single versus Multiple RF Chains
and All That...” This will involve the pros and cons of coher-
ent versus non-coherent large-scale MIMO systems and the
benefits and disadvantages of their multi-functional antenna
array based and spatial modulation aided manifestations

In addition, Tuesday through Thursday, will also be high-
lighted by a wide selection of industry panels and business
forums detailing the latest advances in communications and
policies. As an example, Bryn Jones, Chief Technology Officer
at Three UK will chair the session titled “How far can we
evolve Mobile Networks - What is next?” During this forum,
the CTOs from Three, EE, O2, Qualcomm and Huawei will
provide their views on the steps required to overcome data
traffic challenges and offer higher capacities and more reli-
able data services, while ensuring a high Quality of Service. 

Other milestones include the conference’s technical program
comprised of the presentation of more than 1250 original papers
exploring topics within next-generation, mobile and wireless, ad hoc
and sensor networking; signal processing and wireless communica-
tions:  communications theory; optical networks and systems; com-
munication QoS, reliability and modeling; communication software,
services and multimedia applications; communications and infor-
mation systems security; and cognitive radio and networks. 

The last day of IEEE ICC 2015 on Friday, June 12 will
then offer a second full day of tutorials and workshops
addressing subjects like Network Coding: From Theory to
Practice, Emerging Concepts and Technologies Toward 5G
Wireless Networks, The Path Towards 5G – Essential Tech-
nologies, Protocols and Tools for Enabling 5G Mobile Com-
munications, Game Theory for Future Wireless Networks:
Challenges and Opportunities, Android Security, Massive
Uncoordinated Access Protocols, Dependable Vehicular
Communications (DVC) and Next Generation Green ICT. 

For ongoing updates on IEEE ICC 2015, please visit
http://www.ieee-icc.org/2015. All website visitors are also invit-
ed to network with colleagues and peers, share their profes-
sional experiences through the conference’s Facebook,
LinkedIn and Twitter pages.

IEEE ICC 2015 EXPLORES “SMART CITY & SMART WORLD” INNOVATIONS FROM
JUNE 8–12 IN LONDON’S TECH CITY
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GUEST EDITORIAL

SECURITY AND PRIVACY IN EMERGING NETWORKS: PART 1

ith the recent advancements in networking tech-
nologies, some new emerging networks are being

implemented that have the potential to be deployed broad-
ly and on a large scale in the near future. In the wired
domain, these emerging networks include, for example,
networks based on software-defined networking (SDN)
and named data networking (NDN). In the wireless
domain, they include mobile and wireless networks involv-
ing handheld computing devices, sensors and RFID
devices, body area sensor networks, and participatory sens-
ing networks, to name a few.

Although these kinds of networks have attracted much
research effort, the security and privacy issues have not
been studied well so far. Thus, there is an urgent need to
protect these networks from various security and privacy
threats. This could pave the way to implement these net-
works without major security obstacles. This Feature Topic
aims to promote further research interest in security and
privacy in emerging networks by providing a vehicle for
researchers and practitioners to discuss research challenges
and open issues, and disseminate their latest research
results. We received an overwhelmingly large number of
high-quality submissions (40 papers) out of which we
accepted only the top 13 articles. We are lucky to get the
permission of the Editor-in-Chief of IEEE Communications
Magazine to divide the accepted papers into two parts. Part
1 will be composed of six manuscripts that deal with the
theory of security and privacy threats of emerging networks,
and the second part is composed of seven papers address-
ing the same issues with more specific applications of secu-
rity and privacy. Part 2 is scheduled to appear in June 2015.
We invite you to stay tuned and check that issue as it will
complement the topics discussed in this first part.

The first article, by Yang et al., “Safeguarding 5G Wire-
less Communication Networks Using Physical Layer Secu-
rity,” attempts to shed some light on the physical layer
security related to fifth generation (5G) mobile and wire-
less networks. The authors examine some inherent vulner-
abilities in 5G wireless networks and focus on three main
technologies: heterogeneous networks, massive multiple-

input multiple-output, and millimeter-wave. They identify
possible opportunities and challenges in these technologies
and warn security designers of the possible problems that
could exist and must be tackled. 

On the other hand, 5G mobile networks use densified
small cell deployment with overlay coverage through coex-
isting heterogeneous networks (HetNets). This type of
multi-tier architecture along with stringent latency require-
ments in 5G bring new challenges in security provisioning
due to the potential frequent handovers and authentica-
tions. In the second article, the authors overview related
studies and introduce SDN into 5G as a platform to enable
efficient authentication hand over and privacy protection.
Thus, “Authentication Handover and Privacy Protection in
5G HetNet Using Software-Defined Networking” by X.
Suan and X. Wang attempts to simplify authentication
handover by sharing the user-dependent security context
information among related access points. They demon-
strate that SDN-enabled security solutions are highly effi-
cient when using a centralized controlling capability. 

The growth of software defined networks (SDNs)
promises to dramatically simplify network management
and enable innovation through network programmability.
However, security is expected to remain the main impedi-
ment to SDNs’ growth. This is due in part to the fact that
security is not considered as part of the initial SDN design.
The third article, “Securing the Software Defined Net-
works: Taxonomy, Requirements, and Open Issues” by A.
Akhunzada et al., discusses the state-of-the-art security
solutions in order to overcome those challenges. The
authors classify the existing security solutions based on
SDN layers/interfaces, security measures, simulation envi-
ronments, and security objectives. They then point out pos-
sible attacks and threats targeting SDNs with potential key
security requirements. Finally, open issues and challenges
of SDN security are presented that may be deemed appro-
priate for researchers to address in order to  help SDNs
achieve their potential goals.

Along the same line, Zhou et al. conceived a novel concep-
tual network security mechanism called the evolving defense
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mechanism (EDM). In their contribution, “Evolving Defense
Mechanism for Future Network Security,” they show that
EDM is an inspiration of a network configuration originating
from a biological gene. They provide an overview of EDM
and argue that it is able to avoid deficiencies of conventional
network security approaches. They first discuss dynamic net-
work configuration for preventing attacks and then sketch a
way to implement EDM as an ideal framework based on SDN
serving as an ecosystem and coexisting environments.

The next article, “Distributed Denial of Service Attacks
in SDN with Cloud Computing,” may help us make full
use of SDN’s advantages to defeat DDoS attacks in cloud
computing environments. The authors, Q. Yan and R. Yu,
first discuss the new trends and characteristics of DDoS
attacks in cloud computing environments. Then they show
that SDN brings new opportunities and special features in
defeating DDoS attacks. They finally present a number of
challenges that need to be addressed to mitigate DDoS
attacks when SDN is combined with cloud computing. 

In the final article of Part 1 of this Feature Topic, “De-
Anonymizing and Countermeasures in Anonymous Com-
munication Networks,” M. Yang et al. classify and provide
an overview of existing de-anonymizing techniques and
propose countermeasures to mitigate those risks.

We are confident that this selection of high-quality arti-
cles will provide some research directions in the field.
While most of the above articles discuss SDN security,
there are plenty of issues that have been presented that
will need more focus and attention to be developed for
emerging networks. We strongly believe that all of us
(from multiple disciplines) have to join our efforts, and
must come together and strive hard to overcome technical
roadblocks in order to bring the vision of emerging net-
work security to reality. 

The Guest Editors would like to thank the outgoing
Editor-in-Chief (Sean Moore) and the incoming Editor-in-
Chief (Osman Gebizlioglu) for their guidance, feedback,
and encouragement along the way. We are very grateful to
them for allowing us to schedule two issues of the Feature
Topic due to the large number of submissions received
from highly qualified researchers. We also thank the IEEE
Communications Magazine Publications staff for their
patience and hard work in making this issue a reality.
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INTRODUCTION

Mobile wireless communication has experi-
enced an unprecedented growth in data traffic
in recent years, spurred by the popularity of
various intelligent devices, the demand for exu-
berant multimedia content,  and the rapid
increase in the number of base stations (BSs).
In particular, global mobile data traffic in 2013
was nearly 18 times the size of the entire glob-
al Internet in 2000, and monthly global mobile
data traffic by 2018 will surpass 15 exabytes [1].
While the mature third generation network
and the currently deploying fourth generation
(4G) network may accommodate the data traf-
fic surge for the next few years, they will not
be able to support a very large number of
devices with a huge network traffic demand in
2020 and beyond [2]. Against this backdrop, a
number of disruptive trends and technologies
shaping the fifth generation (5G) network are
emerging worldwide through research and

development.  For example, academia is
researching robust and efficient wireless trans-
mission technologies for the 5G era, such as
the heterogeneous network (HetNet), massive
multiple-input multiple-output (MIMO), and
millimeter wave (mmWave). At the same time,
the industry is undertaking 5G standardization.
Given the ubiquitousness and necessity of 5G
connections in the near future, an enormous
amount of sensitive and confidential informa-
tion, e.g. financial data, electronic media, med-
ical records,  and customer fi les,  wil l  be
transmitted via wireless channels. Thus, provid-
ing an unrivalled security service is one of the
top priorities in the design and implementation
of the 5G network.

Despite the current efforts from academia
and industry, the security paradigms protecting
the confidentiality of wireless communication in
the 5G network remain elusive. Indeed, how to
secure wireless data transmission is one of the
core problems that any 5G network designer
can face. Differing from the traditional
approach which protects data security through
cryptographic techniques, physical layer security
is identified as a promising strategy that pro-
vides secure wireless transmissions by smartly
exploiting the imperfections of the communica-
tions medium. Using this strategy, 5G network
designers can effectively degrade the quality of
signal reception at unauthorized receivers and
devices, and therefore prevent them from
acquiring confidential information from the
received signal. With careful planning and exe-
cution, physical layer security will protect the
communication phase of the network while
cryptography will protect the processed data
after the communication phase. As such, they
will form a well-integrated security solution that
efficiently safeguards sensitive and confidential
data for the 5G era.

Notably, physical layer security offers two
major advantages compared to cryptography,
making it particularly suitable for the 5G net-
work. First, physical layer security techniques
do not depend on computational complexity,
which implies that the achieved level of security
will not be compromised even if the unautho-
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rized smart devices in the 5G network have
powerful computational capabilities. This is in
contrast to computation-based cryptography,
which is based on the premise that the unau-
thorized devices have insufficient computation-
al capabilities for hard mathematical problems.
Second, physical layer security techniques have
a high scalability. In the 5G network, devices
are always connected to the nodes with differ-
ent powers and computation capabilities at the
different levels of the hierarchical architecture.
Also, devices always join in or leave the net-
work at random time instants, due to the decen-
tralized nature of the network. As a
consequence, cryptographic key distribution
and management become very challenging. To
cope with this, physical layer security can be
used to either provide direct secure data com-
munication or facilitate the distribution of cryp-
tographic keys in the 5G network.

Given the potential of physical layer security
for the 5G era, the goal of this article is to iden-
tify the opportunities and challenges offered by
the disruptive technologies enabling 5G for
achieving a high security level at the physical
layer. Among the various technologies, we focus
on the three most promising ones, which we now
describe in detail.

•HetNet: The HetNet creates a multi-tier
topology where multiple nodes are deployed
with dissimilar characteristics such as transmit
powers, coverage areas, and radio access tech-
nologies. Obviously, it offers a rather provoca-
tive departure from the conventional single-tier
wireless network and creates a new trend to
reduce the cost per bit of future wireless connec-
tions. In such a trend, the full exploitation of the
opportunities offered by the multi-tier topology,
such as spatial modeling of nodes, association of
mobile users, and direct connection between
devices, is a core component in the design of
physical layer security. This exploitation is dis-
cussed later.

•Massive MIMO: By deploying a very large
number of antennas (e.g. a few hundred) at BSs
to serve many tens of users simultaneously,
massive MIMO reaps all the benefits offered by
conventional MIMO, but on a much larger
scale. To leverage the advantages of massive
MIMO in physical layer security, some chal-
lenges need to be resolved during the design
process, such as pilot contamination, power
management, channel reciprocity, and eaves-
dropper-targeted signal processing. Motivated
by this, we argue for physical layer security
along with these challenges later.

•mmWave: As an innovative solution to meet
the 5G’s requirement, mmWave communication
systems use a huge swath of spectrum, from
30 GHz to 300 GHz, to shift wireless transmis-
sions away from the nearly fully occupied spec-
tral band for current wireless networks. Notably,
mmWave technologies have been standardized
for short-range transmission, e.g. IEEE 802.11ad,
as well as deployed for small cell backhaul, e.g.
Siklu’s Etherhaul 1200T. Since secure mmWave
transmission is a completely new and promising
research frontier, we advocate the potential of
mmWave communication for physical layer secu-
rity in a later Section.

PHYSICAL LAYER SECURITY IN
HETEROGENEOUS NETWORKS

The HetNet is a promising network densifica-
tion architecture in the 5G era. The aim of the
HetNet is to provide a spectrum-efficient and
energy-efficient solution that satisfies the dra-
matic growth in data demands of future wire-
less applications. In the HetNet, nodes with
different transmit powers, coverage areas, and
radio access technologies are deployed to form
a multi-tier hierarchical architecture, as depict-
ed in Fig. 1. Specifically, high-power nodes
(HPNs) with large radio coverage areas are
placed in macro cell tiers, while low-power
nodes (LPNs) with small radio coverage areas
are placed in small cell tiers. Small cells, such
as pico cells and femto cells,  are deployed
under macro cell umbrellas to augment indoor
coverage in highly populated buildings, and
multi-tenant dwelling units, enterprises, and
outdoor coverage in dense urban, suburban, or
rural areas. In addition to the macro cell and
small cell tiers that support HPN-to-device
and LPN-to-device communications, respec-
tively, the HetNet also involves a device tier
that supports device-to-device (D2D) commu-
nications. The D2D communication allows
geographically close devices to directly con-
nect and interact with each other without
using HPNs/LPNs, thus being a powerful
enabler of low-latency and high-throughput
data applications. Among multiple tiers, dif-
ferent radio access technologies such as
WCDMA, LTE, WiMAX, and WLAN are
adopted to provide various communication
services. Therefore, the HetNet is a clearly
different paradigm from conventional macro-
cell-only wireless networks. Obviously, the cur-
rent physical layer security technologies for
the direct single-user and multi-user transmis-
sions [3, 4] and the relay-aided communica-
tions [5] in conventional networks cannot be
readily applied in this paradigm. It follows
that the compelling potential of the HetNet
will trigger a new wave of innovation — in
terms of spatial modeling, mobile association,
and device connection — in securing multi-tier
communications.  These innovations are
detailed in the following subsections.

Figure 1. Heterogeneous network.
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SPATIAL MODELING

In the HetNet, different spatial modeling of
HPNs’ and LPNs’ locations raises a natural
question: “How does the spatial modeling of
nodes’ locations affect and guide the physical layer
security design?” The rationale behind this ques-
tion is that a HPN’s location is currently mod-
eled as a point at the center of a hexagonal grid,
while LPNs’ locations can be modeled as a uni-
form distribution, in particular a Poisson point
process in the two-dimensional plane [6]. Evi-
dently, the deterministic model for HPNs’ loca-
tions provides no randomness, whereas the
Poisson model for LPNs’ locations corresponds
to complete randomness. This necessitates dif-
ferent mathematical tools to be employed to
accommodate the nature and properties of the
two models into the design of physical layer
security.

Due to the deterministic nature of the model,
the impact of HPNs’ locations on physical layer
security can be evaluated by applying system-
level simulations to approximate the distribu-
tions of signal-to-interference-plus-noise ratios
(SINRs) and corresponding quality of service
(QoS) parameters. When small cells are
deployed as add-ons, however, the amount of
interference grows dramatically. Accordingly, the
complexity of simulations substantially increases,
making performance evaluation and optimiza-
tion more complex and time-intensive. More
recently, the HPNs’ locations have also been
modeled as a PPP to gauge the degree of ran-
domness [7, 8]. Against this background, net-
work security designers need to develop effective

methods rooted in probability processes and
order statistics to characterize the SINR distri-
butions and the QoS parameters from the theo-
retical perspective. In particular, the generalized
methods characterizing channel dynamics such
as signal fading, spatial correlation, practical
path loss, random channel errors, and mobility-
induced channel variations are of paramount
importance since they reduce the simulation bur-
den to the minimum. The development of the
generalized methods will allow for accurate cap-
ture of the multi-tier structure of the HetNet.

The effect of HPNs’ and LPNs’ locations on
physical layer security can be examined based on
the knowledge from the fields of graph theory
and stochastic geometry. This motivates network
security designers to develop effective mathe-
matical tools from these two areas such that the
SINR distributions and the QoS parameters
impacted by HPNs and LPNs can be character-
ized. Of course, the characterization needs to be
as general as possible, which enables the
unequivocal establishment of secure connectivity
and the accurate assessment of secrecy capacity
in the HetNet with arbitrary transmit powers
and densities of HPNs and LPNs. Moreover,
new solutions to the SINR distributions are
required if an appropriate level of practical cor-
relation is introduced into the placement of
HPNs and LPNs. Such solutions will force a sub-
stantial advancement over the current studies
relying on the assumption of independent place-
ment of HPNs/LPNs.

Figure 2 evaluates the impact of HPNs’ and
LPNs’ densities on the secrecy performance via
simulations. In this figure we show the probabili-
ty of positive secrecy rate in a two-tier network
where a macro cell tier is overlaid with a pico
cell tier. It is evident that the probability of posi-
tive secrecy rate1 increases as the density of pico
cell LPNs increases. Moreover, it is observed
that if the density of pico cell LPNs increases
beyond a critical point, a higher density of macro
cell HPNs does not improve the secrecy perfor-
mance any further. Therefore, Fig. 2 provides a
guide for network security designers to decide
the best density for the implementation of HPNs
and LPNs in the HetNet. Of course, as previous-
ly discussed, the development of effective mathe-
matical tools will enable us to undertake the
evaluation involved in this figure in a computa-
tionally efficient manner.

MOBILE ASSOCIATION
Associating mobile users with HPNs and LPNs
leads to a challenging and promising question:
“What is the optimal strategy for users to select
HPNs/LPNs under security constraints?” In tradi-
tional macro-cell-only cellular networks, it is typ-
ically assumed that mobile users select the
strongest HPN to connect such that the best
channel quality with the highest SINR is
obtained. Accordingly, the physical layer security
technologies in the open literature are designed
based on this assumption. However, in the multi-
tier HetNet, such a selection causes a load bal-
ancing problem. This is due to the fact that the
HPNs with high transmit power and large cover-
age areas are often fully loaded or even “over”
loaded, whereas the LPNs with low transmit

IEEE Communications Magazine • April 201522

1 Here, the probability of
positive secrecy rate
reveals the probability
that the secrecy rate is
higher than zero, where
the secrecy rate can be
characterized by the dif-
ference between the
capacity of the main
channel and the capacity
of the eavesdropper’s
channel.

Figure 2. The probability of positive secrecy rate in a two-tier network
where a macro cell tier is overlaid with a pico cell tier. The marco and pico
cells are assumed to share the same frequency band. The locations of
macro cell HPNs and pico cell LPNs follow independent homogeneous
Poisson point processes (HPPPs) with densities lM and lP, respectively.
The location of eavesdroppers also follows a HPPP with density lE = 8 ×
10–4. User association is based on the maximal average received signal-to-
noise ratio.

λP

10-3 10-2

0.6

0.55

Pr
ob

ab
ili

ty
 o

f 
po

si
ti

ve
 s

ec
re

cy
 r

at
e

0.65

0.7

0.75

0.8

0.85

0.9

0.95

1

10-4

λM = 10-2
λM = 10-3
λM = 10-4

ELKASHLAN_LAYOUT.qxp_Author Layout  3/31/15  1:48 PM  Page 22



IEEE Communications Magazine • April 2015 23

power and small coverage areas are often very
lightly loaded [6]. Such an unbalanced load is
detrimental to the ubiquitous applications of
real-time services with stringent delay constraints
and high power consumption, e.g. streaming
video and gaming. As such, the unbalanced load
should be addressed in the design of physical
layer security.

In order to secure transmission and overcome
the unbalanced load problem, new security-ori-
ented mobile association policies are required to
monitor and balance the instantaneous load of
HPNs and LPNs. In designing these policies, the
optimization of secrecy performance, e.g. the
secrecy rate and the secrecy outage probability,
should be prioritized. Under this prioritization,
some intelligent mobile association policies can
be developed such that the mobile users are
wisely assigned to some HPNs or LPNs based on
the achievable secrecy performance, the instan-
taneous load, and other factors such as the trans-
mit power, coverage area, and density of
HPNs/LPNs. Considering that such intelligent
and optimal policies would impose a high com-
putational complexity, some simple yet subopti-
mal mobile association policies are required to
achieve a complexity-quality tradeoff. Aided by
these suboptimal policies, the near-optimal
secrecy performance is guaranteed with a lower
computational cost. In addition, the cooperation
among HPNs and LPNs offers a feasible way to
enhance the secrecy performance. To explore
this feasibility, network security designers should
develop new cooperative strategies to allow
neighboring HPNs/LPNs to exchange the secure
data for mobile users, the instantaneous load of
themselves, and other factors of the network
with each other for achieving close-to-maximum
secrecy performance.

DEVICE CONNECTION
The introduction of D2D communication trig-
gers a pertinent question on the security issue:
“How to protect data confidentiality between con-
nected devices against data leakage?” Doubtlessly,
maintaining data security is an essential task in
D2D communications since the transmitted data
between connected devices may be overheard by
all of the surrounding devices. This task becomes
more arduous particularly given the fact that the
connected devices may not be able to handle
complex signal processing algorithms as HPNs
and LPNs do. One possible solution to tackle
this task is closed access [9], where the intended
device has a list of “trusted” devices. In closed
access, the non-listed devices can only communi-
cate with the intended device by getting authen-
ticated in the macro cell or the micro cell tier.
Hence, the establishment of closed access safe-
guards the data exchange between the intended
device and the “trusted” devices against eaves-
dropping.

It is worth noting that closed access may not
always be implemented, due to the lack of
authentication in the macro cell or the micro cell
tiers. In this case, referred to as open access, not
only surrounding devices but geographically
close HPNs and LPNs may act as potential
eavesdroppers for the connected devices, mean-
ing that they benefit from listening to the trans-

mitted data and pose an acute threat to data
security. To address security issues in open
access, network designers need to construct new
secure data exchange strategies that fully consid-
er the physical characteristics of unintended
devices and malicious HPNs/LPNs, e.g. ambigu-
ous location, uncertain mobility, and unknown
configuration. In addition, the potential attacks
and threats induced by unintended devices and
malicious HPNs/LPNs need to be carefully ana-
lyzed and incorporated into the construction.

Apart from direct D2D connections, another
interesting paradigm in D2D communications is
D2D relaying [10] where a device having better
geometry to the transmitter device may act as a
relay for the receiver device. The physical layer
security design in this paradigm should exploit
cooperative spatial diversity to maximize the
secrecy performance. Despite the current relay-
aided physical layer security techniques, such a
design introduces new security problems to be
solved. For example, the optimal selection of
candidate relays need to be determined and the
protection against untrusted relays needs to be
investigated. Furthermore, if multiple devices
are required for relaying the data between the
connected devices, the impact of multi-hop coor-
dination on the secrecy performance needs to be
examined.

PHYSICAL LAYER SECURITY IN
MASSIVE MIMO SYSTEMS

Massive MIMO systems are emerging as a new
research field and have attracted significant
interest from both scientists and industrialists.
The benefits of the massive MIMO technique
are realized by using very large antenna arrays
(typically tens or even hundreds) at the transmit-
ter and/or the receiver. In future cellular net-
works with massive MIMO, as depicted in Fig. 3,
the number of antenna arrays at the BSs is much
larger, e.g. 10 times, than the number of data
streams served to all users in a cell [11]. Com-
pared to the current counterpart, massive MIMO
systems provide high power and spectrum effi-

Figure 3. Cellular network with the deployment
of massive MIMO.
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ciencies by exploiting the large arrays gain
offered by low-complexity transmission designs.
Moreover, random impairments such as small-
scale fading and noise can be averaged out when
a large number of antennas are deployed at the
BS [12]. Furthermore, the interference, channel
estimation errors, and hardware impairments [13]
vanish when the number of antennas grows
large, leaving only pilot contamination as the
performance limit [14].

Given the fact that massive MIMO will serve
as an essential enabling technology for the 5G
wireless network, we next discuss the design of
physical layer security based on the tremendous
potential of massive MIMO systems. Needless
to say, such a design opens a new and promis-
ing research avenue, extending current research
efforts in conventional MIMO systems to a new
area.

LOW POWER CONSUMPTION
In massive MIMO systems, the secrecy perfor-
mance can be remarkably enhanced by adopting
a reduced power consumption. The enhance-
ment is attributed to two major causes. First,
since the transmit power level is cut, the receive
signal-to-noise ratios (SNRs) at the eavesdrop-
pers are highly reduced. This leads to a signifi-
cant decrease in the eavesdroppers’ channel
capacities. Second, given the transmit power and
the expected secrecy rate at the transmitter, the
secrecy outage probability can be arbitrarily
small when the number of antennas grows
unbounded.2 In Fig. 4 we show the secrecy out-
age probability for a rate threshold of 2 bits/s/Hz
in the downlink of a three-hexagonal-cell net-
work. We consider two commonly-used precod-

ing methods: maximal ratio transmission (MRT)
and zero-forcing (ZF) [11]. It is seen from this
figure that ZF outperforms MRT because the
intra-cell interference can be cancelled through
ZF. It is also seen that the secrecy outage proba-
bility profoundly declines when the number of
antennas at the BS grows large. As such, the
minimum power consumption achieving the tar-
get secrecy performance level needs to be deter-
mined. In this determination, the development
of new and powerful mathematical tools, e.g.
random matrix theory, will eliminate the burden
of performance evaluation incurred by time-con-
suming simulations.

TIME DIVISION DUPLEX OPERATION
Massive MIMO systems are recommended to
operate in a time division duplex (TDD) mode
[11], which is different from conventional
MIMO systems that generally operate in a fre-
quency division duplex (FDD) mode. This is
due to the fact that the channel training over-
head in the FDD mode scales linearly with the
number of transmit antennas, which in turn
imposes a severe limit on the number of anten-
nas. In the TDD mode, the training burden is
independent of the number of BS antennas and
channel reciprocity is exploited. In TDD mas-
sive MIMO systems, eavesdroppers may experi-
ence particular difficulties for wiretapping,
because downlink pilot signals from the BS to
the users are not required in the TDD mode.
Specifically, the BS with massive antenna arrays
obtains the uplink channel state information
(CSI) via uplink pilot signals from the users. It
then obtains the downlink CSI relying on the
reciprocity between the uplink and downlink. As
such, it becomes difficult for eavesdroppers to
know the CSI between themselves and the BS,
as well as the CSI from other users to the BS.
Therefore, how to design secure transmission
under the assumption of imperfect (or no) CSI
at the eavesdroppers is of practical importance
in massive MIMO systems. Moreover, pilot con-
tamination occurs in the TDD mode if the pilot
signals employed in different cells are not
orthogonal. As such, the effect of an inaccurate
channel estimate caused by pilot contamination
on the secrecy performance should be under-
stood and counteracted. In addition, the TDD
operation requires reciprocity calibration [11].
In practical systems, the hardware chains at the
BS and users may not be reciprocal between the
uplink and the downlink. This motivates the
examination of the impact of improper calibra-
tion on the secrecy performance.

ARTIFICIAL NOISE
The deliberate deterioration of the eavesdrop-
per’s channel quality in massive MIMO systems
is a fruitful avenue to explore. In conventional
MIMO systems, the artificial noise (AN)-based
transmission has been identified as an effective
method to cause interference to the eavesdrop-
pers and degrade their received signals. In mas-
sive MIMO systems, new challenges are opened
for AN-based transmission. For example, trans-
mitting AN signals in a spatial null space may
not be practical since the computation complexi-
ty of the null space is extremely high for the

Figure 4. The secrecy outage probability of downlink with MRT and ZF
precoding techniques at the BS. We consider three hexagonal cells with-
out sectorization, where the radius of each cell is 350 meters. In each cell,
seven single-antenna users are uniformly distributed and one of them is an
eavesdropper. In this figure “01 cluster” means that the frequency reuse
pattern is 1 while “03 cluster” means that the frequency reuse pattern is 3.
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large-dimensional channel matrix. Moreover,
random and independent AN is averaged out
given the availability of a large number of anten-
nas. Therefore, new AN-based transmission
schemes need to be developed. Correspondingly,
the optimal power allocation between informa-
tion signals and AN signals needs to be deter-
mined and the achievable secrecy performance
needs to be evaluated.

ANTENNA CORRELATION
Antenna correlation is a practical challenge
underlying the deployment of massive MIMO
systems. Specifically, a significant amount of cor-
relation may exist between large antenna arrays,
due to either the limited aperture of the antenna
array or a lack of scattering. For the uplink
transmission, for example, the antenna correla-
tion is experienced in different diversity branch-
es at the BS, due to the non-isotropic antennas
with reduced separation. Although the impact of
antenna correlation on the secrecy performance
of conventional MIMO systems has been
revealed, e.g. [15], very little detailed work has
specifically been carried out to analyze the effect
of antenna correlation on the secrecy perfor-
mance of massive MIMO systems. The research
efforts in this area are of enormous value since
they enable us to decide how to compensate for
antenna correlation in the uplink and downlink
massive MIMO systems.

CONFIDENTIAL BROADCASTING
In massive MIMO systems, each BS simultane-
ously communicates with a large number of
users. One challenge to multiuser security is
achieving confidential broadcasting in the
downlink. In particular, each message needs to
be kept confidential from all the users other
than the intended one, i.e. each user can be
treated as an eavesdropper for all messages
other than its own. In order to preserve this
confidentiality, a precoder needs to be associat-
ed with each data stream not only to limit the
interference at other users, but also to limit the
information leakage. Designing the optimal
precoder often involves optimization problems
that can only be solved numerically. More prac-
tical and near-optimal precoders are thus
required. Therefore, it is pivotal to provide
design guidelines and to quantify the optimal
achievable secrecy performance of linear pre-
coders that guarantee confidential broadcasting
in massive MIMO systems.

HARDWARE IMPAIRMENTS
In contrast with conventional MIMO systems
with ideal hardware, the inexpensive hardware
components used by massive MIMO systems
may give rise to hardware impairments [13].
Although hardware impairments deteriorate the
legitimate receivers’ channels, the impact of
hardware impairments vanishes asymptotically
when large-scale arrays are deployed. We note
that the presence of hardware impairments also
deteriorates the eavesdroppers’ channels, which
appears to be beneficial for security enhance-
ment. It is therefore worth investigating physical
layer security in massive MIMO systems with
non-ideal hardware.

PHYSICAL LAYER SECURITY IN
MILLIMETER WAVE
COMMUNICATION

Almost all mobile communication systems today
restrict their operation to the spectrum in the
range of 300 MHz–3GHz. Unfortunately, this
spectral band has now become nearly fully occu-
pied. In the 5G network, mmWave communica-
tion systems, operating in the frequency range of
30–300 GHz, have been recognized as a promis-
ing solution to remove the restriction and meet a
thousand-fold capacity increase [16]. As depicted
in Fig. 5, mmWave BSs can be deployed with
microwave BSs to ensure reliable and fast data
transmissions.

Although some efforts need to be made to
render the GHz frequency bands available on
mobile cellular networks, a series of research ini-
tiatives have been undertaken to explore the
potential of mmWave communication technolo-
gies. Needless to say, security and privacy issues
need to be addressed in the implementation of
mmWave communication systems. We believe
that the investigation of physical layer security in
mmWave communication systems is a very
promising and highly rewarding area, due to the
following factors.

Large Bandwidth: Current maximum aggre-
gated bandwidth in 4G LTE is 20+20 MHz by
using carrier aggregation. However, mmWave
communication systems provide GHz band-
widths. Therefore, the secrecy outage probability
in the passive eavesdropping scenario is remark-
ably reduced if the transmitter sets a lower trans-
mit secrecy rate in mmWave communications.
Also, high secrecy throughput can be obtained
with large mmWave bandwidths.

Short-Range Transmission: Compared to the
current microwave communication systems,
mmWave signals in the higher frequencies expe-
rience an increase in free-space path loss by sev-
eral orders of magnitude. Therefore, only
geographically neighboring eavesdroppers are

Figure 5. Deployment of mmWave BSs.
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able to overhear the signals, whereas geographi-
cally remote users cannot capture the data trans-
mission.

Directionality: In mmWave systems, highly
directional communication with narrow beams is
employed for suppressing the interference from
neighbors. Therefore, the receive SNRs at the
eavesdroppers may be extremely low such that
the eavesdroppers are not able to recover infor-
mation signals from the overheard messages.

Large Antenna Arrays: Large antenna arrays
provide high beamforming gains to mitigate the
propagation attenuation and save transmit
power. In light of the array aperture constraint,
current cellular systems3 in the microwave fre-
quency bands are expected to implement large
antenna arrays in a two-dimensional (2-D) or
three-dimensional (3-D) array structure. Howev-
er, 2-D or 3-D arrays increase the coupling
effects due to the increase in the number of
adjacent antennas [17]. For a fixed array aper-
ture, the shorter wavelengths at the mmWave
frequencies enable the mmWave BSs to pack
more antennas. Therefore, mmWave systems
with large antenna arrays offer a wealth of
opportunities at the physical layer security to
secure mmWave communication. 

Based on the aforementioned factors, the aim
of physical layer security design in mmWave
communication systems is to fully exploit the
potentials of these factors. In this design, several
challenging tasks need to be solved. First, the
propagation characteristics at higher frequencies
need to be precisely modeled. Indeed, an accu-
rate and comprehensive quantification of the
impact of path loss, blocking, penetration, and
rain absorption on mmWave transmission enables

network security designers to theoretically cap-
ture the properties of mmWave channels and
address these properties in their design. Second,
new secure transmission schemes need to be
developed. It has been shown that beamforming
is a key enabler of mmWave mobile broadband
service [18]. Since digital beamforming with a
large number of radio frequency (RF) chains
incurs a very high implementation cost and power
consumption, secure mmWave transmission
needs to be designed based on analog beamform-
ing and RF beamforming with a small number of
RF chains. Against this background, the trans-
mission of AN signals becomes promising in
mmWave communication systems. With the aid
of analog beamforming with phase shifters, the
beam pattern of AN signals can be easily restrict-
ed to the orthogonal direction to the beam pat-
tern of information signals. As depicted in Fig. 6,
the secrecy rate is profoundly improved by incor-
porating AN signals into secure transmission.
Moreover, the power allocated to the informa-
tion signal plays a pivotal role in determining the
secrecy performance. For example, beamforming
with AN transmission with PI = 0.8Ptot yields a
higher secrecy rate than with PI = 0.6Ptot in the
system considered in Fig. 6. Motivated by this, an
interesting question that needs to be explored is
how to optimally allocate the transmit power
between the information signal and AN signal in
mmWave communication systems. Apart from
the AN-based transmission, other secure schemes
such as hybrid beamforming that mixes analog
and digital signal processing techniques can be
devised to secure mmWave transmission. In addi-
tion, a secure backhaul link between mmWave
BSs in the mmWave cellular networks needs to
be established.

CONCLUSIONS
With the introduction of small cell deployments
and D2D connections, the use of a very large
number of antennas, and the exploration of the
underutilized mmWave frequency spectrum, we
believe that the 5G network is well positioned to
meet the ever-increasing demand on data-centric
applications over the next decade. The path to
5G is essentially irreversible, and will impose a
profound impact on the design of physical layer
security. In this article we have identified the sci-
entific opportunities and discussed the technical
challenges driven by the HetNet, massive
MIMO, and mmWave communication. The
novel solutions we have developed can take data
confidentiality to a whole new level, inaugurating
a brand new security paradigm that is truly wor-
thy of the 5G designation.
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INTRODUCTION

Over the past few years, anywhere, anytime wire-
less connectivity has gradually become a reality
and has resulted in remarkably increased mobile
traffic. Mobile data traffic from prevailing smart
terminals, multimedia-intensive social applica-
tions, video streaming, and cloud services is pre-
dicted to grow at a compound annual growth
rate of 61 percent before 2018, and is expected
to outgrow the capabilities of the current fourth
generation (4G) and Long Term Evolution
(LTE) infrastructure by 2020 [1]. This explosive
growth of data traffic and shortage of spectrum
have necessitated intensive research and devel-
opment efforts on 5G mobile networks. Howev-
er, the relatively narrow usable frequency bands
between several hundred megahertz and a few
gigahertz have been almost fully occupied by a
variety of licensed or unlicensed networks,
including 2G, 3G, LTE, LTE-Advanced (LTE-
A), and Wi-Fi. Although dynamic spectrum allo-
cation could provide some improvement, the
only way to find enough new bandwidth for 5G
is to explore idle spectrum in the millimeter-
wave range of 30~300 GHz [2].

NETWORK ARCHITECTURE OF 5G
Due to the poor signal propagation characteris-
tics at extremely high frequencies, future 5G net-
works will be heterogeneous with small cell
deployment and overlay coverage, as shown in
Fig. 1. Cellular networks operating at low fre-
quencies (e.g., 2G, 3G, LTE, LTE-A) could pro-
vide wide area coverage, mobility support, and
control, while small cells operating at higher fre-
quencies guarantee high data rates in the area of
spectral and energy efficiency.

This heterogeneous paradigm with multi-tier
coverage in 5G not only follows the natural evo-
lution from existing cellular technologies, but
also satisfies the requirements of increased data
traffic, with small cells providing very high
throughput and underlying macrocells providing
extensive coverage. Therefore, network densifi-
cation using low-power small cells is widely con-
sidered to be a critical element toward low-cost
high-capacity 5G communications.

SECURITY CHALLENGES IN 5G
Along with the advantages of 5G architecture in
Fig. 1, there also come several major technical
challenges. The massive deployment of small
cells poses potential challenges in network man-
agement, including interference alignment,
extensive backhauling, and inconsistent security
mechanisms over heterogeneous networks (Het-
Nets). Network management and service provi-
sioning are challenging in this multi-tier model
due to the increased number of base stations
and complexity of network architecture. There-
fore, new technologies are needed to provide
intelligent control over HetNets for consistent
and effective resource allocation as well as secu-
rity management.

Moreover, 5G users may leave one cell and
join another more frequently with reduced cell
size, which could introduce excessive handover-
induced latency in 5G. Future 5G applications
like interactive gaming and tele-operations
require 5G latency to be an order of magnitude
smaller than 4G, with 1 ms target round-trip
time [2]. However, due to smaller cell deploy-
ment, users and different access points (APs) in
5G need to perform more frequent mutual
authentications than in 4G to prevent imperson-
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ation and man-in-the-middle (MitM) attacks. On
the other hand, the power and resource con-
straints of small cell APs require low complexity
and highly efficient handover authentication pro-
cedures. Therefore, faster, efficient, and robust
handover authentication and privacy protection
schemes need to be developed for complex 5G
HetNets.

THE SCOPE OF THIS ARTICLE
In this article, we first introduce the 5G back-
ground and identify the challenges in 5G Het-
Nets, especially in security management. Existing
related studies are overviewed, providing a sum-
mary of the previous security solutions and state-
of-the-art related technologies. Based on our
survey and analysis, we believe that new solu-
tions meeting the latency and complexity require-
ments of 5G HetNet communications are yet to
be developed.

Based on this observation, we introduce a
new 5G network structure enabled by software-
defined networking (SDN) to bring intelligence
and programmability into 5G networks for effi-
cient security management. With SDN, the con-
trol logic is removed from the underlying
infrastructures to a controller in the control
layer [3] so that software can be implemented on
the central SDN controller to provide consistent
and efficient management over the whole 5G
HetNet. With this paradigm, we propose an
SDN-enabled user-specific secure context infor-
mation transfer for efficient authentication
hand over and privacy protection in 5G to achieve
seamless authentication during frequent hand -
overs, while at the same time meeting the priva-
cy and latency requirements effectively.

STATE OF THE ART IN
HANDOVER AUTHENTICATION AND

CHALLENGES IN 5G
RELATED WORK ON HANDOVER

AUTHENTICATION AND 5G CHALLENGES

To support increased data traffic, 5G networks
need to have high capacity and efficient security
provisioning mechanisms. Densification of het-
erogeneous networks and massive deployment of
small base stations become the natural choice
for 5G. On the other hand, many applications
supported by 5G, such as mobile banking and
cloud-based social applications, require higher
data confidentiality and reliable authentication
against malicious attacks.

The common practice for secure communica-
tions in 3G and later wireless networks is based
on admission control and cryptographic
exchange. Figure 2 gives an overview of the
hand over authentication procedures between dif-
ferent networks and within one network [9]. The
involved network components here are the user
equipment (UE), access points (APs) or base
stations (BSs), and an authentication server. It
can be seen from Fig. 2 that mutual authentica-
tion during handover between the user and a
new network (i.e., procedure 1) is realized by the
pairing of specific hashing output. Each time the
involved vector includes RAND, a random num-

ber known by the server, AUTH, an authentica-
tion token sent by the server, a pairwise key, and
so on. For mobility within the same network
(i.e., procedure 2), the current serving AP will
inform the target AP of the possible handover so
that the latter can retrieve the user authentica-
tion and key context from the server. In the fol-
lowing, we analyze existing handover
authentication procedures and identify the chal-
lenges in 5G HetNets based on Fig. 2.

To enable handover between different wire-
less networks (i.e., procedure 1 in Fig. 2), vari-
ous authentication servers and protocols are
involved due to the closed nature and structure
of each network in a HetNet, rendering frequent
establishments of trust relationships and authen-
tications during mobility, especially in a 5G
small cell scenario [2]. The Third Generation
Partnership Project (3GPP) has provided specif-
ic key hierarchy and handover message flows for
various mobility scenarios [10]. However, the
specific key designed for handover and different
handover procedures for various scenarios will
increase handover complexity when applied to
5G HetNets. As the authentication server is
often located remotely, the delay due to fre-
quent enquiries between small cell APs and the
authentication server for user verification may
be up to hundreds of milliseconds [5], which is
unacceptable for 5G communications. The
authors of [6, 7] have proposed simplified hand -
over authentication schemes involving direct
authentication between UE and APs based on
public cryptography. These schemes realize
mutual authentication and key agreements with
new networks through a three-way handshake
without contacting any third party, like an
authentication, authorization, and accounting
(AAA) server. Although the handover authenti-
cation procedure is simplified, computation cost
and delay are increased due to the overhead for
exchanging more cryptographic messages
through a wireless interface [5]. For the same
reason, carrying a digital signature is secure but
not efficient for dynamic 5G wireless communi-
cations.

For handover within the same network (i.e.,
procedure 2 in Fig. 2), existing security mecha-
nisms utilize complex context transfer, and it has

Figure 1. 5G heterogeneous network structure with densified small cells
and overlay coverage.
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been found that most of the handover latency is
due to the scanning time for identifying the tar-
get AP and round-trip time to the authentication
server. Related work in [8] proposed a user-
assisted authentication context transfer scheme,
by which the current AP transfers a signed
authentication certificate as a security context to
the user, and then to the target AP through the
user. The UE is actively involved in handover
authentication with its existing connections with
the current and next target APs to reduce laten-
cy. However, mutual trust between APs is
assumed in these solutions, which could be infea-
sible for 5G HetNets due to the lack of direct
interfaces between different networks. In addi-
tion, the transferred security context, which is
just a combination of identity and signature, may
not be secure enough to prevent 5G wireless
communication from potential attacks.

In light of these challenges, robust and effi-
cient handover authentication and secure con-
text information transfer is crucial in securing
5G networks. The unique link characteristics
experienced by each UE can be explored as a
security context to accelerate authentication
handover. Such user-specific attributes include
physical layer attributes (clock skew, signal
strength, channel state information), location,
and even moving speed and direction [11], some
of which have already been reported to APs for
the purpose of resource allocation and seamless
handover. It is believed that by taking advantage
of these unique attribute combinations as non-
cryptographic solutions, authentication can be

faster, more robust, and less complex compared
to widely used cryptographic exchange mecha-
nisms [12].

SOFTWARE-DEFINED-NETWORKING-ENABLED
5G NETWORKS

Software-defined networking [3] is considered as
a radical new network structure to centralize
network management, and enable innovation
through network programmability in meeting the
needs of emerging applications. One main fea-
ture of SDN is decoupling the control plane and
data plane by taking control logic from the
underlying switches and routers to the central-
ized SDN controller in the control plane.

When introducing SDN into 5G networks,
the SDN controller will have global control over
the network, while SDN switches will simply fol-
low data forwarding instructions from the con-
troller. Applications are implemented on top of
the controller to define the behavior of the
switches and APs, thus creating a reconfigurable
5G HetNet, as shown in Fig. 3. The separation
of data forwarding switches and the control
plane enables easier implementation of new pro-
tocol and functions, consistent network policy, as
well as straightforward network management.

In supporting SDN-enabled 5G, appropriate
SDN protocols, such as Openflow and Simple
Network Management Protocol (SNMP), will be
added to base stations, access points, and wire-
less switches through an external standardized
application programming interface (API) [4].

Figure 2. Authentication processes of handover procedure 1, between different networks, and han-
dover procedure 2, within the same network.
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Importantly, OpenFlow is in charge of data path
control, and SNMP can be used for device con-
trol. As the SDN controller is just a program
running on a server, it can be placed anywhere
in the 5G network — even in a remote data cen-
ter.

An SDN-based 5G network structure enables
flexible ubiquitous connection, fast rerouting,
and real-time network management with the
software controller. Users are able to access net-
work services anywhere and anytime regardless
of the network type [4] (e.g., Wi-Fi, 3G, LTE,
LTE-A) as long as these networks belong to the
same operator or there are agreements between
operators. Furthermore, consistent authentica-
tion and privacy protection are also manageable.

In this article, we explore SDN as a promis-
ing platform to introduce intelligence into 5G
and address the security challenges. Specifically,
we discuss SDN-enabled authentication hand -
over, which provides control over HetNet infras-
tructures and helps the network to reduce
redundant authentications across HetNets.
Hand over authentication thus becomes a more
controlled and prepared process instead of mul-
tiple independent procedures. By sharing secure
context information along moving direction of
the user and choosing multiple network paths to
transmit data concurrently, the SDN structure is
capable of facilitating 5G security provisioning
more efficiently. In doing so, user-specific
attributes are utilized as the shared security con-
text to reduce handover complexity. To further
achieve privacy protection, SDN-enabled data
transmission over different network paths in 5G
HetNets is also investigated in order to guaran-
tee privacy.

SDN-ENABLED
5G AUTHENTICATION HANDOVER

In this section, we introduce SDN into 5G to
enable the proposed authentication handover
scheme in coping with the frequent handover
authentication in small cells and HetNets, as
shown in Fig. 4. We implement an authentica-
tion handover module (AHM) in the SDN con-
troller to monitor and predict the location of
users, and then prepare the relevant cells before
the user arrives to guarantee seamless handover
authentication. Using a traffic flow template
(TFT) filter [13] (source/destination IP address-
es and port numbers) and related quality of ser-
vice (QoS) description, secure context
information (SCI) is collected by the AHM to
share along a projected user moving path (i.e.,
from cell A to cell B, C in Fig. 4). The relevant
cell APs thus prepare resource in advance and
ensure seamless user experience during mobility.

Specifically, user specific attributes including
identity, location, direction, round-trip time
(RTT), and physical layer characteristics have
been considered as reliable SCI to assist secure
handover in 5G networks, instead of using com-
plex cryptographic exchange mechanisms. As a
non-cryptographic method, user-specific
attributes are able to simplify the authentication
procedure by providing the unique fingerprint of
the specific device without additional hardware

and computation cost [12]. In this article, we
focus on using user-specific attributes as SCI
(location, direction, etc.) to realize SDN-enabled
authentication handover. Based on the proposed
authentication context handover, security in
SDN-enabled 5G networks becomes a monitored
seamless procedure instead of multiple indepen-
dent verifications, which could significantly
reduce the possibility of impersonation and
MitM attacks.

More precisely, the way in which the SDN
controller shares the user’s SCI to next cell APs
along the predicted path is just like a trustworthy
introduction from a previous AP before hand -
over. The future cell APs thus finish authentica-
tion with the user quickly and begin to monitor
the user to prepare service according to the SCI.
As the trace of the user is monitored, the risk of
impersonation is significantly, if not entirely,
reduced. More importantly, there would be risk
of service disruption in previous networks if the
connection between APs and the authentication
server is broken. Under similar network condi-
tions, however, our mechanism will not lose
global network connectivity because a new AP is
monitoring the user, which can help the con-
troller retrieve the necessary information accord-
ing to the pre-shared SCI. Thus, the
SDN-enabled security handover possesses high
levels of tolerance to network failures. In the fol-
lowing, a description of the authentication hand -
over mechanism in terms of assumptions and
designs is presented in detail.

ASSUMPTIONS AND DESIGN GOALS
We assume that the SDN controller is a program
running in a mobile operator’s data center with
an AHM for user authorization. The AHM is in
charge of both authentication and handover,
which maintains user information specifying
what the user can access. The AHM also pos-

Figure 3. SDN-enabled 5G wireless HetNet structure with control plane
design.
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sesses a master public-private key pair (K, K–1),
with a public key K that is known to users and
APs. Both APs and UEs need to be verified
before gaining access to network services to
reduce security risks.

Our design goal for the authentication hand -
over mechanism is to accelerate authentication
in 5G HetNets by enabling SCI transfer using
SDN. In further reducing the overall authentica-
tion delay, the AHM in the controller could
periodically authenticate the APs in off-peak
times using its master key to avoid leakage of
privacy caused by compromised APs. If certified,
a key pair (KN, KN

–1) with a signature [KN, T]K–1
is distributed to the AP, where T is the timeout
of the signature; if the AP is detected as com-
promised, it will be blacked out from further
operation. This way, some of the authentication
procedures are moved to off-peak times and
relieves the SDN controller burden.

SDN-ENABLED AUTHENTICATION
HANDOVER MECHANISM DESIGN

With the assumptions and design goals
described above, we can design the SDN-
enabled authentication handover mechanism.
User-specific SCI, such as ID, physical layer
attributes, location, speed, and direction, can be
collected and shared easily with SDN flow-based
forwarding [3]. According to the UE location
information from SCI, the SDN controller uses
an ascending index to indicate the sequential
order of next cells in the moving direction.
Once authenticated by one cell AP, an appro-
priate combination of user attributes is then
shared as SCI by the SDN controller along this
user’s future path. This way, the UE is able to
enjoy seamless service without complex opera-
tion during authentication hand over, thus saving
time for data communications.

For example, we assume that user U is in cell
A, and the future cells are B and C, as shown in
Fig. 4. The authentication procedure between
user U and cell A follows the commonly used
authentication protocol [10], and the proposed
SDN-enabled authentication handover proce-
dure is described in Algorithm 1.

The SCI attributes in the proposed SDN-
enabled authentication handover could include
identity, physical layer attributes, location, mov-
ing speed, and direction. The number of
attributes to be used is based on the security
level of the information requested. For example,
if the user is requesting banking or email ser-
vices, a higher security level can be achieved by
transferring more SCI attributes; if it is just
Internet browsing or video gaming, the security
level can be lower, and few SCI attributes are
needed.

The aforementioned authentication handover
method requires no changes to the existing UE
and AP hardware, and significantly simplifies the
authentication procedure and reduces handover
latency through a non-cryptographic technique.
By predicting the user moving path and shifting
the authentication of APs to off-peak times, the
SDN-enabled 5G networks can always be well
prepared for other service requests. Moreover,
operators can choose to switch off/on lightly
loaded cells if the users approaching these cells
are not going to exceed a certain threshold
according to the SCI information to save more
energy.

SDN-ENABLED
5G PRIVACY PROTECTION

Data privacy means the right of network users
to seclude themselves from prying and eaves-
dropping. Due to the reduced cell size in 5G
HetNets, users might move through multiple
small cells before completing one communica-
tion session. Thus, the privacy protection is
more challenging in 5G due to the possible
involvement of untrusted or compromised APs
during handover. Existing privacy protection
schemes use complex key agreements and inter-
actions or additional watermarking to protect
data privacy. Such cryptographic methods bring
computation burden and complexity to both
the AP and client sides [9], which is undesir-
able for 5G low-power small cell infrastruc-
tures. On the other hand, privacy protection
requires that no l ink can be established

Figure 4. SDN enabled secure context information transfer between 5G UE, APs and AHM in SDN
controller.
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between information and the owner, while
authentication requires an identity provided
for the purpose of authentication. Previously,
these contradictory requirements were met
through a trusted third party. However, multi-
ple enquiries to the remote third party cause a
network bottleneck, which is not suitable for
5G low-latency communications.

We introduce an SDN-enabled privacy pro-
tection scheme, which employs partial transmis-
sion over different SDN-controlled network
paths to guarantee privacy and offload traffic in
5G cellular networks at the same time. With
the proposed privacy protection scheme, SDN
controller is able to choose multiple network
paths to transmit different parts of the data
stream (i.e., partial transmission) according to
the HetNet coverage. The number of network
paths is decided by the sensitivity level of the
data stream. As long as the UE has been
authenticated and is covered by the HetNets
(e.g., Wi-Fi, femtocell, or cellular), the induced
data stream can be routed through these net-
work backhauls under the control of an SDN
controller. Only the receiver can decrypt the
data using its private key and then re-organize
the data stream coming from multiple network
paths, which avoids privacy leakage via compro-
mised APs. Moreover, the proposed scheme is
able to realize traffic offloading through the
other network paths, which is desirable given
the fact that a 5G cellular network will be flood-
ed by a huge volume of mobile traffic [1]. Sim-
ply by choosing nearby Wi-Fi or femtocells as

different paths for data offloading, the traffic
load of a 5G cellular network is relieved
through either the unlicensed band of Wi-Fi or
reusing the femtocell’s band. The proposed
SDN-enabled privacy protection mechanism is
described in Algorithm 2.

In Algorithm 2, n is the number of network
paths that an SDN controller chooses for data
transmission, and dn is the different part of data
that will be transmitted in the nth network con-
currently. tr is the data transfer time within the
involved networks. Ts is the delay threshold of
5G applications, which means to achieve concur-
rent privacy protection, this kind of service
needs to be finished before Ts to guarantee user
experience. For example, email transfer can tol-
erate long latency, while real-time video and
two-way gaming have a very low delay threshold.
bn is the bandwidth allocated by the SDN con-
troller according to the traffic situation of differ-
ent networks, and Vsn is the volume of data that
can be transferred in the multiple paths (i.e.,
offloading networks) within the application delay
threshold.

More importantly, the number of paths n
here is decided by a trade-off between privacy
level, offloading revenue, and system complexity,
which is reconfigurable and can easily be set up
through an SDN controller application by 5G
operators. User privacy protection thus becomes
programmable and under the control of SDN,
which is especially desirable for future highly
diverse communication requirements and appli-
cation needs.

Algorithm 1. User-SCI-based authentication handover.

Algorithm 2. Partial data offloading over different SDN-controlled network paths.

State(A, U): Authenticated.
State(B, U): Not Authenticated.
State(C, U): Not Authenticated.
AHM  B: (index = 1, ID, SCI)
AHM  C: (index = 2, ID, SCI)
Ascending index number shows the direction of user movement. ID is the identity of U and SCI is the secure context information of U.
B  A: Handoff REQ(ID, SCI).
When B discovers U in its coverage, B sends handoff request to A until receives reply from A.
A  B: Handoff ACK(ID, SCI¢).
A replies with handoff acknowledgement. SCI¢ is the secure context information which is more recent than previous shared SCI.
B  U: Update REQ().
After matching SCI¢ from A with U, B authenticates U and starts to associate with U.
U  B: Update ACK(SCI¢¢).
Here U is connected with B. SCI¢¢ is the latest secure context information.
State(B,U): Authenticated.
B  AHM: Update(SCI¢¢).
B updates the UE secure context information to AHM. AHM then shares secure information to next cell APs according to the location
and direction information in new SCI¢¢.
C  B: C keeps on monitoring U and follows similar procedure.

1: procedure PDO(n)
2:       Ts: delay threshold
3:       Vsn = bn min(tr; Ts): size in bytes to be transferred in nearby Wi-Fi, Femtocell or cellular within Ts

4:       for d1 < Vs1, d2 < Vs2, … dn < Vsn and d = d1 + d2 + … + dn do
5:           Encrypt d1, d2, … dn separately, send them on n networks concurrently and update d
6:       end for
7:       Receiver decrypt d1 ~ dn using private key and re-organize data
8: end procedure
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PERFORMANCE ANALYSIS

MATLAB simulations of a 5G network with
commonly used hexagonal cells are adopted to
evaluate the performance of the aforementioned
mechanisms in terms of the secure level and
latency. A total of 19 small cells in Fig. 5 with an
inter-site distance (i.e., distance between two
APs) of 300 m is considered in the simulation.
Users are randomly distributed around APs,
while each UE takes a random walk and changes
direction every 5 s. The wrap-around technique
(i.e., users moving out of the predefined service
area are assumed to enter the area from the
other side of the network) is used to avoid
boundary effects. The specific simulation param-
eters are listed in Table 1.

In simulating the proposed SDN-enabled
authentication handover, we consider the sepa-
ration distance between UE and APs, and the
moving direction of the UE as the transferred
SCI to verify the reliability of the proposed SCI-
based authentication handover scheme. From
the simulation results, we find that during the
monitored user handover process, the probabili-
ty that any two users have the same distance
(with accuracy to the first decimal) to the closest
AP is 44 percent. When it comes to the same

AP, the probability of two users having the same
distance to this AP decreases to 11 percent.
Combined with moving direction, signal strength,
channel state information, and other user-specif-
ic attributes, the probability of UEs with the
same SCI could be reduced to virtually 0. There-
fore, we believe that the SDN-enabled authenti-
cation handover mechanism using SCI transfer is
robust to guarantee security with enough SCI
attributes. Moreover, it is flexible in setting a
security level by different combinations of user-
specific attributes.

Authentication handover delays from SDN-
enabled handover and the traditional methods
are simulated and compared in evaluating the
latency performance of the proposed schemes.
Without loss of generality, we assume that the
data of each user following Poisson arrivals and
new users initiate the authentication process
when the UE is on the move. In simulating the
proposed authentication handover, user-specific
SCI is collected and transferred to relevant cells
on the projected moving path of the UE under
the coordination of the SDN controller. On the
other hand, traditional authentication handover
protocol requires separate authentication in each
network involved in the handover. Here we use
two publicly available OpenFlow controllers as
representatives to show the performance [14],
NOX-MT and Beacon. NOX-MT is a multi-
threaded successor of NOX, while Beacon is a
Java controller built by David Erickson at Stan-
ford [3].

Figure 6 shows the comparison of authentica-
tion delay vs. 5G network utilization rates. Here
network utilization is defined as the ratio of total
data arrival rate and controller processing rate.
Network utilization rate is used as it reflects the
different load situations of the network. We can
see from Fig. 6 that when the network load is
fairly low, authentication delay is not a problem
for all different methods. With more arrivals and
increased network load, SDN-enabled authentica-
tion handover still keeps the latency under 1 ms
most of the time, which meets the 5G latency
requirement. NOX-MT- and Beacon-enabled
solutions perform 30 and 14.29 percent better
than traditional handover authentication protocol
in latency reduction with the commonly used
deployment of an eight-core machine, 2 GHz
CPUs, and 32 switches in [14]. It is obvious that
the SDN-enabled authentication handover and
privacy protection scheme meet the critical laten-
cy requirement in 5G, while maintaining the SDN
flexibility, programmability, and data offloading
capability in further improving the energy effi-
ciency and network management of 5G networks.

CONCLUSION
With the upcoming multi-tier architecture and
small cell deployment, challenges emerge in
security provisioning and privacy protection in
5G heterogeneous networks. 5G network securi-
ty handover needs to be fast, with low complexi-
ty due to the reduced cell size and stringent
latency constraint. In this article, we review the
existing studies and identify current challenges
on authentication handover and privacy protec-
tion in 5G. In addressing these challenges, we

Figure 5. Simulation layout of 5G small cells with proportional axis 
(1 = 300 m).
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Table 1. Simulation parameters of 5G networks.

Cell layout
Hexagonal grid, 19 cell
sites, with wrap-
around technique

Cell radius 150m

User mobility speed 3 km/h

User mobility direction Random

Total number of users 570
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propose SDN-enabled authentication handover
and privacy protection through sharing of user-
specific security context information among
related access points. The proposed SDN-
enabled solution not only provides a reconfig-
urable network management platform, but also
simplifies authentication handover in achieving
reduced latency. The performance of the pro-
posed schemes have been demonstrated through
numerical simulations and examples. We expect
that more progress could be made by using
emerging SDN-enabled 5G architecture and
non-cryptographic techniques to address the 5G
challenges of reduced cell size and coexistence
of heterogeneous networks. Many interesting
related topics, including network complexity,
security performance under different attacks,
and effective use of security context information,
could be explored for SDN-enabled 5G security
mechanisms.
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Figure 6. Comparison of authentication delays vs. network utilization rates.
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INTRODUCTION

The emergence of the software defined net-
working (SDN) paradigm has created great
potential and hope to overcome the need for
flexible, secure, reliable, and well managed next-
generation networks. The revolutionary concept
of SDN has brought radical change to the tradi-
tional vertical integration of the network by
decoupling the forwarding hardware (data
plane) from the control logic of the network
(control plane) [1]. Subsequently, just the
switches and routers are held responsible for

forwarding the traffic; however, the control
functionality is simply shifted to a centralized
logical controller. Moving the control logic to an
external entity known as an SDN controller pro-
vides an abstract view of the underlying network
resources to achieve smooth facilitation of the
programming of forwarding hardware. More-
over, the abstraction of flow broadly unifies the
behavior of different SDN agents. Obviously,
these remarkable features of SDN provide a
more flexible, programmable, vendor-agnostic,
cost-effective, and innovative network architec-
ture. In spite of all these exciting features of
SDN, industry observers are apprehensive about
the security of SDNs. The security of SDNs is
still considered the topmost priority, and a key
concern and an equally arresting challenge have
recently begun to receive the attention they
deserve. Industry experts strongly believe that
security issues surrounded by SDNs must be
thoroughly addressed.

Besides, the architecture of SDNs poses new
external and internal threats and vulnerabilities
[1]. Predominantly, the integrity and security of
SDNss remain unproven when it comes to the
placement of management functionality in a
single centralized virtual server. Subsequently,
compromising the whole network through a sin-
gle point of failure is much easier. Moreover, it
becomes the primary potential attack target.
The programmability aspect of SDNs also
makes them more vulnerable to a number of
malicious code exploits and attacks. Further-
more, the abstraction of different available
flows and underlying hardware resources at the
SDN controller significantly supports harvesting
intelligence from the existing resources. After-
ward, it can be effortlessly used for further
attacks, exploitations, and particularly repro-
gramming the entire network. Likewise, the
southbound interface of an SDN can also easily
be targeted with diverse denial of service and
side channel attacks. Equally important, config-
uration errors of SDNs can have more serious
consequences than in traditional networks.
Besides, SDN agents can also potentially be tar-
geted for injecting false flows. Keeping in view
the SDN features and architecture, cyber-
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attacks launched through SDNs can have even
more devastating and larger effects than using
simple networks.

Since security is not considered initially as
part of SDN design, each layer of an SDN has
its own security implications and requirements.
Moreover, establishing trust throughout an SDN
is even more critical. Likewise, the network
essentially needs a dynamic forensic remediation
and robust policy frameworks ensuring the right
direction of the controller. Although security
should be built in as part of SDN architecture, it
must also be delivered as a service to ensure the
privacy and integrity of all the connected
resources. Some researchers claim that we are
still far away from secure and dependable SDN
architecture. On the contrary, it is also comple-
mentary to say that SDN can be better used to
enhance and implement security; meanwhile,
security of the SDN itself becomes a priority.
SDN certainly necessitates a simple, cost-effec-
tive, scalable, and efficient secure environment.

The contributions of this survey are manifold:
• A critical discussion on the state-of-the-art

SDN security solutions is given. These solu-
tions depict the current state of SDNs in
terms of security.

• The distinguishing aspect of our work is the
classification of surveyed security solutions
by devising a thematic taxonomy based on
SDN layers/ interfaces, security measures,
simulation or testbed environment, and
security objectives.

• The possible attacks and threat vectors tar-
geting various layers/ interfaces of the SDNs
are identified and highlighted.

• The potential security implications and
requirements with their key enablers for
secure and dependable SDNs are also iden-
tified and presented.

• Finally, we present open security issues
raised in SDNs for security researchers and
practitioners around the globe.
The remainder of this article is organized as

follows. We introduce a simplified overview of
SDN architecture to provide the fundamental
background to the reader. We then present the
state-of-the-art security solutions. Next, thematic
taxonomy of SDN security solutions is devised.
We discuss the security threats and possible
attacks on SDNs. We also discuss the require-
ments and key enablers for SDN security. We
highlight open issues in securing SDNs, and the
article is concluded.

A SIMPLIFIED VIEW OF
SDN ARCHITECTURE

This section provides a brief fundamental discus-
sion of SDN architecture so that readers can
better comprehend the security concerns with
respect to SDN architecture. SDN is an emerg-
ing networking paradigm that separates the con-
trol plane from the data plane and provides
programming ability on the control plane [1] .
The most simplified view of the SDN architec-
ture mainly comprises three planes with their
corresponding connected interfaces, as shown in
Fig. 1. 

The application plane is also known as the
application layer, which provides a set of services
and applications such as an intrusion detection
system (IDS), intrusion prevention system (IPS),
deep packet inspection (DPI), load balancers,
security monitoring, and access controls. The
second most important component of the net-
work is the control plane, which is also known as
the control layer of SDN. The control layer is
the central layer and comprises the controller.
The controller is a software platform and is con-
sidered the brain of an SDN. This is the central
decision point and is responsible for establishing
and terminating flows and paths in SDNs. The
management functionality of SDN is simply
placed in the central logical controller, which
also facilitates the network’s programmability.
This layer also provides an abstraction of the
underlying resources. 

Moreover, the data plane comprises the
underlying network infrastructures and is known
as the infrastructure layer of SDN. This layer
comprises the forwarding hardware such as
switches and routers. Since the control function-
ality is placed in the controller, the underlying
hardware is only held responsible for forwarding.
The infrastructure layer implements the manage-
ment functionality of the controller through
SDN-enabled switches to forward the data, col-
lect the network information, and send it to the
control layer. The southbound interface is an
application programming interface (API) that
provides a link between the control layer and the
infrastructure layer. However, the northbound
interface enables communication between the
control layer and application layer. 

STATE-OF-THE-ART
SDN SECURITY SOLUTIONS

In this section, we present state-of-the-art securi-
ty solutions for securing SDNs. Although SDNs
are not mature enough and security is not con-
sidered as part of the initial design, the literature
clearly shows that two opinions exist in the
research community. One trend in research is

Figure 1. A simplified view of SDN architecture.
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more curious about securing SDNs. On the con-
trary, the other school of thought believes the
use of SDNs improve and enhance security.
Table 1 presents a comparative summary of the
state-of-the-art SDN security solutions. 

Some of the state-of-the-art solutions for
securing SDNs are discussed below.

SECURE DESIGN OF SDN
The efforts put forward for a secure design of
SDN are extremely limited. Shin et al. propose
FRESCO, a security-specific application devel-
opment framework for OpenFlow networks [2].
FRESCO facilitates exporting the application
programming interface (API) scripts, which
enables security experts to develop threat detec-
tion logic and security monitoring as program-
ming libraries. However, the framework uses
FortNox, a security enforcement kernel [3]. It is
an enforcement engine responsible for avoiding
rule conflicts arising from different security
authorizations. The research work in this catego-
ry is entirely based on the above two proposals
(FRESCO, FortNox) for secure design of SDNs.
The first proposal is a major contribution toward
secure programming, and has a direct impact on
the application layer, control layer, and the
interfaces between the two layers except the data
layer. The second proposal is more toward rule
conflicts and authorization having more of an
effect on the control layer, and south and north-
bound interfaces. It does not, however, improve
the security of the application and infrastructure
layers.

IMPLEMENTATION OF SATISFACTORY AUDIT

R. Skowyra et al. developed a model that satis-
fies all requirements of a system design [4]. They
discuss an infrastructure tool to specify and ana-
lyze a real environment without relying on previ-
ous knowledge of formal languages or logic. The
authors further give an example of using an
OpenFlow-based network of learning switches to
enable communication between mobile nodes.
This proposal considers the verification of net-
work correctness and specification modeling
while considering the scalability issues of Open-
Flow networks. Another contribution is present-
ed in [5], which allows the software developers
of the SDN to trace the root cause of bugs by
reconstructing the series of events causing that
particular bug. The packet back-trace assists
SDN programmers in resolving logical errors,
helps switch implementers to resolve the proto-
col compatibility errors, and facilitates network
operators in submitting complete bug reports to
vendors. 

ENFORCEMENT OF SECURITY POLICY
Enforcement of security policy is a serious issue
in the dynamic environment of SDNs, and the
research community has given considerable
attention to this area. Son et al. [6] propose
FLOVER, a model checking system that verifies
the flow policies against the network’s security
policies. D. Kreutzer et al. [1] discuss other
major contributions in this particular area. The
VeriFlow scheme is used for verification of real-

Table 1. Comparison of state-of-the-art SDN security solutions.

Security
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Security
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SDN layer/interface

Application
layer

Northbound
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Control
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Secure design
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time invariants. The paper also presents flow-
based policy enforcement using language-based
security. Moreover, the authors also discuss the
verification of the isolation of program traffic.
They also present use of binary decision dia-
grams for handling the misconfiguration of intra-
switch for a single flow. 

Another major security contribution is of Per-
mOF [7], a fine-grained permission system that
comprises a set of OF-specific permissions and a
runtime isolation mechanism for applying the
permissions. The set of OF-specific permissions
are designed considering four different aspects:
• Threat model
• Controller implementation API set
• Application functional requirements
• Control messages in OpenFlow
The proposed isolation mechanism isolates the
controller and applications in a thread container.
The applications cannot call controller proce-
dures or directly refer to the memory of the ker-
nel. The application and operating system are
also isolated by introducing a shim layer called
an access control layer between them. The shim
layer is controlled by the kernel of the con-
troller. 

SECURITY ENHANCEMENT
Sajad et al. propose FleXam [8], a sampling
extension for OpenFlow that provides access to
the controller of OpenFlow to get packet-level
information. FleXam enables the controller to
sample the packets stochastically or deterministi-
cally considering the application requirements.
Consequently, such applications can directly run
on a small network’s controller. Moreover, FleX-
am eliminates flow setup time and reduces the
control plane load. Other prominent solutions
for security enhancement are CloudWatcher [9]

and L-IDS [1]. CloudWatcher is a framework for
monitoring clouds, whereas L-IDS, a learning
intrusion detection system, is a security service
embedded to protect mobile devices in a particu-
lar location. 

SECURITY ANALYSIS
J. Wang et al. [10] propose a systematic approach
to detect and resolve conflicts in an SDN fire-
wall by checking firewall authorization space and
flow space. The approach searches the flow
paths in the whole network and checks the paths
against all firewall deny rules to determine the
conflicts with the firewall deny rules. The con-
flict resolution strategies vary with the opera-
tions involved in the flow entries and flow rules.
The effectiveness and efficiency of the proposed
approach is investigated using header space
analysis.

S. Shin et al. [11] proposed two significant
changes in SDN. One extension is to the data
plane, called connection migration, which signifi-
cantly minimizes data-to-control-plane interac-
tions, which increase during denial-of-service
(DoS) attacks on the southbound interface.
Another extension, called an actuating trigger, is
to expedite the responsiveness to the changing
flow dynamics within the SDN data plane. Actu-
ating triggers are introduced over the statistics
collection services of the data plane. Another
credible solutions is OpenWatch [12], an adap-
tive method for flow counting to detect anoma-
lies in SDN.

TAXONOMY OF SDN SECURITY
The taxonomy is based on the literature of SDN
security as shown in Fig. 2. The existing solu-
tions can be categorized based on the following

Figure 2. Taxonomy of SDN security solutions.
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parameters: solution categories, SDN layers/
interfaces, security measures, simulation envi-
ronment, and security objectives. Secure design
is the primary issue of SDN, although it is not
considered as part of the initial design. There
are very few proposals on secure design of the
SDN. The contributions in this area are still lim-
ited, and it deserves more comprehensive
research attention. Researchers have also con-
tributed toward auditing of SDN environment
for security and accountability purposes. More-
over, major contributions of the researcher are
based on security enforcement policy, and this
particular area really incurs attention in the
dynamic SDN environment. Besides, much of
the work is done on security enhancement using
SDN, and very few contributions are on security
analysis. The security solutions also address
issues of different layers/interfaces of SDN. Dif-
ferent layers/interfaces are targeted for defense
against various possible attacks and exploita-
tions. However, these security research contribu-
tions defending each layer/interface are mainly
based on the broad mechanisms of security. The
security mechanisms are given as access control,
authentication, authorization, encryption, intru-
sion detection, intrusion prevention, and recov-
ery. The taxonomy also presents classification
based on the simulation/emulation environment.
The majority of the networks are designed fol-
lowing the OpenFlow (OF) standards to conduct
their corresponding experiments. The major
security objectives are auditing and accountabili-
ty. The other security objectives include rapid
design and development of secure applications,

monitoring for security purposes, and malware
protection to avoid stealthy scanning and propa-
gation. Besides, securing the architecture of OF
networks and defense against different DoS
attacks are considered objectives. 

SECURITY THREATS AND
POSSIBLE ATTACKS IN SDN

In this section, we present some of the possible
threats and attacks in SDN that are presented in
Tables 2 and 3, respectively. Operating system
alteration represents the destruction or alteration
of components or the complete operating system
of SDN elements such as a controller or for-
warder nodes. The operating system can be made
secure by ensuring system integrity, which can be
achieved by implementing trusted computing. The
threat can target all layers of SDN and can affect
the management of running services and applica-
tions in SDNs. Software framework alteration
identifies the destruction or alteration of middle-
ware and components of the software framework.
Similar to the operating system alteration threat,
the software framework alteration can also be
made secure by protecting system integrity
through trusted computing. Software framework
alteration also affects all layers of SDN. 

The software failure threat represents a gen-
eral software failure in any of the software com-
ponents comprising the software framework,
applications, and operating system. The threat
can be mitigated by employing high assurance
techniques and ensuring the robustness of a sys-

Table 2. Security threats in SDNs.

Security threats Protection
techniques Security requirements Affected

functionalities Targeted layers/interfaces

Operating system
alteration Trusted computing System integrity

protection
Application
management All layers

Software framework
alteration Trusted computing System integrity

protection
Application
management All layers

Software failure High assurance Robustness, system
integrity protection All functionalities All layers

Hardware failure High assurance Robustness, system
integrity protection All functionalities Control layer, data layer

Configuration data
alteration

Data integrity
functionality in SDN
middleware

Data integrity
protection

Resource management,
application
management

Control layer, control-data
interface, and data layer

Configuration data
extraction

Data integrity
functionality in SDN

Confidentiality
protection Data management Control layer, control-data

interface, and data layer

Unauthorized access
to SDN services

Deploying secure
administration module

Identities verification,
ensuring system integrity All functionalities All layers and interfaces

User data alteration Data integrity
functionality in SDN Ensuring data integrity Data management Data layer

Masquerading as
authorized SDN
controller

Use of digital
signatures for SDN
software modules

Ensuring system integrity,
Identities verification,
accountability

Application 
management

Control layer, control-data
interface, and data layer
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tem. The entire set of functionalities is affected
by the software failure threat, and the threat can
target all layers of SDN architecture. The hard-
ware failure threat represents the generic failure
of hardware in any of the components. Similar
to the software failure threat, the hardware fail-
ure threat can be reduced by employing high
assurance techniques and ensuring the robust-
ness of a system. The entire set of functionalities
is affected by the hardware failure threat, which
can target control and data layers. 

The configuration data alteration threat repre-
sents the destruction or alteration of configuration
data that is required by SDN to perform different
functions. Configuration data can be removed or
modified from the SDN platform. The threat can
be mitigated by ensuring data integrity in SDN
middleware. The threat can target the control
layer, control-data interface, and data layer, and
can affect resource and application management.
The configuration data extraction threat is an
eavesdropping threat, where an attacker gathers
configuration data that can be used in subsequent
attacks. Configuration data extraction requires
confidentiality protection and ensuring data
integrity functionality in SDN. The threat targets
the control layer, control-data interface, and data
layer. Unauthorized access to SDN services identi-
fies a security breach, where an authorized SDN
entity can access services of SDN for which the
entity does not have the proper access level. The
threat can be mitigated by deploying a secure
administration module and ensuring system
integrity. The security requirement for mitigating
the threat is identification verification. The threat
can affect all functionalities and can target all lay-
ers and interfaces of SDN. 

User data alteration is a threat that represents
the destruction or alteration of user data such as
customized profiles of user traffic. The user data
alteration threat can be mitigated by ensuring
data integrity. The threat can affect the data man-
agement and target the data layer. Masquerading
as an authorized SDN controller identifies the
activation of malicious software on an SDN plat-
form such as the controller platform. The threat

can be mitigated by use of digital signatures of
SDN software modules. The threat mitigation
requires the assurance of system integrity, identi-
ties verification, and accountability. Application
management is affected by the threat activation,
which can target the control layer, control-data
interface, and data layer of SDN.

Apart from security threats, there are a num-
ber of possible attacks in SDN. The checks in
Table 3 show these security attacks affecting the
corresponding layers/interfaces in the following
example scenarios. Even so, these security issues
may potentially affect each layer/interface of the
SDN. Availability-related attacks refer to various
DoS attacks. For example, the communication
flooding attack is possible between the switch and
the controller, and will affect all the correspond-
ing three layers. However, this flooding attack can
also be generated through switch flow tables,
which will ultimately affect the data layer only.
Moreover, due to the dynamic SDN environ-
ment, security policy enforcement related attacks
will affect the upper three layers, if the underlying
two layers are not protected by Transport Layer
Security (TLS) security or other authentication
techniques. However; the existing higher ver-
sion of OpenFlow protocol uses TLS between
the data and control layer. Furthermore, autho-
rization related attacks can lead to illegal access
to the controller, which will certainly affect the
lower three layers. Unauthentic applications can
cause damage to the corresponding three higher
layers. Data alteration can be done through the
modification of flow rules and will cause damage
to the data layer only. However, a malicious
application can target all the corresponding lay-
ers, and this will remain a challenge for SDNs.
Malicious applications can be used to insert fake
rules affecting the upper three layers/interfaces
and can also be used to hijack the controller,
which will affect the layers down the stream.
There is also a possibility of side channel attacks.
For instance, an input buffer can be used for the
discovery of flow rules, and analyzing the time of
packet processing may lead to discover the for-
warding policy. 

Table 3. Possible security attacks in SDNs.

SDN layers/interfaces Application
layer

Northbound
interface

Control
layer

Southbound
interface

Data
layer

Policy enforcement related attacks   

Availability related attacks   

Authorization related attacks   

Authentication related attacks   

Data alteration related attacks   

Nasty
applications

Fake rule insertion   

Hijacking the
controller   

Side-channel attacks 
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REQUIREMENTS AND
KEY ENABLERS FOR SDN SECURITY

To build a secure SDN environment, it is essen-
tial to ensure the security of each and every
component of SDN. Following are some of the
essential security requirements for securing the
SDN key components. Figure 3 depicts the
attacker searching for the potential components
of SDNs to be compromised.

SECURING THE SDN CONTROLLER
Securing the SDN controller is the top priority.
The SDN controller is responsible for the overall
management of the network. Moreover, the con-
troller is a central decision point. The compro-
mise of a centralized SDN controller can simply
lead to the disaster of the entire network.
Besides, being a single point of failure, it serves
as a potential target for attackers. The availabili-
ty of the SDN controller is of serious concern
for the whole network. The SDN controller, as a
software platform, essentially supports a hacker
in reconfiguring the complete network. By spoof-
ing the address of an SDN controller, an attack-
er can simply take over the entire network by
means of a fake controller. This key component
deeply needs defense in depth, which may
include the protection of the system containing
the SDN controller from physical and external
threats. While ensuring the availability of the
controller, it must be protected from different
DoS and distributed DoS (DDoS) attacks. The
operating system must be secure, having no
patches and back-door accounts and open doors
at the same time, such as vulnerable open ports,
services, and protocols. 

PROTECTING THE FLOW PARADIGM OF THE SDN
SDN is grounded on flow-based forwarding and
can certainly ensure end-to-end communication
security. The flow paradigm acts as the soul of
an SDN, and it must be protected. A successful
injection of bogus flow may lead to a total net-
work disaster. The flow abstraction shown by the

controller may easily lead to harvesting the intel-
ligence of the connected resources, which can be
used in further attacks and exploitations. An up-
to-date access control mechanism should be
deployed in the network. Moreover, flows should
be encrypted to avoid injecting malicious flows.
Proper authentication and authorizations should
be implemented to avoid side channel attacks. 

FORTIFYING SDN AGENTS
An SDN agent’s security is essential as it consti-
tutes the environment. To compromise a strong
entity such as an SDN controller, an attacker, as
part of an attack strategy, may start to reach the
target by compromising any vulnerable agent of
SDN. Moreover, the consequences of the attack
must be serious, particularly when the attacker is
a “man at the end” [13]. For instance, Link
Layer Discovery Protocol packets with forged
source addresses can lead the SDN controller to
install flow rules grounded on bogus informa-
tion. Moreover, many existing switches, as part
of the SDN infrastructure layer, are by default in
listener mode, which may easily lead to launch-
ing malicious connections. Besides, injecting a
false flow at any SDN agent can lead to its dis-
tribution to numerous agents that ultimately
cause serious disturbance. The security of SDN
agents requires deploying the latest identity
management, threat isolation, and mitigation
techniques. Moreover, an SDN agent also
requires physical security. Also, IPS, IDS, and
firewalls should be actively deployed.

HARDENING APPLICATION PROGRAMMING
INTERFACES AND

COMMUNICATION CHANNELS

Application programming interfaces (APIs) can
also be a potential target for attackers. Most
importantly, southbound APIs can easily be tar-
geted for different DoS attacks to make the
whole network unavailable. Building malicious
APIs by skilled programmers is more critical,
and the trend is already in the security research
community. The communication channel
between each layer must be well protected; for
example, in the OpenFlow protocol, it is protect-
ed by TLS. However, OpenFlow must not be the
only protocol considered for SDN; there can be
other options. The security measures include
secure coding, deployment of integrity checks,
and, most important, digital signing of the code.
Moreover, the communication channels can be
hardened using TLS security.

OPEN ISSUES FOR SECURING SDNS
Security plays a vital role in tremendously
deploying SDNs across different networks. The
use of SDNs in network virtualization has
brought many security issues, and as soon as it
proliferates, it becomes increasingly important
and more vibrant [14, 15]. This is in spite of the
fact that the level of security of virtual networks
compared to traditional networks is not shown
by the research community; also, there are not
adequate measures to secure them. This section
discusses the unaddressed open issues surround-
ing SDNs when deployed for network virtualiza-

Figure 3. An attacker searching for potential targets.
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tion. However, to prove this relevant open issue,
we consider discussing these issues by illustrating
a real experience of OpenFlow already used for
network virtualization.

SDN CONTROLLER-SPECIFIC
SECURITY ISSUES IN VIRTUAL ENVIRONMENTS

A controller will always remain a potential target
for the attacker and most probably the first line
of attack. Following are some of the unaddressed
scenarios in targeting a logical controller in a
virtual environment as the most significant part
of an SDN, as demonstrated in Fig. 4. Consider
the particular scenario of using OpenVirtex, a
special controller used for creating virtual net-
works. In the case of using OpenVirtex, some
controllers in Fig. 4, such as floodlight and oth-
ers, are placed on the end user side. The virtual-
ization layer of OpenVirtex demonsterates the
concept of programmable virtual networks.
Moreover, the physical layers simply show the
physical hardware that can be specified with the
user’s topology and addressed using OpenVirtex.
Although it has many advantages, at the same it
is exploitable. The diagram is used to clearly
depict the following issues related to SDN while
creating a virtual network. 

Denial of Service Attack — Take an example
of a POX controller, a special controller placed
on the end user side for creating a particular vir-
tual network using OpenVirteX. A POX con-
troller possesses critical knowledge of the
network and is prone to many attacks, more
specifically DoS attacks. An adversary can simply
generate a huge number of flows, rendering net-
work breakdown or improper functioning.

Spoofing Attack — We keep in view the same
scenario. Since the floodlight is already aware of
the IP address of the OpenVirteX, the floodlight
controller can simply forge the IP address of the
main virtual controller (OpenVirteX) to launch
a simple and easy spoofing attack.

Malicious Injection — Malicious injections can
be made by simply following the existing Field
Rewrite problem, which allows the end user to
change their VLAN ID tag subject in particular
circumstances. This situation simply creates an
opportunity for a nasty controller to inject pack-
ets into another slice. Moreover, using OpenVir-
tex instead of FlowVisor does a good job of
addressing space isolation, but at the same time,
it does not implement action isolation. Subse-
quently, a controller can set any type of action in
the flow entry without any control of the con-
troller in this particular case.

CONCLUSIONS
The emergence of SDN is imposing new require-
ments for network security due to newly
deployed infrastructural entities and architec-
tural components. In order to meet the newly
imposed network security requirements, several
solutions for securing SDNs have been pro-
posed. A discussion of state-of-the-art security
solutions is presented to help the reader under-

stand the recent efforts in securing the SDNs.
We provide a tutorial on research efforts made
in this direction. In this article, we also classify
the state-of-the-art security solutions by devising
a thematic taxonomy considering SDN layers/
interfaces, security mechanisms, simulation envi-
ronments, and security objectives. The article
discusses the possible attacks and threats target-
ing different layers/interfaces of SDNs. More-
over, the requirements for securing the SDNs
are also identified and presented. Finally, we dis-
cuss the open research issues to give researchers
directions for future research.

ACKNOWLEDGMENTS
This work is fully funded by Bright Spark Unit, the
University of Malaya, Malaysia, and partially fund-
ed by the Malaysian Ministry of Higher Education
under the University of Malaya High Impact
Research Grant UM.C/625/1/HIR/MOE/FCSIT/03. 

REFERENCES
[1] D. Kreutz et al., “Software-Defined Networking: A Compre-

hensive Survey,” Proc. IEEE, vol. 103, vol. 1, pp. 14–76.
[2] S. Shin et al., “Fresco: Modular Composable Security

Services for Software-Defined Networks,” Internet Soci-
ety NDSS, 2013.

[3] P. Porras et al., “A Security Enforcement Kernel for
OpenFlow Networks,” Proc. 1st Wksp. Hot Topics in
Software Defined Networks, ACM, 2012, pp. 121–26.

[4] R.W. Skowyra et al., “Verifiably-Safe Software-Defined Net-
works for CPS,” Proc. 2nd ACM Int’l. Conf. High Confi-
dence Networked Systems, ACM, 2013, pp. 101–10.

[5] N. Handigol et al., “Where is the Debugger for My Soft-
ware-Defined Network?,” Proc. 1st Wksp, Hot Topics in
Software Defined Networks, ACM, 2012, pp. 55–60.

[6] S. Son et al., “Model Checking Invariant Security Properties
in OpenFlow,” Proc. IEEE ICC, 2013, 2013, pp. 1974–79.

[7] X. Wen et al., “Towards a Secure Controller Platform
for Openflow Applications,” Proc. 2nd ACM SIGCOMM
Wksp. Hot topics in Software Defined Networking,
2013, pp. 171–72.

[8] S. Shirali-Shahreza and Y. Ganjali, “FleXam: Flexible Sam-
pling Extension for Monitoring and Security Applications in
Openflow,” Proc. 2nd ACM SIGCOMM Wksp.  Hot Topics
in Software Defined Networking, 2013, pp. 167–68.

[9] S. Shin and G. Gu, “CloudWatcher: Network Security
Monitoring Using OpenFlow in Dynamic Cloud Net-
works (or: How to Provide Security Monitoring as a Ser-
vice in Clouds?),” 2012 20th IEEE Int’l. Conf. Proc.
Network Protocols, 2012, pp. 1–6.

[10] J. Wang et al., “Towards a Security-Enhanced Firewall
Application for OpenFlow Networks,” Cyberspace Safe-
ty and Security, Springer, 2013, pp. 92–103.

Figure 4. Attack scenario of creating virtual environment using OpenVirtex.

Host
Switch

Floodlight Network operating
system layer

Virtualization layer

Physical layer

POX BEACON

OpenVirtex

AKHUNZADA_LAYOUT_Author Layout  3/31/15  2:05 PM  Page 43



IEEE Communications Magazine • April 201544

[11] S. Shin et al., “AVANT-GUARD: Scalable and Vigilant
Switch Flow Management in Software-Defined Net-
works,” Proc.2013 ACM SIGSAC Conf. Computer &
Communications Security, 2013, pp. 413–24.

[12] Y. Zhang, “An adaptive Flow Counting Method for
Anomaly Detection in SDN,” Proc. 9th ACM Conf.
Emerging Networking Experiments and Technologies
2013, pp. 25–30.

[13] A. Akhunzada et al., “Man-At-The-End Attacks: Analysis,
Taxonomy, Human Aspects, Motivation and Future Direc-
tions,” J. Network and Computer Applications, 2014.

[14] L. Wei et al., “Security and Privacy for Storage and
Computation in Cloud Computing,” Info. Sciences, vol.
258, 2014, pp. 371–86.

[15] Q. Duan, Y. Yan, and A. V. Vasilakos, “A Survey on
Service-Oriented Network Virtualization Toward Conver-
gence of Networking and cloud Computing,” IEEE
Trans. Network and Service Management, vol. 9, no. 4,
2012, pp. 373–92.

BIOGRAPHIES
ADNAN AKHUNZADA (a.adnan@siswa.um.edu.my) is currently
a Ph.D. fellow and an active senior researcher in the Centre
for Mobile Cloud Computing, University of Malaya,
Malaysia. He had a great experience teaching international
modules of the University of Bradford, United Kingdom. He
is a senior lecturer at CIIT, Islamabad. He has published
several high impact research journal papers. His current
research interests include secure design and modeling of
software defined networks, man-at-the-end
attacks, lightweight cryptography, human attacker attribu-
tion and profiling, and remote data auditing.

EJAZ AHMED (ejazahmed@ieee.org) is a Ph.D. candidate at
the University of Malaya. Before that, he worked as a
research associate at CogNet (Cognitive Radio Research
Lab) SEECS, NUST Pakistan, and CoReNet (Center of
Research in Networks and Telecom), Maju, Islamabad, Pak-
istan. Currently, he is an active researcher at the Centre for
Mobile Cloud Computing Research (C4MCCR), University of
Malaya, Kuala Lumpur, Malaysia. His areas of interest
include software-defined networks, cognitive radio set-
works, and mobile cloud computing.

ABDULLAH GANI (abdullahgani@ieee.org) is an associate
professor at the Department of Computer System and
Technology, University of Malaya. His academic qualifica-
tions were obtained from UK’s universities: Bachelor’s
and Master’s degrees from the University of Hull, and a
Ph.D. from the University of Sheffield. He has published
more than 100 academic papers in conferences and
respected journals. His research interests include self-
organized systems, reinforcement learning, and wireless-
related networks. 

MUHAMMAD KHURRAM KHAN (mkhurram@ksu.edu.sa) is work-
ing at the Center of Excellence in Information Assurance,
King Saud University, Saudi Arabia. He has edited seven
books and proceedings published by Springer-Verlag and
IEEE. He has published more than 200 papers in interna-
tional journals and conferences. He is an inventor of 10
U.S./PCT patents. He is Editor-in-Chief of a well-reputed
journal, Telecommunication Systems (Springer), and a
member of several editorial boards. His research interests
include cybersecurity, biometrics, multimedia security, and
digital authentication. 

MUHAMMAD IMRAN (cimran@ksu.edu.sa) has worked as an
assistant professor in the Deanship of e-Transactions and
Communication at King Saud University since 2011. His
research interests include mobile ad hoc and sensor net-
works, cognitive radio ad hoc networks, WBANs, multihop
wireless networks, and fault-tolerant computing. He has
published more than 45 research papers in reputable inter-
national journals, conferences, and workshops. He current-
ly serves as an Editor for the International Journal of
Information Technology and Electrical Engineering. 

SGHAIER GUIZANI (sguizani@alfaisal.edu) is an assistant pro-
fessor at the Electrical Engineering Department, Alfaisal
University, Riyadh, Saudi Arabia. He received his B.S. from
the State University of New York at Binghamton in 1990,
his M.S. from North Carolina State University in 1992, and
his Ph.D. from the University of Quebec, Trois Rivieres,
Canada, in 2006, all in electrical and computer engineer-
ing. His research interests are in the areas of wireless com-
munication, computer networks, computer security, RFID,
and optical fiber communication systems.

OpenFlow must not

be the only protocol

considered for SDN;

there can be other

options. The security

measures include

secure coding,

deployment of

integrity checks, and,

most importantly,

digital signing of the

code. Moreover, the

communication

channels can be

hardened using 

TLS security.

AKHUNZADA_LAYOUT_Author Layout  3/31/15  2:05 PM  Page 44

mailto:a.adnan@siswa.um.edu.my
mailto:ejazahmed@ieee.org
mailto:abdullahgani@ieee.org
mailto:mkhurram@ksu.edu.sa
mailto:cimran@ksu.edu.sa
mailto:sguizani@alfaisal.edu


IEEE Communications Magazine • April 2015 450163-6804/15/$25.00 © 2015 IEEE

Haifeng Zhou, Chunming
Wu, Boyang Zhou, Wen
Gao, Tingting Pan, and
Min Huang are with 
Zhejiang University.

Ming Jiang is with
Hangzhou Dianzi 
University.

INTRODUCTION

The Internet has reached almost every corner of
the world, and provides great benefits in our
daily lives. However, it also exposes us to security
and privacy problems. Currently, network tech-
nology is experiencing a revolutionary develop-
ment, generating new networks such as
software-defined networks (SDNs). The SDN is
based on a framework that is completely differ-
ent from the current Internet framework. The
separation of control and data planes in SDNs
brings numerous advantages, such as programma-
bility and better evolvability [1]. However, it also
contributes to more complex security problems
due to the need to protect controllers, switches,
and the communications between them [2]. Even
worse, the pervasive network infrastructure shar-
ing in data centers augments existing security
threats, since a successful intrusion brings about

more serious financial damage. Unfortunately, a
conventional network security mechanism is inca-
pable of overcoming the increasingly complex
and severe security problems, since it is built on a
static network configuration, such as the static
assignment of IP addresses. This inherent defi-
ciency facilitates attackers in finding weaknesses
of a network and thus gives rise to a situation in
which attacks are much easier than defenses.
Consequently, we need to consider the network
security from a new perspective.

The biological system has evolved over bil-
lions of years, which makes it the most complex
and large-scale system. The similarities between
the biological and network systems shed light on
the development of new network security mecha-
nisms. Researchers have made significant
progress in bio-inspired solutions for networking
[3]. Currently, biologically inspired ideas have
been used in the design of the next generation
network [4, 5]. However, these research works
focus on the overall principal design of the
future network without discussing network secu-
rity mechanisms. The existing research on net-
work security mechanisms from a biological
perspective reveals the importance of coopera-
tion between different security devices after
observation of the cooperation of different com-
ponents of biological immune systems [3]. Nev-
ertheless, these researchers ignore the deficiency
of the static network configuration. To overcome
this problem, the moving target defense (MTD)
[6] is proposed to safeguard the network from
attacks by using dynamic and random network
configurations. However, three critical problems
in MTD inhibit its development in practice.
First, since the dynamic and random network
configuration will introduce extra operational
cost, MTD fails to make precise estimations of
the cost and profit. Second, MTD lacks the evo-
lutional capability to deal with future security
problems. Evolutional capability is extremely
important because future attack techniques may
even find a way to cope with original dynamic
network configurations. Third, MTD also fails to
consider the different efficacy of different com-
binations of dynamic network configurations to
eliminate the same security threat. This kind of
consideration is beneficial to minimization of the
cost. In this article we systematically take all
these aspects into consideration. In addition, the
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preliminary trials of MTD in an SDN environ-
ment is made in [7, 8], whereas only the dynamic
and random configurations of IP addresses and
routes are implemented.

In this article, we conceive a novel conceptual
network security mechanism, the evolving
defense mechanism (EDM), based on up-to-date
security techniques. EDM adopts the idea of
network configuration variations, inspired by
biological gene variation and its critical function
for the continuation of the biology system in an
ever changing environment. EDM is equipped
with processes to detect ongoing attacks and
select an efficient network configuration varia-
tion strategy to eliminate corresponding security
threats according to the security requirements of
the system, the user, and the detected network
security state. The reference framework based
on SDN is then designed to offer an ecosystem
and coexisting environment for various network
configuration variations. Benefiting from the log-
ically centralized control plane and current
development of security techniques in the SDN
environment such as monitor technique [9] and
intrusion detection system (IDS) [10], EDM is
promising for implementation. Even more, due
to the programmability of SDN, EDM can be
progressively augmented by new kinds of net-
work configuration variations and variation
strategies, which makes it evolvable as the future
development of network security technology.

INSPIRATION FROM THE
BIOLOGICAL SYSTEM

The biological system always has effective solu-
tions to cope with ever changing environmental
conditions. In this process biological gene varia-
tion plays a dominant role. We note that some
helpful gene variations of a creature make it
possible to survive from the change of a certain
environmental condition, such as temperature,
humidity, and water PH level, over a period of
time. In addition, the fundamental survival rules
in the biological system play a role in mapping
from the changed environmental condition and
its change extent to the creature’s helpful gene
variations.

From the perspective of network security, we
can see the biological system as a network sys-
tem and see the change of a certain environmen-
tal condition as a certain kind of atomic network
attack, as shown in Fig.1. Similarly, the change
extent of the environmental condition corre-
sponds to the threat extent of the atomic attack.
In addition, the network security rules play a
role in mapping from the atomic attack and its
threat extent to helpful network configuration
variations, such as variations of IP addresses and
routes, used for eliminating the threat.

Based on the concept of the network configu-
ration variation, we draw inspiration from genet-
ic engineering. Implanted with helpful genes in
some crops’ chromosomes, these crops’ resistibil-
ity against drought, frost, diseases, and pests can
be improved. The implanting process, based on
prior knowledge of the functions of the helpful
genes, helps those crops achieve beneficial gene
variations. Based on the same idea, if we have
prior knowledge of the set of helpful network
configuration variations against a certain kind of
atomic attack, we can forbid the atomic attack
effectively and efficiently by performing the vari-
ations.

EVOLVING DEFENSE MECHANISM

PRINCIPLES
The general processes in EDM are shown in Fig.
2. In the first process, EDM detects ongoing net-
work attacks. Current common network attacks
are always composed of seven attack steps: scan-
ning, fingerprinting, correlation, coordination,
attack action, reporting, and propagating [6].
Each attack step represents a certain category of
the above mentioned atomic attacks, which has a
similar attack pattern and thus can be eliminated
by similar kinds of network configuration varia-
tions. EDM is designed to perceive ongoing net-
work attacks by detecting abnormal events
caused by the atomic attacks of each attack step
(or category). Detection can be performed by
multiple approaches, such as monitoring tech-
niques [9], an intrusion detection system (IDS)
[10], software sensors embedded in network
infrastructure, and firewalls. By this process,
EDM can obtain information, including the

Figure 1. Inspiration from the biological system.
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ongoing abnormal events from each of the seven
attack steps and the involved infrastructure.

Figure 3 illustrates the second process. First,
the detection results are delivered to the pre-
established table of threat types to determine
the threat types of the atomic attacks. The threat
types play a role in further categorizing the
atomic attacks of a certain attack step. If several
kinds of atomic attacks of the attack step are the
same threat type, it means that the same net-
work configuration variations can be used to
eliminate them. Second, according to the infor-
mation including the threat types and the
involved infrastructure, EDM then finds the cor-
responding item in the pre-established table of
network configuration variation strategies, as
shown in Fig. 3. It thus obtains the network con-
figuration variation strategy, including the types
of helpful network configuration variations and
the variation attributes. The establishment of the
tables of network configuration variation strate-
gies and threat types is extremely critical, since it
determines the efficiency and efficacy of EDM.
A potential establishment approach is intro-
duced in the next section.

In addition, the selection of network configu-
ration variation strategies also needs to take the
security requirements from the system and the
user into consideration. Even though there is no
security threat detected, an essential network
configuration variation strategy should be per-
formed all the time according to the demands of
the system and the user. When security threats
are detected, they tell us whether the essential
network configuration variation strategy needs to
contain more kinds of network configuration
variations or needs higher requirements for
them, aiming to eliminate ongoing attacks. The
selection of the essential variation strategy
required by the system and the user is similar to
the selection approach introduced here.

The third process is to produce network oper-
ations according to the selected network config-
uration variation strategy, the involved
infrastructure, and the network situation (situa-
tion of network resources, topology, etc.).

The last process is to perform the operations
in these involved network elements in turn.

NETWORK CONFIGURATION VARIATION
We now introduce five common kinds of net-
work configuration variations.

Variation of IP addresses: This variation
type brings a dynamic and random configura-
tion of IP addresses. Since current attackers
scan a network and target vulnerable hosts by
their IP addresses, the dynamic and random
configuration of IP addresses with enough
change frequency is competent to invalidate the
scan. It is also effective to prohibit the denial of
service (DoS) and the propagation of viruses
and worms.

Variation of routes: This can protect critical
communications from monitoring and mas-
querading. It is easy to understand when we
recall the frequency hopping communications
used by the army to keep communications safe.

Variation of host responses: This variation
type is to intercept and even modify host
responses to confuse attackers. Without accurate

host information such as operating system (OS)
types and versions, running services, and open-
ing ports, attackers are unable to find vulnerable
hosts.

Variation of encryption methods: This is used
to protect critical communications, such as com-
munications between administrators, controllers,
and switches in SDNs, or communications
between customers, administrators, and infra-
structure in a modern data center. It largely
reduces the risk of being cracked from having
only one encryption approach.

Variation of authentication approaches:
Changing authentication approaches further
strengthens the security of access to crucial
infrastructure such as controllers in SDNs and
vital data resources such as configuration man-
agement data in data centers.

More kinds of network configuration varia-
tions can be developed on SDN controllers and
progressively added to EDM. Furthermore, if
EDM is equipped with reconfigurable network
devices, it can even reconfigure the architecture
of these devices for the sake of security.

EVOLVABILITY
EDM is capable of evolving by integrating new
network configuration variations and variation
strategies. Specifically, new network configura-
tion variations can be developed as special
security applications on SDN controllers. By
estimating the cost and the profit, new network
configuration variation strategies with better
performance are permitted to replace original
ones in the table of network configuration vari-
ation strategies, which makes EDM more effi-
cient in dealing with the original security
threats. Furthermore, newly developed network
configuration variations can be used to prevent
new emerging security threats. Consequently,
EDM has the potential to cope with current
and future security threats by continually
improving itself.

Figure 2. Four processes in EDM.
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REFERENCE FRAMEWORK

Figure 4 illustrates the reference framework of
EDM based on the current SDN controller
framework. This framework serves as a coexist-
ing environment for various kinds of network
configuration variations. It is mainly composed
of four modules: security information detection,
variation strategy selection, variation strategy
libraries, and configuration generator. These four
modules are able to evolve independently.
Other modules, such as topology manager and
routing computation, are common modules of
SDN controllers [1].  Southbound protocol
libraries include protocols like OpenFlow, I2RS,
and NETCONF [1].

We clarify the interior processing by the fol-
lowing introduction of the four highlighted mod-
ules.

1) Security Information Detection — This
module is used to detect abnormal events in a
network caused by ongoing atomic attacks. After
detection, abnormal network event information
is uploaded from such network elements as SDN
switches to this module on SDN controllers by
the southbound protocol. EDM thus can obtain
the abnormal event numbers and involved infra-
structure.

Currently, we can achieve this detection via
four approaches. First is the network monitor in
the SDN environment [9]; second, the IDS in

SDN [10]; third, embedding software sensors in
network infrastructure (e.g., switches, hosts) to
detect abnormal behavior; and finally, the fire-
wall developed as a security application on SDN
controllers.

2) Variation Strategy Selection — The pri-
mary function of this module is to make the
selection of network configuration variation
strategies according to the security requirements
from the system, the user, and the network secu-
rity state. First, an abnormal event information
from security information detection is delivered to
variation strategy libraries for the selection of a
network configuration variation strategy. This
selected network configuration variation strategy
is used to eliminate ongoing attacks. Meanwhile,
the system and the user also have their demands
of network configuration variation strategies for
the sake of security.

3) Variation Strategy Libraries — The first
function of this module is to maintain and
update the tables of network configuration varia-
tion strategies and threat types. The second
function is to transform abnormal event num-
bers delivered from security information detection
into corresponding threat type numbers. The
third is to search the corresponding item in the
table of network configuration variation strate-
gies according to the threat type numbers.

In addition, EDM needs five steps to estab-

Figure 3. Selection process of the network configuration variation strategy.
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lish the two tables, as shown in Fig. 5. First, it
collects existing representative network attacks.
Second, it decomposes each of these attack sam-
ples into atomic attacks. Third, it analyzes and
records the features of the atomic attacks of
each attack sample. Fourth, it categorizes all the
atomic attacks according to similar features, and
marks them with different threat type numbers
for identification. The table of threat types is
thus established. Fifth, it finds an effective and
efficient network configuration variation strategy
for each threat type of the atomic attack, and
thus obtains the table of network configuration
variation strategies.

4) Configuration Generator — The first func-
tion of this module is to offer a sharing mecha-
nism of mutated network configurations among
various kinds of network configuration varia-
tions, aiming to avoid any potential collisions
between them. For instance, if the variations of
IP addresses and routes work together, the vari-
ation of IP addresses should share the mutated
IP addresses with the other one. The second
function is to generate network configuration
operations according to the selected network
configuration variation strategy, the involved
infrastructure, and the actual network situation.
This module needs to reorder these network
operations for avoiding collisions between them
and examines whether network resources are
enough to implement all the operations.
Through southbound protocols, the network
operations are finally delivered from the con-
troller to the involved network elements.

EFFECTIVENESS ANALYSIS
If various kinds of network configuration varia-
tions are well coordinated and potential colli-
sions between them are avoided, the effective-
ness of EDM ultimately depends on the effec-
tiveness of each kind of network configuration
variation. Currently, dynamic and random con-
figurations of IP addresses and routes (i.e., the
variation of IP addresses and of routes) have
validated their effectiveness in [7, 8]. The former
invalidated 99 percent of external scanners and
protected 90 percent of network hosts from even
zero-day unknown worms [7]. The latter protect-
ed up to 90 percent of flow packets from persis-
tent attackers, compared to original least-cost
single-path routing schemes [8]. The other three
variation types listed in this article are intuitively
helpful for preventing corresponding attacks,
while the actual efficacy needs further research.
We have made a preliminary implementation of
EDM and show its effectiveness by a use case.
The variation of IP addresses and of routes are
implemented in this use case and performed at
the same time without any collision. In the fol-
lowing subsections, we introduce what EDM can
protect and the use case, respectively.

WHAT EDM CAN PROTECT
Equipped with the listed five variation types,
EDM is capable of taking effect in the following
five aspects:

1) Interrupting internal and external recon-
naissance. Due to variation of IP addresses

bringing dynamically changing IP addresses and
variation of host responses disturbing attackers,
EDM is capable of making the current recon-
naissance invalid.

2) Protecting critical communications from
monitoring and masquerading. Variations of IP
addresses, routes, and communication encryp-
tion methods are able to interrupt these kinds of
threats.

3) Protecting critical data resources, infra-
structure, and administration from security
threats. Variation of IP addresses is capable of
hiding these critical network nodes from attack-
ers. Furthermore, variations of communication
encryption methods and authentication
approaches are able to further strengthen their
security by preventing monitoring and mas-
querading.

4) Protecting infrastructure from denial of
service (DoS). The initiation of DoS needs spe-
cific target IP addresses marked by current
attackers. Consequently, variation of IP address-
es is able to invalidate it.

5) Restricting the expansion of damage. Even
when some network nodes are conquered or
compromised, expansion of the attacker’s terri-
tory is much harder due to the fact that variation
of IP addresses is capable of disrupting the com-
munications between the conquered or compro-
mised network nodes. Furthermore, the frequent
trials of the communications will raise the pre-
caution of IDS.

A USE CASE STUDY
We now show a use case based on our prelimi-
nary implementation of EDM. We implement
variation of IP addresses [7] and variation of
routes as special security applications on an
OpenDaylight controller [1], and use Mininet [1]
to generate a network of OpenFlow switches and
hosts, as shown in Fig. 6. First, according to the
security requirements from the users of hosts 1

Figure 4. EDM’s reference framework.
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and 2, the variation of routes is performed on
the TCP communication between these two
hosts with a change frequency of 20 s, aiming to
protect the communication from monitoring and
masquerading. The first variation of routes hap-
pens in the 20th second. Second, from the 30th
second, the compromised hosts 2, 3, and 4 start
to send numerous UDP packets to links 2, 3,
and 4 toward host 5, which is one kind of DoS.
The communication between hosts 1 and 5 is
thus disrupted, and its bandwidth dramatically
decreases to zero, as shown in Fig. 6. Third,
from the 50th second, the variation of IP
addresses is carried out according to the security
requirement from the network security state
detected by IDS. According to the variation
method of IP addresses in [7], the communica-
tions based on real IP addresses without being
authorized are disconnected. As a result, hosts 2,
3, and 4 are unable to congest the network,
because their connections to host 5 based on
real IP addresses are not authorized, and the
involved flow table entries in OpenFlow switches
2, 3, and 4 are removed. Consequently, from the
50th second, the bandwidth between hosts 1 and
5 gradually recovers. To avoid incorrect disrup-
tions when the variation of IP addresses starts
occurring, the table of authorized connections is
maintained in the controller. In addition, no col-
lision happens between these two variations of
IP addresses and routes.

CHALLENGES AND
RESEARCH DIRECTIONS

The major challenge of EDM is the efficient
establishment of tables of network configuration
variation strategies and threat types, which
involves the decomposition of representative
network attacks, the categorization of the atomic
attacks, and research on effective network con-
figuration variation strategies for each kind of
atomic attack.

To overcome this challenge, three research
directions are identified. First, research on effec-
tive network configuration variations for differ-
ent kinds of atomic attacks is expected. Second,
a reasonable evaluation model of network con-
figuration variation strategies is needed. This
evaluation model is used to reveal the profit and
cost for a network configuration variation strate-
gy to prohibit a corresponding kind of atomic
attack. The last is research on improving current
security techniques, such as monitors, IDS, and
firewalls, for identifying different kinds of atomic
attacks.

CONCLUSION
In this article we present a novel conceptual net-
work security mechanism for future network
security. This mechanism is based on the idea of

Figure 5. Establishment processes of the tables of network configuration variation strategies and threat types.
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network configuration variations, originating
from a biological inspiration. We introduce the
four processes of this mechanism and present its
reference framework based on the framework of
SDN controllers. We also analyze its effective-
ness with a use case. Due to current develop-
ments in network security technology, it is
promising to be implemented.
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Figure 6. A use case of EDM.
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INTRODUCTION

Cloud computing has emerged as a hotspot in
both academia and industry due to its essential
characteristics, such as on-demand self-service,
broad network access, resource pooling, rapid
elasticity, and measured service. Currently, secu-
rity issues have been regarded as the dominant
barrier in the development of cloud computing [1].
Security requirements of cloud computing
include confidentiality, integrity, availability,
accountability, and privacy-preservability. Among
these security requirements, availability is crucial
since the core function of cloud computing is to
provide on-demand service of different levels. If
a certain service is no longer available or the
quality of service cannot meet the service level
agreement (SLA), customers may lose faith in

the cloud system [1]. Denial of service (DoS)
attacks and distributed denial of service (DDoS)
attacks are the main methods to destroy the
availability of cloud computing. In DoS or DDoS
attacks, an attacker attempts to make a machine
or network resource unavailable to its intended
users [2]. DoS attacks are sent by one person or
system, while DDoS attacks are sent by two or
more persons or systems. An attacker may be a
real person or a group of zombies that are con-
trolled by an attacker. An attacker has the capa-
bility to send large volume packets to the target
with spoofed source IP addresses.

Although some excellent work has been done
to defeat DDoS attacks in traditional computing
environments, DDoS attacks are becoming more
prevalent in cloud computing environments.
Moreover, we have started to see new forms of
attack based on the new characteristics of cloud
computing, such as the emergence of new eco-
nomic denial of sustainability (EDoS) attacks [1].

Recently, software defined networking (SDN)
has attracted much interest as a new paradigm in
networking [3]. Although SDN brings numerous
benefits by decoupling the control plane from
the data plane, there is a contradictory relation-
ship between SDN and DDoS attacks. On one
hand, the capabilities of SDN (e.g. software-
based traffic analysis, logical centralized control,
global view of the network, and dynamic updat-
ing of forwarding rules) make it easy to detect
and to react to DDoS attacks rapidly. On the
other hand, the separation of the control plane
from the data plane introduces new attacks.
Consequently, SDN itself may be a target of
DDoS attacks. Indeed, potential DDoS vulnera-
bilities exist across the SDN platform [4]. For
example, an attacker can take advantage of the
characteristics of SDN to launch DDoS attacks
against the control layer, infrastructure layer,
and application layer of SDN.

In this article we first discuss the new trends
and characteristics of DDoS attacks in cloud
computing environments. We show that SDN
brings us a new chance to defeat DDoS attacks
in cloud computing environments, and we sum-
marize good features of SDN in defeating DDoS
attacks. Then we review the studies about
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launching DDoS attacks on SDN and the meth-
ods against DDoS attacks in SDN. In addition,
we discuss a number of challenges that need to
be addressed to mitigate DDoS attached in SDN
with cloud computing.

To the best of our knowledge, the contradic-
tory relationship between SDN and DDoS
attacks has not been well addressed in previous
work. Essentially, it is the unique dynamics asso-
ciated with SDN and DDoS attacks that present
unique challenges beyond the existing works. We
believe that the initial steps we have taken here
help understand how to make full use of SDN’s
advantages to defeat DDoS attacks in cloud com-
puting environments and how to prevent SDN
itself from becoming a victim of DDoS attacks.

The rest of the article is organized as follows.
We present the new trends of DDoS in cloud
computing environments. Some good features of
SDN in defeating DDoS attacks are discussed.
We review the work about launching DDoS
attacks on SDN. Some open research issues are
presented. Finally, we conclude this study.

DDOS ATTACKS IN CLOUD
COMPUTING ENVIRONMENTS ARE

GROWING

In this section we explain the reasons why the
rate of DDoS attacks in cloud computing envi-
ronments has grown substantially based on the
essential characteristics of cloud computing,
including on-demand self-service, broad network
access, resource pooling, rapid elasticity, and
measured service, as shown in Fig. 1.

ON-DEMAND SELF-SERVICE LEADING TO
BOTNETS OUTBREAK

One major reason why the rate of DDoS attacks
in cloud computing has grown substantially is the
emergence and development of botnets. Botnets
are networks that are formed by bots or machines
compromised by malware. Large-scale botnets
(e.g. Srizbi, Kraken/Bobax, and Rustock) have
gained notoriety for performing DDoS attacks.

It remains fairly complex to infect a sufficient
number of machines in a short time frame in tra-
ditional networks. But the on-demand self-ser-
vice capabilities of the cloud could be used by
hackers to instantly create a powerful botnet.
With cloud computing, malware-as-a-service is
being used for launching DDoS attacks. Because
of competition among suppliers, the price of
malware-as-a-service has been falling rapidly.
Cheap prices make it easier to use botnets to
launch large-scale DDoS attacks in cloud com-
puting environments than in traditional networks.

BROAD NETWORK ACCESS AND RAPID
ELASTICITY LEADING TO MORE IMMENSE,

FLEXIBLE, AND SOPHISTICATED DDOS ATTACKS

With cloud computing’s capabilities of broad
network access and rapid elasticity, attackers can
not only launch immense DDoS attacks, but also
produce more flexible and more sophisticated
DDoS attacks by using heterogeneous thin or

thick client platforms, which are discussed in the
following.

More Immense DDoS Attacks in Cloud Com-
puting: The size and frequency of DDoS attacks
have grown dramatically as attackers take advan-
tage of botnets and other high-speed Internet
access technologies to overwhelm their victim’s
network infrastructure. In March 2013, Spamhaus,
an organization that maintained lists of spam-
mers, came under a massive DNS reflection
DDoS attack. The greatest attack traffic was
reportedly as high as 300Gbps.

More Flexible DDoS Attacks in Cloud Com-
puting: Because of cloud computing’s capabili-
ties of broad network access, mobile devices
such as smartphones and tablets are expected to
become a significant launching platform for
DDoS attacks. The rising bandwidth and pro-
cessing power and the lack of security of mobile
devices make them an ideal platform for hackers
to compromise for DDoS attack campaigns.

More Sophisticated DDoS Attacks in Cloud
Computing: DDoS attacks are becoming larger
and more frequent, and they are becoming more
sophisticated as they pinpoint specific applica-
tions (e.g. DNS, HTTP or VoIP) or a weak point
in the victim’s system design. Although sophisti-
cated DDoS attacks require more understanding
of the attacked system, they usually use less traf-
fic and are harder to detect.

RESOURCE POOLING LEADING TO THE VICTIMS
MORE VULNERABLE TO DDOS ATTACKS

In cloud computing, virtualization technology
and multi-tenant infrastructure on one hand
make attackers launch DDoS attacks more easi-
ly, and on the other hand cause the victims to be
more vulnerable to DDoS attacks.

•Virtualization technology makes attackers
launch DDoS attacks more easily: Virtualization
technology can be used by attackers to preset for
DDoS attacks before launching attacks. Virtual

Figure 1. The reasons that the rate Of DDoS attacks in cloud computing
environments grows substantially.
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machines can be built using little memory or
disk space to launch more attacks with less costs.

•Virtualization technology and multi-tenant
infrastructure cause the victims to be more vul-
nerable to DDoS attacks: Researchers have
shown that on a DoS attack, the performance of
a web server hosted in a virtual machines can
degrade by up to 23 percent, while that of a non-
virtualized server hosted on the same hardware
degrades by only eight percent [5]. Since the
cloud computing environment is inherently a
multi-tenant infrastructure, an attack against a
single customer is actually an attack against all
customers in that given cloud.

RAPID ELASTICITY AND MEASURED SERVICE
LEADING TO A NEW BREED OF DDOS ATTACKS

With rapid elasticity and measured service,
adopters of the cloud service model are charged
on a pay-per-use basis of the cloud’s server and
network resources. With this model, a conven-
tional DDoS attack on server and network
resources is transformed in a cloud environment

into a new breed of attack that targets the cloud
adopter’s economic resources, e.g. economic
denial of sustainability (EDoS) attacks [1].

The goal of an EDoS attack is to deprive the
victims (i.e. regular cloud customers) of their
long-term economic viability. An EDoS attack
succeeds when it causes financial burden on the
victim. For example, attackers who act as legal
cloud service clients continuously send requests
to a website hosting in cloud servers to consume
bandwidth, which bills to the cloud customer
owning the website. It seems to the web server
that this traffic does not reach the level of ser-
vice denial, and it is difficult to distinguish EDoS
attack traffic from other legitimate traffic [1].

IS SDN A SILVER BULLET FOR
DEFEATING DDOS ATTACKS?

Enterprises have enthusiastically embraced cloud
computing, which offers an effective way to
reduce capital expenditure (CapEx) and opera-
tional expenditure (OpEx) [1]. However, security

Figure 2. High-level overview of the SDN architecture.
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and privacy issues become a critical concern. As
mentioned before, DDoS attacks are becoming
the biggest threat to the availability of cloud
computing. Traditional DDoS attacks mitigating
mechanisms are meeting with various difficulties.
SDN, as a new paradigm for enabling innovation
in networking research and development, pro-
vides us with a new way of thinking to solve the
problem. In this section we first introduce SDN
and OpenFlow. Then we discuss the good fea-
tures of SDN in defeating DDoS attacks.

WHAT IS SOFTWARE-DEFINED NETWORKING
SDN is currently attracting significant attention
from both academia and industry. The Open
Networking Foundation (ONF) is a nonprofit
consortium dedicated to the development, stan-
dardization, and commercialization of SDN.
ONF has provided the most explicit and well
received definition of SDN as follows: “In the
SDN architecture, the control and data planes
are decoupled, network intelligence and state
are logically centralized, and the underlying net-
work infrastructure is abstracted from the appli-
cations” [6].

ONF presents a high-level architecture for
SDN that is vertically split into three main func-
tional layers: the infrastructure layer, the control
layer, and the data layer (see Fig. 2).
• Infrastructure layer: Also known as the data

plane, it consists mainly of forwarding ele-
ments (FEs), including physical switches
and virtual switches. These switches are
accessible via an open interface to switch
and forward packets.

• Control layer: Also known as the control
plane, it consists of a set of software-based
SDN controllers providing a consolidated
control functionality through open APIs to
supervise the network forwarding behavior
through an open interface.

• Application layer: It mainly consists of the
end-user business applications. Examples of
such business applications include network
virtualization, mobility management, securi-
ty applications, and so on.
SDN is often linked to the OpenFlow proto-

col. OpenFlow is an open protocol, which is pro-
posed to standardize the communication
between the switches and the controller in an
SDN architecture.

SDN is closely related network function virtu-
alization (NFV). Although both SDN and NFV
aim at increasing the agility and flexibility of net-
works and decreasing complexity and cost, they
use different methods. In SDN, control planes
are separated from data planes, while in NFV,
network devices are replaced by software. SDN
and NFV are not dependent on one another, but
one can be benefit from the other.

GOOD FEATURES OF SDN IN
DEFEATING DDOS ATTACKS

SDN has many good features, and these good
features offer many benefits for defeating DDoS
attacks, as shown in Fig. 3.

•Separation of the control plane from the
data plane: DDoS attacks are not a new prob-
lem. Since Yahoo, Amazon, and other well-

known web sites were subjected to DDoS attacks
in 2000, researchers have presented many meth-
ods to mitigate DDoS attacks. But in traditional
networks, researchers cannot experiment with
their ideas on a large scale in a real network set-
ting, hence the performance of the presented
algorithms cannot be well tested and verified.
SDN decouples the data plane from the control
plane, and thus makes it possible to easily estab-
lish large scale attack and defense experiments.
The high configurability of SDN offers clear sep-
aration among virtual networks, permitting
experimentation in a real environment [3]. Pro-
gressive deployment of new ideas can be per-
formed through a seamless transition from an
experimental phase to an operational phase [3].
This feature of SDN offers great convenience in
putting forward new thoughts and methods for
DDoS attack mitigation.

•A centralized controller and view of the net-
work: The controller has network-wide knowl-
edge of the system and global views to build
consistent security policies and to monitor or
analyze traffic patterns for potential security
threats. Centralized control of SDN makes it
possible to dynamically quarantine compromised
hosts and authenticate legitimate hosts based on
the information obtained through requesting end
hosts and remote authentication dial in user ser-
vice (RADIUS) servers for users’ authentication
information and system scanning during registra-
tion [3]. In a multi-tenant model such as cloud
computing, distinguishing tenants’ activities and
provisioned resources plays an important role in
anomaly detection. TaheriMonfared et al. [7]
proposed a method to build the per-tenant view
by use of an OpenFlow controller. The con-
troller provides a unified view of the network,
and is aware of the tenant logic. The monitoring
node communicates with the controller to build
a per-tenant view of the network and generates
monitoring information for each tenant.

•Programmability of the network by external
applications: The programmability of SDN sup-
ports a process of harvesting intelligence from
existing intrusion detection systems (IDSs) and

Figure 3. Good features of SDN in defeating DDoS attacks.
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intrusion prevention systems (IPSs) [4]. More
intelligent algorithms can be flexibly used based
on different DDoS attacks. Within the infra-
structure-as-a-service (IaaS) clouds, to prevent
vulnerable virtual machines from being compro-
mised in the cloud, Chun-Jen Chung et al. [8]
proposed a multi-phase distributed vulnerability
detection, measurement, and countermeasure
selection mechanism called NICE. The proposed
framework leverages OpenFlow network pro-
gramming APIs to build a monitor and control
plane over distributed programmable virtual
switches in order to significantly improve attack
detection and mitigate attack consequences.

•Software-based traffic analysis: Software-
based traffic analysis greatly enables innovation,
as it can be performed using all kinds of intelli-
gent algorithms, databases, and any other soft-
ware tools. Motivated by the flexibility of the
SDN architecture and the observation that most
mobile malware requires Internet connections,
Jin and Wang designed a system that detects
mobile malware through real-time traffic analysis
using the SDN architecture [9].

•Dynamic updating of forwarding rules and
flow abstraction: Dynamic updating of forward-
ing rules assist in the prompt response to DDoS
attacks. Based on the traffic analysis, new or
updated security policy can be propagated across
the network in the form of flow rules to block
the attack traffic without delay. Yu et al. [10]
proposed a memory-efficient system for dis-
tributed and collaborative per-flow monitoring,
called DCM. DCM uses Bloom filters to repre-
sent monitoring rules using a small size of mem-
ory. It utilizes SDN’s ability to dynamically
update forwarding rules to install a customized
and dynamic monitoring tool into the switch
data plane [10].

ARE DDOS ATTACKS A
NIGHTMARE FOR SDN?

SDN holds great promise in terms of mitigating
DDoS attacks in cloud computing environments.
However, the security of SDN itself remains to
be addressed. Many security issues may happen
in SDN, such as unauthorized access, data leak-
age, malicious applications, configuration issues,
etc. [4]. This article focuses on DDoS attacks. In
this section, we first discuss how SDN itself may
be a target of DDoS attacks. Then we provide an
overview of available solutions to this problem.

POSSIBLE DDOS ATTACKS ON SDN
SDN itself may be a target of DDoS attacks.
Since SDN is vertically split into three main
functional layers — infrastructure layer, control
layer, and application layer — potential mali-
cious DDoS attacks can be launched on these
three layers of SDN’s architecture. Based on the
possible targets, we can classify the DDoS
attacks on SDN into three categories: applica-
tion layer DDoS attacks, control layer DDoS
attacks, and infrastructure layer DDoS attacks,
as shown in Fig. 4.

Application Layer DDoS Attacks: There are
two methods to launch application layer DDoS
attacks: attack applications, or attack the north-

bound API. Since isolation of applications or
resources in SDN is not well solved, DDoS attacks
on one application can affect other applications.

Control Layer DDoS Attacks: The controllers
could potentially be seen as a risk of single point
of failure for the network, so they are a particu-
larly attractive target for DDoS attacks in the
SDN architecture. The following methods can
launch control layer DDoS attacks: attacking the
controller, the northbound API, the southbound
API, the westbound API, or the eastbound API.
For example, many conflicting flow rules from
different applications may cause DDoS attacks
on the control plane. Within the operation of
SDN, the data plane will typically ask the control
plane to obtain flow rules when the data plane
sees new network packets that it does not know
how to handle [6]. There are two options for the
handling of a new flow when no flow match
exists in the flow table: either the complete
packet or a portion of the packet header is trans-
mitted to the controller to resolve the query.
With a large volume of network traffic, sending
the complete packet to the controller would
occupy high bandwidth.

Infrastructure Layer DDoS Attacks: There
are two methods to launch infrastructure layer
DDoS attacks: attack switches or attack the
southbound API. For example, if only header
information is transmitted to the controller, the
packet itself must be stored in node memory
until the flow table entry is returned. In this
case, it would be easy for an attacker to execute
a DoS attack on the node by setting up a num-
ber of new and unknown flows. As the memory
element of the node can be a bottleneck due to
high cost, an attacker could potentially overload
the switch memory (e.g. targeting to exhaust
TCAMs). The generated fake flow requests can
produce many useless flow rules that need to be
held by the data plane, thus making it difficult
for the data plane to store flow rules for normal
network flows [6].

To demonstrate the feasibility of DDoS
attacks, a new SDN network scanning prototype
tool (named SDN scanner) is proposed in [11] to
remotely fingerprint networks that deploy SDN.
This method can be easily operated by modifying
existing network scanning tools (e.g. ICMP scan-
ning and TCP SYN scanning). The attack can be
conducted to an SDN network by a remote
attacker, and it can significantly degrade the per-
formance of an SDN network without requiring
high performance or high capacity devices.

Porras et al. [12] show that OpenFlow appli-
cations may contradict or override one another,
incorporate vulnerabilities, or possibly be written
by adversaries. In the worst case, an adversary
can use the deterministic OpenFlow application
to control the state of all OpenFlow switches in
the network [12]. A rule conflict is said to arise
when the candidate OpenFlow rule enables or
disables a network flow that is otherwise inverse-
ly prohibited (or allowed) by existing rules [12].
Hackers may use rule conflict to launch DDoS
attacks.

Because DDoS attacks use forged source IP
addresses or faked traffic, simple authentication
mechanisms could mitigate forged or faked traf-
fic flows. But if an attacker assumes the control
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of an application server that stores the details of
many users, it can easily use the same authenti-
cated ports and source MAC addresses to inject
authorized, but forged, flows into the network [13].

Although OpenFlow provides optional sup-
port for encrypted transport layer security (TLS)
communication and a certificate exchange
between the switches and the controller(s), using
TLS/SSL does not per se guarantee secure com-
munications. The security of those communica-
tions is as strong as its weakest link, which could
be a self-signed certificate, a compromised cer-
tificate authority, or vulnerable applications and
libraries [13]. Moreover, the TLS/SSL model is
not enough to establish and assure trust between
controllers and switches. After an attacker gains
access to the control plane, it may be capable of
aggregating enough power force (in terms of the
number of switches under its control) to launch
DDoS attacks.

AVAILABLE SOLUTIONS
We summarize possible DDoS attacks on SDN
and available solutions in Table 1.

FortNox is a new security policy enforcement
kernel as an extension to the open source NOX
OpenFlow controller, which mediates all Open-
Flow rule insertion requests [12]. FortNOX
implements role-based authentication to deter-
mine the security authorization of each Open-
Flow application (rule producer), and enforces
the principle of least privilege to ensure the
integrity of the mediation process.

For security, OpenFlow provides optional
support for encrypted transport layer security
(TLS) communication and a certificate exchange
between the switches and the controller(s) [14],
and the use of oligarchic trust models with mul-
tiple trust-anchor certification authorities (e.g.
one per sub-domain or per controller instance)
is a possibility [13]. Moreover, securing commu-
nications with threshold cryptography across

controller replicas (where the switch will need at
least n shares to get a valid controller message)
may be helpful. Additionally, the use of dynamic,
automated, and assured device association mech-
anisms may be considered, in order to guarantee
trust between the control plane and data plane
devices [13].

The use of IDSs with support for runtime
root-cause analysis could help identify abnormal
flows [13]. This could be coupled with mecha-
nisms for dynamic control of switch behavior
(e.g. rate bounds for control plane requests).

AVANT-GUARD is a new framework to
advance the security and resilience of OpenFlow
networks with greater involvement from the data
plane [15]. It addresses two security challenges
for SDN-enabled networks. The first goal is to
secure the interface between the control plane
and the data plane, and shield it from saturation
attacks by a connection migration technique on
the data plane. The second goal is to improve
responsiveness so that security applications can
efficiently access network statistics to respond to
threats by creating actuating triggers when a pre-
defined trigger condition is detected.

OPEN PROBLEMS
There are many open research problems that are
still not well investigated and need to be
addressed by future research efforts. In this sec-
tion we discuss some of the most important open
research issues to mitigate DDoS attacks in
cloud computing environments by use of SDN.

HOW TO DEFEAT APPLICATION LAYER
DDOS ATTACKS USING SDN

According to new research by Gartner, there will
be noticeable growth in the incidence of applica-
tion layer DDoS attacks. Access to payload
information is crucial for application DDoS

Figure 4. Potential DDoS attacks can be launched on these three layers of SDN’s architecture.
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attack mitigation. Moreover, this information
needs to be obtained at considerably reduced
latencies and with reasonable cost.

Current SDN architectures only provide the
visibility and control on L2-L4. Thus, defeating
application layer DDoS attacks may not benefit
from the current OpenFlow implementation.
Major efforts need to be spent in this area in
order to to extend traffic intelligence to Layer 4
to Layer 7 with good trade-offs between perfor-
mance and security.

HOW TO DEFEAT
MOBILE DDOS ATTACKS USING SDN

With the number of smart devices increasing,
popular apps will be installed and millions of
their instances can be running at the same time.
Both the mobile devices and the apps can be
used to initiate DDoS attacks. Based on the cur-
rent trend of usage of mobile devices and cloud
computing, we believe the battlefield of DDoS
attacks and defense will shift from the tradition-
al network to the mobile cloud computing envi-
ronment. Because mobile networks use super
proxies, the simple filter method based source IP
addresses may not be used since it will also
block legitimate traffic. Although some efforts
have been made to extend SDN capability to
mobile devices for many network problems (e.g.
QoS, virtualization, and fault diagnosis), more
research needs be done to defeat mobile DDoS
attacks using SDN.

HOW TO IMPLEMENT
MULTIPLE LOCATIONS DEFENSIVE METHODS

Many multiple locations defensive methods have
been presented in traditional networks. Multiple
locations defense is comprised of multiple
defense nodes deployed at various locations such
as the source, the destination, or the networks [2].
For instance, detection can be done at the victim
side and the response can be initiated and dis-

tributed to other nodes by the victim. So we
believe with widely deployment of SDN in carri-
er networks, there are many research opportuni-
ties to implement multiple locations defensive
methods using SDN to defeat DDoS attacks.

HOW TO COOPERATE AMONG THE
KEY DEFENSIVE POINTS

Since attackers cooperate to perform successful
attacks, defenders must also form alliances and
collaborate with each other to defeat DDoS
attacks [2]. A cooperation defense mechanism is
the best way to combat DDoS attacks, and many
methods have been proposed in traditional net-
works. Cooperation among the key defensive
points can be greatly beneficial to attack preven-
tion, detection, and response. The feature of
global view and dynamic updating of forwarding
rules of SDN will greatly reduce the cost of
cooperation. However, this topic has not been
well researched in SDN.

HOW TO BUILD A DDOS 
ATTACKS TOLERANT SYSTEM USING SDN

Since it is very difficult to accurately detect
DDoS attacks and prevent them in a timely
manner, a DDoS attacks tolerant system may be
more realistic. A DDoS attacks tolerant system
is a system designed with a fault-tolerant design
approach, and it can operate correctly despite
attacks. For instance, the system may provide
service that meets the requirements of a service-
level agreement (SLA) even under an attack by
triggering automatic mechanisms to regain and
recover the compromised services and resources.
A DDoS attacks tolerant system often has some
essential properties such as redundancy, diversity,
and independence. These properties are easier
to implement in SDN networks than in tradition-
al networks. Although some efforts on building a
DDoS attacks tolerant system have been made,
how to use SDN characteristics to realize attack
tolerant systems is a new direction that needs to
be addressed by future research efforts.

CONCLUSIONS
In this article we first discussed the reasons why
DDoS attacks are becoming more prevalent in
cloud computing environments. Since SDN could
be a good tool to defeat DDoS attacks in cloud
computing environments, we presented some
good features of SDN in defeating DDoS
attacks. After that we discussed how SDN may
be a victim of DDoS attacks. We reviewed the
studies about how to launch DDoS attacks on
SDN and how to deal with this problem. We
also discussed some significant open problems.

In summary, SDN creates a very fascinating
dilemma: a promising tool to defeat DDoS
attacks, versus a vulnerable target of DDoS
attacks. How to make full use of SDN’s advan-
tages to defeat DDoS attacks in cloud comput-
ing environments and how to prevent SDN itself
from becoming a victim of DDoS attacks are an
urgent problem that needs to be addressed. This
article attempted to briefly explore the current
technologies related to SDN and DDoS attacks,

Table 1. Possible DDoS attacks on SDN and available solutions.

Possible DDoS
attacks

Attack implementation
methods Available solutions

Application layer
DDoS attacks

By attacking application
FortNOX [12]

By attacking northbound API

Control layer DDoS
attacks

By attacking controller

Transport Layer 
Security (TLS) [14]

FortNOX [12]

AVANT-GUARD [15]

By attacking northbound API

By attacking southbound API

By attacking westbound API

By attacking eastbound API

Infrastructure layer
DDoS attacks

By attacking switch Transport Layer 
Security (TLS) [14]

AVANT-GUARD [15]By attacking southbound API
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and we discussed future research that may be
beneficial in these issues.
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INTRODUCTION

With rising concerns about privacy and security,
Internet users employ numerous ways to encrypt
their network traffic. According to the recent
statistics of data networks in [1], encrypted traf-
fic in North America has doubled since a year
ago while more than quadrupling in Europe and
Latin America. Currently, a number of people
not only employ traditional encryption methods
(e.g., SSL/TLS — Secure Sockets Layer/Trans-
port Layer Security) to preserve the privacy of
content in traffic, but also leverage anonymous
communication networks to further protect their
communication privacy and security.

To provide comprehensive anonymous com-
munication service, researchers developed
diverse anonymous communication systems (e.g.,
the onion routing based system Tor). In light of
anonymous applications, anonymous communi-
cation systems can generally be categorized into
two groups: message based (i.e., high-latency)
and flow based (i.e., low-latency) systems.

Email and e-voting are the classic message-
based anonymity applications, and have been
well studied over the past decade. Because of
the increasing need for anonymity over prevalent
applications (e.g., web browsing and instant mes-
saging), flow-based anonymity systems have been
extensively studied and deployed around the
world.

Various low-latency anonymous communica-
tion systems have been developed and deployed.
By using a searching service, a list of free HTTP
or SOCKS proxies can easily be found around
the Internet. Additionally, one of the most pop-
ular anonymous communication systems (Tor)
provides anonymous communication services for
hundreds of thousands of Internet users and
carries terabytes of traffic each day. As of
September 2014, there were more than 6000
Tor routers voluntarily deployed around the
world to contribute their bandwidth to the entire
Tor network.

A number of de-anonymizing techniques
have been investigated to compromise users’
communication anonymity. Particularly, traf-
fic-analysis-based de-anonymizing techniques
are the primary threats to anonymous commu-
nication systems. In this article, we provide an
overview of existing de-anonymizing tech-
niques and countermeasures in flow-based
anonymous communication systems. To be
specif ic ,  we f irst  model  two categories  of
anonymous communication systems and intro-
duce their basic anonymizing techniques. We
then categorize the de-anonymizing tech-
niques into four groups from different per-
spectives and elaborate on these techniques
from each groups. Existing and possible coun-
termeasures for these de-anonymizing tech-
niques are also studied to improve the
anonymity service provided by anonymous
communication systems.

The rest of this article is organized as follows.
We first introduce two types of classic anony-
mous communication models. Then we catego-
rize the de-anonymizing techniques and
introduce them in detail. Next the corresponding
countermeasures are investigated. Finally, we
conclude this article.

ANONYMOUS
COMMUNICATION MODEL

In this section, we briefly introduce two cate-
gories of flow-based anonymous communica-
tion models in terms of the length of
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anonymous communication links, including sin-
gle-hop and multihop anonymous communica-
tion models.

SINGLE-HOP ANONYMOUS
COMMUNICATION MODEL

The single-hop anonymous communication
model has been widely applied over the Internet
due to its effectiveness and efficiency. Broadly
speaking, there are three basic components in
this model, including a client, an anonymous
server, and an application server. Figure 1a
illustrates a traditional single-hop anonymous
communication model. A client first installs
anonymous service software. Then, by using the
installed software, the client can establish an
encryption tunnel to a specific anonymous serv-
er and delivers application data associated with
the user to the anonymous server over this tun-
nel. The anonymous server decrypts the data
and forward it to the destination application
server. The application server supports Trans-
mission Control Protocol (TCP) applications
(e.g., FTP servers and web servers) and receives
the data from the anonymous server. After that,
the corresponding data is transmitted to the
server. Because the application server cannot
identify the real IP address of the client, the
client can anonymously communicate with the
remote server.

Currently, virtual private networks (VPNs)
(e.g., OpenVPN and CiscoVPN) and encrypted
tunnels to single-hop proxies (e.g., OpenSSH)
are typical single-hop anonymous communica-
tion systems. These types of systems provide
better performance. Nonetheless, a compro-
mised single-hop proxy will result in the expo-
sure of all clients’ traffic through the proxy. To
overcome this issue, the multihop anonymous
communication model has been developed to
mitigate this risk.

MULTIHOP ANONYMOUS
COMMUNICATION MODEL

Again, to address the security issue of the sin-
gle-hop anonymous communication model,
multihop anonymous communication systems
such as Tor and JonDonym have been pro-

posed. Because Tor is the most popular multi-
hop anonymous communication system, we
take it as an example to depict the organiza-
tion of a multihop anonymous communication
system. Broadly speaking, a Tor network con-
sists of four components:  a client,  onion
routers, directory servers, and server. Figure 1b
illustrates the basic architecture of a Tor net-
work. A client needs to install Tor software
(i.e., Onion Proxy, OP) to pack the data from
the client into a Tor cell, which is a basic trans-
mission unit in the Tor network. Onion routers
(ORs) are used to relay data between clients
and servers. The directory servers collect all of
the information associated with the ORs,
including IP address, port, public key, and so
on. Servers provide TCP application services
such as web and FTP services.

To anonymously communicate with the
remote server through Tor, the client builds a
multihop path using a source routing mecha-
nism and communicates with the remote serv-
er through the established path in the Tor
network. First, the client downloads all of the
OR information from the directory servers and
selects several high-performance ORs. The
number of selected ORs in a path is denoted
as the path length. The default path length is
three, which is hard-coded in the Tor client
software. The path is also referred to as a cir-
cuit in the Tor network. Upon choosing the
appropriate ORs, an OP will establish a one-
hop circuit to the first OR (i.e., entry OR) and
negotiate a symmetric key. After that, it will
extend this tunnel to the following two ORs,
referred to as the middle and exit ORs, respec-
tively, and negotiate symmetric keys with them.
Once the circuit is completely built, multi-TCP
streams from the client are multiplexed into
this circuit.

It is worth noting that the multihop anony-
mous communication model is more secure than
the single-hop anonymous communication
model. In the case of Tor, because any respec-
tive OR in the circuit cannot link the client and
server, the system can provide better anonymous
service to the users. Nonetheless, the data from
users is relayed through more nodes in a multi-
hop anonymous system, which definitely increas-
es the end-to-end latency.

Figure 1. Anonymous communication model: a) single-hop anonymous communication model; b) mul-
tihop anonymous communication model (Tor)to compromise users’ communication anonymity.
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DE-ANONYMIZING TECHNIQUES TO
COMPROMISE USERS’

COMMUNICATION ANONYMITY

In this section, we first categorize de-anonymiz-
ing techniques into two groups from two differ-
ent perspectives. We then elaborate on these
techniques individually.

CATEGORY OF DE-ANONYMIZING TECHNIQUES
According to existing network-traffic-analysis-
based de-anonymizing techniques, we introduce
two dimensions of attacks.
• Passive and active attacks: The adversary

can passively monitor the victim’s traffic or
actively manipulate the traffic.

• Single-end and end-to-end attacks: The
adversary conducts attacks by monitoring or
controlling related devices at either the
sender or receiver side, or at both the
sender and receiver sides.
End-to-end attacks explored in existing work

mainly focus on correlation attacks to confirm
the communication relationship between senders
and receivers. In contrast, single-end attacks
focus on fingerprinting-based attacks (e.g., web-
site fingerprinting attacks) to identify the vic-
tim’s accessed web page. In the following, we
discuss end-to-end attacks and single-end attacks
in detail.

END-TO-END ATTACKS
End-to-end attacks are designed to correlate the
communication relationship between clients and
servers using either passive or active attack
methods. To carry out attacks, the adversary
should control or monitor the devices (e.g.,
routers or Tor entry and exit nodes) at both the
sender and receiver sides. In the following, we
discuss passive and active end-to-end attacks,
respectively, and then summarize the advantages
and disadvantages of these attacks.

End-to-End Passive Attack — The object of
the end-to-end passive attack is to record traffic
passively and evaluate the similarity between the
sender’s outbound traffic and the receiver’s
inbound traffic based on statistical measures.
Figure 2 illustrates the basic workflow of end-to-
end passive attacks. This type of technique can
exploit traffic features (e.g., packet counter, traf-
fic pattern correlation, timing correlation). For
example, the adversary can simply count the
number of outgoing packets in several time
intervals at the output link of the sender and
then count the number of arrival packets in the
same time interval at the input link of the receiv-
er. Then a distance function can be applied to
compute the distance between these two links in
terms of traffic features.

The primary advantage of end-to-end passive
attacks is stealth because the traffic will only be
monitored. Nonetheless, the true positive rate is
low, while the false positive rate is high. Accord-
ingly, the adversary needs a sufficient amount of
time to observe the traffic and discover traffic
pattern similarities between senders and
receivers in order to reduce the number of errors
associated with the attack. In addition, to
improve the true positive rate and reduce the
false positive rate, end-to-end active attacks have
been proposed to manipulate traffic in order to
generate a desired signal.

End-to-End Active Attack — The basic idea of
this attack is that the adversary can manipulate
traffic at the sender or receiver side by embed-
ding a special signal in the victim’s traffic. Then
the traffic at the receiver or sender side is moni-
tored in order to recognize the signal and con-
firm the communication relationship between
the sender and the receiver. This class of attacks
is also referred to as watermarking-based attacks
[2].

Because the adversary can exploit various
features of distinct layers to embed watermark-
ing into network traffic, we present these attacks
from three different layers: network layer, proto-
col layer, and application layer.

At the network layer, the adversary can
exploit such features as the traffic rate [2], pack-
et delay interval [4], and packet size to embed a
signal into target traffic. For example, Yu et al.
[2] proposed that an adversary could interfere
with traffic from a sender and shape its traffic
rate pattern. In this way, an invisible direct
sequence spread spectrum (DSSS) signal can be
embedded in the traffic. Then the embedded sig-
nal along with the traffic transmitted through the
anonymous communication network arrives at
the receiver. After that, the adversary can recog-
nize the signal and compromise the anonymity
between the sender and the receiver.

Wang et al. [4] investigated packet delay
interval centroid-based watermarking tech-
niques. Assume that the arrival distribution of
packets in a time interval [0, T) is uniform. By
having the adversary intentionally delay each
packet within this interval T, packets can uni-
formly exhibit values in the range [a, T) so that
the mean of packet arriving times in this time
interval is T + a/2. In order to embed the signal
in the traffic, the adversary first chooses two

Figure 2. Workflow of end-to-end passive
attacks.
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groups of time intervals. Denote the two original
groups as A and B and the delayed groups as A¢
and B¢ . To encode a 1 bit, the packets in the
time interval of group A are carefully delayed,
and the mean of these two groups can be derived
as

(1)

To encode a 0 bit, the packets in the time inter-
val of group B are altered, and the adversary can
adjust the mean of these two groups as

(2)

By adjusting the time interval centroid, a series
of binary signal bits can be embedded into the
traffic.

In addition, an adversary can vary the packet
size to embed a signal into the victim’s traffic.
For example, the adversary controls a web server
and manipulates the size of the response HTTP
packets. A specific packet length can be mapped
into a single hex bit. By altering the length of
several packets, the adversary can encode a mes-
sage into the traffic. Although the packet length
is partially padded at the single-hop proxy, the
adversary can still infer the packet length in
order to recover the original signal at the client
side and confirm the communication relationship
between the client and the server. Additionally,
to keep this attack invisible, the adversary needs
to keep both the distribution and the self-simi-
larity of the original packet size. To this end, the
adversary needs to deliberately select appropri-
ate packets and alter their sizes.

At the protocol layer, the watermarking
attack can employ different protocol features of
anonymous communication systems. For exam-
ple, Ling et al. [5] deeply explored the communi-
cation protocol of Tor and discovered that Tor
employs the counter mode of the Advanced
Encryption Standard (AES-CTR) to encrypt and
decrypt Tor cells. Consequently, each Tor node,
including the Tor client in a circuit, maintains a
local counter to synchronize the counter values
with each other in order to correctly encrypt or
decrypt the cells. Nonetheless, this attack
exploits the feature of the counter synchroniza-
tion mechanism in a multihop path, and disturb-
ing the counter value at some node along this
path incurs encryption/decryption failure of the
Tor cell. To achieve this goal, the adversary first
needs to control both the Tor exit and entry
nodes, and then have the ability to operate the
Tor cell at the entry node. Specifically, the
adversary can replay, delete, or insert a cell to
the target circuit at the entry node. Replaying a
cell or inserting a faked cell will result in increas-
ing the counter at both the middle and Tor exit
nodes, whereas deleting a cell will decrease the
counter. These operations can make the counter
value at the middle and exit Tor nodes unsyn-
chronized and cause cell decryption failure at
the exit node. Because this type of decryption
failure is fairly rare in a normal circuit, the
adversary can use this unique feature to detect
whether a manipulated cell passes through its

controlled Tor exit node. Once this decryption
failure is recognized at the exit node, the adver-
sary at the entry node knows the source of the
circuit, while the conspirator at the exit node
learns the destination of the circuit. In this way,
the adversary can trivially confirm the communi-
cation relationship between the source and desti-
nation of the circuit.

Additionally, the adversary can exploit the
defects in data integrity verification in multihop
anonymous communication systems [5]. For
example, the Tor cell is encrypted in an onion-
like fashion during the transmission in the circuit.
Consequently, unlike the Tor client and exit node,
which can obtain the plaintext of the cell to check
the integrity of the data, entry and middle nodes
cannot verify the integrity of the cell. If the adver-
sary tampers with the content of the ciphertext of
the cell at an entry node, it results in cell decryp-
tion failure at the exit node due to a lack of data
integrity verification at each node along the entire
multihop path. Likewise, the adversary at the exit
node can leverage decryption failure as a signal to
correlate the communication relationship between
the sender and the receiver.

The adversary can also use the Tor protocol
characteristic (i.e., the size of each Tor cell is
equal [3]). The adversary can control the num-
ber of transmitted cells during each time slot at
a Tor node in order to encode signal bits. Partic-
ularly, to encode a 1 bit, the exit node will col-
lect three Tor cells in the circuit queue and flush
them out into the circuit. In addition, a single
cell will be sent into the circuit to encode the 0
bit. To avoid the problem of adjacent signals
being merged together, a delay interval can be
introduced between signals. When the cells that
carry the signals arrive at the entry node, a
sophisticated signal recovery algorithm can be
applied to decode and recover the signals in
terms of the number of the received cells in the
circuit queue. Once the signal is detected, the
communication relationship between the sender
and the receiver can be correlated.

At the application layer, the adversary at
the server side can inject special content into
the victim’s web response traffic in order to
force the client to generate special traffic pat-
terns as a signal. Then the adversary at the
client side can observe this signal and confirm
the communication relationship between the
sender and the receiver. Specifically, once an
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Figure 3. Workflow of end-to-end active attacks [3].
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adversary discovers the target web response
traffic that passes through its exit node, mali-
cious web links of empty images can be inject-
ed so that the browser at the client side will be
forced to generate a specific traffic pattern to
download these links [6]. Then the conspirator
at the entry node will inspect the traffic to
detect the desired pattern. Upon discovering
the expected traffic pattern, the adversary can
compromise the anonymity between the sender
and the receiver. In this case, the adversary
takes advantage of the HTTP application fea-
tures to generate a signal. Moreover, similar
techniques can be used to conduct such kinds
of application layer attacks. For example, a
piece of Javascript code can also be injected
into the victim’s web response traffic as a sig-
nal generator, which is executed at the victim’s
browser to generate signal traffic.

SINGLE-END ATTACKS
The adversary who performs single-end attacks
needs to control or monitor traffic passing
through devices at the sending or receiving side
so as to compromise the users’ communication
privacy and security. Single-end passive attacks
extract the pattern of traffic, referred to as a fin-
gerprint, and infer the content of traffic at the
application layer (e.g., users’ accessed websites).
In addition, single-end active attacks can actively
inject content into traffic at the application layer
in order to force the client to directly send a sig-
nal to the adversary and expose the real IP
address of the client. In the following, we elabo-
rate on these attacks.

Single-End Passive Attack — The idea of sin-
gle-end passive attacks is to monitor traffic
between the victim and the anonymous proxy
and identify the real accessed web pages by com-
paring a prospective traffic pattern with pre-col-
lected web page fingerprints. This type of attack
is also referred to as a Website Fingerprinting
(WF) attack.

There are two phases of this attack:
• Offline training
• Online classification
Figure 4 illustrates the basic workflow of a sin-
gle-end passive attack. In the offline training
phase, the adversary first needs to select several
websites of interest and set up the victim’s envi-
ronment to emulate the procedure of the vic-
tim’s browsing activities. Then, the adversary will
browse the websites one by one and collect the
website traffic. Furthermore, the collected data
should be preprocessed in order to remove
noise. For example, the accuracy of the website
fingerprinting attack will be affected because
advertisement links on web pages are dynamic.
Hence, by using some preprocessing strategies,
this type of noise will be filtered. Additionally,
the adversary should extract appropriate features
from the preprocessed traffic. These features
should be carefully selected to exhibit the most
effective patterns, which are usually hidden in
the traffic. According to existing attacks, various
features have been explored to effectively con-
duct attacks, including packet length distribu-
tion, traffic volume, total time, traffic direction,
packet length order, up/downstream bytes, bytes
in traffic bursts [7], etc. Finally, the adversary
chooses a proper classifier to generate a classifi-
cation rule by using the collected sample data. In
existing attacks, various classifiers have been
investigated, including Bayes classifiers, multino-
mial naive-Bayes classifiers, Support Vector
Machines (SVMs), decision trees, etc.

In the second phase, the adversary can record
real traffic and launch an attack to identify the
victim’s accessed web pages. First, the adversary
needs to deploy a monitoring tool and then
silently collect the victim’s traffic between the
client and the anonymous proxy. After obtaining
real traffic, the adversary will preprocess the
traffic in order to remove noise. Moreover, the
adversary measures the features from the pro-
cessed traffic and performs the attack by using
the classification rule to identify accessed web
pages.

Single-End Active Attack — This type of
attack actively inserts malicious code into non-
encrypted traffic at the server side so that the
code arrives and executes at the victim’s host.
This is done in order to bypass the installed
client of an anonymous communication system
and directly establish a connection to a malicious
server. To this end, the adversary should control
the non-encrypted link between the proxy and
the remote server. For example, in the case of
the Tor network, an adversary who controls a
Tor exit node can arbitrarily inject or modify
content of non-encrypted traffic. After assuming
control of a non-encrypted link, the adversary
can inject diverse software instances into the
link, including Flash, Javascript, ActiveX Con-
trols, and Java. Once these software types are
executed in the browser, they will bypass the
local proxy settings in the browser and directly
create a connection to a specific remote server
in order to expose the real IP address of the
client. In addition, the adversary can take advan-
tage of browser exploits to conduct this type of
attack to compromise a victim’s anonymity.

Figure 4. Workflow of single-end passive attacks.
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To prevent themselves from experiencing
active single-end attacks, users should disable
active content systems such as Flash, ActiveX
Controls, Java, and Javascript to avoid malicious
code executing in the browser. Alternatively, a
transparent proxy can be deployed at the client
side in order to ensure that all of the traffic is
directed into the anonymous communication sys-
tem.

COUNTERMEASURE
To mitigate the threat posed by de-anonymizing
techniques, there have been a number of research
efforts on developing various countermeasures to
defend against these attacks. Broadly speaking,
the countermeasures can be deployed from three
perspectives: network layer, protocol layer, and
application layer. In the following, we discuss
these diverse countermeasures.

Because network traffic characteristics can be
exploited to de-anonymize the communication
between users, a basic idea of defense that can
be used to thwart attacks at the network layer is
to remove the features of traffic associated with
users, including packet size distribution, packet
order, traffic volume, traffic time, and so on. To
be specific, packet padding techniques can be used
to pad packet sizes in order to remove the packet
length feature from features such as packet size
and packet order. Intuitively, the size of each
packet can be padded into the same size (e.g.,
maximum transmission unit, MTU). Additionally,
various sophisticated strategies have been studied
to effectively and efficiently pad the packet size
[8]. To obfuscate the traffic time, delay can be
intentionally added between each packet to
increase the traffic time. Furthermore, dummy
traffic techniques can be applied to inject dummy
packets into users’ original traffic in order to
obfuscate the traffic volume. In addition, traffic
morphing techniques can be used to vary current
traffic patterns to look like other traffic patterns.
For example, to thwart a website fingerprinting
attack, the web server can first select a target
page and then mimic the packet size distribution
of that target web page. Generally speaking,
defense techniques at the network layer are more
general and can be used in various anonymous
communication systems, although they can incur
high transmission overhead.

At the protocol layer, protocol-level padding
and dummy techniques can be used to hide traf-
fic features associated with users. As a matter of
fact, secure shell (SSH), TLS, and IPsec apply
such protocol-level padding techniques to align
plaintext with block cipher boundaries, thereby
obfuscating the packet size to some degree. To
further improve security, a random amount of
padding can be selected [7]. Additionally, proto-
col-level dummy techniques can be used. For
example, Tor does not commonly employ the
functionality of padding cells for circuit-level
padding purposes because it can significantly
decrease the performance of the circuit. Proto-
col-level padding and dummy techniques could
be designed to reduce the overhead incurred to
some degree. Nonetheless, it should be carefully
designed; otherwise, it could be used to conduct
an MTU end-to-end active attack.

At the application layer, HTTP features and
background traffic (i.e., decoy web pages) can be
exploited to remove traffic features from user
flows. For example, HTTP pipelining and HTTP
ranges can be used to adjust both incoming and
outgoing packet sizes [9]. Moreover, changing
the order of the HTTP requests at the client side
can vary the traffic pattern to some extent. To
apply background traffic techniques at the appli-
cation layer, a decoy web page can be silently
loaded in the background while a user is brows-
ing a target web page. This type of defense tech-
nique can only be used for some specific
applications (e.g., HTTP) and cannot be widely
applied for diverse applications [3].

Hybrid techniques can be deployed at the dif-
ferent layers to provide a comprehensive solu-
tion to obstruct various attacks. Moreover, the
trade-off between security and performance
should be carefully studied [8] to ensure efficient
and secure defenses. To further understand the
interaction between attacks and countermea-
sures, we can adopt communication theory by
modeling attacks as transmissions of binary mes-
sages through a noisy communication channel.
By leveraging such a channel model, we can con-
duct a holistic investigation of the impact of
attacks and the effectiveness of countermeasures
on various anonymous channels.

CONCLUSION AND FUTURE WORK

In this article, we have studied two classes of
anonymous communication systems (i.e., single-
hop and multihop systems). We have described
the organization and basic mechanisms of these
anonymous communication systems. We have
then elaborated on various attacks, including
end-to-end confirmation attacks and single-end
analysis attacks. To mitigate these attacks, we
have also studied possible countermeasures at
different layers.

Further research on attacks and corre-
sponding countermeasures should be investi-
gated. For example, Juarez et al. [10] argue
that current website fingerprinting attacks may
not be effective in practice because previous
work makes unrealistic assumptions on the
models of the adversary, client setting, and
website. Therefore, more practical website fin-
gerprinting attacks should be studied. In addi-
tion, active website fingerprinting attacks have
not been well investigated in existing work.
This could be a new research direction in this
field. The potential approaches to performing
active website fingerprinting attacks could be
actively used to modulate the victim’s web
traffic pattern. In this way, the adversary could
trivially infer the various features (e.g., web
objects) in the web response traffic. In addi-
tion, it makes the attacks more accurate and
practical. Finally, the arms race of developing
new attacks to compromise users’ anonymity
and corresponding countermeasures to fight
against these attacks will continue. It is critical
to establish a theoretical foundation (e.g.,
channel modeling) capable of studying interac-
tions between various attack and countermea-
sure mechanisms.
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ver the last decade, energy harvesting has emerged
as a promising approach to enable self-sufficient

and self-sustaining operation for low-cost devices in ener-
gy-constrained networks by scavenging energy from the
ambient environment to power up devices.

In wireless sensor networks, small, wireless, autonomous
sensors usually operate at ultra-low power. If these wire-
less sensors, which spread throughout homes or factories,
in buildings or even outdoors to monitor all kinds of envi-
ronmental conditions, are powered by energy harvesting,
there are no batteries to replace and no laborious cost
associated with replacing them. As such, wireless sensor
networks can be deployed in hard-to-reach areas to pro-
vide ubiquitous coverage.

In cellular networks, energy harvesting can be used to
provide power in many elements of a telecom network,
saving considerable cost in electricity supply and providing
low maintenance monitoring. Powering base stations with
wind or solar power allows telecom networks to expand
beyond the limit of the power grid. The possibility of redis-
tribution of the renewable energy in smart grid allows fur-
ther efficient utilization, although it leads to many
challenges as well.

Another important focus of this research area is RF
energy harvesting. RF energy is currently broadcasted
from billions of radio transmitters around the world,
including mobile telephones, handheld radios, mobile base
stations, and television/ radio broadcast stations. The abili-
ty to harvest RF energy, from ambient or dedicated
sources, enables wireless charging of low-power devices
and provides significant benefits to product design, usabili-
ty, and reliability.

This Feature Topic includes 10 accepted papers, which
address a number of critical and relevant issues studied in
the emerging area of energy harvesting communications.
We hope this Feature Topic is able to help readers obtain
better understanding of some key issues in energy harvest-
ing and drive more research interest.

This Feature Topic starts with an article, “Smart RF
Energy Harvesting Communications: Challenges and
Opportunities” by Deepak Mishra et al., which explores

various communication strategies that can complement the
RF harvesting hardware advances toward the realization of
energy harvesting communication networks.

The article “A General Utility Optimization Framework
for Energy-Harvesting-Based Wireless Communications”
by Hang Li et al. introduces a general utility optimization
framework for energy-harvesting-based wireless communi-
cation systems subject to a novel type of energy usage con-
straint.

The article “Application of Smart Antenna Technolo-
gies in Simultaneous Wireless Information and Power
Transfer,” written by Zhiguo Ding et al., proposes an
application of smart antenna technologies, MIMO and
relaying, to simultaneous wireless information and power
transfer systems, and provides some future research chal-
lenges for the design of those systems.

The article “RF-Powered Cognitive Radio Networks:
Technical Challenges and Limitations” by Lina Mohjazi et
al. presents an overview of the architecture of cognitive
radio networks that operate based on intended and unin-
tended RF energy harvesting.

The article “Provisioning Quality of Service to Energy
Harvesting Wireless Communications” by Xiaojing Chen et
al. develops a dynamic string tautening method to produce
the most energy-efficient schedule that adapts to the
bursty characteristics of wireless traffic and energy harvest-
ing.

The article “Increasing Sustainability and Resiliency of
Cellular Networks Infrastructure by Harvesting Renewable
Energy” by Andres Kwasinski et al. discusses the use of
harvested renewable energy to power cellular base stations
to reduce the carbon footprint of cellular infrastructure
and to enable the deployment of cellular service in areas
that lack electrification infrastructure.

The article “Wireless Powered Communication: Oppor-
tunities and Challenges,” written by Suzhi Bi et al., pre-
sents an overview of state-of-the-art RF enabled wireless
energy transfer technology and it applications to wireless
communications, with highlights on the key design chal-
lenges, solutions, and opportunities ahead.

The article “Fundamental Limits of Energy Harvesting

Frank Schmidt
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Communications” by Omur Ozel et al. surveys recent
results in the literature and point to open problems in the
fields of communication theory, information theory, signal
processing, and networking.

The article “Enhancing Wireless Information and
Power Transfer by Exploiting Multi-Antenna Techniques,”
written by  Xiaoming Chen et al., provides a tutorial on
various aspects of multi-antenna-technique-based wireless
information and power transfer, with a focus on tackling
the challenges through parameter optimization and proto-
col design.

The article “Green Delivery: Proactive Content Caching
and Push with Energy-Harvesting-Based Small Cells” by
Sheng Zhou et al. proposes a new access network frame-
work that enables efficient content delivery via energy-har-
vesting-based small cells to provide more multicast
opportunities.
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INTRODUCTION

In recent times, RF  energy harvesting (RFH)
has emerged as a promising technology for
alleviating the node energy and network life-
time bottlenecks of wireless sensor networks
(WSNs). The RF radiation pattern is general-
ly wide-angled; radio waves can simultaneous-
ly  carry information and energy,  and the
radiation directivity can be electronically
steerable. These features have been exploited
in multihop energy transfer (MHET) as well
as combining it with data transfer over the
same RF signal (called simultaneous wireless
information and power transfer, or SWIPT),
without requiring critical alignment of the
nodes [1, 2]. Besides, RFH has found applica-
tions in cognitive radio networks, wireless
body area networks, and other wireless charg-
ing systems [3].

In RFH, RF wave radiations in the frequency
range 3 kHz to 300 GHz are used as energy car-
riers. The amount of electrical energy that can
be harvested is dependent on the power being
emitted from the RF source, the antenna gains
of the RF source and the receiving device, the
distance of the receiving antenna from the RF
source antenna, path loss exponent, and the RF-

to-DC rectification efficiency hRF–DC. The
received electrical power is 

PR
DC = (hRF–DC)PR,

where PR is the received RF power that can be
calculated using the Friis transmission equation.

RF energy sources can be classified into two
categories:
• Ambient RF source: Ambient RF energy

sources are not actually dedicated to RF
energy transfer (RFET), and this RF ener-
gy is freely available. The frequency range
of ambient RF transmission is 0.2–2.4 GHz,
and this includes most of the radiations
from domestic appliances (e.g., television,
Bluetooth, WiFi). 

• Dedicated RF source: This on-demand sup-
ply generally has a relatively higher power
density due to directional transmission, and
it is used to recharge nodes that require
predictable and high amounts of energy.
The energy transfer is done in the license-
free industrial, scientific, and medical (ISM)
frequency bands. 
As RFH from dedicated RF sources, also

known as RFET, is fully controllable, it is better
suited for supporting applications with quality of
service (QoS) constraints.

While RFET shows several promising direc-
tions and has an advantage over non-radiative
wireless energy transfer in terms of relaxed cou-
pling/alignment requirements [4], RFH suffers
from various losses, including path loss, energy
dissipation, shadowing, and fading. The problem
is compounded by low energy reception sensitivi-
ty, restriction of maximum RF energy radiation
due to human health hazards, and sharply
decreasing RF-to-DC conversion efficiency at
low receive powers. These RFH constraints
place additional challenges compared to wireless
data transfer because the information reception
sensitivity is higher by a few orders of magnitude
(typically –60 dBm in data reception vs. –10
dBm in RFH). This implies that with the current
state of devices and RF circuits technologies,
some applications may have limited practical
utility. For example, the wireless energy plus
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data transfer paradigm in two-hop decode-and-
forward relay mode may not work with conven-
tional inter-node distances (a few tens of meters)
because the currently realizable energy transfer
range is only on the order of 1 m.

The first goal of this article is to provide an
overview of the recent developments toward
improving RFH efficiency. Some novel
approaches we discuss include increasing RFH
circuit efficiency, multi-path energy routing
(MPER), multi-antenna energy transmission,
distributed beamforming techniques, and proto-
col-based optimization for cooperative energy
transmission. Second, we provide experimental
insight on the practical implementations of some
of these strategies for enhancing RFH efficiency
and their corresponding implications, followed
by the current theoretical practices in this regard.
Next, driven by experimental insights and practi-
cal system parameter considerations, the article
highlights the challenges and the allied systems
research opportunities for various aspects of
RFH communications. 

IMPROVED RFH CIRCUITS
The general architecture of a RFH unit is shown
in Fig. 1.

The harvested energy is used to run a low-
power micro-controller that processes the data
from the application unit and controls the node’s
overall operation including information trans-
mission and reception. The effectiveness of the
RFH circuit is mainly determined by the RF-to-
DC conversion efficiency and the DC output
voltage. The conversion efficiency depends on
the effectiveness of the antenna in collecting RF
power, the precision of the matching circuit in
energy conversion in the chosen frequency range,
and the choice of the number of stages and
diodes in the multiplier circuit. 

IMPROVING RF-TO-DC 
CONVERSION EFFICIENCY

Maximum power transfer from the antenna to
the voltage multiplier can be realized when the
antenna output impedance and load impedance
are conjugates of each other (impedance match-
ing). For the RFH circuit to work efficiently at
low input power, diodes with low turn on voltage
are used in the voltage multiplier circuit. The
number of multiplier stages also has a significant
impact, as a higher number of stages provides
higher load voltage but reduces the load current
in the process, whereas a lower number of stages
provide a faster charging, but the load voltage is
significantly lowered. As the received input RF
power is very low, Dickson topology comprising
multiple stages of parallel capacitors is used for
high RF-to-DC conversion efficiency [5]. 

Because of the nonlinearity of the diode char-
acteristics, the energy conversion efficiency
sharply reduces at low input RF power [5, 6]. A
dual-stage design — one with seven stages that
works well for low input RF power and the other
with 10 stages for higher input RF power — was
proposed in [5], and an optimization framework
was used to decide on the switchover point
between the two stages, resulting in about 20

percent efficiency improvement over the com-
mercially available Powercast harvester. Recent-
ly, in [7] it was shown that the efficiency can be
further improved by using a resonating L type
matching circuit along with a low pass filter
(LPF) at the last stage. The resonator circuit
exhibits resonant behavior at a specific frequen-
cy that can strengthen the weak RF power sig-
nals significantly. The LPF at the last stage of
the harvesting circuit reduces the output har-
monics and ripples in the output voltage to
increase the output DC voltage.

SCALABLE RECTENNA ARRAY
As the incident ambient RF waves vary in fre-
quency, power density, polarization, and inci-
dence angles, scalable rectenna arrays with
optimized power management circuits have been
discussed in [8] for increasing the RFH efficien-
cy. For maximum DC power generation, insert-
ing a transitional DC-DC converter with peak
power tracking that can reconfigure the equiva-
lent DC load of the rectenna array with varying
input RF power has been suggested. Also, it has
been noted that the amount of harvesting power
can be maximized by optimizing the antenna
cover area on printed circuit boards by placing a
greater number of antenna patches.

While these are some of the RFH circuit and
hardware related developments, the main focus
in this article is the advances and opportunities
involving communication systems.

EXPERIMENTAL INSIGHT ON
SMART RFH COMMUNICATIONS

As noted earlier, RFH performance is limited by
low energy reception sensitivity, low conversion
efficiency at low input power, and the maximum
allowable RF radiation power. In this section, we
present some experimental observations on
RFET with a special focus on multi-path energy
routing (MPER), which provides efficient RFH
communication by overcoming these hardware-
based shortcomings. MPER helps improve RFH
efficiency by first collecting the dispersed or dis-
sipated RF energy transmitted by the RF source
with the help of energy routers, and then direct-
ing it to the desired sensor node via paths other
than the direct single hop path (Fig. 2a). These
“energy routers” can be part of the network or
may be introduced as optimally positioned

Figure 1. RF energy harvesting node.

Microcontroller with
data transceiver

Energy
storage
element

Voltage
multiplier

Matching
circuit

RF energy
harvesting
antenna

Application
unit

DE_LAYOUT.qxp_Author Layout  3/31/15  2:37 PM  Page 71



IEEE Communications Magazine • April 201572

dummy nodes. MPER is based on the principle
that multihop energy transfer (MHET) is benefi-
cial to the energy transfer process.

MHET can improve energy harvesting effi-
ciency by deploying relay nodes close to the tar-
get sensor node. The gain in MHET is achieved
because of reduced path loss from the relay
node to the end node, and improved RF-to-DC
efficiency due to higher received power. Under
the same principle, MHET can provide RFH
range extension, which helps in implementing
smarter RFH communications as it reduces the
gap between the energy transfer and data trans-
fer ranges. Feasibility studies in [2] showed that
under certain optimum distance conditions,
MHET can provide energy and time gains over
direct energy transfer (DET). The improved per-
formance of MHET over DET was experimen-
tally demonstrated in [9]. The MHET
experimental studies have been further extended
to more generalized cases of MPER, which are
discussed next. 

MPER IN A SPARSE DEPLOYMENT SCENARIO
In a sparse deployment, the intermediate nodes’
presence does not cause any blocking or shadow-
ing to the direct line of sight (LOS) path to the
end node. However, the intermediate node is in
a disadvantageous position because it can receive
a lesser amount of the signal. The MPER exper-
imental setup is shown in Fig. 2b, where, to
improve gain, two intermediate nodes are sym-
metrically placed on either side of the LOS path,
constituting a three-path energy transfer. 

The system specifications for the experimen-
tal setup are: HAMEG RF synthesizer transmit-
ting +13 dBm at 915 MHz via a 6 dBi Powercast
patch antenna; intermediate nodes composed of
a Powercast P1110 EVB, a Mica2 mote, two
Powercast 6 dBi patch antennas; and an end
node comprising a Powercast P1110 EVB and a
Powercast 1 dBi dipole antenna. Further details
on the experimental setup can be found in [9].
The intermediate nodes store the energy har-
vested via a 6 dBi antenna in a 50 mF capacitor
for running the Mica2 mote. They forward the
energy in the form of data packets from the
modified Mica2 mote to the end node via anoth-

er 6 dBi antenna every time the capacitor is fully
charged. For efficient RFET, the Mica2 mote
has been reprogrammed to transmit packets con-
tinuously one after the other during the energy
transmission state [9].

The MPER performances in the two-path
scenarios (left+direct, right+direct) as well as
in the three-path scenario (direct+left+right)
are shown in Fig. 2c.i. Compared to DET, time
saving to charge the end node’s capacitor up to
3 V is about 18 and 28 percent, respectively, in
the two-path and three-path cases. The energy
gain is the same as the time gain, as energy
and time are proportional for a constant power
source. 

MPER IN A DENSE DEPLOYMENT SCENARIO
In a dense deployment, charging one sensor
node directly using LOS RF energy transmission
may not be very efficient because of blocking/
shadowing caused by the neighboring nodes.
Hence, these intermediate nodes can be made to
act like energy routers for the end node by
adding transmission capabilities to them. Here,
recharging multiple nodes simultaneously can
also improve the overall system efficiency, as the
sensor nodes near to the target sensor node can
collect the otherwise dissipated energy.

The system specifications for the experimen-
tal setup are similar to the sparse scenario,
except that a Hittite RF Synthesizer transmit-
ting +23 dBm was used as the RF source, and
the end node receives energy via a 6 dBi PCB
patch antenna to overcome the blocking loss
due to lower inter-node distances. The perfor-
mance comparison in this case is shown with
respect to the number of hops, which also
demonstrates the feasibility of three-hop energy
transfer. Referring to Fig. 2a, the intermediate
nodes present are node 1a and node 1b. In the
two-hop path, node 1a does not participate in
RFET. 

The representative results as plotted in Fig.
2c.ii show that both two-path (1-hop and 2-hop)
and 3-path (1-hop, 2-hop, and 3-hop) MPER
provide time gains of around 12 and 18 percent,
respectively, over DET for charging the end
node up to 3 V.

Figure 2. Multipath energy routing: a) block diagram of MPER; b) experiment setup for MPER in a sparse network; c) charging
time comparison.
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OPTIMAL RELAY PLACEMENT

As demonstrated earlier, MHET can improve
RFET efficiency. However, this improvement is
strongly influenced by the placement of relay
nodes. To show the effect of relay node position,
consider the following three cases in a 2-hop
RFET (Fig. 3c) with RF source transmitting at
+13 dBm over Powercast directional antennas at
915 MHz from a distance of 30 cm to the end
node.

Case A: The relay node is closer to the RF
source, so it harvests energy at a faster rate and
forwards energy more frequently (with a higher
number of on/off cycles; Fig. 3a). However, the
energy received per cycle at the end node is very
low due to a higher path loss.

Case B: The relay node is at the midway point

to the end node. It harvests less energy com-
pared to case A over a given time. Also, the
energy received per forwarding cycle by the end
node is lesser than case C due to higher path
loss.

Case C: The relay node is closer to the end
node. In this case the node harvests the least
amount of energy over a given time, but the
energy received per cycle by the end node is the
highest due to minimum path loss. The overall
performance of case C was noted to be the best,
as shown in Fig. 3b. The average energy gain
was noted to be about 10 percent over the worst
case [9]. 

The above experimental study, however, calls
for optimization formulations to find the opti-
mum intermediate node positions to maximize
RFET efficiency under different deployment
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Figure 3. Effect of intermediate node placement: a) number of on-off cycles comparison; b) contribution of relay (Von – Voff); c)
experiment setup; d) blocking characterization.
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scenarios. This requires characterization of the
blocking losses. For the setup in Fig. 3c, the
blocking region characteristics are shown in Fig.
3d. It is clear that the intermediate node can
cause significant blocking loss. Interestingly,
there lies an intermediate region between the
blocking and nonblocking region, which can pro-
vide energy gain due to reflection.

RF CHARGING TIME CHARACTERIZATION
To characterize the RFET and MPER, it is nec-
essary to characterize the capacitor charging
from an RF source. A recent study [10] has
shown that RF charging is different from the
conventional constant voltage charging. It is a
special case of constant power charging, because
the RF power received for recharging the capac-
itor is fixed for an RF source transmitting con-
stant power from a fixed distance. It provides
the analytical expression for the time required to
charge a capacitor having an initial voltage up to
some threshold value depending on the energy
requirement of the sensor node. Experimental
validation of the RF charging equations using a
Powercast P1110 EVB has also been provided.
The derived charging time equation in [10, Eq.
13] as a function of received DC power PR

DC, cir-
cuit parameters (capacitance and resistance),
and the lower and upper voltage limits (corre-
sponding to the initial and final charge stored in
the capacitor) can be used for analyzing the
RFH efficiency.

NETWORK SIZE EXPANSION:
CONSEQUENCE OF MPER

We now discuss how the energy efficiency
improvements provided by improved RFH tech-
niques via MPER can provide network size
expansion. Consider the network model shown
in Fig. 4a, where a mobile node (called the
integrated data and energy mule, or IDEM)
with dedicated RF source and MPER capability

has the objective of providing uninterrupted
network operation by regularly visiting the
nodes to recharge them and collect field data
[2]. Network size can be defined as the number
of nodes that can be served by a single mobile
dedicated RF source in such a way that none of
the nodes ever runs out of energy. This network
size extension is achieved by quicker charging
of the nodes via advanced RFH circuits (20
percent gain [5]) and RFH communication
(total 30 percent gain [9]) techniques. In total,
we consider an energy harvesting efficiency
improvement of around 50 percent (Table 1),
leading to 50 percent more received DC power.
The corresponding charging time gain is
obtained using [10, Eq. 13]. 

In [11], it was shown that the average energy
consumption per sensing cycle in a node in a
pollution monitoring application increases from
50–60 J to 140–150 J as the number of sensors
per node is increased from one to four, which is
an increment of nearly 30 J per additional sen-
sor. The node energy consumption is a random
variable because it depends on the pollution
level. Thus, the network size depends on the
average charging time, which in turn depends on
the average energy consumption per node. In
order to serve the maximum number of nodes,
the IDEM should spend the minimum time trav-
eling so that the length of the overall tour is
minimized.

We have considered sensor nodes that are
uniformly randomly deployed over a square
field of 5 km × 5 km. The IDEM speed is
assumed to be 5 m/s. The charging time param-
eters, based on the experimental observations,
are: charging distance d = 0.328 m; RF trans-
mit power = 3 W; operating frequency = 915
MHz; transmitter and receiver antenna gains of
6 dBi; capacitor value C = 20 F with ESR R =
0.16 W. For simplicity, we have considered that
each node will be visited only once in a cycle.
Hence, the IDEM should follow the shortest

Figure 4. Networking consequence of improved RFH efficiency: a) quicker charging using dedicated RF source with MPER; 
b) network size expansion.
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Hamiltonian cycle, which has been found by
solving the Traveling Salesman Problem using a
genetic algorithm. 

The simulation results are based on an aver-
age of 30 runs. The percentage improvement in
charging time and network size achieved due to
the implementation of RFH communication
techniques is shown in Fig. 4b for all four cases.
The results show that on average, there is about
35 percent reduction in charging time of the
nodes and about 50 percent increase in the num-
ber of nodes than can be served by a single
IDEM. Thus, RFH efficiency improvement can
not only prolong the network lifetime but also
provide network expansion.

THEORETICAL ADVANCES ON
RFH COMMUNICATIONS

We now discuss the recent developments on
RFH communication that are primarily theoreti-
cally driven. These include novel methods at the
physical layer as well as the upper communica-
tion layers.

MULTIPLE ANTENNA TRANSMISSION

Single-antenna transmitters with omnidirection-
al radiation cause significant path loss with
increasing transmission distance due to beam
spreading. Multi-antenna transmission can
achieve spatial multiplexing as in multiple-input
multiple-output (MIMO) systems, by employing
beamforming techniques (Fig. 5) to improve the
RFH efficiency in long-distance energy transfer
by exploiting large antenna array gain. This
enables faster charging without any increase in
transmit power. This RFET method of concen-
trating the RF waves in the direction of the
intended receiver is called energy beamforming,
which was first considered in [1] for SWIPT in
multiuser downlink.

An issue associated with beamforming
gains is channel state information (CSI) feed-
back. In [12], it was shown that energy beam-
forming based on accurate CSI feedback can
provide higher energy transfer efficiency.
However, this is at the cost of significant time
overhead incurred at the receiver. A longer
channel estimation duration can provide a

Table 1. Strategies for improving RFH efficiency.

S. No. Strategy Gain (%) Challenges Opportunities

1 Improved RFH circuit design 20–30%
[5, 7]

Low efficiency for very low RF inputs;
Hardware constraints;
Supporting wide-band and multi-band
operation

It plays the central and most significant
role; can provide efficient ambient RFH;
bridges the gap between data and energy
sensitivity of receiver; scalable rectenna
array

2 Multipath energy
routing (MPER)

(a) MPER in sparse
networks 10–20%

Lower efficiency due to lower transmit
power of the relay;
Cost of deploying dummy nodes

Can provide RFET range extension, if single-
hop energy cannot be received due to path
loss and lower receiver sensitivity 

(b) MPER in dense
networks 10–30%

Lower inter-node distances;
Node deployment not suitable to higher
order MHET

Improves RFH efficiency by simultaneous
charging of multiple nodes, MHET by using
the nodes causing blocking of DET as ener-
gy routers

3 Relay node
optimizations

(a) Optimal relay
placement 5–10% [9] Non-convex Optimization problem Effectiveness of MPER and MHET is strongly

affected by relay placement

(b) Cooperative
relaying [15]

Not
quantified

Relay selection has to solve non-trivial reli-
able data-efficient energy transfer trade-off
due to huge discrepancy in data and energy
reception sensitivity

Can boost harvesting efficiency, meet QoS
requirements by using relay nodes by
exploiting the beamforming and diversity
gains

4 Beamforming

(a) Distributed
beamforming [13]

Not
quantified

Overhead cost involved in the phase and
frequency synchronization of the carrier sig-
nals generated by the local oscillators of dif-
ferently located RF energy transmitters

Significant RFH efficiency improvement by
cooperative transmission of distributed and
independent transmitters; sophisticated dig-
ital implementation of optimal frequency
and phase estimator instead of analog
phase locked loop can further increase effi-
ciency

(b) Energy beam-
forming [1]

Not
quantified

Nontrivial tradeoffs in allocating communi-
cation resources for optimizing interference
levels and RFH efficiency; Form factor con-
straints

Energy allocation based on estimated CSI
can provide a higher harvesting efficiency
via energy beamforming

5 Protocol-based
optimizations

(a) MAC >100%
[14]

Optimal energy transfer v/s data communi-
cation trade-off

Integration among efficient energy harvest-
ing, multi-antenna transmission, data com-
munication, resource management, and
signal processing

(b) Routing Yet to
study

Joint optimization of RFH and networking
parameters;
Factors like low receiver sensitivity, propa-
gation losses, judicious utilization of the
nearby sensor nodes (energy routers), vary-
ing residual energy at different nodes

Optimal joint routing and recharging
scheme for mobile dedicated RF source(s)
can lead toward uninterrupted network
operation [2]
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more accurate CSI, but it also shortens the
energy transfer duration, which leads to less
harvested energy.

DISTRIBUTED BEAMFORMING OF
MULTIPLE TRANSMITTERS

A fully wireless distributed beamforming proto-
type based on a software defined radio platform
was proposed in [13], where several nodes fine-
tune their data transmissions in a coordinated
fashion so as to form a large virtual antenna
array that directs the beam toward the receiver,
thereby increasing the data rate and transmis-
sion range. Frequency and phase synchroniza-
tions were made using receiver feedback packet
waveform and payload using extended Kalman
filtering and a 1-bit feedback algorithm, respec-
tively, which is an overhead cost. Along similar
lines, collaborative beamforming of distributed
RF energy transmitters can provide improved
energy efficiency due to increased received
power [14]. Cooperative beamforming has the
potential to enhance energy efficiency by adjust-
ing the carrier phase of each energy transmitter
in such a manner that it can compensate for the
path difference between the energy waves arriv-
ing at the target node, causing constructive inter-
ference. As a result, there can be a maximum of
N2 times power reception of RF power for N
cooperative RF energy transmitters due to the
increased directivity. Figure 5 shows that cooper-
ative distributed beamforming can provide range
extension, which can be further aided by 2-hop
RFET. However, the major underlying challenge

is the overhead cost required for frequency,
phase, and time synchronization for high-fre-
quency carrier signals. 

COOPERATIVE RELAYING
Selection of a relay node among various relays
strongly affects the performance of cooperative
relaying that can provide improved energy trans-
fer efficiency and better data transfer reliability.
In [15] a stochastic-scale geometry approach has
been adopted to study the impact of cooperative
density and relay selection to analyze the fun-
mental trade-off between information transfer
efficiency in terms of outage probability perfor-
mance and RFH efficiency in SWIPT applica-
tions. But the author’s objective of SWIPT to
the same node is a very challenging task because
of very different sensitivities to data and energy
reception process. Cooperative energy relaying is
useful in RFET, when the inter-nodal distances
are small. Here, the end node can simultaneous-
ly receive from both the RF source and the relay
node(s), which is conceptually similar to MPER.
In fact, the energy gains can be further increased
by distributed beamforming of continuous trans-
mission of the RF source and the discontinuous
transmission of relay nodes, as shown in Fig. 5.

PROTOCOL BASED OPTIMIZATION
In [14] RFH is posed as a Medium Access Con-
trol (MAC) objective to maximize the RF energy
transfer rate while minimizing interference to
data communication. The proposed RF-MAC
protocol tackled several challenges, namely time
of energy transfer, priority between data and

Figure 5. Beamforming techniques for the enhancement of RF harvesting efficiency.
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energy transfer, multiple transmitter charging
and choice of frequency for transmission. Cate-
gorization of different energy transmitters into
two groups with varying transmission frequencies
based on their phase differences, helped improve
the RFH efficiency. It was shown that the RF-
MAC protocol maintains a balance between the
efficient RFH and data transfer by outperform-
ing the classical modified carrier sense multiple
access (CSMA) protocol in terms of both aver-
age harvested RF energy and the average net-
work throughput.

THE WAY FORWARD:
RESEARCH CHALLENGES

Under the prism of the strategies discussed so
far for implementing efficient RFH communica-
tion, we now discuss the challenges that lie
ahead in the practical implementation of these
techniques and their further extensions. These
strategies are summarized in Table 1, indicating
the corresponding gains (wherever available),
the challenges in their implementation, and the
opportunities associated with them.

Circuits and hardware constraints: RFH cir-
cuits suffering from quiescent losses at input RF
power levels below –20 dBm is a limiting factor
to ambient RFH and the practical implementa-
tion of SWIPT. Thus, there is an urgent need to
narrow the gap between the receiver sensitivities
for data and energy. With the advanced ultra-
low-power electronics and custom circuits for
ultra-low-power RF scavenging, it is possible to
overcome this limitation in the future by inte-
grating improved hardware with scalable
approaches as in [8].

Optimizations on MPER: Energy gains provid-
ed by MPER can be improved significantly by
relay node optimizations, like selecting the relay
node’s position, transmit power, capacitor size,
optimal store and forward energy duration as
decided by the charging and discharging levels,
and so on. Furthermore, the optimal relay place-
ment on a Euclidean 2D plane in a sparse net-
work (no blocking of DET) is a nonconvex and
highly nonlinear optimization problem. The
problem in the dense deployment case is even
more challenging, as it includes the blocking
characterization of the relay node. Thus, it has
to tackle the trade-off among blocking loss,
reflection gain, and path loss. These formula-
tions are some of our ongoing research.

Constraints on joint energy and data transfer:
Although it has been assumed that the receiver
is able to harvest energy and decode information
simultaneously from the same RF signal, it is not
feasible over practical data communication
ranges. Hence, two practical approaches, time
switching and power splitting, have been pro-
posed in [1] for implementation of SWIPT.
However, in spite of several virtues of coopera-
tive relaying (cooperative diversity, efficient
energy, and reliable data transfer), due to the
huge discrepancy in the receiver’s data and ener-
gy sensitivities, utilizing these assets for SWIPT
is still an open issue. Also, as accurate CSI esti-
mation can significantly affect both information
and energy transfer efficiency, a key challenge is

to balance time resources for channel estimation
and SWIPT in multi-user MIMO systems. Dis-
tributed beamforming can overcome the form
factor constraints of energy beamforming or
conventional MIMO by forming a virtual MIMO
or antenna array system, and provide benefits
like increased directivity and spectral efficiency,
and enhanced spatial diversity. However, there
are underlying synchronization bottlenecks,
which is an open research area.

Protocol-level challenges: As far as protocol-
based optimization is concerned, there is a need
to consider the practical limitations discussed
above. To this end, the most important challenge
is to have a protocol architecture (MAC+Rout-
ing) that jointly optimizes efficient energy trans-
fer and reliable data transfer while taking into
account various parameters. Some of the critical
parameters of interest are relay node placement
for efficient MPER, RF charging time character-
ization, cooperation among the participating
nodes for data and energy transfer, interference
minimization, and collaborative transmission of
multiple transmitters.

CONCLUDING REMARKS
This article has explored various communication
strategies that can complement RFH hardware
advances toward the realization of energy har-
vesting communication networks. The outlined
experience on hardware implementation of
MPER has revealed that while the energy rout-
ing concept is practically realizable and efficient,
the energy transfer range is still low. While some
concepts, such as ambient RFH-driven commu-
nication and joint energy and data transfer, may
have to wait due to the significant asymmetry in
energy and data transfer ranges with present-day
technologies, future strategies, such as multi-
antenna transmission, distributed beamforming,
cooperative relaying, RF-MAC, and routing
optimizations, are a few promising beacons to
extend the benefits of RFH. Physical challenges
include time, phase, and frequency synchroniza-
tion of the independent transmitters for achiev-
ing beamforming gain. Likewise, there are
challenges to the upper layer strategies, which
have been summarized in Table 1. By overcom-
ing these challenges, the combined effect of
these strategies can make RFH-assisted network
communication a popular technology. 
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INTRODUCTION

Energy harvesting (EH) is expected to have
abundant applications in future wireless commu-
nication networks to power transceivers by utiliz-
ing environmental energy such as solar, thermal,
wind, and kinetic energy. Since renewable ener-
gy is generally clean and cheap, EH offers vari-
ous benefits compared to conventional energy
supplies such as fossil-fuel-based generators. For
example, in cellular networks, solar panels and
wind farms have been deployed to power base
stations, thus lowering the expenses of energy
bills as well as reducing the level of carbon diox-
ide emissions. Besides, in wireless sensor net-
works, EH has been considered as a good
substitute for the traditional battery, prolonging
the operation time to almost infinity, at least
theoretically.

Despite the above advantages, the introduc-
tion of EH also imposes new challenges on the
communication system design. Specifically, the
random and intermittent characteristics of

renewable energy impose a new type of EH con-
straint: the available energy at an EH communi-
cation node up to any time is bounded by its
accumulatively harvested energy at that time.
This is in contrast to conventional communica-
tion systems with fixed energy sources, in which
the available energy at any time is either
unbounded or only limited by the remaining
energy in the storage device (e.g., battery). In
addition, wireless communication channels often
fluctuate more substantially and dynamically
than practical EH rates (e.g., the channel
changes on the order of milliseconds while the
EH rate changes on the order of seconds or
minutes), while channel fading is the main chal-
lenge faced in the design of reliable wireless
communications. Due to both the new EH con-
straints and the multi-timescale channel/EH-rate
variations, it is a challenging problem to jointly
optimize the communication scheduling and
energy management in EH-based wireless com-
munications.

Given both the advantages and challenges
mentioned above, EH-based wireless communi-
cations have drawn significant research attention
in recent years. Various EH-oriented transmis-
sion policies have been proposed for different
applications [1, references therein]. Building on
prior works, we aim to develop a general utility
optimization framework in this article to further
reveal the fundamental limits and design princi-
ples of EH-based wireless communications, and
apply this framework to solve some selected
problems in single-user and multiuser communi-
cation setups. Finally, we discuss some future
research directions that we deem worthy of fur-
ther investigation.

SINGLE-USER EH-BASED
COMMUNICATIONS: SYSTEM MODEL

AND OPTIMIZATION FRAMEWORK

First, we consider in this section a point-to-point
wireless communication system as depicted in
Fig. 1, which consists of one transmitter powered
by an energy harvester and one receiver with a
reliable power supply. In practice, the coherence
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systems are expected to achieve more cost-effi-
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conventional fixed power supplies such as batter-
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time of EH processes is often much larger than
that of wireless channels, as previously men-
tioned. Therefore, a block-based quasi-static EH
model is practically valid, where the EH rate
remains constant within each EH coherent block
and may change from one block to another, and
at the same time each EH block spans over
many communication channel coherent blocks,
as shown in Fig. 2.

For the purpose of exposition, we consider
wireless data transmissions over a finite horizon
of M ≥ 1 EH blocks. Each EH block is further
divided into N ≥ 1 communication blocks each of
one unit time and a constant channel gain. Let
E(m) ≥ 0 denote the EH rate in the mth EH
block, and h(n, m) ≥ 0 the channel power gain of
the (n, m)th communication block1 with 1 £ n £
N and 1 £ m £ M. Furthermore, we use P(n, m)
≥ 0 to denote the power consumption at the
transmitter in the (n, m)th communication block,
which in general includes both the transmission
power and the circuit power overhead. Assuming
an ideal energy storage device (i.e., with infinite
capacity and no energy leakage) employed at the
transmitter, we have the EH constraints on the
scheduled power consumptions {P(n, m)}; that
is, the energy accumulatively consumed up to
any communication block (n, m): S j=1

m–1(SN
i=1 P(i,

j)) + Sn
i=1 P(i, m), should be no larger than the

energy accumulatively harvested by then, that is,
NS j=1

m–1 E(j) + nE(m) [2, 3].
To characterize the communication quality of

service (QoS) measured at the receiver, we
define a general utility function Un,m(P(n, m)),
which is dependent on the allocated power P(n,
m) at the transmitter for the (n,m)th block. Note
that in general the utility function Un,m(P(n, m))
also depends on the channel power gain h(n, m)

of the (n, m)th block. For example, the utility
function can be defined more explicitly as
throughout [2–4], non-outage probability [6, 7],
or other performance metrics such as end-to-end
distortion in an EH-based estimation system [8],
which could be either deterministic or statistical
average based on the availabilities of the channel
state information (CSI), that is, {h(n, m)}, and
the energy state information (ESI), {E(m)}, at
the transmitter, or CSIT and ESIT, respectively.

Thus, the overall utility maximization prob-
lem over the M EH blocks could be formulated
as (P1) depicted in Fig. 3. Among all different
assumptions about the CSIT and ESIT, there are
four cases of primary interest in this article, list-
ed below.

Case 1: non-causal CSIT and ESIT. At the
beginning of the transmission, the transmitter
perfectly knows the past, current, and future CSI
and ESI. This case approximates the practical
scenario when the transmitter can accurately
predict the future CSI (e.g., slowly varying chan-
nels in low-mobility applications) and the future
ESI (e.g., based on historical data in a periodi-
cally varying energy environment). The optimal
solution in this case provides a performance
upper bound for all other CSIT/ESIT availability
cases.

Case 2: causal CSIT and ESIT. At the begin-
ning of each EH/communication block, the trans-
mitter knows the past and current CSI/ESI, as
well as the statistical information (e.g., distribu-
tions) of future CSI/ESI. In general, the solution
of this case achieves the lowest utility among the
first three cases considered herein.

Case 3: causal CSIT and non-causal ESIT.
This is a hybrid model based on cases 1 and 2, in
which all ESI is perfectly known at the beginning
of the transmission, while only the past and cur-
rent CSI is known.

Case 4: no CSIT and non-causal/causal ESIT.
During the transmission, the transmitter does
not have any CSI, and only has statistical infor-
mation on the CSI. The non-causal or causal
ESIT is defined as that in case 1 or 2 above.

Note that in all the above cases, we assume
that at each communication block, the receiver
perfectly knows the CSI in that block.

OPTIMAL SOLUTION FOR
SINGLE-USER EH-BASED

COMMUNICATIONS

In this section, we consider two example utility
functions of the general utility maximization
problem defined in problem (P1) in Fig. 3: the
throughput maximization and non-outage proba-
bility maximization (or equivalently, outage
probability minimization). In the literature, these
two utilities have been commonly adopted to
characterize the performance limits of communi-
cations over fading channels for delay-sensitive
and delay-tolerant applications, respectively,
assuming that the transmitter always has back-
logged data to send. Based on these two utilities,
we reveal the structure of the optimal power
allocation solution at the EH transmitter to
problem (P1).

1 For notational conve-
nience, we use (n, m) to
denote the nth commu-
nication block of the mth
EH block.

Figure 1. A point-to-point communication link with an EH transmitter and
a receiver with reliable power supply.
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Figure 2. Time variation in the EH process vs. a wireless channel.
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THROUGHPUT MAXIMIZATION

For throughput maximization, the utility func-
tion Un,m(P(n, m)) is generally modeled as the
achievable rate at the (n, m)th communication
block, which is a positive non-decreasing and
concave function of the transmit power P(n, m)
after ignoring the circuit power consumption at
the transmitter (for the more general case with
additional circuit power consumption consid-
ered, please refer to [4, 5]). For example, the
Shannon capacity formula is widely used to
model Un,m(P(n, m)) [2–5], that is, Un,m(P(n, m))
= log2(1 + h(n, m)P(n, m)), in bits per second
per Hertz. We present the optimal power alloca-
tion solution to problem (P1) as follows for dif-
ferent CSIT/ESIT cases introduced in the
previous section.

First, consider the extreme case, case 1, for
obtaining the throughput upper bound. Given
the non-causal CSIT and ESIT in this case,
problem (P1) is a convex optimization problem
since the objective function is concave and the
constraints are all affine. By using the Karush-
Kuhn-Tucker (KKT) conditions, it is shown in
[2, 3] that the optimal power solution exhibits a
staircase water-filling structure, where the water
level is a non-decreasing and staircase function
over EH blocks. Particularly, if the additive
white Gaussian noise (AWGN) channel model is
assumed (i.e., h(n, m)’s are constant over all n’s
and m’s), the transmitter should follow a non-
decreasing staircase strategy for power allocation
as depicted in Fig. 4b.

As for case 2, since both the CSI and ESI are
only known causally at the transmitter, we are
interested in maximizing the expected through-
put over the randomness of the EH and channel
variations, instead of its exact value as in case 1.
Note that due to the possible statistical correla-
tion of EH rates and channel gains over time,
the EH communication system may be consid-
ered as a dynamic system, for which some ana-
lytic models such as Markov decision process
(MDP) and queueing system are applicable. The
optimal power allocation could be derived based
on the dynamic programming (DP) technique,2
which balances the trade-off between the exact
throughput achieved in the current block vs. the
expected throughput over future blocks based on
the knowledge of current CSIT and ESIT and
their distributions. In general, DP may incur
exponentially growing computation complexity as
the number of EH/communication blocks
increases. Therefore, suboptimal solutions with
lower complexity have attracted a great deal of
attention [2, 3], where certain throughput per-
formance may be compromised to reduce the
complexity.

For cases 3 and 4, to the best of our knowl-
edge, the throughput maximization problems
have not been studied in the literature yet. Here,
we provide brief discussions on these two cases
to motivate future investigations. With causal
CSIT and non-causal ESIT in case 3, the trans-
mitter is aimed to maximize the expected
throughput over the randomness of channel real-
izations subject to a set of deterministic EH con-
straints. In general, such a problem can be
optimally solved by the DP technique similar as

in case 2, based on which the transmitter needs
to decide its power allocations with the updated
CSI block by block. By exploiting DP and the
deterministic EH constraints, it may be feasible
to further obtain insightful and well structured
solutions, at least under some specific channel
distributions, such as independent and identical-
ly distributed (i.i.d.) channel gains, which is an
interesting problem worth pursuing.

In case 4, the throughput optimization is gen-
erally a very challenging problem that remains
open. The reason is that due to the lack of CSIT,
the transmitter cannot adapt its transmit power
and hence rate based on the instantaneous CSI;
therefore, the receiver may fail to decode the
information if the channel is too weak at that
block. Thus, the total throughput may not be
achievable in general. Despite this difficulty, one
tractable case of this problem is when the num-
ber of communication blocks is sufficiently large
within each EH block (say, N  •). In this case,
the ergodic capacity is achievable by letting the
transmit power remain constant over each EH
block and using a sufficiently long capacity-
achieving code. With such a transmission
scheme, the throughput utility achieved by each
EH block can be expressed explicitly (although
not in closed form for general fading distribu-
tions); hence, problem (P1) can be formulated
as an ergodic throughput maximization problem
over M EH blocks with non-causal or causal
ESIT, which could be solved in a similar way as
cases 1 and 2.

OUTAGE PROBABILITY MINIMIZATION
Outage occurs when there is a failure in decod-
ing the data packet at the receiver, which is
mainly due to the fact that the received signal
undergoes a “deep” channel fading such that its
power is not sufficient to combat the receiver
noise at the decoder. In EH-based wireless com-
munications, besides the channel fading, the
uncertainty in the amount of harvested energy
could be another source for transmission outage
due to insufficient transmit power (or even
insufficient circuit power; see [7]) at the EH
transmitter.

To better address the outage issue, let
Qn,m(P(n, m)) denote the outage probability
function of the (n, m)th block, which depends on
both the transmit power P(n, m) and the channel
power gain h(n, m). For example, by assuming
the Shannon capacity as the achievable rate, and
that the required transmission rate at all NM
blocks is constant, the outage probability
Qn,m(P(n, m)) at the (n, m)th block can be
expressed as the probability that the achievable
rate is less than the required transmission rate
[6]. Following this definition, the utility function

2 Please refer to [2, 3] for
more detailed discus-
sions about the DP tech-
nique.

Figure 3. The general utility maximization problem.

Subject to EH constraints

(P1)

Un,m(P(n,m))Maximize
{P(n,m)≥0}

M

m=1

∑
N

n=1

∑
Casuality of

CSIT/ESIT

CUI_LAYOUT_Author Layout  3/31/15  2:36 PM  Page 81



IEEE Communications Magazine • April 201582

Un,m(P(n, m)) could be modeled by the non-out-
age probability for the (n, m)th block, that is,
Un,m(P(n, m)) = 1 – Qn,m(P(n, m)). It is thus
straightforward to see that problem (P1) is
equivalent to minimizing the average outage
probability over the transmissions.

As the optimal solution structure for the pre-
vious throughput maximization crucially relies
on the concavity of the rate function, the opti-
mal power allocation for the outage probability
minimization problem also critically depends on
the properties of the outage probability function
Qn,m(P(n, m)). Here, Qn,m(P(n, m)) is deter-
mined based on the availability of CSIT or the
probability distribution of the channel gain h(n,
m), as is specified for different cases in the fol-
lowing. For simplicity, we assume in this subsec-
tion that the channel gains {h(n, m)} are i.i.d.
over different communication blocks.

First, we consider case 4 without CSIT. The
outage probability function Qn,m(P(n, m)) is gen-
erally non-increasing over transmit power and
satisfies one of the following two properties [6]:
1) it is convex over transmit power on [0, + •);
or 2) there exists a critical point Pc > 0 such that
it is concave over [0, Pc] and convex over [Pc,
+•). Such results hold for a large class of fading
channels, including Weibull, Rician, Nakagami,
and double Rayleigh fading. Under the above
properties of Qn,m(P(n, m)), we study the opti-
mal power allocation in case 4 with non-causal
ESIT. If the outage probability function satisfies
Property 1), we can directly solve problem (P1)
based on the similar techniques used for
throughput maximization [2, 3] as discussed in

the previous subsection. However, if the outage
probability function satisfies Property 2), the
problem becomes non-convex, but is solvable by
considering two regions: the concave region [0,
Pc] and convex region [Pc, +•). It is shown in
[6] that the optimal solution follows a “save-
then-transmit” structure with non-decreasing
power allocation as depicted in Fig. 4c. Specifi-
cally, at the beginning of the transmission, the
transmitter keeps harvesting energy until the
available power becomes larger than Pc, say,
from time 0 to 2N in Fig. 4c. After that, the
transmit power should be allocated non-decreas-
ingly over time similar to staircase water-filling.

For case 4 with causal ESIT, problem (P1)
becomes minimizing the expected outage proba-
bilities over the randomness of EH rates, which
can be solved by standard DP techniques [6]. It
is interesting to note that since EH rates vary
per EH block spanning N communication blocks,
the DP-based optimal solution should obtain the
optimal power allocation for all the N constitut-
ing communication blocks at the beginning of
the current EH block by balancing the trade-off
between minimizing the outage probabilities in
the current EH block vs. those in the future EH
blocks.

For the other three cases (i.e., cases 1, 2, and
3), to our best knowledge, how to find the opti-
mal power allocation for the outage probability
minimization has not yet been investigated. In
the following, we provide some intuitions that
may be helpful to solve this problem under dif-
ferent cases.

Considering case 1 with non-causal CSIT and
ESIT, the outage probability function Qn,m(P(n,
m)) becomes an indicator function of the trans-
mit power P(n, m) for any given (n, m)th block;
that is, Qn,m(P(n, m)) = 1 if the achievable rate
with power P(n, m) is strictly less than the
required transmission rate; otherwise, Qn,m(P(n,
m)) = 0. With this simplification, the average
outage probability minimization is equivalent to
minimizing the sum-value of the indicator func-
tions over 1 £ n £ N and 1 £ m £ M. Although
such a problem is non-convex in general, it has
the following structures. First, it is evident that
the allocated transmit power at any communica-
tion block should be either zero for an outage
event or the minimum required power for a non-
outage transmission (with the resulting achiev-
able rate equal to the required transmission
rate), since the energy would be wasted other-
wise. Another fact is that the objective value of
each communication block is either zero or one.
With these two observations, we conjecture that
the optimal power allocation in this case could
be found by first ordering the channel gains
from the best to the worst, and then allocating
the non-zero transmit power iteratively based on
the order of channel gains subject to the EH
constraints.

Finally, for cases 2 and 3 with causal CSIT,
the outage probability minimization corresponds
to minimizing the expected outage probability
over either the randomness of EH rates (case 2)
or deterministic EH constraints (case 3). In gen-
eral, the optimal power allocations for these two
cases can be derived via standard DP techniques,
and in each communication block, the transmit-

Figure 4. Optimal transmit power allocations in a point-to-point channel
subject to EH constraints: a) EH rates at the transmitter; b) the optimal
power allocation for throughput maximization in case 1 with an AWGN
channel; c) the optimal power allocation for outage probability minimiza-
tion in case 3 with Weibull fading channel.
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ter should decide its current power allocation
based on the binary objective value for outage.
Interestingly, since the current CSIT is always
known, the transmit power at each block (n, m)
should be either zero for an outage event or the
minimum for a non-outage transmission, similar
to case 1 above. This decision is made by balanc-
ing the trade-off between avoiding the outage in
the current block vs. minimizing the future out-
age probabilities.

MULTIUSER EH-BASED
COMMUNICATIONS

So far, we have studied the optimal transmission
policy for utility maximization in a single-user
EH communication system. However, in practi-
cal wireless systems, multiple users with indepen-
dent or shared energy sources may communicate
over the same spectrum. In such systems, besides
fading channels and time-varying EH rates of
different users, their mutual interference among
themselves is a new challenge to be tackled in
multiuser utility optimization. In this section, we
present promising communication and/or energy
cooperation approaches among EH users to
maximize the system-level utility. First, we con-
sider the classic three-node relay channel with
EH source and relay, and then we discuss other
multiuser setups with EH transmitters.

ENERGY AND COMMUNICATION
COOPERATION IN A RELAY CHANNEL

We consider a three-node relay channel with
half-duplex and orthogonal transmissions, where
the relay node transmits (to the destination
node) and receives (from the source node) over
two different frequency bands. As shown in Fig.
5, the source and relay nodes transmit with the
power drawn from their own EH devices, while
the destination is powered by a constant energy
source. Similar to the single-user case, in the (n,
m)th communication block, denote by ES(m)
and ER(m) the EH rates, and PS(n, m) and PR(n,
m) the power allocations at the source and relay
nodes, respectively. Then the source and relay
nodes are each subject to individual EH con-
straints similar to those in the single-user sce-
nario. Note that when the EH rates {ES(m)}
and {ER(m)} are independent (e.g., one uses a
solar panel and the other uses a wind turbine),
the source and relay nodes may have very differ-
ent energy availabilities at any given time. It is
thus important to jointly optimize the power
allocations at the source and relay nodes based
on their available CSI and ESI to maximize sys-
tem utility.

For simplicity, in the rest of this subsection,
we only consider the end-to-end throughput
(from source to destination) of the relay channel
shown in Fig. 5 as the utility function, and fur-
thermore focus on the case with non-causal
CSIT and ESIT at both the source and relay
nodes (i.e., case 1 for the single-user setup) with
time-invariant (AWGN) channels. We divide our
discussions into two scenarios: in the first sce-
nario, the source and relay transmit with their
individually harvested energy, while in the sec-

ond scenario, the source and relay are allowed
to share their harvested energy via a new tech-
nique called wireless energy transfer (WET) [9,
references therein].

Joint Power Allocation without Energy
Sharing — This case is shown in Fig. 5a, where
the source and relay nodes adapt their power
allocations in a cooperative manner based on
their individual EH rates over transmissions to
maximize the end-to-end throughput. This prob-
lem is solved in [10] by assuming the decode-
and-forward operation of the relay. The optimal
joint power allocation is shown to depend on
whether a new decoding constraint is imposed by
the destination or not, as discussed next.

For delay-constrained traffic, a decoding con-
straint may be applied at the destination such
that the source message needs to be decoded
immediately after it is transmitted. In other
words, the relay needs to decode and forward its
received signal from the source without delay. In
this case, the achievable rate for each transmis-
sion and relaying is limited by both the available
energy at the source and that at the relay at a
given time. Therefore, the optimal source and
relay power allocations are coupled, which could
be obtained by a two-dimensional (for both the
source and relay) search algorithm [10].

On the other hand, for delay-tolerant traffic,
the destination could tolerate arbitrary decoding
delays provided that all source messages are
decoded at the end of the transmission (i.e., the
decoding constraint is much more relaxed). Con-
sequently, the relay is allowed to store its decod-
ed source messages and forward them to the
destination at a later time based on its energy
availability. Due to the relaxed decoding con-
straint, it is shown in [10] that the optimal power
allocations at the source and relay could be

Figure 5. A three-node relay channel with EH source and relay: a) joint
power allocation without energy sharing; b) joint power allocation with
energy sharing
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decoupled and separately optimized. For both
the delay-constrained and delay-tolerant cases,
the optimal source and relay power allocations
should follow a non-decreasing staircase[10],
which can be considered as an extension of the
one-dimensional (for source only) case for the
point-to-point EH system discussed earlier.

Joint Power Allocation with Energy Shar-
ing — Energy sharing via WET is a new
approach that allows different EH nodes to
exchange energy between each other with cer-
tain losses, such that the nodes with excessive
energy can share part of their energy to other
nodes with insufficient energy in order to bal-
ance the energy availabilities among the nodes
for further improving the system utility.

As shown in Fig. 5b, the energy sharing capa-
bility offers the source and relay nodes more flex-
ibility to manage their energy usage. For example,
when the source node is excessive in energy but
the relay node has insufficient energy, the source
could either increase its own transmit power to
boost the achievable rates of both the source-
relay and source-destination links, or transfer a
portion of its energy to the relay (with certain
energy transfer losses) to increase the rate of the
relay-destination link and vice versa. In general,
the joint power allocation with additional energy
sharing between the source and relay could
improve the throughput. In [11], by assuming a
two-hop relay channel (i.e., ignoring the source-
destination link in Fig. 5b) with one-way energy
sharing from the source to the relay, the KKT
optimality conditions are used to find the optimal
control of the transmit power levels at the source
and relay, as well as the energy transferred from
the source to the relay, to maximize the end-to-
end throughput.

OTHER SETUPS
In fading channels, the source and relay should
use adaptive power allocations to explore the
channel variations as well as different energy
availabilities among the nodes. In this case, it is
anticipated that energy sharing could achieve
higher gains than in the time-invariant channel
case discussed above. On the other hand, when
different CSI and/or ESI availability (e.g., causal
vs. non-causal) cases are considered at the source
and relay, the optimal power allocation (e.g., for
throughput maximization or outage probability
minimization) becomes far more complicated
than the point-to-point case discussed earlier,
with many open questions unsolved yet.

In addition to the simple three-node relay
channel, other multiuser systems, such as the
multiple access channel [11], two-way channel
[11], and coordinated multipoint (CoMP) sys-
tems [12] with distributed EH-based transmit-
ters, have been investigated with or without
energy sharing. In EH-based CoMP systems [12],
a new joint communication and energy coopera-
tion approach is proposed in which distributed
EH-powered base stations cooperatively design
their transmit signals and the energy amounts
exchanged between them to maximize the down-
link sum throughput. Instead of using WET, the
authors in [12] proposed to implement energy
sharing between base stations by leveraging the

smart power grid infrastructure with bidirection-
al power transfer, which in general has much
higher efficiency than WET.

EXTENSIONS AND
FUTURE RESEARCH DIRECTIONS

Besides the above studies on EH-based wireless
communications, there have been numerous
other valuable works on this new and high-
potential subject, which are not discussed in this
article due to the page limitation. In this section,
we briefly present some recent extensions in this
area as well as some promising directions for
future work.

The Case with an EH Receiver — Most exist-
ing studies on EH-based communications have
considered EH at the transmitter side only, by
assuming that the receivers are powered by a
stable energy supply. When the receiver is pow-
ered by EH, a similar EH constraint as in the
EH transmitter case needs to be applied, but
with a key difference in that the energy used at
the receiver is for decoding the signal instead of
sending it at the transmitter. As a preliminary
work in this new direction, [13] showed that the
detection and decoding operations dominate the
energy cost for EH receivers, and the energy
cost is non-decreasing over both the sampling
rate and the decoding complexity. Thus, the
communication rate should be designed by tak-
ing into account the energy availability at both
the EH transmitter and EH receiver.

Cross-Layer Design — So far, we have been
focusing on the physical (PHY) layer design
issues in EH-based communications by assuming
the presence of backlogged data for transmission
at all times. However, in practical systems, the
data arrives at the transmitter with random tim-
ing and amounts in general. In such cases, the
transmitter needs to deal with the uncertainties
in both energy and data arrivals, and it is thus
beneficial to jointly schedule the energy usage
and data packet transmission based on the chan-
nel conditions [1]. As another example, consider
a wireless network with multiple EH transmitters
sharing the same limited channel resources for
communications, for which there is a necessity
for the design of energy-aware medium access
control (MAC) to optimize the system through-
put. A preliminary work on this problem is pre-
sented in [14], where a distributed opportunistic
scheduling scheme is proposed to jointly design
the access control and power management for
EH transmitters. In general, a cross-layer design
approach should be further investigated to
achieve more efficient operation of EH-based
communication systems.

Hybrid Energy Sources and Imperfect Ener-
gy Storage Devices — Due to the random and
intermittent characteristics of practical EH
sources, using renewable energy alone may not
be sufficient to provide reliable operation of
wireless systems with large power demands (e.g.,
in base stations). To maintain their reliable
operation, it is wise to use hybrid energy sources
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by efficiently integrating renewable energy with
conventional energy (e.g., fuel generators). On
the other hand, energy storage devices (ESDs)
with imperfect charging-discharging efficiency
and a finite capacity may be employed in the sys-
tem. In general, how to optimally design the
energy management policies with hybrid energy
sources and/or imperfect ESDs to achieve the
maximum utility in EH-based communications
still remains largely open, while some initial
results have been obtained [15].

RF EH with Dedicated WET — In addition to
the conventional EH sources such as wind and
solar power as well as ambient RF transmissions,
deploying dedicated power transmission nodes in
the network for delivering controllable energy
over the air to distributed communication devices
(e.g., sensors) has drawn growing interest recent-
ly. The devices can either harvest RF energy from
the signal transmitted by the power transmission
nodes, decode the information in it, or even use
part of the energy harvested to decode the infor-
mation and the remaining energy to transmit or
relay other information [16]. The RF-signal-
enabled WET is a very promising technique for
powering low-power wireless communication
devices such as those in sensor networks and per-
sonal/body area networks, even with its practically
limited energy transfer efficiency, which actually
could be alleviated by some new techniques such
as highly directional massive multiple-input multi-
ple-output (MIMO) [16]. Clearly, such WET
powered communication brings a new avenue for
future research on EH-based systems.

CONCLUSIONS
We have introduced a general utility optimiza-
tion framework for energy-harvesting-based
wireless communication systems subject to a new
type of energy usage constraint. Under this
framework, the solutions for a variety of design
problems of high practical interest have been
discussed, including throughput maximization
and outage probability minimization under dif-
ferent practical assumptions on the channel and
energy state information. A new design paradigm
for multiuser EH communication systems with
joint energy and communication cooperation is
also discussed. Promising research directions for
extensions are also highlighted. We hope that
this article provides a timely overview of the
state-of-the-art results on the fundamental
design principles for EH-based wireless commu-
nications, and serves as an inspiring key that
leads to more fruitful results in future works.
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INTRODUCTION

In wireless power transfer, a concept originally
conceived by Nikola Tesla in the 1890s, energy is
transmitted from a power source to a destination
over the wireless medium. The use of wireless
power transfer can avoid the costly process of
planning and installing power cables in buildings
and infrastructure. One of the challenges for
implementing wireless power transfer is its low
energy transfer efficiency, as only a small frac-
tion of the emitted energy can be harvested at
the receiver due to severe path loss and the low
efficiency of radio frequency (RF)–direct current
(DC) conversion. In addition, early electronic
devices, such as first generation mobile phones,
were bulky and suffered from high power con-
sumption. For the aforementioned reasons, wire-
less power transfer had not received much
attention until recently, although Tesla had
already provided a successful demonstration to
light electric lamps wirelessly in 1891.

In recent years, a significant amount of
research effort has been dedicated to reviving
the old ambition of wireless power transfer,
which is motivated by the following two reasons
[1, 2]. The first reason is the tremendous success
of wireless sensor networks (WSNs) which have
been widely applied for intelligent transporta-
tion, environmental monitoring, etc. However,
WSNs are energy constrained, as each sensor
has to be equipped with a battery that has a lim-
ited lifetime in most practical cases. It is often
costly to replace these batteries and the applica-
tion of conventional energy harvesting (EH)
technologies relying on natural energy sources is
problematic due to their intermittent nature.
Wireless power transfer can be used as a promis-
ing alternative to increase the lifetime of WSNs.
The second reason is the now widespread use of
low-power devices that can be charged wireless-
ly. For example, Intel has demonstrated the
wireless charging of a temperature and humidity
meter as well as a liquid-crystal display using the
signals of a TV station 4 km away [4].

This article considers the combination of wire-
less power transfer and information transmission, a
recently developed technique termed simultaneous
wireless information and power transfer (SWIPT),
in which information carrying signals are also used
for energy extraction. Efficient SWIPT requires
some fundamental changes in the design of wire-
less communication networks. For example, the
conventional criteria for evaluating the perfor-
mance of a wireless system are the information
transfer rates and the reception reliability. Howev-
er, if some users in the system perform EH by
using RF signals, the trade-off between the achiev-
able information rates and the amount of harvest-
ed energy becomes an important figure of merit
[1]. In this context, an ideal receiver, which has the
capability to perform information decoding (ID)
and EH simultaneously, was considered in [1]. In
[2] a more practical receiver architecture was pro-
posed, in which the receiver has two circuits to per-
form ID and EH separately.

This article focuses on the application of
smart antenna technologies in SWIPT systems,
namely multiple-input multiple-output (MIMO)
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and relaying. The use of these smart antenna
technologies is motivated by the fact that they
have the potential to improve the energy effi-
ciency of wireless power transfer significantly.
For example, MIMO can be used to increase the
lifetime of energy constrained sensor networks,
in which a data fusion center is equipped with
multiple antennas with which it can focus its RF
energy on sensors that need to be charged wire-
lessly, leading to a more energy efficient solution
compared to a single-antenna transmitter. Fur-
thermore, a relay can harvest energy from RF
signals from a source and then use the harvested
energy to forward information to the destina-
tion, which not only facilitates the efficient use
of RF signals but also provides motivation for
information and energy cooperation among
wireless nodes [3]. The application of smart
antenna technologies to SWIPT opens up many
new exciting possibilities, but also brings some
challenges for improving spectral and energy
efficiency in wireless systems. 

The organization of this article is as follows.
Some basic concepts of SWIPT are introduced
first. Then the separate and joint application of
MIMO and relaying in SWIPT is discussed in
detail. Finally, some future research challenges
for the design of multi-antenna and multi-node
SWIPT systems are provided.

SWIPT:
BASIC RECEIVER STRUCTURES

In SWIPT systems, ID and EH cannot be per-
formed on the same received signal in general.
Furthermore, a receiver with a single antenna
typically may not be able to collect enough ener-
gy to ensure a reliable power supply. Hence, cen-
tralized/distributed antenna array deployments,
such as MIMO and relaying, are required to gen-

erate sufficient power for reliable device opera-
tion. In the following, we provide an overview of
MIMO SWIPT receiver structures, namely the
power splitting, separated, time-switching, and
antenna-switching receivers, as shown in Fig. 1.

SEPARATED RECEIVER
In a separated receiver architecture, an EH

circuit and an ID circuit are implemented as two
separate receivers with separated antennas,
which are served by a common multiple antenna
transmitter [2]. The separated receiver structure
can be easily implemented using off-the-shelf
components for the two individual receivers.
Moreover, the trade-off between the achievable
information rate and the harvested energy can
be optimized based on the channel state infor-
mation (CSI) and feedback from the two individ-
ual receivers to the transmitter. For instance, the
covariance matrix of the transmit signal can be
optimized for capacity maximization of the ID
receiver subject to a minimum required amount
of energy transferred to the EH receiver.

TIME SWITCHING RECEIVER
This receiver consists of an information decoder,
an RF energy harvester, and a switch at each
antenna [2]. In particular, each receive antenna
can switch between the EH circuit and the ID
circuit periodically based on a time switching
sequence for EH and ID, respectively. By taking
into account the channel statistics and the quali-
ty of service requirements regarding the energy
transfer, the time switching sequence and the
transmit signal can be jointly optimized for dif-
ferent system design objectives. 

POWER SPLITTING RECEIVER
Employing a passive power splitting unit, this
receiver splits the received power at each anten-
na into two power streams with a certain power

Figure 1. Illustration of the described SWIPT receiver structures. ai denotes the time switching factor,
bi denotes the power splitting factor, i denotes the antenna index, and T denotes the transmission
block duration.
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splitting ratio before any active analog/digital
signal processing is performed. Then the two
streams are sent to an energy harvester and an
information decoder, respectively, to facilitate
simultaneous EH and ID [2, 5, 6]. The power
splitting ratio can be optimized for each receive
antenna. In particular, a balance can be struck
between the system achievable information rate
and the harvested energy by varying the value of
the power splitting ratios. Further performance
improvement can be achieved by jointly optimiz-
ing the signal and the power splitting ratios. 

ANTENNA SWITCHING RECEIVER
With multiple antennas, low-complexity antenna
switching between decoding/rectifying can be
used to enable SWIPT [7]. For instance, given
NR antennas, a subset of L antennas can be
selected for ID, while the remaining (NR – L)
antennas are used for EH. Unlike the time
switching protocol which requires stringent time
synchronization and the power splitting protocol
where performance may degrade in case of hard-
ware imperfections, the antenna switching proto-
col is easy to implement, and attractive for
practical SWIPT designs. From a theoretical
point of view, antenna switching may be inter-
preted as a special case of power splitting with
binary power splitting ratios at each receive
antenna.

Figure 2 illustrates the performance trade-offs
of the considered SWIPT receiver structures. In
particular, we show the average total harvested
energy versus the average system achievable
information rate in a point-to-point scenario
with one transmitter and one receiver. A trans-

mitter equipped with NT = 2 antennas is serving
a receiver equipped with NR = 2 receive anten-
nas. Resource allocation is performed to achieve
the respective optimal system performance in
each case [15]. For a fair comparison, for the
separated receiver, the EH receiver, and the ID
receiver are equipped with a single antenna,
respectively, which results in NR = 2. Besides,
we also illustrate the trade-off region for a sub-
optimal power splitting receiver with a fixed
power splitting ratio of 1/2 at each antenna. It
can be observed that the optimized power split-
ting receiver achieves the largest trade-off region
among the considered receivers at the expense
of incurring the highest hardware complexity and
the highest computational burden for resource
allocation.

MIMO SWIPT NETWORKS
MIMO can be exploited to bring two distinct
benefits to SWIPT networks. On the one hand,
due to the broadcast nature of wireless transmis-
sion, the use of additional antennas at the receiv-
er can yield more harvested energy. On the
other hand, the extra transmit antennas can be
exploited for beamforming, which could signifi-
cantly improve the efficiency of information and
energy transfer. The impact of MIMO on point-
to-point SWIPT scenarios with one source, one
EH receiver, and one ID receiver was studied in [2],
where the trade-off between the MIMO infor-
mation rate and power transfer was character-
ized. The benefits of MIMO are even more
obvious for the multiuser MIMO scenario illus-
trated in Fig. 3a. Specifically, a source equipped
with multiple antennas serves multiple informa-
tion receivers, where the RF signals intended for
the ID receivers can also be used to charge EH
receivers wirelessly. Since there are multiple
users in the system, co-channel interference
(CCI) needs to be taken into account, and vari-
ous interference mitigation strategies can be
incorporated into SWIPT implementations, e.g.
block diagonalization precoding as in [8], where
information is sent to receivers that are interfer-
ence free, and energy is transmitted to the
remaining receivers. Furthermore, it is beneficial
to employ user scheduling, which allows receivers
to switch their roles between an EH receiver and
an ID receiver based on the channel quality in
order to further enlarge the trade-off region
between the information rate and the harvested
energy. 

The multi-source multiuser MIMO scenario
illustrated in Fig. 3b is another important SWIPT
application, where multiple source–destination
pairs share the same spectrum and the associat-
ed interference control is challenging. Since in
interference channels, interference signals and
information bearing signals co-exist, issues such
as interference collaboration and coordination
bring both new challenges and new opportunities
for the realization of SWIPT, which are very dif-
ferent from those in the single source-destina-
tion pair scenario. For example, with antenna
selection and interference alignment as illustrat-
ed in [9], the received signal space can be parti-
tioned into two subspaces, where the subspace
containing the desired signals is used for infor-

Figure 2. The trade-off region of the average total harvested energy (mJ/s)
and the average system achievable rate (bit/s/Hz) for the different
receivers. The carrier frequency is 915 MHz and the receiver is located 10
meters from the transmitter. The total transmit power, noise power,
transceiver antenna gain, and RF-to-electrical energy conversion loss are
set to 10 Watt, –23 dBm, 10 dBi, and 3 dB, respectively. The multipath
fading coefficients are modelled as independent and identically distribut-
ed Rician random variables with a Rician K-factor of 6 dB.
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mation transfer, and the other subspace contain-
ing the aligned interference is used for power
transfer. This design is a win-win strategy since
the information transfer is protected from inter-
ference, and the formerly discarded interference
can be utilized as an energy source. More impor-
tantly, this approach offers a new look at inter-
ference control, since the formerly undesired
and useless interference can be used to enhance
the performance of SWIPT systems. On the
other hand, the use of RF EH introduces addi-
tional constraints to the design of transmit beam-
forming. Hence, the solutions well known from
conventional wireless networks, such as zero
forcing and maximum ratio transmission, need to
be suitably modified to be applicable in SWIPT
systems, as shown in [10].

RELAY ASSISTED SWIPT SYSTEMS
Centralized MIMO as described above may be
difficult to implement due to practical con-
straints, such as the size and cost of mobile
devices. This motivates the use of relaying in
SWIPT networks. In addition, the use of wireless
power transfer will encourage mobile nodes to
participate in cooperation, since relay transmis-
sions can be powered by the energy harvested by
the relay from the received RF signals and hence
the battery lifetime of the relays can be
increased. The benefits of using EH relays can
be illustrated based on the following example.
Consider a relaying network with one
source–destination pair and a single decode-and-
forward (DF) relay. SWIPT is performed at the
relay by using the power splitting receiver struc-
ture shown in Fig. 1. In Fig. 4, the performance
of the scheme using this EH relay is compared
to that of direct transmission, i.e. when the relay
is not used. As can be observed from the figure,
the use of an EH relay can decrease the outage

probability from 7 × 10–1 to 5 × 10–2, a more
than tenfold improvement in reception reliabili-
ty, compared to direct transmission.

The performance of time sharing and power
splitting SWIPT systems employing amplify-and-
forward (AF) and DF relays was analyzed in [11],
and the impact of power allocation was investi-
gated in [12]. These existing results demonstrate
that the behavior of the outage probability in
relay assisted SWIPT systems is different from
that in conventional systems with self-powered
relays. For example, in the absence of a direct
source–destination link, the outage probability
with an EH relay decays with increasing signal-
to-noise ratio (SNR) at a rate of log SNR/SNR,
i.e. slower than the rate of 1/SNR in convention-
al systems. The reason for this performance loss
is that the relay transmission power fluctuates
with the source-relay channel conditions. This
performance loss can be mitigated by exploiting
user cooperation. For example, in a network
with multiple user pairs and an EH relay,
advanced power allocation strategies, such as
water filling based and auction based approach-
es, can be used to ensure that the outage proba-
bility decays at the faster rate of 1/SNR [12].
This performance gain is obtained because allow-
ing user pairs to share power can avoid the situ-
ation in which some users are lacking trans-
mission power whereas the others have more
power than needed.

Relay selection is an important means to
exploit multiple relays with low system complexi-
ty, and the use of EH also brings fundamental
changes to the design of relay selection strate-
gies. In conventional relay networks, it is well
known that the source-relay and relay-destina-
tion channels are equally important for relay
selection, which means that the optimal location
of the relay is the middle of the line connecting
the source and the destination, i.e. (2.5 m,0) for

Figure 3. Two typical multiuser MIMO scenarios.
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the scenario considered in Fig. 4. Nevertheless,
Fig. 4 shows that an EH relay exhibits different
behavior than a conventional relay, i.e. moving
the relay from the source toward the middle
point (2.5 m,0) has a detrimental effect on the
outage probability. We note that this observation
is also valid for SWIPT systems with AF relays.
This phenomenon is due to the fact that in EH
networks, the quality of the source-relay chan-
nels is crucial since it determines not only the
transmission reliability from the source to the
relays, but also the harvested energy at the
relays. In [13] it was shown that the max-min
selection criterion, a strategy optimal for con-
ventional DF relaying networks, can only achieve
a small fraction of the full diversity gain in relay-
ing SWIPT systems.

THE COMBINATION OF MIMO AND
COOPERATIVE RELAYING IN SWIPT

MIMO and cooperative relaying represent two
distinct ways of exploiting spatial diversity, and
both techniques can significantly enhance the
system’s energy efficiency, which is of paramount
importance for SWIPT systems. Hence, the com-
bination of these two smart antenna technolo-
gies is a natural choice for SWIPT systems. The
benefits of this combination can be illustrated
using the following example. 

Consider a lecture hall packed with stu-
dents, in which there are many laptops/smart
phones equipped with multiple antennas as
well as some low-cost single-antenna sensors
deployed for infrastructure monitoring. This

hall can be viewed as a heterogeneous network
consisting of mobile devices with different
capabilities. Inactive devices with MIMO capa-
bilities can be exploited as relays to help the
active users in the network, particularly the
low-cost sensors. Since the relays have multiple
antennas, more advanced receiver architec-
tures, such as antenna switching receivers, can
be used. In addition, the use of these MIMO
relays opens the possibility of serving multiple
source-destination pairs simultaneously. In this
context, it is important to note that the use of
SWIPT will  encourage the inactive MIMO
users to serve as relays since helping other
users will not reduce the lifetime of the relay
batteries. Therefore, the MIMO relays can be
exploited as an extra dimension for perfor-
mance improvement,  and can achieve an
improved trade-off between the information
rate and the harvested energy [7].

As discussed earlier, one unique feature of
SWIPT systems is the energy efficient use of
CCI, which is viewed as a detrimental factor
that limits performance in conventional wire-
less systems. In particular, CCI can be exploit-
ed as a potential source of energy in MIMO
relay SWIPT systems. To illustrate this point,
let us consider the following example. An AF
relay with N antennas is employed to help a
single-antenna source that communicates with
a single-antenna destination. The relay first
harvests energy from the received RF signals
with the power splitting architecture, and then
uses this energy to forward the source signals.
Two separate cases are considered, i.e. without
CCI and with CCI. To exploit the benefits of
multiple antennas, linear processing of the
information stream is performed to facilitate
ID. Since the optimal linear processing matrix
W is difficult to characterize analytically, a
heuristic rank-1 processing matrix W is adopt-
ed. As such, in the case without CCI, the pro-
cessing matrix is  designed based on the
principle of maximum ratio transmission, i.e. W
= ahg†, where the vectors h of size N × 1 and
g of size 1 × N are chosen to match the first
and second hop channels, respectively, and a is
a scaling factor to ensure the relay transmit
power constraint. On the other hand, in the
presence of CCI, the relay first applies the
minimum mean square error criterion to sup-
press the CCI, and then forwards the trans-
formed signal to the destination using
maximum ratio transmission. Figure 5 illus-
trates the achievable ergodic rate as a function
of the average strength of the CCI rI, with the
optimized power splitting ratio. We observe
that increasing the number of relay antennas
significantly improves the achievable rate. For
instance, increasing the number of antennas
from three to six nearly triples the rate. More-
over, we see that when the CCI is weak (r I
 –10dB), the rate difference is negligible com-
pared to the case without CCI. However, when
the CCI is strong, a substantial rate improve-
ment is realized. In fact, the stronger the CCI,
the higher the rate gain. For example, in some
applications the relays will operate at the cell
boundaries and the benefit of exploiting CCI
will be significant in such situations.
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Figure 4. Outage performance of a relaying network with one source, one
relay, and one destination. The source is located at (0, 0), the destination
is located at (5 m,0), and the x-y plane shows the location of the relay. The
carrier frequency is 915 MHz. The total transmit power, noise power,
transceiver antenna gain, and RF-to-electrical energy conversion loss are
set to 10 Watt, –17 dBm, 0 dBi, and 3 dB, respectively. We assume that
the multipath fading coefficients are modelled as independent and identi-
cally distributed Rayleigh random variables. The targeted data rate is 0.1
bit/Hz/s. The path loss exponent is 3.
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RESEARCH CHALLENGES
In the following, we discuss some research chal-
lenges for future MIMO and relay assisted
SWIPT.

Energy Efficient MIMO SWIPT: Because of
severe path loss attenuation, the energy efficien-
cy of MIMO SWIPT systems may not be satis-
factory for long distance power transfer unless
advanced green technologies, such as EH tech-
nologies relying on natural energy sources, and
MIMO resource allocation are combined. We
now discuss two possible approaches to address
this problem.

•EH transmitter: In this case the transmitter
can harvest energy from natural renewable energy
sources such as solar, wind, and geothermal heat.
Then the energy harvested at the transmitter can
be transferred to the desired receiver over the
wireless channel, thereby reducing substantially
the operating costs of the service providers and
improving the energy efficiency of the system,
since renewable energy sources can be exploited
virtually for free. However, the time varying avail-
ability of the energy generated from renewable
energy sources may introduce energy outages in
SWIPT systems, and efficient new techniques
have to be developed to overcome them.

•MIMO energy efficiency optimization: Ener-
gy efficient MIMO resource allocation can be
formulated as an optimization problem in which
the degrees of freedom in the system such as
space, power, frequency, and time are optimized
for maximization of the energy efficiency. By
taking into account the circuit power consump-
tion of all nodes, the finite energy storage at the
receivers, the excess spatial degrees of freedom
in MIMO systems, and the utilization of the
recycled transmit power and the interference
power, the energy efficiency optimization reveals
the operating regimes for energy efficient
SWIPT systems. Yet, the non-convexity of the
energy efficiency objective function [6] is an
obstacle in designing algorithms for achieving
the optimal system performance and low-com-
plexity but efficient algorithms are yet to be
developed.

Energy Efficient SWIPT Relaying: The con-
cepts of SWIPT and relaying are synergistic
since the use of SWIPT can stimulate node
cooperation and relaying is helpful to improve
the energy efficiency of SWIPT. In the following,
several research challenges for relay assisted
SWIPT are discussed:

•Practical relaying systems suffer from spec-
tral efficiency reduction due to half-duplex oper-
ation. One possible approach to overcome this
limitation is to use the idea of successive relay-
ing, where two relays listen and transmit in suc-
cession. When implemented in a SWIPT system,
the inter-relay interference, which is usually
regarded as detrimental, can now be exploited as
a source of energy. Another promising solution
is to adopt full-duplex transmission. In the ideal
case, full-duplex relaying can double the spectral
efficiency, but the loopback interference cor-
rupts the information signal in practice.
Advanced MIMO solutions can be designed to
exploit such loopback interference as an addi-
tional source of energy.

•Relay assisted SWIPT is not limited to the
case of EH relays, and can be extended to sce-
narios in which RF EH is performed at the
source and/or the destination based on the sig-
nals sent by the relay. For example, in WSNs,
two sensors may communicate with each other
with the help of a self-powered data fusion cen-
ter. For this type of SWIPT relaying, the relay-
ing protocol needs to be carefully redesigned,
since an extra phase for transmitting energy to
the source and the destination is needed.

•Most existing works on SWIPT relaying have
assumed that all the energy harvested at the relays
can be used as relay transmission power. In prac-
tice, this assumption is difficult to realize due to
non-negligible circuit power consumption, power
amplifier inefficiency, energy storage losses, and the
energy consumed for relay network coordination,
which need to be considered when new SWIPT
relaying protocols are designed. In addition, the
superior performance of MIMO/relay SWIPT is
often due to the key assumption that perfect CSI
knowledge is available at the transceivers; however,
a large amount of signalling overhead will be con-
sumed to realize such CSI assumptions. Therefore,
for fair performance evaluation, future works
should take into account the extra energy cost asso-
ciated with CSI acquisition [14].

Communication Security Management: Ener-
gy transfer from the transmitter to the receivers
can be facilitated by increasing the transmit
power of the information carrying signal. How-
ever, a higher transmit power leads to a larger
susceptibility for information leakage due to the
broadcast nature of wireless channels. There-
fore, communication security is a critical issue in
systems with SWIPT.
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Figure 5. Achievable ergodic rate of a SWIPT relay system with a single-
antenna source, a single-antenna destination, and a relay with N antennas.
The distances from source to relay, relay and destination, and interferer to
relay are set to 2 m, 3 m, and 5 m, respectively. The path loss exponent is
3. The total transmit power, noise power, transceiver antenna gain, and
RF-to-electrical energy conversion efficiency are set to 10 Watt, 3 dBm, 0
dBi, and 80%, respectively.
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•Energy signal: Transmitting an energy signal
along with the information signal can be exploit-
ed for expediting EH at the receivers. In gener-
al, the energy signal can utilize arbitrary
waveforms such as a deterministic constant tone
signal. If the energy signal is a Gaussian pseudo-
random sequence, it can also be used to provide
secure communication since it serves as interfer-
ence to potential eavesdroppers [5]. On the
other hand, if the sequence is known to all legiti-
mate receivers, the energy signal can be cancel-
lated at the legitimate receivers before ID.
However, to make such cancellation possible, a
secure mechanism is needed to share the seed
information for generating the energy signal
sequence, to which MIMO precoding/beamform-
ing can be applied.

•Jamming is an important means to prevent
eavesdroppers from intercepting confidential
messages; however, performing jamming also
drains the battery of mobile devices. The use of
SWIPT can encourage nodes in a network to act
as jammers, since they can be wirelessly charged
by the RF signals sent by the legitimate users.
However, the efficiency of this harvest-and-jam
strategy depends on the network topology, where
a harvest-and-jam node needs to be located
close to legitimate transmitters to harvest a suffi-
cient amount of energy. Advanced multiple-
antenna technologies are needed to overcome
this problem. 

CONCLUSIONS
In this article the basic concepts of SWIPT and
corresponding receiver architectures have been
discussed along with some performance trade-
offs in SWIPT systems. In particular, the appli-
cation of smart antenna technologies, such as
MIMO and relaying, in SWIPT systems has been
investigated for different network topologies. In
addition, future research challenges for the
design of energy efficient MIMO and relay
assisted SWIPT systems have been outlined.
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INTRODUCTION

Harvesting energy from ambient sources and
converting it to electrical energy used to power
devices is of increasing importance in designing
green communication networks. While this
approach enables more environmentally friendly
energy supplies, it helps realize the vision of
long-lived, self-maintained, and autonomous
communication systems. In addition to well-
known alternative energy sources, such as solar,
wind, geothermal, and mechanical, ambient RF
signals present another promising source that can
be exploited in the future. A clear advantage of
this technique, in comparison with other alterna-
tive energy sources, is that ambient RF sources
can be consistently available regardless of time
and location in urban areas. Moreover, RF ener-
gy harvesting (EH) systems can be built cheaply
in small dimensions, which could be a significant
advantage in the manufacturing of small and low-
cost communication devices such as sensor nodes. 

RF signals can be used by a node to extract
information or harvest energy. Scavenging ener-
gy from RF signals is broadly known as wireless

EH or wireless power transfer (WPT), as it
refers to the transmission of electrical energy
from a power source to one or more electrical
loads without any wires. Investigating techniques
for RF-powered mobile networks has received
significant attention during the past few years in
a number of applications such as wireless sensor
networks (WSNs) and cooperative communica-
tion systems. Most recently, wireless EH has
been flagged as a potential source of energy for
cognitive radio networks (CRNs) [1]. The opera-
tion of CRNs requires periodical sensing and
continuous decision making on the availability of
spectrum for secondary users (SUs) in the sys-
tem. This process, along with subsequent signal
processing and data transmissions, result in high
energy consumption by CRN nodes. Thus, it is
desirable to find techniques that can help pro-
long the lifetime of CRNs. To this end, deploy-
ing RF EH becomes a notable candidate for
CRNs, aimed at improving both energy and
spectral efficiency of communication networks.
In this approach, in addition to the identification
of spectrum holes for information transfer, an
SU may exploit the ambient RF power to supply
an auxiliary source of energy for the CRN nodes.
Furthermore, when EH is regarded as a signifi-
cant source of energy for the operation of CRN
nodes, it is crucial that the operation of the sys-
tem is optimized in order to improve the survival
of the system, taking into account the character-
istics of the considered energy source. This
necessitates the need for redesigning the existing
techniques in CRNs in order to simultaneously
optimize the EH function and better utilize the
underlying RF energy source [2]. 

This article aims to review the state of the art
of RF-powered CRNs and to survey the enabling
techniques that have been proposed in recent
years. The remainder of the article is organized as
follows. The classification of the existing RF EH
techniques are discussed. The high-level architec-
ture of an RF-powered CRN is presented. This is
followed by surveying the technical aspects that
affect the performance of RF-powered CRNs.
Furthermore, some of the well-known and
promising existing technical solutions in the litera-
ture are surveyed. Since this research field is still
in its early stages, some of the open technical
challenges for possible future investigation are
addressed. Finally, concluding remarks are given.

ABSTRACT

The increasing demand for spectral- and
energy-efficient communication networks has
spurred great interest in energy harvesting cogni-
tive radio networks. Such a revolutionary tech-
nology represents a paradigm shift in the
development of wireless networks, as it can
simultaneously enable the efficient use of the
available spectrum and the exploitation of RF
energy in order to reduce reliance on traditional
energy sources. This is mainly triggered by the
recent advancements in microelectronics that
puts forward RF energy harvesting as a plausible
technique in the near future. On the other hand,
it has been suggested that the operation of a
network relying on harvested energy needs to be
redesigned to allow the network to reliably func-
tion in the long term. To this end, the aim of
this survey article is to provide a comprehensive
overview of recent development and the chal-
lenges regarding the operation of CRNs pow-
ered by RF energy. In addition, the potential
open issues that might be considered for future
research are also discussed in this article.
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CLASSIFICATION OF
RF ENERGY HARVESTING

Several methods of WPT have been introduced
in the recent literature, including near-field
short-range inductive or capacitive coupling,
non-radiative mid-range resonance, and far-field
long-range RF energy transmission. Nonetheless,
the latest class of RF energy transmission in the
microwave frequency band is the most recently
focused technique. In such frequencies, the
wavelength of the RF signal is very small, and
the WPT system does not require calibration
and alignment of the coils and resonators at the
transmitter and receiver sides [3]. This renders
the technique a suitable solution to power a
large number of small wireless mobile devices
over a wide geographical area. 

Due to the specific communication require-
ments of cognitive radio nodes and the nature of
RF EH, communication techniques and proto-
cols used in traditional CRNs may not be direct-
ly used in RF-powered CRNs [4]. In particular,
it is important to first identify the sources of RF
energy and their different characteristics in
order to understand the technical challenges
faced by RF-powered CRNs. The mechanisms
by which RF energy is obtained can mainly be
classified into two categories: non-intended RF
EH and intended RF EH. In the following sub-
sections, we provide an overview of these two
categories. 

NON-INTENDED RF ENERGY HARVESTING
Non-intended RF signals are ambient RF
sources not originally intended for energy trans-
fer. This includes signals radiated due to wireless
telecommunication services, such as cellular sys-
tems, mobile devices, and wireless local area net-
works (WLANs), or from public broadcasting
systems, such as TV and radio. These ambient
signals, if not received by their intended
receivers, are dissipated as heat, resulting in a
waste of energy. Instead, they could be used as a
sustainable and low-cost source from which to
harvest energy [5]. A device that harvests energy
from ambient RF sources can have separate
antennas or antenna arrays for an RF transceiv-
er and an RF energy harvester. Harvesting ener-
gy by this means is subject to long-term and
short-term fluctuations due to radio tower ser-
vice schedules, node mobility and activity pat-
terns, and fading. Therefore, cognitive radio
terminals should employ new schemes that con-
sider the trade-off among network throughput,
energy efficiency, and RF energy supply, given
the dynamic availability of the RF energy.

INTENDED RF ENERGY HARVESTING
This method can be divided into two types. In
the first, the receiver obtains wireless power
transferred from a dedicated source that only
delivers power without transmitting information
to it, as in directive power beamforming.1 The
second method uses the same emitted RF signal
to transport energy and information simultane-
ously, known as simultaneous wireless informa-
tion and power transfer (SWIPT) [6]. 

A number of receiver designs have been pro-

posed for SWIPT. The two most adopted designs
in literature are the integrated and co-located
receiver designs. The co-located receiver design
can be based on either time switching or power
splitting [7]. A power splitting block divides the
received signal into two portions, one for EH
and the other for information decoding, while
time switching allocates dedicated time slots to
EH and the rest to data processing. By employ-
ing this approach, controllable and efficient on-
demand wireless information and energy can be
simultaneously provided. This permits a low-cost
alternative for sustainable wireless systems with-
out further hardware modification on the trans-
mitter side. 

OVERVIEW OF RF-POWERED CRNS
There has been recent interest in exploitation of
RF-based EH for CRNs. As it is the main focus
of this article, in the following, we elaborate on
this application in further detail. A general block
diagram of the functions performed by a cogni-
tive radio node with RF EH capability is illus-
trated in Fig. 1 [2]. The role of each component
is described related to the major functions of a
cognitive cycle, that is, observing, learning, ori-
enting, planning, deciding, and acting, as follows: 
• Wireless transceiver: a software-defined

radio for data transmission and reception
• Energy storage: could be a battery or capac-

itor to store the harvested energy
• Power management unit: decides whether

the harvested energy should be stored in
energy storage or forwarded to other com-
ponents

1 The Powercast trans-
mitter is one example
that is already commer-
cialized. Interested read-
ers may learn more at
http://www.powercastco.
com/

Figure 1. RF-powered CRN node operation cycle block diagram [2].
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• RF energy harvester: replenishes RF signals
and converts them to electricity

• Spectrum analyzer: provides instantaneous
analysis of the activity of spectrum usage

• Knowledge extraction unit: maintains a
record about the spectrum access environ-
ment

• Decision making unit: decides on spectrum
access

• Node equipment: implements device appli-
cations

• A/D converter: digitizes the analog signal
produced by the node equipment

• Power controller: processes the output of
the A/D converter for network applications
A general architecture of CRN powered by

either ambient RF signals, energy transmitted
from an intended RF source or via SWIPT, is
shown in Fig. 2. When SUs harvest RF energy
from the primary network, the primary base sta-
tion can be associated with three zones [1] that
define the SUs activity. Secondary users that are
not fully charged and are located in the EH zone
can harvest energy from the RF signals received
from the primary base station or nearby primary
users (PUs). SUs that are located inside the
interference zone cannot transmit unless the
spectrum is unoccupied by the PUs. Further-
more, it can be seen from Fig. 2 that the sec-
ondary network can also harvest ambient RF
energy. RF-powered CRNs can adopt either an
infrastructure-based or an infrastructureless
communication architecture.

TECHNICAL CHALLENGES OF
RF-POWERED CRNS

As discussed in the previous sections, CRN
nodes may be powered by two different cate-
gories of RF energy sources. In this section, we
provide an overview of the technical challenges
that arise in both scenarios. 

In the scenario where a cognitive radio node

harvests energy from unintended RF energy, the
energy available randomly varies over time in a
random process known as the energy profile,
which can be described by certain mathematical
models. This inherent randomness of the energy
source is a major factor that affects the perfor-
mance of an EH node. On the other hand, an
SU can also receive RF energy from either ambi-
ent transmissions of the primary network or a
particular PU with activity known to the SU. In
this case, the cognitive operation of the SU is
powered solely by the RF energy from the PU.
Therefore, both the occupied and idle spectra
are essential for the operation of a SU. In both
the aforementioned cases, the performance of a
CRN is restricted by the collision constraint,
which requires that the probability of colliding
with the primary transmission is always kept
below a predefined threshold. When an SU
operates in a time-slotted manner, its frame
structure is divided into several time slots to per-
form different cognitive radio tasks. The perfor-
mance of each of them is directly affected by the
available energy at the time it is to be executed.
The total consumed energy should be equal to
or less than the total harvested energy; this is
called the EH constraint [1]. Putting those two
constraints together implies the fundamental
limitations on the throughput of an EH CRN.

Several studies focused on exploring the
impact of EH on CRNs. A seminal work in this
area is [1], which proposes a novel framework,
enabling SUs to opportunistically harvest ambi-
ent RF energy as well as reuse the spectrum of
PUs. Also, the transmission probability of SUs
and the resulting system throughput of the CRN
were derived when a stochastic-geometry model
was considered. The results presented in [1]
revealed key insights about the optimal network
design. Moreover, the authors in [8] derived the
upper bound on the achievable throughput as a
function of the energy arrival rate, the temporal
correlation of the primary traffic, and the detec-
tion threshold for a spectrum sensor. 

We aim in this section to discuss techniques
that should be revisited in order to optimize sys-
tem configurations to accommodate the newly
introduced requirements of RF-powered CRNs.
In addition, we review the relevant solutions
proposed in literature.

MODE SELECTION
An SU harvesting ambient RF energy usually
operates in either an active or a sleep mode. In
the former, it performs spectrum sensing and
then data transmission if the detector decides
that the PU is absent. In the latter, the SU
remains silent and only harvests energy. On the
other hard, when an SU needs to exploit the
existence of the PU to harvest RF energy, it
selects either the spectrum access mode (includ-
ing sensing the idle spectrum and then transmis-
sion, or sensing the occupied spectrum and then
harvesting) or the harvesting mode, which only
incorporates the process of EH. There is a trade-
off for each node between utilization of the
spectrum and exploitation of RF energy. The
more time a node spends on sensing spectrum
holes and using the opportunities for transmis-
sion, the higher the energy consumption rate

Figure 2. A general architecture of an RF-powered CRN.
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and the fewer opportunities for EH. Therefore,
in order to simultaneously enhance network per-
formance and energy utilization, an optimal
mode selection policy may be investigated. Moti-
vated by this trade-off, the work in [9] considers
a cognitive radio sensor network where SUs per-
form either RF EH or opportunistic spectrum
access at one time. Under this assumption, the
authors developed an optimal mode selection
policy in the framework of a partially observable
Markov decision process (POMDP). Built on the
concept of hybrid underlay-overlay spectrum
access, the work carried out in [10] proposed a
mode selection strategy where the SU can be in
one of three states: transmission mode (either
underlay or overlay), sleep mode, or EH mode.
The objective is to find a balance between the
system throughput and the harvested energy for
future use. 

Since the transmitted power attenuates
according to the reciprocal of the distance, to
ensure a certain EH efficiency, the decision to
select the harvesting mode has to consider both
the availability of the PU and its distance from
the SU, as studied in [1].

SENSING DURATION
The main question here is to determine how the
duration of spectrum access is constrained by the
sensing process, which is crucial to system per-
formance. Longer sensing duration results in
higher probability of true detection of the spec-
trum and thus lower interference caused to PUs.
However, it simultaneously decreases the
chances of an SU to access the spectrum. The
total energy consumption behavior varies from
one frame to the other according to the varia-
tion in the sensing duration. Not only does this
behavior depend on the sensing duration; it is
also affected by the sensing-to-transmission
power ratio. Both the opportunities of accessing
the idle spectrum and the energy consumed by
sensing increase as the sensing duration increas-
es. This also elevates the energy consumed by
more frequent data transmissions. Nonetheless,
if the sensing duration is too long, the time left
for transmission becomes short; and accordingly,
the total amount of energy consumption (sensing
plus transmission energies) is reduced, due to
the decreased opportunity for data transmission.
The aforementioned conflicting factors collec-
tively imply coming up with an optimal sensing
duration that would take into account the avail-
able energy and the effect on the performance
of both CR and primary networks. In [11], for
example, the authors derived a mechanism that
jointly optimizes the harvesting, sensing, and
transmitting durations, and the number of sensed
channels based on mixed-integer nonlinear pro-
gramming with maximizing the achievable
throughput serving as the objective function.
Recently, the study of [12] suggested a new poli-
cy for determining both the sensing duration and
the detection threshold that maximizes the aver-
age throughput. The proposed technique aims to
find an optimal pair of sensing duration and
detection threshold that can increase the spec-
trum access opportunities within the permissible
range of collision probability for a given average
harvested energy.

DETECTION THRESHOLD

The performance of detecting the existence of
primary signals is linked to the chosen value of
the detection threshold. The choice of this value
becomes even more crucial when the SU is an
EH node [4]. In general, a high detection thresh-
old increases the probability of detecting the
spectrum as idle and leads to more frequent spec-
trum access. Not only does this increase the prob-
ability of colliding with the PU transmissions, it
also causes a large waste of energy resulting from
more transmissions. On the contrary, a low detec-
tion threshold alleviates unnecessary energy waste
and the probability of accessing the occupied
spectrum, but may in turn restrain an SU from
transmitting data, even when the spectrum is idle.
In [4], the authors propose a technique by which
an optimal detection threshold is derived, using
the probability of accessing the idle spectrum and
the probability of accessing the occupied spec-
trum to maximize the expected total throughput
while satisfying both the EH and collision con-
straints. They have also demonstrated that,
depending on the selected threshold, the system
can be characterized as a spectrum-limited regime
and an energy-limited regime. In the first, the har-
vested energy enables continuous spectrum access,
while in the second, the amount of harvested
energy restricts the number of spectrum access
attempts. This work was followed by that present-
ed in [13] where they extended the problem in
[14] to a joint optimization problem of a spectrum
sensing policy and a detection threshold subject
to the EH and collision constraints. In the frame-
work of a POMDP, this strategy is able to achieve
efficient usage of the harvested energy by exploit-
ing the temporal correlation of the primary traf-
fic. In addition to deriving the upper bound on
the achievable throughput in [8], the authors have
also explored a new technique which is able to
find the optimal detection threshold that maxi-
mizes the derived upper bound.

If an SU employs SWIPT in order to simulta-
neously use the received RF signal to store ener-
gy and detect the presence of the PU, it is
challenging to choose the optimal detection
threshold. For example, in the power splitting
approach, where the received signal at the SU is
split into two portions, one for EH and the other
for energy detection, the value of the detection
threshold used in a non-EH SU receiver will not
be viable. The reason is that the minimum
acceptable signal energy at the input of the ener-
gy detector is divided according to the power
splitting ratio. Hence, the detection threshold
should correspond to the value of the received
power after being split. This raises a question
about the choice of energy threshold when the
power splitting ratio is varying. 

ENERGY MANAGEMENT
A careful allocation of power over sensing and
data transmission slots is of high importance,
due to its effect on the system throughput, capac-
ity, and outage probability. In a CRN powered
by ambient RF energy, the energy available at
the beginning of a time slot is divided between
the spectrum sensing and data transmission
phases. Therefore, the harvested energy has to
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be efficiently expended over a specific number
of time slots in order to enhance system perfor-
mance. The mechanism proposed in [14], for
instance, enables an EH cognitive radio node to
optimize its sensing and transmit energies while
accounting for the detection reliability-through-
put trade-off. Another method to achieve energy
management is via knowledge of the previous or
current statistics of the energy arrival rate, the
statistical description of a PUs’s activity, or the
channel state information (CSI). For example, in
[15], the proposed scheme allocates more energy
for transmission when the channel state is good
in a particular time slot. In contrast, less or no
energy is allocated to a transmission slot in
which the probability that the PU occupies the
spectrum is anticipated to be relatively high. 

The problem of energy management in a
CRN applying SWIPT differs substantially from
one that harvests ambient RF energy. The rea-
son is that in some scenarios in SWIPT, the
receiver has no battery to store energy, and as a
result, the processes to be executed in a certain
time slot directly draw energy from that avail-
able by the received RF signal. In this situation,
it is challenging to optimize the parameters of
the SU receiver such that energy is distributed
spontaneously and efficiently between the differ-
ent tasks of the cognitive cycle.

CHANNEL SELECTION
Traditional channel selection schemes, which are
mainly aimed at identifying the idle channels
with high quality, may not be effective anymore
for RF-powered CRNs. In particular, if the ener-
gy level available at the SU is low, it might select
the channel that tends to be occupied by a PU
and has a strong RF signal to harvest. On the
other hand, if the SU has a high energy level,
and there is a need for data packet transmission,
it should identify the channel that is likely to be
idle with a favorable channel quality. The
research work reported in [16] studied a channel
selection criterion that maximizes the average
spectral efficiency of an SU. The proposed
method jointly exploits knowledge of the PU
occupancy and channel conditions, and the
dependence of the decision of the SU to sense
and access the PU spectrum on the probabilistic
availability of energy at the SU. Similarly, in [2],
the authors developed a channel selection policy
used by the SU that maps the SU’s state (i.e.
number of packets in the data queue and the
energy level in the energy storage) to the chan-
nel to be selected. This is done prior to sensing
the channel and is based on statistical informa-
tion such as probabilities of the channel being
idle or busy, the probability of successful packet
transmission if the channel is idle, and the prob-
ability of successful EH if the channel is busy.

Table 1 shows a summary of existing configu-
ration policies for RF-powered CRNs.

FUTURE RESEARCH FOR
RF-POWERED CRNS

CRNs may be deployed in different scenarios
such as multiple-input multiple-output (MIMO),
cooperative, and relaying CRNs. Existing mecha-

nisms for conventional CRNs need to be extend-
ed, modified, or even replaced to suit the newly
emerged RF-based EH technology. We focus
next on discussing some issues that can be
explored in the future. 

SENSING IMPERFECTIONS
Protecting the primary network from unbearable
interference is the key to successful operation of a
CRN. Therefore, a high probability of correct
decisions generated by the energy detector is vital.
In practice, however, those decisions are prone to
errors, leading the performance of the primary
network and the CRN to dramatically deteriorate.
This becomes of higher concern in the presence of
EH in those networks. In particular, if the channel
is sensed as idle while it is actually busy, and if an
SU decides to transmit, this results in unnecessary
dissipation of energy, causing interference to the
PU and missing a chance to harvest energy if
needed. On the other hand, if the channel is
sensed as busy while it is in fact idle, the SU might
preserve energy but abolishes an opportunity to
provide a better rate to its intended receiver. This
necessitates research studies to explore the limita-
tions caused by imperfect sensing on the perfor-
mance of RF-based EH CRNs.

CRNS WITH MULTIPLE ANTENNAS
Multiple antennas in CRNs can be utilized to pro-
vide the secondary transmitter with more degrees
of freedom in space in addition to time and fre-
quency. Multi-antenna CRNs gained attraction,
especially in the underlay spectrum sharing
scheme, where SU and PU transmissions can be
concurrent. In line with this, it is known that high-
er wireless energy transfer efficiencies can be
achieved when multiple antennas are employed.
Furthermore, in a multi-antenna RF-powered
CRN, beamforming techniques can be exploited
by the SU transmitter to steer RF signals toward
SU receivers having different information and/or
EH requirements. The problem of maximizing the
SU rate subject to both the PU rate and the sec-
ondary transmitter power constraints is critical.
Therefore, beamforming techniques should be
redesigned to consider those conflicting objectives.
The work presented in [17] is a major develop-
ment in this field, where a multi-antenna EH sec-
ondary network makes use of both the spectrum
and the energy of the primary network, in return
to assist the primary transmissions. The main
focus of this research is to design a beamforming
technique that characterizes the achievable prima-
ry-secondary rate region based on power splitting
and time-switching for SWIPT. 

Beamforming performance optimization is
tightly dependent on the acquisition of CSI. As a
result, new mechanisms have to be proposed to
account for the trade-off between data transmis-
sion, EH, and channel state estimation duration. 

COOPERATIVE CRNS
The concept of cooperative spectrum sensing has
been proven to combat sensing errors and chan-
nel fading, and to overcome the hidden terminal
problem due to shadowing. Nevertheless, conven-
tional cooperative schemes do not take into con-
sideration the DC power levels produced by the
RF energy conversion process, which resemble
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the only source of energy available at the CR ter-
minal. To be more specific, an SU might refrain
from participating in the process of spectrum
sensing because it does not receive sufficient RF
energy due to its distance from the PU. However,
the more SUs that participate in sensing, the bet-
ter spectrum discovery outcome is guaranteed
and the more energy will be consumed. As a con-
sequence, centralized cooperative spectrum
scheduling, in which a cognitive base station or a
fusion center decides which SUs should partici-

pate in the sensing process and which channels to
sense, should take into account the amounts of
harvested energy at the SUs. In addition, the dis-
tances between a PU transmitter and different
SUs are often different. Also, the signal propaga-
tion environment differs from a PU transmitter
to different SUs, making both the signal-to-noise
ratio (SNR) and the harvested energy from the
same primary signal dissimilar at different SU
receivers. Therefore, new cooperative mecha-
nisms that fit this environment is thus essential.

Table 1. Summary of proposed techniques for RF-powered CRNs.

Configuration
element Literature EH model Constraints Objective Framework

Mode
selection

[9]
Opportunistic EH
of RF signals from
primary network

1) Residual energy at the SU
2) Spectrum occupancy state partially
observable to the sensor node

Maximize expected total
throughput delivered by an
SU sensor node over a time
slot

POMDP

[10]
EH of RF signals from
primary network and
ambient RF sources

1) Residual energy at the SU
2) Required transmission energy
3) Spectrum occupancy state partially
observable

Enhance throughput of the
SU and obtain QoS of pri-
mary network by selecting
overlay or underlay trans-
mission mode

POMDP

Sensing
duration

[11] EH from ambient RF
sources

1) EH rate of the SU
2) Collision constraint to the primary
network
3) Channel sensing energy cost

Optimize saving-sensing-
transmitting structure that
maximizes the achievable
throughput of the SU

Mixed-integer nonlinear
programming

[12]
EH from ambient RF
and other energy
sources

1) Channel sensing and data trans-
mission energy cost with respect to
the residual energy at the SU
2) Collision constraint to the primary
network

Maximize expected average
throughput of the sec-
ondary network

Several optimization problems
are formulated to give an
insight on the joint configura-
tion of sensing duration and
threshold

Detection
threshold

[4]
EH from ambient RF
and other energy
sources

1) Energy arrival rate
2) Channel sensing and data trans-
mission energy cost with respect to
the residual energy at the SU
3) Collision constraint to the primary
network

Maximize expected total
throughput of the sec-
ondary network

Deriving the probability of
accessing the idle spectrum
and the probability of access-
ing the occupied spectrum
and their bounds

[13]
EH from ambient RF
and other energy
sources

1) Spectrum occupancy state partially
observable
2) Energy arrival rate
3) Temporal correlation of the prima-
ry traffic
4) Collision constraint to the primary
network

Maximize the upper bound
of the probability of access-
ing the idle spectrum

Unconstrained POMDP

[8]
EH from ambient RF
and other energy
sources

1) Energy arrival rate
2) Channel sensing and data trans-
mission energy cost with respect to
the residual energy at the SU
3) Temporal correlation of the prima-
ry traffic
4) Collision constraint to the primary
network

Maximize the upper bound
of the achievable throughput

Several optimization problems
are formulated to give an
insight on the joint configura-
tion of spectrum access policy
and detection threshold

Energy
management

[14]
EH from ambient RF
and other energy
sources

1) Energy arrival rate
2) Residual energy at the SU

Maximize expected total
throughput of the sec-
ondary network

Markovian decision process

[15]
EH from ambient RF
and other energy
sources

1) Observed information (harvested
energy, fading CSI, spectrum occu-
pancy state) in the past and present
only

Maximize expected total
throughput of the sec-
ondary network

Sliding window approach

Channel
selection

[16]
EH from ambient RF
and other energy
sources

1) Probabilistic availability of energy
at the SU
2) Channel conditions
3) Primary network belief state

Maximize expected total
throughput of the sec-
ondary network

POMDP

[2] EH from RF signals of
the primary network

1) Number of packets in the data
queue
2) Residual energy at the SU

Maximize the long-term
average throughput of the
SU

Markovian decision process
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CRNS WITH RELAYS

In a CRN, a single or multiple relay(s) assist the
SU source to sense and/or transmit data to the
SU destination. All the CRN nodes or only the
relay/s might be RF-based EH. In the second
scenario, relays harvest energy from the SU
source, the PU, or both. Under this setting, the
quality of relaying the data to the SU destination
is directly affected by the power received at the
relay(s) from the SU source or the PU signals.
This problem seems to be even more complex if
the relay(s) and the SU source deploy SWIPT.
In such a case, both the SU source and the
relay(s) have to precisely select their receiver
parameters (power splitting or time switching
ratios) in order to optimize the overall system
performance, while satisfying their energy needs.
As a consequence, more research focus has to be
directed toward exploring new relaying protocols
and relay selection schemes.

CONCLUSIONS
The recent interest in simultaneously achieving
spectrum and energy efficiency has led to the con-
cept of RF-powered CRNs. Integrating the capa-
bility of EH into the functionality of cognitive
radio devices infer nontrivial challenges on their
designs. This article presents an overview of the
architecture of CRNs that operate based on RF
energy harvesting. Mainly, two methods by which
CRNs can harvest RF energy were discussed:
intended and non-intended RF energy harvesting.
Several factors that do not exist in non-RF-pow-
ered CRNs impose fundamental limitations on
their performance. As a result, the article lists key
configuration parameters that need to be
redesigned to achieve a desirable balance between
the energy availability constraint and the system
performance. Furthermore, the article surveys
promising techniques that can enable successful
spectrum sensing, spectrum access, and spectrum
management in RF-powered CRNs. Finally, some
open technical challenges that may be studied in
the future are addressed.
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ENERGY HARVESTING IN
WIRELESS COMMUNICATIONS

Energy harvesting (or scavenging) is a process of
capturing and converting ambient energy into
usable electrical energy. A large number of
external energy sources have potential to be har-
vested. They are [1]:
• Natural (renewable) energy, e.g. wind, water

flow, ocean currents, and the sun.
• Mechanical energy, e.g. vibration and

mechanical stress and strain.
• Thermal energy, e.g. waste energy from fur-

naces, heaters, and friction.
• Light energy, e.g. natural and artificial light.
• Electromagnetic energy, e.g. inductors,

coils, and transformers.
• Energy from the human body, e.g. a combi-

nation of mechanical and thermal energy
naturally generated by people when walk-
ing, sitting, climbing, and running.

• Energy from other sources, such as chemi-
cal and biological sources.
It is reported in [2] that environmental and

kinetic energy harvesting, based on light, ther-
mal, and motion, are the most promising tech-

niques. Given a typical transfer efficiency of
10 percent, the energy that can be harvested in
an outdoor daylight environment is about
1 mW/cm2 [2]. This is at the same order of mag-
nitude that carefully designed ultra-low-power
micro-controller circuits typically consume.

In wireless communication systems, environ-
mental EH is a critical component to build self-
sustainable networks, such as wireless sensor
networks in remote human-unfriendly environ-
ments [3]. Reducing carbon footprint by harvest-
ing energy from renewable sources to power
wireless transmissions is the key to implement
self-sustainability. On the other hand, quality-of-
service (QoS), e.g. delay and packet error rate, is
crucial to many wireless applications. For exam-
ple, sensory data are delay critical in bushfire
and flood monitoring applications. However, to
provide QoS to EH powered wireless transmis-
sions, three critical challenges arise.

The first critical challenge in providing QoS
to EH powered wireless transmissions is the
unreliable nature of EH. Many EH technologies
significantly rely on the environment where the
devices are located [2]. The energy harvested
may fluctuate dramatically with the time of day.
This has strong impact on the reliability/avail-
ability of wireless links powered by the energy,
and hence the QoS. Existing techniques devel-
oped to address the challenge are limited to
delay-tolerant (bandwidth-demanding) traffic
[4–6]. They are unable to provide QoS to delay-
sensitive traffic.

The second critical challenge in providing
QoS to EH powered wireless transmissions is to
increase the energy efficiency of wireless trans-
missions. In general, the current energy transfer
rate of EH is low, e.g. 15 to 20 percent for solar [2].
Maximizing the energy efficiency of wireless
transmissions is therefore important to make the
insufficient energy harvested meet the energy
requirement of wireless transmissions, thereby
reducing the probability of energy outage and
QoS violations. Again, bandwidth-demanding
delay-tolerant traffic has been the focus in exist-
ing techniques of optimizing  transmission ener-
gy efficiency, e.g. the technique proposed in [7].
Those techniques cannot apply to delay-sensitive
applications, where QoS is required.

ABSTRACT

Energy harvesting (EH) is an innovative way
to build long-term and self-sustainable wireless
networks. However, an inconstant EH rate may
have an adverse effect on the quality-of-service
(QoS) of wireless traffic, such as packet delay
and error. In this article we discuss techniques
that provide QoS to EH powered wireless com-
munications. A new “dynamic string tautening’’
method is presented to produce the most energy
efficient schedule with substantially lower com-
plexity, compared to convex optimization tech-
niques. The method adapts to the bursty arrivals
of wireless traffic and harvested energy, and
ensures that delay-sensitive data will be deliv-
ered by deadline. Comprehensive designs of EH
powered transmitters are also discussed, where
the EH rate, battery capacity, and deadline
requirement can be jointly adjusted to leverage
QoS and the cost.
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Another critical challenge in providing QoS
to EH powered wireless transmissions is the
energy consumption of wireless circuitry. Part of
the consumption is on transmission. Ultra-low-
power circuitry has recently been developed to
reduce active current, operating voltage, and pin
leakage [2]. The current is about 16 mA when
transmitting [2]. However, this is still non-negli-
gible, given the low EH level of milliwatts. To
save the transmission energy, an “on-off” mode
was developed for bandwidth-demanding traffic,
first in time-invariant channels [8] and then
extended to time-varying channels [9, 10]. How-
ever, the mode is unable to address the QoS
requirement of delay-sensitive traffic. Another
part of circuit power consumption is on signal
processing, especially for generating the optimal
transmission schedules in delay-sensitive applica-
tions. Convex optimization techniques, such as
the one proposed in [6], are in general unsuit-
able due to high search complexity.

Note that upper layer protocols, such as
resource reservation protocol (RSVP) at the
transport layer, have been widely used to pro-
vide QoS to traffic flows travelling over net-
works. QoS is provided by prioritizing traffic
flows and adjusting bandwidths at every interme-
diate (routing/switching) node. However, this
cannot address the aforementioned three critical
challenges that reside on each individual wireless
link and are caused by unreliable power sources.

In this article we present a new method that
jointly addresses the three critical challenges and
provides QoS to EH powered wireless transmis-
sions. A new “dynamic string tautening” method
is developed to produce the most energy effi-
cient schedule with substantially reduced com-
plexity, and ensure that delay-sensitive data is
delivered by deadline. Comprehensive designs of
EH powered transmitters are also discussed,
where the EH rate, battery capacity, and dead-
line requirement are jointly adjusted to leverage
QoS and the cost.

QOS PROVISIONING IN
EH COMMUNICATIONS

In this article we focus on QoS provisioning on a
single wireless link where the transmitter is pow-
ered by environmental EH techniques, as illus-
trated in Fig. 1. Delay sensitive sensory data

arrive at the transmitter in bursts. The energy
that the transmitter harvests is also bursty, due to
the constantly changing ambient energy source.
We focus on single-link QoS provisioning because
it is the key and fundamental issue of EH pow-
ered wireless networks. Our results on the single
link can be extrapolated to real network topolo-
gies and scenarios, as will be discussed later.

Referring to [3], the EH process can be mod-
elled as a discrete sequence, where every ele-
ment Ei (i = 0, 1, …, N) is the energy (in joules)
instantly harvested from ambient sources. We
also model the bursty data arrival as a discrete
sequence, where every element Aj (j = 1, …, M)
is the number of newly arrived packets.

We can similarly model a discrete sequence
to represent the strict deadline requirements of
the packets, where every element of the
sequence Dk (k = 0,1, …, K) indicates the num-
ber of packets that must be delivered so far. If
any packet reaches its deadline but is undeliv-
ered yet, it will be discarded by the EH powered
transmitter.

Every element of the sequences is tagged
with a time stamp, which indicates when the
event occurs (i.e. new energy is harvested, new
packets arrive, or deadlines are met). Ei, Aj, and
Dk are tagged t i, t j, and mk, respectively. Of
course, these time stamps may not overlap
between difference sequences, as the EH process
and the data arrival process are unnecessary to
be synchronous in practice.

Arranging the time stamps of all three
sequences in an ascending order, we can com-
bine the three sequences into one sequence. The
time interval between any consecutive two ele-
ments of the combined sequence is referred to
as an “epoch.” Within an epoch, the status of
the three processes of EH, data arrival, and data
deadlines does not change. We need to optimize
the transmission schedule of each epoch for QoS
provisioning, so that the overall optimality of the
transmission schedule across the entire EH pow-
ered transmission process can be guaranteed.

Clearly, three constraints on generating the
optimal transmission schedule arise due to
causality:
• The total number of packets required to be

delivered is the number of arrived packets.
• At any instant, the number of the transmit-

ted packets must be no larger than the
number of the arrived packets.

Figure 1. Illustration on EH powered wireless transmission, where solar panels are used to harvest
energy. The transmitter decides the optimal transmission schedule, which adapts to the bursty charac-
teristics of sensory data and EH, and ensures data to be transmitted by their deadlines.

Data transmission

Energy harvesting

To receiver

Deadline
Sensor

Time
Data arrival

G
en

er
at

e 
op

ti
m

al
sc

he
du

le

Within an epoch, the

status of the three

processes of EH,

data arrival, and data

deadlines does not

change. We need to

optimize the trans-

mission schedule of

each epoch for QoS

provisioning, so that

the overall optimality

of the transmission

schedule across the

entire EH powered

transmission process

can be guaranteed.

WANG1_LAYOUT.qxp_Author Layout  3/31/15  2:41 PM  Page 103



IEEE Communications Magazine • April 2015104

• The total amount of energy consumed up to
a time must be no greater than the energy
accumulatively harvested so far.
Modelling EH powered transmission in such

a way reveals that the EH process and the data
arrival process have not only the same time
sequence nature, but also yield causalities that
need to be imposed as constraints to transmis-
sion schedules. Existing studies have been exten-
sively conducted to address the problem of QoS
provisioning to a bursty data process in the pres-
ence of unlimited energy [11]. The similarities
between the processes indicate that there is a
good opportunity to solve the QoS provisioning
problem in EH wireless communications by
extending those existing techniques.

In this article we introduce a feasible trans-
mission schedule which, extended by our recent
work [12], is able to provide QoS to bursty traf-
fic adapting to the EH progress. We will confirm
the optimality of the schedule, and show its
superiority in computational efficiency.

QOS PROVISIONING UNDER A
RELIABLE POWER SUPPLY

In our recent work [12] we derived the most
energy efficient transmission schedule to provide
QoS to bursty data, given a constant and suffi-
cient power supply. Here we summarize the con-
clusion of that work, which will provide the key
insight and guidance to design the optimal EH
powered transmission schedules, as will be
described later.

In the case of a reliable power supply, the EH
process/sequence is absent. An epoch is the inter-
val between two consecutive time stamps in the
combined sequence of data arrival and deadlines.
The important conclusion we draw is that the most
energy efficient transmission schedule only adopts
one of the following three policies per epoch i:

• “On” policy, where the transmitter sends at
the data rate higher than ree for the entire
epoch ii,

• “Off” policy, where there is no transmission
in epoch i,

• “First-on-then-off” policy, where the trans-
mitter sends at the data rate of ree for a
time period less than the duration of the
epoch i,

where ree is the data rate that maximizes the
number of bits to be transmitted using a joule of
energy. The number of bits to be transmitted
using a joule is typically quasi-concave [7], as
shown in Fig. 2. Therefore, ree can be efficiently
obtained by a simple bi-sectional search.

In the case where a large number of packets
reach their transmission deadline, the transmit-
ter should send those packets all the time
through until the deadline with the required
power; see the “on” policy. In other cases, the
transmitter should send deadline-reaching pack-
ets with the most energy efficient data rate.
After the transmission completes, the transmit-
ter turns off into a standby state (see the “first-
on-then-off” policy). By doing these, the energy
consumption of the transmitter is minimized,
while the QoS of the bursty data traffic can be
guaranteed.

The optimality of the policies in terms of
energy efficiency can be rigidly proved through a
judicious change of variables, which converts the
original, non-convex problem of minimizing the
transmit energy into a convex program [13]. The
Karush-Kuhn-Tucker (KKT) conditions can then
be employed to solve the convex problem and
confirm that the policies satisfy the conditions.

The conclusion also indicates that the most
energy efficient transmission schedule is event
driven. The transmitter switches between the
policies only on the arrival of new data bursts or
on the data deadlines.

QOS PROVISIONING UNDER EH
In the presence of EH, it can be shown that the
most energy efficient policies described earlier
still apply, because the energy efficiency of trans-
mission is critical to EH powered systems. The
key difference is that, in this case, the transmis-
sion data rate and duration depend on the avail-
ability of energy harvested from external unstable
sources.

We define the time stamps of the combined
time sequence of the EH, data arrival, and dead-
line processes, as a unified timeline {s0, s1, …,
sN+M+K} (as described earlier). Epoch i is the
interval from si–1 to si with the duration of Li =
si – si–1. The construction of the unified time-
line is due to the fact that the most energy effi-
cient policies are event driven, as pointed out
earlier. On the other hand, EH is an event that
can activate switching policies. For example,
when the transmitter runs out of energy, it stays
“off” even if there are data to transmit. After
new energy is harvested, the transmitter should
turn “on” and proceed with either Policy 1 or 3.

Given the unified timeline, we can derive that
the optimal transmission schedule based on har-
vested energy should comply with the following
rule [13, 14]:

In the optimal transmission schedule, the trans-

Figure 2. Bits-per-Joule energy efficiency versus transmission rate r, which
is plotted based on Shannon’s formulation P(r) = 1/|h|2}[exp(r) – 1],
where P(r) is the power required to transmit the rate of r, and h is the
channel coefficient of the link from the transmitter to the receiver.
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mission data rate only changes at the instant when
the data causality, deadline, or energy causality is
met with equality. To be specific, the rate change
happens after the epoch where:
• There are no undelivered data.
• The transmitter runs out of energy.
• All deadline-approaching data are delivered.

We note that at any instant, the number of
delivered packets must not be larger than the
number of packets that have arrived so far due
to causality.

Also note that transmissions are interrupted
if the transmitter runs out of energy, and will not
be resumed until sufficient energy is harvested.
In this case, data whose deadlines are within the
transmission interruptions are dropped. Proper
designs of the transmitter, including the EH rate
and battery capacity, adapting to the data arrival
process and the QoS (to be specific, delay)
requirement are able to reduce the dropped data
to lower than a required level. Details will be
discussed later.

The optimality of the rule can be confirmed,
because the rule was derived by first formulating
the optimization problem to minimize the ener-
gy consumption under the constraints of an
inconstant EH rate, bursty data arrival, and strict
data deadlines. We then write the Lagrangian of
the constrained optimization problem, and final-
ly solve it with the KKT optimality conditions.

Following the rule, a computationally effi-
cient algorithm with a temporally linear com-
plexity can be developed to find the optimal
transmission schedule that provides QoS to
delay-sensitive, bursty data in EH systems.

Our new algorithm can be visualized as
“string tautening,” which has a distinguishing
feature of changing feasible solution regions
imposed by the dynamic EH process. In other
words, the current direction of tautening the
string depends on the past directions during a
process of determining the optimal transmission
schedule. The reason is because the past trans-
mission data rates, indicated by the past taut-
ening directions, affect the current energy level
in the battery, which in turn determines the cur-
rent direction to tauten the string. In contrast,
existing “string tautening” methods have fixed
solution regions [15], and therefore cannot
address the dynamic EH problem.

Figure 3 illustrates our proposed “string taut-
ening” process, where at any instant the data
arrival curve plots the amount of data generated
for transmission and the deadline (minimum
data departure) curve plots the amount of data
reaching their deadline. There are a number of
EH curves. They are produced sequentially, one
curve each time the conditions in the optimal
rule are met. Each EH curve plots the maximum
amount of data that can be transmitted at future
instants, given the energy harvested and the data
transmitted so far.

A closed feasible solution region is presented.
The deadline curve provides the lower boundary
of the feasible solution region. The (dotted) upper
boundary of the region is provided by the lower of
the data arrival curve and the dynamic EH curves,
so that the optimal transmission schedule can sat-
isfy both causalities of data and energy, as well as
the deadline requirements (i.e. QoS).

It is also possible that there are multiple
closed solution regions in a single optimal trans-
mission schedule, but not shown here. In this
case, the upper boundary curve crosses and
moves underneath the lower boundary during
some periods of the transmission schedule. No
transmissions will take place during the periods
due to insufficient energy, as noted earlier. The
periods become infeasible solution regions.

Seven epochs are demonstrated in the fig-
ure. Different transmission policies are adopt-
ed across the epochs, as highlighted in the
figure. In the first epoch between time 0 and
1, the “first-on-then-off” policy is adopted,
and the slope of the string is the most energy
efficient transmission rate ree, as specified in
the policy. In the next three epochs until time
5, the policy is also adopted throughout the
epochs, with the most energy efficient trans-
mission rate. In the last two epochs, the “on”
policy is separately adopted, and the slope of
the string is chosen such that the deadlines
can be met.

It is worth pointing out that every EH curve
is always underneath the previous curves, as
shown in the figure. One reason is that the pre-
vious curves cannot foresee the future transmis-
sions due to causality. Another reason is that
every EH curve gives a tight energy budget based
on the energy consumed so far. New transmis-
sions will only make the budget tighter. The con-
clusion we can draw is that the optimal
transmission schedule is able to leverage the cur-
rent transmission rate, as well as the energy
saved for future use.

For comparison purpose, we also plot the
most energy efficient transmission schedule in
the case of constant and sufficient power supply,
employing [12]. We can see that the optimal
transmission schedule in this case is in general
above the one we developed for EH communica-

Figure 3. An illustrative example of the proposed “string tautening”
method and the achieved optimal transmission schedule, which is the most
energy efficient to provision QoS to EH wireless communications.
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tions. This is because, in the presence of suffi-
cient power supply, the upper boundary of the
feasible solution region for the optimal schedule
is provided solely by the data arrival curve, and
therefore the region is larger than the one in the
EH case. However, this optimal schedule does
not apply to the EH case, because the string can
cross and go beyond the EH curves, invalidating
the schedule, as demonstrated in Fig. 3 when the
time is 1.

DESIGNING EH TRANSMITTERS WITH
GUARANTEED QOS

So far we have discussed the most energy effi-
cient schedule to guarantee the deadlines of EH
wireless transmissions, given any configuration
on data arrival rate, EH capability, and battery
capacity. However, a substantial amount of pack-
ets may still be dropped at the transmitter under
a poor configuration, for example, excessively
small battery or high data arrival.

A joint and holistic design of the data arrival,
EH capability, and battery capacity is required to
balance the deadline requirement and the toler-
able packet drop rate. To demonstrate this, sim-
ulations are carried out, where we assume the
circuit power consumption r = 30 mW. The
transmit power is optimally achieved by using
the new “string tautening” method, as described
earlier. We also assume the gain of the wireless
channel h2 to be –20 dB during the optimal
transmission. In practice, the channel may vary
with the time. Our optimal schedule also applies
to the time-varying case. Details will be dis-
cussed later.

In the simulations, the data arrival and the EH
are modelled as two independent Poisson process-
es. The average data arrival rate is 1 packet/sec
(unless otherwise specified), and the average EH
rate ranges from 40 mJ/sec to 240 mJ/sec. It is
worth mentioning that the optimal rule/schedule
is general, and is applicable to any stochastic
processes of data arrival and EH.

For comparison purposes, we also simulate
the use of standard convex optimization tech-
niques, specifically the interior point method, to
generate the optimal transmission schedule. The
interior point method is effective and has been
extensively used to solve optimization problems
with convex structures like the one discussed in
this paper. The method has been implemented
in the MATLAB CVX toolbox.

We note that the standard interior point
method is able to produce the exact same opti-
mal schedule in the case where reliable and suf-
ficient power supply is available, as described
earlier. However, the standard method requires
a substantially higher computational complexity
and sequentially higher circuit power consump-
tion, than our “string tautening” method,
because the interior point method requires
matrix operations, high-order multiplications,
and repeated iterations. It typically has a polyno-
mial complexity higher than O(G3) (where G is
the number of epochs). In contrast, our “string
tautening” method only requires linear complex-
ity O(G) to adjust the direction of the “string,”
as shown in Fig. 3. In the case of EH, the higher
circuit power consumption of the standard con-
vex optimization methods would reduce the
number of packets that can be optimally trans-
mitted each time due to limited energy, and
compromise QoS.

A careful design of the EH rate, adapting to
the data arrival, is critical to leverage traffic QoS
(i.e. the delay and the packet drop rate), as well
as the cost of the transmitter. Figure 4 plots the
average packet drop rate with the growth of the
EH rate. We can see that the growth of the EH
rate is critical to reducing the packet drop rate,
especially when the data arrival rate is high.
When the data arrival rate is 1.6 packets/sec,
increasing the EH rate from 40 mJ/sec to 240
mJ/sec is able to reduce the packet drop rate
from 85 percent to 29 percent.

Our “string tautening” method described ear-
lier has substantially lower packet drop rates
than the CVX programs. For a data arrival rate
of 1 packet/sec and an EH rate of 80 mJ/sec, our
method is able to achieve a packet drop rate of
19 percent, while the CVX incurs a packet drop
rate of 28 percent. The reason is that the pro-
posed method consumes much less energy to
produce the optimal schedule than the CVX. As
a result, more energy can be saved to transmit
data and reduce the packet drop rate.

Our “string tautening” method is also able to
relieve the requirement of EH. Consider a target
packet drop rate of 10 percent for the data
arrival rate of 1 packet/sec. By the figure, we can
design the required EH rate to be 120 mJ/sec for
our “string tautening” method, while the CVX based
transmitter is required to harvest 150 mJ/sec
energy on average. Typically, the EH rate is pro-
portional to the size of the energy collector, e.g.

Figure 4. EH rate versus packet drop rate, where we assume the transmitter
has unlimited battery capacity, the average data arrival rate is 0.4, 1.0, and
1.6 packets/sec, and the deadline is 2.5 seconds for every packet.
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a solar panel. As a result, our method can be
equipped with much lighter (by up to 25 per-
cent) and therefore cheaper EH devices.

A realistic deadline requirement is important
to alleviate the packet drop rate. Figure 5 shows
the average packet drop rate with the growth of
the deadline. We can see that given a target
packet drop rate of 10 percent, a deadline
requirement of 2.5 seconds can be satisfied by
employing an EH rate of 120 mJ/sec. In contrast,
a deadline requirement of 2 seconds requires a
substantially higher EH rate of 200 mJ/sec. In
other words, the required EH rate can be
reduced by 40 percent by increasing the deadline
by 25 percent. The cost of the EH devices
decreases substantially.

A proper design of battery capacity is also
crucial, adapting to the EH rate and deadline
requirement. Figure 6 plots the packet drop rate
with the battery capacity. It is interesting to see
that the curves of different EH rates intersect
with each other. The higher the EH rate, the
more the packet drop rate changes with the bat-
tery capacity. The reason is that, when the bat-
tery is small, a high EH rate will lead to energy
overflow. The overflow energy cannot be used
for transmissions, and therefore is wasted. With
the growth of the battery, the probability of
energy overflow decreases. More energy can be
collected for transmissions, and the packet drop
rate can be significantly improved.

Consider the target packet drop rate of
10 percent. We can design by checking the fig-
ure that the required battery is 2.3 J for the EH
rate of 160 mJ/sec, and 2.7 J for the EH rate of
120 mJ/sec. It is noted that in the case of the EH
rate of 80 mJ/sec, the target packet drop rate
cannot be achieved by enlarging the battery. The
achieved packet drop rate stops decreasing when
the battery is larger than 1.5 J, because the har-
vested energy is so small, and a battery of 1.5 J
is sufficient to store the energy. However, the
energy is insufficient to transmit the data, and
the packet loss is high.

OTHER CONSIDERATIONS ON
PRACTICAL IMPLEMENTATIONS

In this section we discuss the practical imple-
mentation aspects of the new “dynamic string
tautening” method. The communication proto-
cols running on each EH powered link, and con-
necting multiple links into a network, are
described, because of their importance in real
implementations.

COMMUNICATION PROTOCOL
Communication protocols are another key aspect
of designing EH wireless communication sys-
tems, as mentioned earlier. It enables the receiv-
er to report h2, which is necessary for the
transmitter to generate the energy efficient
transmission rate and schedule, as discussed ear-
lier. An adequate communication protocol is
also important in many practical cases where the
wireless channel fluctuates with changes in the
environment and temperature.

Given the limited energy of the EH wireless
systems, the protocol can be designed such that

timeslots are preallocated for the receiver to
update the transmitter with the channel gain
h2. The EH powered transmitter is aware of
the preallocated timeslots. It switches from the
transmit mode or the sleep mode to the receive
mode at the timeslots, and will resume transmis-
sions or return to sleep after that. The interval
between two consecutive timeslots is less than
the coherence time of the channel, i.e. the chan-
nel gain is stable during the interval. By this
means, the energy that the transmitter requires
to receive the channel updates can be substan-
tially reduced, compared to maintaining a stand-
by receive channel.

Given the protocol, the optimal transmission
schedule described earlier can be generated by
puncturing out the preallocated timeslots, con-
structing a new timeline, and carrying out “string
tautening” over the new timeline. The data
arrivals within a preallocated timeslot are aggre-
gated to the timepoint where the beginning and
the end of the preallocated timeslot join in the
new timeline. Thus are the energy harvested and
the deadlines reached within the timeslot. The
rest of the “string tautening” operations are as
described.

The protocol can be further extended to enable
the interval between preallocated timeslots to
change (by half or double), adapting to the vary-
ing wireless channel. This can be implemented
by the receiver adding one more bit into the
channel updates to indicate the interval until the
next channel reporting timeslot. This allows the
interval to quickly converge to the coherence
time of the time-varying channel.

The protocol can also be extended to enable
the real-time adjustment of the data deadlines,

Figure 5. Delay requirement versus packet drop rate of our proposed
“string tautening” scheme, where we assume the transmitter has unlimited
battery capacity and the data arrival rate is 1 packet/sec.
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adapting to the EH level and the packet drop
rate. Specifically, the transmitter can decide to
increase or decrease the deadline of every pack-
et based on the current packet drop rate. This
can be done by enabling the receiver to report
the packet drop rate along with the channel
updates. As a result of these extensions, the
packet drop rate can be stabilized.

EXTRAPOLATION TO LARGE-SCALE NETWORKS
To extrapolate EH powered transmissions to a
real network, the key challenge is the design of
the EH powered wireless receivers, because lim-
ited harvested energy can hardly afford continu-
ous reception and decoding. To address the
challenge, we can preallocate periodic timeslots
to every pair of transmitter and receiver. The
receiver only wakes up and receives during the
timeslots, and is in sleep mode the rest of time.
The transmitter schedules its transmissions only
within the timeslots. In this case, the optimal
transmission schedule can be generated in a sim-
ilar way, as described previously. Specifically, the
transmitter punctures out the time periods dur-
ing which the receiver is in sleep mode, con-
structs a new timeline, and carries out the
“dynamic string tautening” over the timeline. A
careful design of the timeslot preallocation is
important, which affects the QoS and packet
drop rate, as well as the energy consumption of
the transmitter and receiver.

CONCLUSIONS AND FUTURE WORK
In this article we addressed the issue of provid-
ing QoS to EH powered wireless communica-
tions. A new “dynamic string tautening” method

was developed to produce the most energy effi-
cient schedule, adapting to the bursty arrival of
traffic and energy. The method ensures that
delay-sensitive data will be delivered by dead-
line, meanwhile substantially reducing complexi-
ty and circuit power consumption. Using the
“string tautening” method, designs of EH pow-
ered transmitters were discussed. The EH rate,
battery capacity, and deadline requirements can
be jointly designed to leverage QoS and the
energy requirement.

The future directions of the work include:
• Extrapolation of the optimal QoS schedule

to large-scale EH powered networks, where
careful designs of sleep mode are required
for the transceivers.

• Upper layer adaptation to the EH powered
transmissions, including routing, prioritiza-
tion, and QoS provision over EH powered
wireless networks.

• EH processes with multiple (discrete and/or
continuous) power sources, and their
impact on QoS.
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 INTRODUCTION
Multiple studies are providing strong support for
the need to address the carbon footprint associat-
ed with the operation of a cellular network, [1, 2].
At a larger scale, the information and communi-
cations technology (ICT) infrastructure is con-
tributing to two percent of the global carbon foot-
print (a value similar to the airline industry) [3],
and is expected to grow yearly at a rate of four
percent until 2020 [4]. Within the ICT infra-
structure, the accelerating shift from wired to
wireless networking results in cellular communi-
cation infrastructure growing in deployment and

use (traffic) at a faster rate than other ICT
infrastructures and, consequently, a faster car-
bon footprint growth rate.

For cellular network operators, a major cen-
ter of attention is at the base stations because
they account for more than half of the energy
expenditure [1, 5]. As such, the carbon footprint
of cellular networks can be reduced by develop-
ing sustainable approaches to powering base sta-
tions. One leading approach in this area is the
use of harvested renewable energy.

It is commonly recognized that the use of
harvested renewable energy reduces the carbon
footprint of the cellular network and also allows
for the deployment of cellular infrastructure in
areas with limited or no electric power distribu-
tion infrastructure. Nevertheless, it is less recog-
nized that the use of harvested renewable energy
increases the resiliency of the cellular network,
especially in the case of extreme disaster events [6].
Even without considering the effects of natural
disasters, backup power systems based on har-
vested renewable energy could help address the
reliability mismatch between power grids and
communications equipments. Indeed, while
power grids in the U.S. have an expected avail-
ability of what is called “3-nines” (operating 99.9
percent of the time) or total yearly outage time
less than nine hours, communication systems
require much shorter individual outage times
and an overall availability of 5-nines. In this arti-
cle we will expand on all these impacts that the
use of harvested renewable energy could have on
the operation of cellular infrastructure, and we
will discuss techniques for a more effective use
of harvested renewable energy.

ENERGY HARVESTING IN THE
CELLULAR NETWORK

INFRASTRUCTURE

The application of renewable energy to power
cellular base stations needs to jointly consider
the aspect of electric power generation and
availability, together with the dynamic character-
istics of the load. Consequently, in this section
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we focus first on the electric power subsystem,
and then we discuss issues related to the base
station as an electric load.

THE ELECTRIC POWER SUBSYSTEM
Renewable energy can be obtained from multi-
ple sources, such as wind, solar, hydropower,
geothermal, and biomass [7]. In this article we
will focus on solar and wind energy because har-
nessing some of the other sources requires a
large infrastructure that cannot be considered as
consistent with “harvesting” energy to power
base stations, and also because wind and solar
energy are available in the vast majority of geo-
graphical settings with practical interest. In addi-
tion, electric energy can be harvested from the
sun and the wind without the need for a large
energy distribution infrastructure, which is a key
advantage that will be further discussed later.

Nevertheless, the use of solar and wind ener-
gy also introduces some technical challenges.
The first challenge is their variability due to
weather and, in the case of solar energy, the day-
night cycle. This variability can be addressed
through two approaches. The first approach con-
sists of diversification by simultaneously harvest-
ing energy from more than one source, which in
this case takes the form of harvesting energy
from both the wind and sun radiation. Figure 1
illustrates the rationale for this approach by
showing how one energy source with low output
may be complemented by another having at that
time high power output (see days 96 and 97).
The solar electric power data in Fig. 1 was col-
lected from an array of 26 MX Solar USA Sun-
case MX60–240 panels installed at the Rochester
Institute of Technology’s Golisano Institute for
Sustainability. Each panel has a size of 1.7 m2

and is capable of generating a maximum of 240 W
with an efficiency of 14.3 percent. The wind
electric power data in Fig. 1 was collected from
a 250 kW Fuhrlander FL250 wind turbine
installed to partially power a plastic molding
company near Rochester, NY. Note that har-
vesting renewable energy during nighttime is
particularly important for powering base stations
in residential areas because cellular traffic, and the
base station electric power needs, tends to reach
its maximum value in the early night hours, [8, 9].
The second approach to address renewable ener-
gy variability consists of the use of a battery
bank to store renewable energy when there is
surplus availability so that it can be used at a
later time of deficit. The cost associated with
battery banks is one of the main factors slowing
down broader renewable energy adoption, but is
less of a concern when powering cellular base
stations because cell sites usually already have
battery banks to provide backup power in cases
of main electric grid outages. Even more, while
in a traditional use as power backup, the battery
banks are costly because they are typically need-
ed on average a few hours a year, when used as
renewable energy storage their utilization
becomes much larger.

A second challenge encountered when har-
vesting wind or solar energy to power base sta-
tions is that these power sources present a
relatively large physical footprint because their
typical power density (e.g. about 200 W/m2) is

significantly smaller than that of base station
loads (e.g. 5 kW/m2). As a result, use of harvest-
ed renewable energy has been considered first to
power cellular base stations in remote areas that
are disconnected and far from an electric power
distribution grid (or other energy distribution
infrastructure), and for which the usual solution
is the very costly and logistically challenging use
of diesel generator sets (gensets). The require-
ments and feasibility of the practical realization
of this application have been studied in many
technical publications, e.g. [9, 10]. It was
observed in [9] that powering a base station in a
non-electrified area from renewable generators,
while feasible, may need the acceptance of the
generators’ large physical footprint. Even then,
the variability of the renewable energy sources
results in a less reliable power system than what
is expected for telecommunication systems. Of
course, while a less reliable cellular service may
be acceptable under conditions that otherwise
would have no service at all, meeting typical
telecommunication reliability goals requires cost-
ly solutions such as the use of gensets, deploy-
ment of large battery banks, or much larger wind
or solar generators (as will be seen in the next
subsection). Nevertheless, this application show-
cases a new paradigm for the electric grid where
power generation becomes distributed and locat-
ed close to the electric loads.

Part of the challenge presented by the large
physical footprint of renewable electric power
generators is due to an established thinking that
considers the electric power system for each cell
site independent of the others. This issue can be
addressed by considering a new paradigm where
power generation and energy storage resources
are shared among a group of cell sites. In [11]
we introduced the concept of a “sustainable
wireless area” (SWA) as a self-contained and
independently controlled power system that is
formed by interconnecting a group of nearby cell
sites in a common power distribution architec-
ture. As shown in Fig. 2, an SWA is formed by a
cluster of a few base stations with power
obtained primarily from PV modules and wind
turbines. Figure 2 also shows different wind tur-
bines that could be used in the SWA. The hori-
zontal axis wind turbine shown in Fig. 2 is the
previously mentioned Fuhrlander FL250. Due to
its size it would typically be found in a central-
ized location within the SWA, yet note that the

Figure 1. Wind and solar power output measured on days 95 through 98.
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turbine height is similar to many cell site anten-
na towers, as can be seen in Fig. 2 by noticing
the cell site tower located approximately 400 m
apart. Smaller wind turbines, like the one with
vertical axis shown in Fig. 2, which has a maxi-
mum power output of 10 kW and a diameter of
6 m, could be used at each cell site. Recall that
the cell sites are already equipped with battery
banks. From the perspective of an electric power
system architecture, the SWA forms a “micro-
grid.” Microgrids represent a paradigm change
in electric power generation and distribution.
Microgrids are electric power systems that can
operate powering their loads both when connect-
ed or disconnected from a large conventional
grid by being self-contained electric power sys-
tems, with their own local power generators,
controllers, loads, power distribution system,
and, in most cases, energy storage devices.

CELLULAR BASE STATION AND
NETWORK TRAFFIC AS AN ELECTRIC LOAD

We first look into the feasibility of powering
base stations from harvested wind and solar
energy. We considered for this an LTE base sta-
tion (known as “eNBs”) that belongs to an SWA.
The eNB is a macro base station, transmitting at
a power of 40 dBm, assumed to be separated
500 m from the closest eNBs and with a configu-
ration typical for an urban environment, servic-
ing three sectors and operating with an assumed
two transmit and two receive MIMO configura-
tion. We modeled the electric load (dynamic
power consumed) from the eNB following [8].
According to this model, the load can be sepa-
rated into a constant component and a dynamic
component. The constant consumed power,
equal to 65 W per transmitter unit in our model,
accounts for the radio resource overhead (e.g.
for pilot signals), cooling, processing, baseband
interface, etc. In an LTE system, the dynamic
power consumption component changes accord-
ing to the intensity of cellular traffic through the
eNB, increasing practically in a linear fashion
following the fraction of the total resource blocks
(RBs) in a frame that are allocated to transmit

cellular traffic. In LTE, an RB is the minimum
unit of time-frequency resource allocation and is
composed by an array of 12 subcarriers by seven
OFDM symbols. The number of RBs that needs
to be allocated to a given call depends on the
call’s requirements and on the bit rate associated
with the RB. The RB bit rate depends on the
modulation (QPSK, 16-QAM, or 64-QAM) and
error correcting settings chosen for the RB,
which in turn depends on the signal-to-interfer-
ence-plus-noise ratio (SINR) experienced during
transmission of the RB. This channel was mod-
eled considering path, penetration, and shadow-
ing loss as well as delay spread (modeled with
equal probability as either the Pedestrian B or
the Vehicular A typical urban model from the
Recommendation ITU-R M.1225 — “Guidelines
for evaluation of radio transmission technologies
for IMT-2000”). According to [8], the dynamic
power consumption component adds at full cel-
lular traffic load another 97 W per transmitter
unit. The dynamic traffic intensity was modeled
following the profiles in [8].

We considered three different configurations
for harvesting wind and solar energy. The first
configuration consisted of six Solar USA Sun-
case MX60–240 solar panels (occupying a total
area of 10.2 m2) and one 10 kW wind turbine at
each cell site. The second configuration consist-
ed of three MX60-240 solar panels and one 250 kW
wind turbine shared by the seven eNBs in the
SWA. The third configuration consisted of six
MX60-240 solar panels and one 250 kW wind
turbine shared by the seven eNBs in the SWA.
In all configurations, each cell site counts with a
battery bank dimensioned to provide energy to
one eNB for eight hours at an average cellular
traffic load of 80 percent. In the study we used
actual measurements from solar and wind gener-
ation collected over a period of 100 days between
May and August 2013. The power output for the
10 kW wind turbine was obtained by scaling the
measurements from the Fuhrlander FL250 tur-
bine, which is located in an area with average
wind power capacity (wind zone class 5 in a scale
from 1 to 7). In doing so, it was considered that
the technology progress in the 12 years between

Figure 2. An example SWA with seven base stations and different wind turbines as could be installed in
an SWA.
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the older but larger FL250 turbine and the small-
er 10 kW turbine resulted in a similar efficiency
for both turbines. To quantify the feasibility of
powering base stations from harvested wind and
solar energy we measured the cumulative density
function (CDF) of the battery bank state of
charge (SoC). Since the batteries are only
charged from harvested renewable energy, the
event when the battery SoC equals zero repre-
sents the situation when the batteries have been
discharged and the eNB cannot be powered any
longer from the harvested renewable energy.
The results shown in Fig. 3 indicate that all
three configuration are able to operate powered
from renewable sources a large proportion of
time (68 percent, 81 percent, and 90 percent of
time for the first, second and third configura-
tions, respectively). These proportions of time
would result in significant reductions in energy
costs and base station carbon footprint. Yet they
do not reach the typical expectation for telecom-
munications equipments to operate at least
99.999 percent of the time and, therefore, it is
usually necessary to complement the harvested
renewable energy with other sources of electric
power (typically from a connection to the main
grid). Nevertheless, these results underscore the
value of techniques that save power at the base
station to increase the proportion of time of
operation powered from harvested renewable
energy.

A straightforward technique to reduce the
power consumed by a group of base stations is
to set some of them to a “sleep” mode of opera-
tion where they consume very low power but
they are unable to provide cellular service. As
discussed in [9], this technique reduces the ener-
gy harvesting system requirements, making pos-
sible some implementations that would not be
possible otherwise. Yet because the “sleeping”
base stations do not provide cellular service, in
the simplest implementation of this technique
the base stations are set to sleep mode only
when allowed by a small enough cellular traffic
intensity.

The use of a sleep mode was improved in [12]
by introducing a dynamic programming algo-
rithm that determines, given the evolution of cel-
lular traffic intensity and harvested energy over
time, which base stations within a group are set
to sleep mode and, for the active ones, the RBs
utilized to carry cellular traffic. The algorithm
considers the users’ quality-of-service (QoS)
requirements by minimizing the probability that
an existing call cannot be allocated enough RBs
or that a new call cannot be serviced. The algo-
rithm achieves near-optimum performance, thus
significantly reducing the base station power
consumption compared to a setup that attempts
no action to save power and extend the use of
harvested renewable energy.

The work in [12] is representative of other
recent published literature that aims at achieving
a more effective use of renewable energy follow-
ing approaches that reduce power consumption
only when allowed by the given intensity of cellu-
lar traffic. Fewer works discuss techniques appli-
cable to any traffic intensity conditions. The
authors in [13] study the problem of reducing
the energy consumed from the traditional grid in

a cellular network that is harvesting energy dur-
ing peak traffic hours. The problem is solved by
addressing two interrelated sub-problems:
• Considering the temporal variations in traf-

fic intensity and harvested energy, allocate
the usage of harvested energy over a period
of time divided into decision time slots.

• Control the coverage area of multiple base
stations so that those with higher availabili-
ty of harvested energy cover a larger area
(and consume more power).

Heterogeneous cellular networks (a traditional
cellular network equipped with macro base sta-
tions where there is an underlaid deployment of
low power access nodes) present the opportunity
for a more effective use of harvested energy by
associating users to the base stations with higher
harvested energy capacity. In [14] it was studied
how to do this user association so as to avoid
high traffic intensity and data forwarding delay
in base stations with favorable harvested energy
conditions.

Another technique that is applicable to any
traffic intensity conditions takes advantage of
the fact that in the microgrid within the SWA
architecture, the generators, controllers, and
loads are all located in the vicinity of each
other, which allows for the control of cellular
traffic intensity and the users’ QoE based on
the short-term prediction of harvested renew-
able energy availability, effectively adding an
extra degree of freedom to the power manage-
ment system. In [15] we presented an integrat-
ed harvested energy-cellular traffic
management technique that shapes the traffic
serviced by a base station based on the predict-
ed availability of renewable energy. In this
technique, traffic is shaped by controlling the
RBs allocated to real-time video and data traf-
fic because they account for almost all the traf-
fic volume seen through a base station. The
rationale for shaping traffic is based on the

Figure 3. Cumulative distribution function (CDF) for the battery SoC for an
eNB in an SWA using different configurations for wind and solar genera-
tors.
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earlier observation that the power consumed at
a base station changes linearly with the traffic
load. In practice, real time video traffic can be
controlled by leveraging the scalability features
found in modern video codecs, and the data
traffic is controlled by adapting the transmit
throughput. As such, traffic is shaped through
a controlled, smooth, and transient reduction
of real-time video quality and increase in data
delay. Then the integrated harvested energy-
cellular traffic management technique present-
ed in [15] computes for each control t ime
period (chosen equal to one hour) a traffic
shaping factor. This factor is a number between
0 and 1 that multiplies the number of RBs allo-
cated without shaping, so as to smoothly reduce
the service provided by the eNB in a controlled
way and maintain the impact to the users at an
acceptable level and little noticeable. The traf-
fic shaping factors at each decision time are

calculated by determining a target change in
the energy stored in the batteries. This target
change may be positive or negative and chosen
based on the renewable energy predicted sur-
plus or deficit with no traffic shaping. As illus-
trated in Fig. 4, the projected surplus or deficit
is characterized by the net area SA under the
curve Snc[m] – Slim over a chosen time period,
where Snc[m] is the predicted energy stored in
the batteries at time instant m without traffic
shaping, and Slim is a value indicative of a criti-
cally low energy stored in the batteries.

Consequently, when the battery SoC nears 0
and/or SA is close to a potential minimum
(occurring if there is no renewable energy sup-
ply, e.g. during a windless night, and the eNB
power consumption is maximum), traffic shap-
ing shall be chosen to attempt recharging the
batteries by choosing a large positive value for
the target change in the energy stored in the
batteries. This choice would likely imply shap-
ing the traffic to be significantly reduced and
should be avoided as much as possible to reduce
the effects on video quality and data delay.
When the SoC is much larger than 0 and/or SA
is close to its potential maximum value, there is
less urgency to recharge the batteries and traf-
fic shaping can be small or unnecessary. To
consider all these requirements, it is explained
in [15] how the target change in the energy
stored in the batteries is calculated as a logistic
function of the battery SoC and with the pre-
dicted value for SA used as a parameter. After
calculating the target change in the energy
stored in the batteries, this result can be con-
verted to the traffic shaping factors for the con-
trolled time period.

Figure 5 compares the CDF of the battery
bank SoC for a system with no traffic shaping,
one with traffic shaped permanently, and one
applying the integrated harvested energy-cellu-
lar traffic management technique described in
the previous paragraphs. The results were
obtained with the same LTE network setup
described above and are shown for the first
configuration in Fig. 3 and for a new configura-
tion with 10 PV panels, a 2 kW wind turbine
and a very large battery bank with capacity to
power the base station for two days. As can be
seen, when always applying traffic shaping, the
proportion of time that the eNB is powered
from harvested renewable energy increases
from 68 percent to 91 percent for the first con-
figuration, and from 75 percent to 100 percent
for the new configuration. Because traffic is
always shaped, these improvements come at the
cost of permanently reducing the video quality
to the minimum acceptable limit value and
increasing average data delay to its maximum
limit value always (both limit values are chosen
during design). The traffic shaping technique
described above only controls the traffic when
it is needed due to a predicted deficit in har-
vested renewable energy. With this technique,
the proportion of time that the eNB is powered
from harvested renewable energy is 79 percent
for the first configuration. Compared with no
traffic shaping, this is a reduction of approxi-
mately 34 percent in the proportion of time
that the eNB cannot be powered from renew-Figure 5. CDFs for the battery SoC under different operating settings.
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able energy. While the improvements is less
than when shaping traffic permanently, in this
case the video quality is reduced only a minori-
ty of time (the video quality is reduced by more
than 3 dBs in peak signal-to-noise ratio, PSNR,
less than 30 percent of the time), and average
data delay is increased almost imperceptibly (by
the limit 30 percent less than 15 percent of the
time). The new configuration was chosen to
show a case where the traffic shaping technique
achieves 100 percent powering from harvested
renewable energy with little effect on video and
data traffic.  In this case, video quality is
reduced by more than 3 dBs in PSNR less than
20 percent of the time, and data delay is
increased by the limit 30 percent less than 25
percent of the time. For this new configuration,
the dimensioning of the PV panels and wind
turbines is such that powering 100 percent of
the time from renewable energy without traffic
shaping is unachievable in practice.

INCREASING CELLULAR NETWORK
RESILIENCY THROUGH
ENERGY HARVESTING

Cellular communication has become such an
important part of today’s society that the
resiliency of its infrastructure is an important
source of concern. Yet in many recent natural
disasters cellular networks have been shown to
be vulnerable even when direct damage affects a
small percentage of sites (typically fewer than 10
percent) [6, 16]. During disasters, one of the
main causes for loss of cellular service affecting
base stations is long power outages that may last
from a few days to a few weeks. To sustain oper-
ation during power outages, cell site infrastruc-
tures typically include batteries with capacity for
a few hours (usually four hours but in some
cases it may reach eight or more hours). Howev-
er, batteries alone are not sufficient to keep base
stations powered during the long power outages
observed after disasters. Then the typical solu-
tion to reach longer backup times is to use
gensets, either fixed or portable, with a fuel tank
sufficient for about a day or two of operation.
Nevertheless, gensets have a significant vulnera-
bility that reduces wireless network resiliency: to
maintain operation they all rely on lifelines, e.g.
roads to deliver fuel or natural gas pipelines,
that may likely also be affected by the natural
disaster just as the power grid is. Figure 6 exem-
plifies this scenario by showing the condition of
Lousiana’s Highway 23 a few days after Hurri-
cane Isaac in 2012. Naturally, in these conditions
the power grid is inoperable and it becomes
impossible to refuel gensets at cell sites that oth-
erwise have all their hardware operable because
they had avoided damage by being located on
elevated platforms. Moreover, maintaining oper-
ation of gensets and/or deploying portable
gensets in hundreds of cell sites requires a signif-
icant logistical effort and adds traffic to roads
that are already in stress conditions due to the
disaster.

The previously described SWA architecture
prevents the vulnerability presented by gensets

because harvested solar or wind energy have the
key property that they do not depend on lifelines
for operation [17]. Still, in view of the conditions
depicted in Fig. 6, it is fair to question whether
the renewable energy harvesters could also be
damaged during the extreme event. Damage
assessments performed during several recent
earthquakes and hurricanes suggest that renew-
able energy sources’ performance was good with
minimal damage observed mainly in sites
installed at ground level and affected by storm
surges or tsunamis (which would also damage
the cell sites). In these disasters, only one case
was documented of damage to a PV solar farm
located inland. No damage was observed to any
wind turbine.

CONCLUSIONS
In this article we discussed the use of harvested
renewable energy to power cellular base stations
as a technique to reduce the carbon footprint of
cellular infrastructure and to enable the deploy-
ment of cellular service in areas that lack electri-
fication infrastructure. We also acknowledged
the major challenges seen for this energy har-
vesting application, namely the variability in
available energy and the large physical footprint
of energy harvesters. We argued that to better
address these challenges, it is necessary to jointly
consider the aspect of electric power generation
and availability, together with the dynamic char-
acteristics of the load (base station power con-
sumption). In this regard, we explained a simple
approach to save power at cell sites consisting of
setting some base stations to sleep mode when
allowed by the cellular traffic intensity condi-
tions. Furthermore, we explained how deploying
renewable energy harvesters for a cluster of cell
sites within a microgrid configuration allows for
the tight integration of electric energy and cellu-
lar traffic management in what had been called a
“sustainable wireless area” (SWA). This tight
integration is leveraged in a traffic shaping tech-
nique that makes more effective use of renew-
able energy, enabling longer periods of operation
powered from renewable energy with a minimal
occasional degradation of the users’ QoE.
Importantly, the microgrid within the SWA takes
advantage of the fact that solar and wind energy
harvesters do not need lifelines for operation,
resulting in an increase in cellular network
resiliency.

Figure 6. Louisiana’s Highway 23 looking south near Jesuit Bend.
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INTRODUCTION

Limited device battery life has always been a key
consideration in the design of modern mobile
wireless technologies. Frequent battery replace-
ment/recharging is often costly due to the large
number of wireless devices in use, and even
infeasible in many critical applications (e.g., sen-
sors embedded in structures and implanted med-
ical devices). RF-enabled wireless energy
transfer (WET) technology provides an attrac-
tive solution by powering wireless devices with
continuous and stable energy over the air. By
leveraging the far-field radiative properties of
electromagnetic (EM) waves, wireless receivers
could harvest energy remotely from RF signals
radiated by an energy transmitter. RF-enabled
WET enjoys many practical advantages, such as
wide operating range, low production cost, small
receiver form factor, and efficient energy multi-
casting thanks to the broadcast nature of EM
waves.

One important application of RF-enabled
WET is wireless powered communication

(WPC), where wireless devices use harvested RF
energy to transmit/decode information to/from
other devices. Without being interrupted by
energy depletion due to communication usage,
WPC is expected to improve user experience
and convenience, with higher and more sustain-
able throughput performance than conventional
battery-powered communication. WPC can also
be applied in sensors with much lower mainte-
nance cost and enhanced flexibility in practical
deployment. Due to the high attenuation of
microwave energy over distance, RF-enabled
WET is commonly used for supporting low-
power devices, such as RFID tags and sensors.
However, recent advances in antenna technolo-
gies and RF energy harvesting circuits have
enabled much higher microwave power to be
efficiently transferred and harvested by wireless
devices [1]. Therefore, we envision in Fig. 1 that
WPC will be an important building block of
many popular commercial and industrial systems
in the future, including the upcoming Internet of
Things/Everything (IoT/IoE) systems consisting
of billions of sensing/RFID devices as well as
large-scale wireless sensor networks (WSNs). We
also envision RF-enabled WET as a key compo-
nent of the “last-mile” power delivery system,
with the smart electrical power gird forming the
backbone or core power network.

Before proceeding to the discussion of RF-
enabled WET/WPC, it is worth pointing out its
relation to another green communication tech-
nique, energy harvesting (EH), where wireless
devices harness energy from energy sources in
the environment not dedicated to powering wire-
less devices, such as solar power, wind power,
and ambient EM radiation. Unlike RF-based
EH from ambient transmitters, the energy source
of WET is stable and, more importantly, fully
controllable in its transmit power, waveforms,
and occupied time/frequency dimensions to
power the energy receivers. With a controllable
energy source, a WPC network (WPCN) could
be efficiently built to power multiple communi-
cation devices with different physical conditions
and service requirements. Besides, with RF-
enabled WET, information could also be jointly
transmitted with energy using the same wave-
form. Such a design paradigm is referred to as
simultaneous wireless information and power
transfer (SWIPT), which has proved to be more
efficient in spectrum usage than transmitting
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information and energy in orthogonal time or
frequency channels [2, 3].

In this article, we first provide a brief
overview of state-of-the-art RF-enabled WET
technologies. Then we focus on introducing RF-
enabled WPC in the following three topics:
• The circuit model and advanced signal pro-

cessing techniques used for WET
• The design trade-offs in joint energy and

information transmission for SWIPT
• The design challenges and opportunities in

WPCN
At last, we discuss future research directions for
WPC and conclude the article.

THE STATE OF THE ART OF
RF-ENABLED WET

Although WET has gained popularity in recent
years, it is in fact a technology that has been
under development for more than a century
(see [5] for the detailed historical development
of WET). The existing WET technologies could
be categorized into three classes based on the
key physical mechanisms employed: inductive
coupling, magnetic resonant coupling, and EM
radiation. Among them, the first two types
exploit the non-radiative near-field EM proper-
ties associated with an antenna for short-range
high-power transfer. Currently, inductive cou-
pling WET is well standardized, with applica-
tions such as charging mobile phones and
implanted medical devices. However, due to the
drastic drop in magnetic induction effect over

distance, inductive coupling typically operates
within a range of only several centimeters. The
operating range of magnetic resonant coupling
WET could be as large as a few meters. Howev-
er, to maintain resonant coupling, the receiver
may not be flexibly positioned as it is optimized
for some fixed distance and circuit alignment
settings. Besides, transmitting energy to multiple
receivers is challenging as it requires careful
tuning to avoid interference due to the mutual
coupling effect.

On the other hand, RF-enabled WET exploits
the far-field radiative properties of EM waves to
power wireless devices over moderate to long
distances. A typical RFID tag could be powered
from 4 m away (with around 0.5 mW received
RF power), and some RF energy harvesting
chips have a maximum 12–14 m line-of-sight
operating radius (with around 0.05 mW received
RF power).1 In practice, RF-enabled WET uses
inexpensive RF energy receivers, which could be
flexibly positioned and made very tiny to fit into
commercial devices. Besides, transmitting energy
to multiple receivers is easily achieved with the
broadcasting property of microwaves. The major
constraint on the application of RF-enabled
WET is the high attenuation of microwave ener-
gy over distance. Nonetheless, with the continu-
ing decrease in device operating power (as low
as a few microwatts for some RFID tags), and
the recent application of multiple-input multiple-
output (MIMO) technology, which significantly
enhances wireless energy transfer efficiency, we
can expect more and more important applica-
tions of RF-enabled WET in the future.

1 Please refer to the web-
site of Powercast Corp.
(http://www.powercast-
co.com) for detailed
product specifications.

Figure 1. Example applications of WPC in IoT/IoE systems, WSNs for environment monitoring, and
smart power grid. The green nodes denote wireless power nodes (WPNs), which transmit RF energy
to wireless powered devices, denoted by red nodes in the figure.
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NETWORK MODEL FOR WIRELESS
POWERED COMMUNICATION

In Fig. 2, we present a network model to illus-
trate the basic concepts of WPC. In the down-
link (DL), WET-enabled energy access points
(APs) with stable power supply (e.g., AP2 in Fig.
2) transmit energy to a set of distributed wireless
devices (WDs). Meanwhile, the WDs could use
the harvested energy to transmit/receive infor-
mation to/from the information APs (e.g., AP3
in Fig. 2) in the uplink (UL) and DL, respective-
ly. Besides, energy and information APs could
be integrated into a co-located energy/informa-
tion AP (e.g., AP1 in Fig. 2), which both trans-
mits energy and provides data access to the
WDs. In particular, three canonical operating
modes are specified as follows:
• WET: energy transfer in the DL only (e.g.,

AP1 to WD1 and AP2 to WD5)
• SWIPT: energy and information transfer in

the DL (e.g., AP1 to WD4)
• WPCN: energy transfer in the DL and infor-

mation transfer in the UL (e.g., AP1 to
WD3)

Accordingly, the WDs all perform energy har-
vesting (EH) in the WET mode, with applica-
tions such as charging sensors for sensing
operations. Additionally, the WDs perform EH
in the DL transmission of WPCN mode while
sending data in the UL with harvested energy,
with applications such as sensor battery charging
and data collection in a WSN [3]. For the SWIPT
mode, the WDs perform both EH and informa-
tion decoding (ID) in the DL with the same
received signals, each using harvested energy to
power its information decoder (e.g., in an ener-
gy-self-sustainable information broadcast net-
work) [1, 2]. In practice, a WPC network could
also include other general network models con-
sisting of multiple co-located or separated infor-
mation/energy transmitters, and receivers with
heterogeneous operating modes. For instance,
WD6 harvests energy from an energy AP (AP2)
and transmits data to an information AP (AP3);
AP1 transmits energy and information, respec-
tively, to two separated energy and information
receivers at the same time (i.e., WD1 and WD2).
Besides, energy transmission could potentially
generate interference with the information
receivers operating in the same frequency band
(the red dashed lines in Fig. 2), for which a joint
design of energy/information transmissions is
highly desired. In the following sections, we
focus our discussions on the three canonical
operating modes, WET, SWIPT, and WPCN,
respectively.

WIRELESS ENERGY TRANSFER
In this section, we introduce the RF energy
receiver structure and advanced signal process-
ing methods to enhance the energy transfer effi-
ciency of RF-enabled WET.

RF ENERGY RECEIVER MODEL
We consider in Fig. 3 an energy transmitter trans-
ferring RF energy to multiple energy receivers
(ERs), where each transmitter/receiver is

equipped with multiple antennas in general. The
transmitted energy signals are in general modulat-
ed signals (e.g., pseudo-random signals) instead of
an unmodulated sinusoid tone, which is used
widely in practice. The signals could be designed
to avoid a spike in the power spectral density
(PSD), and to satisfy the PSD requirement for
safety and interference considerations. Therefore,
wireless energy transmission occupies a certain
bandwidth similar to information transmission,
determined by the modulated baseband signal.

The RF energy harvesting (EH) circuit model
is also depicted for ER 3 in Fig. 3. The EH
receiver is based on a rectifying circuit, consisting
of a diode and a passive low-pass filter (LPF),
which converts the received RF signal to a DC
signal to charge the built-in battery, which stores
the energy. By the law of energy conservation,
the harvested energy per unit symbol time at an
ER, denoted by Q, is proportional to the
received RF power Pr; that is,

Q = h ◊Pr = h ◊Pt ◊D–a ◊GA. (1)

Here, 0 < h < 1 denotes the overall receiver
energy conversion efficiency, Pt denotes the
transmit power, D denotes the distance (nor-
malized with respect to a given reference dis-
tance) from the ER to the transmitter, a  2
denotes the path loss factor, and GA denotes
the combined antenna gain of the transmit and
receive antennas. For instance, using two anten-
nas at both the energy transmitter and the
receiver, we could achieve a beamforming gain
to increase the harvested energy by about four
times (6 dB) compared to the case with a single-
antenna transmitter and receiver with the same
transmission power. This could be more cost
effective in practice than the alternative
approach of improving the energy conversion
efficiency, h (say, from 25 to 99 percent) at the
receiver with more sophisticated designs of rec-
tifying circuits.

ENERGY BEAMFORMING
Using multiple antennas not only provides anten-
na power gain as stated above, but also enables
advanced energy beamforming (EB) techniques
to focus the transmit power in a smaller region
of space to bring significant improvement to
energy transfer efficiency [1]. By carefully shap-
ing the transmit waveform at each antenna, EB
could control the collective behavior of the radi-

Figure 2. A network model for wireless powered communication.
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ated waveforms such that they are combined
coherently at a specific receiver, but destructive-
ly at others. In general, the larger number of
antennas installed at the energy transmitter, the
sharper the energy beam that could be generat-
ed in a particular spatial direction. With only
one ER, the transmitter could steer a single
sharp beam to maximize the harvested energy.
When there are multiple ERs as in Fig. 3, how-
ever, generating a single beam may result in
severe unfairness among receivers, also known
as the (energy) near-far problem, where users
near the transmitter harvest much more energy
than far users. In this case, the transmitter may
need to generate multiple energy beams in dif-
ferent directions to balance the EH performance
among the receivers [6].

An efficient EB design requires availability of
accurate knowledge of the channel state infor-
mation at the transmitter (CSIT). However, this
is often difficult to achieve in practice. On one
hand, many simple energy receivers have no
baseband signal processing capability to perform
channel estimation. On the other hand, accurate
channel estimation consumes a significant
amount of time and energy, which may offset the
energy gain obtained from a refined EB. Besides,
receiver mobility could cause time-varying chan-
nels, making channel tracking difficult.

Various efficient channel estimation methods
have been proposed to perform EB under imper-
fect CSIT by exploiting the received energy lev-
els over time and balancing the trade-off
between energy consumption and EB gain [7,
references therein]. Besides, robust EB design
could be pursued to generate energy beams
based on the statistical knowledge of CSIT.
Another promising method is to perform EB
using distributed antennas. This effectively
reduces the amount of feedback signals for chan-
nel estimation, as a receiver harvests energy only
from a small subset of nearby transmitting anten-
nas. Besides, the deployment of distributed

antennas also reduces the range between the
energy transmitters and receivers, and thus is
effective to solve the near-far problem caused by
using a single energy transmitter. In this case,
however, efficient coordination among the dis-
tributed antennas is needed.

SIMULTANEOUS WIRELESS
INFORMATION AND
POWER TRANSFER

When WET is applied to power communication
devices, it inevitably occupies part of the spec-
trum used for communication purpose. To avoid
the interference to communication, a simple but
spectrally inefficient method is to transmit ener-
gy and information in orthogonal frequency
channels. Alternatively, SWIPT designs seek to
save spectrum by transmitting information and
energy jointly using the same waveform. This is
intuitively achievable, as any waveform for infor-
mation transmission also carries energy to be
harvested by the same or different receivers.
However, an efficient SWIPT scheme involves a
rate-energy trade-off in both the transmitter and
receiver designs to balance the information
decoding (ID) and EH performance.

RATE-ENERGY TRADEOFF
In Fig. 4, we illustrate a SWIPT network with a
multi-antenna hybrid access point (HAP) trans-
mitting energy and information jointly to multi-
ple receivers (Rxs). Some of the receivers only
receive information (Rx 6) or harvest energy (Rx
7), while some do both simultaneously (Rx 1–4).
It is worth pointing out that typical ID and EH
receivers operate with rather different power
sensitivities (e.g., –10 dBm for EH receivers
vs. –60 dBm for ID receivers). Therefore, EH
receivers are in general closer to the transmitter
than ID receivers for effective energy reception.

At the transmitter side, the waveforms gener-
ated by the HAP directly determine the perfor-
mance of information and energy transfer. In the
extreme case, the HAP could ignore energy
(information) receivers and optimize waveforms
only to maximize information (energy) transmis-
sion efficiency. However, due to the fundamen-
tal difference in the optimal waveforms for
information and energy transmissions, such an
off-balance design may lead to poor perfor-
mance of either information or energy transmis-
sion. In general, the waveform design needs to
follow a rate-energy trade-off to achieve the best
possible balance between the two objectives [2].

Meanwhile, the characterization of rate-ener-
gy trade-off is closely related to the receiver
structure and the corresponding signal process-
ing strategies [2, 3]. An ideal SWIPT receiver is
assumed to be able to decode information and
harvest energy from the same signal [8]; howev-
er, this cannot be realized by practical circuits.
Some practical receiver structures are plotted in
Fig. 4: time switching (TS), power splitting (PS),
integrated ID/EH receiver (IntRx), and antenna
switching (AS) [1, 2], and are specified later
along with the respective rate-energy trade-off
characterization.

Figure 3. A wireless energy broadcast network and the energy receiver struc-
ture. At ER 3, the received RF signal is converted to a DC to charge a bat-
tery.
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PRACTICAL RECEIVER STRUCTURES

For the simplicity of illustration, we consider
each transmitter and receiver pair separately to
discuss the rate-energy trade-off in a point-to-
point channel. In this case, the rate-energy
trade-off is often characterized by the boundary
of the rate-energy region, defined as the union of
all the achievable rate-energy pairs by the receiv-
er. Then any point on the boundary specifies the
maximum achievable data rate given a harvested
energy requirement.

Time Switching Receiver — This corresponds
to Rx 1 in Fig. 4. A TS receiver consists of co-
located ID and EH receivers, where the ID
receiver is a conventional information decoder;
the EH receiver’s structure follows that in Fig. 3.
In this case, the transmitter divides the transmis-
sion block into two orthogonal time slots, one
for transferring power and the other for trans-
mitting data. At each time slot, the transmitter
could optimize its transmit waveforms for either
energy or information transmission. Accordingly,
the receiver switches its operations periodically
between harvesting energy and decoding infor-
mation between the two time slots. Then differ-
ent R-E trade-offs could be achieved by varying
the length of energy transfer slot.

Power Splitting Receiver — This corresponds
to Rx 2 in Fig. 4. The EH and ID receiver com-
ponents of a PS receiver are the same as those
of a TS receiver. However, the HAP cannot
optimize transmitted signals only for information
or energy. Instead, the PS receiver splits the
received signal into two streams, where one
stream with power ratio 0  r  1 is used for
EH, and the other with power ratio (1 – r) is
used for ID. Different R-E trade-offs are
achieved by adjusting the value of r.

Integrated Receiver — This corresponds to Rx 3
in Fig. 4. Unlike the TS and PS receivers that split
the signal at the RF band, an IntRx combines the
RF front-ends of ID and EH receivers, and splits
the signal after converting it into DC current.

Then the DC current is divided into two streams
for battery charging and information decoding,
respectively. IntRx uses a (passive) rectifier for
RF-to-baseband conversion, which saves the cir-
cuit power consumed by the active mixer used in
the information decoder of TS/PS receivers. How-
ever, the ID receiver of IntRx needs to perform
noncoherent detection from the baseband signal
(DC current). In this case, conventional phase
amplitude modulation (PAM) must be replaced
by energy modulation, where information is only
encoded in the power of the input signal, resulting
in a reduction of capacity [3]. However, IntRx is
superior than PS/TS receivers when more harvest-
ed energy is required, because active frequency
down conversion is not performed.

In Fig. 5, we give an example to illustrate the
key characteristics of the rate-energy regions of
the three practical receivers and the ideal receiver
in a point-to-point additive white Gaussian noise
(AWGN) channel. We can see that the rate-ener-
gy region of the ideal receiver is a box; thus, no
design trade-off is involved in this case. A similar
rate-energy region is also observed for IntRx.
This is because the optimal strategy is to use an
infinitesimally small amount of DC current for ID
and the remaining DC current for EH. The rate-
energy region of a TS receiver is a straight line
connecting the two optimal operating points for
EH and ID, respectively. Compared to a TS
receiver, a PS receiver has a strictly larger rate-
energy region. So far, the optimal EH-ID receiver
is not known. It is unclear whether or not the
nontrivial rate-energy region between the ideal
and the introduced practical receivers could be
achieved, which is left for future exploration likely
involving different domains, such as physics, cir-
cuit theory, and information theory.

DESIGN CHALLENGES AND OPPORTUNITIES
Channel fading and interference are two major
challenges to the transceiver design of wireless
communication. However, they result in quite dif-
ferent performance degradations for ID and EH
in SWIPT. While deep channel fading degrades
the performance of both ID and EH, strong inter-

Figure 4. A SWIPT network model and the receiver structures.
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ference is only harmful to ID, but in fact could be
helpful to increase the harvested energy for an
EH receiver. To optimize EH and ID perfor-
mance, the receiver could adapt its strategy to the
channel conditions and interference level [9]. For
instance, TS Rx 1 in Fig. 4 should switch to per-
form ID when the received signal (information
and interference) is relatively weak and the sig-
nal-to-noise ratio (SNR) is sufficiently high, and
EH otherwise. Similarly, PS Rx 2 should allocate
more received power to an ID receiver when the
channel is in poor condition, and more power to
an EH receiver otherwise [10]. Intuitively, this is
because the gain achieved by ID receiver is less
than the gain achieved by an EH receiver when
interference is strong (harmful for ID but helpful
for EH), and when the channel is in good condi-
tion (logarithmic increase in rate for ID but linear
increase in energy for EH). When CSIT is avail-
able, the transmitter could also adapt its transmit
power to the channel state to achieve the maxi-
mum information and energy transfer efficiency
(e.g., it does not waste energy to transmit in the
case of deep channel fading) [9, 10].

The application of MIMO technology could
significantly mitigate the effect of channel fading
for both energy transmission (energy beamform-
ing) and information transmission (spatial diver-
sity and/or multiplexing) [1]. In a broadcast
channel such as that shown in Fig. 4, a multi-
antenna HAP could utilize the spatial degrees of
freedom to focus the antenna radiation on spe-
cific locations, which not only enhances the har-
vested energy but also mitigates the interference
with unintended information receivers. At the
receiver side, the use of multiple antennas
enables a low-complexity implementation for PS,
antenna switching (Rx 4, Fig. 4), which uses a
subset of antennas for EH (r = 1) and the rest
for ID (r= 0). While PS requires a power split-
ter for each antenna, AS reduces the hardware
complexity by simply connecting an antenna to
either an ID receiver or an EH receiver with an

inexpensive switch. The rate-energy region of AS
approaches that of a PS receiver when the num-
ber of receive antennas is large enough [10].

SWIPT could also be extended to other use-
ful application scenarios. In Fig. 4, for instance,
the HAP could broadcast energy to the nearby
receivers (Rx 7) and transmit information to the
faraway receivers (Rx 6) simultaneously, while
meeting the different sensitivities of EH and ID
receivers. Besides, information secrecy could be
achieved between the HAP and information
receivers using physical layer secrecy coding
techniques[6]. In addition, a relay node (Rx 3,
Fig. 4) could harvest energy and receive the
message dedicated to Rx 5, which is located fur-
ther away from the HAP, and then forward the
message to Rx 5 in another time slot to extend
the coverage of the HAP.

WIRELESS POWERED
COMMUNICATION NETWORK

In SWIPT, wireless devices use harvested energy
to decode the information sent to them. Here,
we consider another scenario in which wireless
devices use harvested energy to transmit informa-
tion. This communication architecture is the
WPCN, mentioned earlier [5]. In this section, we
introduce the basic operations of a WPCN, the
key design challenges and solutions, and interest-
ing extensions to many practical network models.

HARVEST-THEN-TRANSMIT PROTOCOL
We consider a single-cell WPCN in Fig. 6, where
a HAP broadcasts energy to multiple wireless
devices in the DL, while the wireless devices
communicate to the HAP in the UL using the
energy harvested. Due to the half-duplex hard-
ware constraint of HAP, the network operates
under a two-phase harvest-then-transmit protocol
within a transmission block of duration T. Specif-
ically, the wireless devices harvest energy from
DL WET in the first phase for a t0T (0 < t0 <
1) amount of time, and then transmit data in the
second phase for the rest of the transmission
block. This could easily be achieved by the time-
switching circuit model shown for U3 in Fig. 6.
Intuitively, with a larger t0, the UL data rate
could be improved as the devices could harvest
more energy in the first phase to transmit data.
However, a larger t0 also decreases the data rate
as it leaves a shorter data transmission time. In
general, the optimal value t0 that results in the
highest UL throughput is related to the users’
wireless channel conditions. If the users are all
close to the HAP, the optimal t0 is small, as
each user could still harvest a sufficient amount
of wireless energy within the short duration of
DL WET. Otherwise, a larger t0 is required for
far users to harvest sufficient energy before com-
mencing reliable data transmission. In fact, it is
shown in [4] that the optimal value of t0 that
maximizes the sum-rate decreases as the sum of
channel power gains of all users increases.

DOUBLY-NEAR-FAR PROBLEM
Besides setting the optimal duration for WET in
the first phase, another important issue in the
harvest-then-transmit protocol is to design an

Figure 5. Comparison of rate-energy trade-offs of SWIPT receivers.
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efficient multiple access scheme in the second
phase for coordinating UL information transmis-
sion of users. In a conventional wireless system,
users far away from the base station in general
achieve lower data rates than those in the vicini-
ty. This fairness issue is even more critical and
challenging in a WPCN. Due to significant signal
attenuation, a user far away from the HAP (U2)
harvests much lower wireless energy in the DL
but consumes more to transmit data in the UL
than a user near the HAP (U1). This coupled
effect is referred to as the doubly-near-far prob-
lem [3], which could result in very low through-
put for far users (e.g., 100 times less data rate
than a nearby user) if the multiple access scheme
is not properly designed.

When time-division multiple access (TDMA)
is used in the second phase, the HAP could
allocate a longer data transmission time to the
far users in the second phase to tackle the dou-
bly-near-far problem. On the other hand, when
the HAP has multiple antennas, space-division
multiple access (SDMA) could be applied in
the UL. In this case, all  the users transmit
simultaneously to the HAP during the second
phase, and the HAP jointly decodes the user
messages using multi-user detection (MUD)
techniques. SDMA in general achieves higher
spectrum efficiency than the TDMA-based
method. Besides, the doubly-near-far problem
could be mitigated by user transmit power con-
trol in the UL and EB design in the DL. Specif-
ically,  the HAP uses EB to steer stronger
energy beams toward the far users, and allows
them to transmit at higher power than the near
users to balance the throughput performance
among all users [11].

Another effective method to tackle the dou-
bly-near-far-problem is through user coopera-
tion. In Fig. 6, after harvesting energy in the first
phase, a nearby user, U4, uses part of its
resources (transmit energy and time) in the sec-
ond phase to forward a far-away user’s (U3)
messages to the HAP [12]. The more resources
U4 consumes in helping U3, the more through-
put improvement could be achieved for the far-
away user. Due to the transmit time and energy
constraints, relay node U4 needs to carefully
allocate the resources for relaying the other’s
message and transmitting its own message. Inter-
estingly, it is shown in [12] that both users could
benefit from the cooperation. For the far-away
user, the reason is obvious as the cooperation
essentially increases the time and energy used
for its message transmission. For the nearby
user, its data rate loss due to cooperation could
be made up by an overall longer data transmis-
sion time, because the gain from user coopera-
tion allows the HAP to allocate more time for
data transmission instead of WET.

EXTENSIONS
The efficient operation of a WPCN is highly
dependent on accurate knowledge of channel
state information (CSI) at the HAP, where both
information decoding and resource allocation
require accurate CSI. Similar to a conventional
wireless network, the throughput performance of
a WPCN would benefit from a longer channel
estimation period with more accurate CSI esti-

mation, but also suffer from a shorter energy/
information transmission time. However, a
WPCN-specific design trade-off arises due to the
energy constraints at the wireless devices. This is
because the wireless devices consume energy for
channel estimation on decoding the pilot signals
sent by the HAP, transmitting the CSI feedback,
or sending pilot signals to the HAP in some
channel estimation schemes that exploit the
UL/DL channel reciprocity [7]. Evidently, more
energy consumption on channel estimation
would compromise the transmission rate (or reli-
ability) because less energy is left for communi-
cation. However, this results in more accurate
CSI estimation and hence more precise beam-
forming that both improves its transmission rate
(or reliability) and increases the harvested ener-
gy in the following transmission blocks. The
energy of wireless devices for channel estimation
and information transmission should thus be
carefully allocated to achieve optimal perfor-
mance.

Another performance enhancing technique
for a WPCN is massive MIMO, which employs a
large number of antennas (tens to more than
100) at the HAP to exploit the high antenna
array gain. On one hand, the large degree of
freedom provided by massive MIMO enables
spatial multiplexing to serve more mobile users
for UL information transmission at the same
time. On the other hand, the large antenna array
also improves the EB performance in the DL by
generation of very sharp beams to enhance the
received signal power (e.g., more than 20 dB
power gain). The application of massive MIMO
to WPCN could result in multifold throughput
improvement and also much longer operating
range. Interestingly, the high number of anten-
nas at a HAP does not necessarily translate to
high processing complexity and cost. The prop-
erty of asymptotic orthogonality of large user-to-
HAP channels leads to largely simplified
beamforming design, multiple access control,
and power control solutions [13].

More generally, there could be a dedicated
wireless energy network consisting of multiple

Figure 6. A WPCN model and the harvest-then-transmit protocol.
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power nodes that broadcast energy by means of
WET. Moreover, multiple information receivers
may decode the data transmitted by the wire-
less devices in the UL. In such a multi-cell
WPCN (i.e., multiple energy transmitters and
information receivers), it is complicated and
often intractable to derive the network capacity
using the resource allocation methods for sin-
gle-cell capacity analysis. Instead, the method
of stochastic geometry is widely used to study
the scaling laws of network capacity as a func-
tion of system parameters. In the context of a
cellular WPCN, [14] proposes to install wireless
energy transferring nodes, called power bea-
cons (PBs), to provide energy for mobile users
to transmit data to some base stations (BSs).
Based on a stochastic geometry model, it
derives the functional relationships between the
densities of BSs and PBs as well as their trans-
mission power to achieve a prescribed commu-
nication outage probability. The application of
WPCN is also exploited in a cognitive radio
network in [15], where a secondary transmitter
(e.g., sensor) could harvest energy from a pri-
mary transmitter (e.g., mobile phone) if they
are close enough, and transmit to its intended
secondary receiver if it is sufficiently far from
any primary transmitter to avoid potential
interference to the primary network.

Other than the extensions discussed above, a
WPCN could also be applied to many wireless
systems with energy constrained wireless devices;
for instance, multihop communications with EH
relays, systems with densely deployed HAPs
using millimeter-wave technologies, and dis-
tributed antenna systems with coordinating ener-
gy/information beamforming.

FUTURE RESEARCH DIRECTIONS
WPC contains rich research problems of impor-
tant applications yet to be studied. In this sec-
tion. we highlight several interesting research
topics we deem particularly worth investigating.

ENERGY AND
INFORMATION TRANSFER COEXISTENCE

Due to the critical power constraints of wireless
devices, the future wireless system is expected to
be a mixture of wireless energy and communica-
tion networks. Under spectrum scarcity, it is
likely that the two networks operate on over-
lapped spectrum. This raises problems in the
coexistence of wireless energy and communica-
tion networks. Unlike the two-way interference
in conventional multi-cell communication sys-
tems, the interference is one-way from an energy
network to a communication network. Besides,
the highly different sensitivity of information and
energy receivers indicates that the interference
due to WET is in general much stronger than
information signals. There are many promising
solutions to mitigate the interference, such as
information/energy transfer scheduling, EB
design, and opportunistic WET based on spec-
trum sensing. In particular, cognitive radio tech-
nology could be used to carry out effective
spectrum sensing to minimize the interference
from WET with a communication network.

CROSS-LAYER DESIGN

So far we mainly focus on the physical (PHY)
layer techniques to optimize the performance of
WPC. In a practical system, medium access con-
trol (MAC) plays the key role in determining the
fairness and efficiency of the system. An efficient
wireless system design often takes a cross-layer
approach, especially for the closely related PHY
and MAC layers. In the context of WPC, an
example of cross PHY-MAC design is for the
HAP to steer the energy beam toward a user
with a relatively strong wireless channel and
many data packets backlogged in the queue,
rather than considering the physical channel
condition alone. Besides, efficient energy
scheduling should also consider the residual bat-
tery life, wake up/sleep schedule, and expected
energy consumption of all wireless devices.

HARDWARE IMPLEMENTATION
The current studies on WPC are mainly theoret-
ical in nature. The achievable throughput perfor-
mance using off-the-shelf EH and
communication modules in a practical wireless
environment is not known. Hardware prototyp-
ing is urgently needed to evaluate the feasibility
of WPC, and to test the applications of various
technologies in joint energy and information
transmissions, such as massive MIMO, millime-
ter wave, and distributed antenna systems. An
extensive testbed could also help identify the
most suitable technology and proper application
scenarios for WPC.

HEALTH AND SAFETY
With the potential use of massive MIMO and
advanced beamforming technologies, the intensity
of microwave in a particular area could be strong
enough to harm human health and cause safety
issues. In practice, the radiation power of any
wireless device must satisfy the equivalent isotrop-
ically radiated power (EIRP) requirement on its
operating frequency band; for example, the Fed-
eral Communications Commission (FCC) permits
a maximum 36 dBm EIRP on 2.4 GHz band. One
promising method to solve the safety problem is
to use a distributed antenna system, such that for
each antenna the radiation is omnidirectional and
relatively weak (thus satisfying the given EIRP
constraint), while the combined effect is construc-
tive only at the destined location but destructive
almost everywhere else. This will reduce the risk
of “radiation burn” due to human blockage in a
random direction. Besides, the distributed anten-
na system could be combined with advanced sens-
ing technology to detect the presence of humans
in real time, and cease energy transmission if it
deems the transmission to be harmful.

CONCLUSIONS
In this article, we have provided an overview of
state-of-the-art RF-enabled WET technologies
and their applications to wireless communica-
tions. Promisingly, wireless powered communica-
tions could significantly improve on its
battery-powered counterpart, and be practically
achieved using simple and inexpensive transceiv-
er structures. The opportunities and challenges
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in the design of wireless powered communica-
tions were demonstrated by studying two new
paradigms: SWIPT and WPCN. We hope that
the design of wireless powered communications
will spur research innovations in wireless tech-
nologies, as future wireless systems are expected
to be a mixture of wireless information and
energy transfer, with RF-enabled WET, SWIPT,
and WPCN being important building blocks.

REFERENCES
[1] Y. H. Suh and K. Chang, “A High-Efficiency Dual-Fre-

quency Rectenna for 2.45-and 5.8-GHz Wireless Power
Transmission,” IEEE Trans. Microwave Theory and Tech-
niques, vol. 50, no. 7, July 2002, pp. 1784–89.

[2] R. Zhang and C. K. Ho, “MIMO Broadcasting for Simul-
taneous Wireless Information and Power Transfer,” IEEE
Trans. Wireless Commun., vol. 12, no. 5, May 2013, pp.
1989–2001.

[3] X. Zhou, R. Zhang, and C. K. Ho, “Wireless Information
and Power Transfer: Architecture Design and Rate-Ener-
gy Tradeoff,” IEEE Trans. Commun., vol. 61, no. 11,
Nov. 2013, pp. 4754–67.

[4] H. Ju and R. Zhang, “Throughput Maximization in Wire-
less Powered Communication Networks,” IEEE Trans.
Wireless Commun., vol. 13, no. 1, Jan. 2014.

[5] N. Shinohara, “Power Without Wires,” IEEE Microwave
Mag., vol. 12, no. 7, Dec. 2011, pp. 564–73.

[6] L. Liu, R. Zhang, and K. C. Chua, “Secrecy Wireless
Information and Power Transfer with MISO Beamform-
ing,” IEEE Trans. Signal Proc., vol. 62, no. 7, Apr. 2014,
pp. 1850–63.

[7] Y. Zeng and R. Zhang, “Optimized Training Design for
Wireless Energy Transfer,” IEEE Trans. Commun., vol.
63, no. 2, Feb. 2015, pp. 536–50.

[8] L. R. Varshney, “Transporting Information and Energy
Simultaneously,” Proc. IEEE ISIT, July 2008, pp. 1612–16.

[9] L. Liu, R. Zhang, and K. C. Chua, “Wireless Information
Transfer with Opportunistic Energy Harvesting,” IEEE Trans.
Wireless Commun., vol. 12, no. 1, Jan. 2013, pp. 288–300.

[10] L. Liu, R. Zhang, and K. C. Chua, “Wireless Information
and Power Transfer: A Dynamic Power Splitting
approach,” IEEE Trans. Commun., vol. 61, no. 9, Sept.
2013, pp. 3990–4001.

[11] L. Liu, R. Zhang, and K. C. Chua, “Multi-Antenna Wire-
less Powered Communication with Energy Beamform-
ing,” IEEE Trans. Commun., vol. 62, no. 12, Dec. 2014,
pp. 4349–61

[12] H. Ju and R. Zhang, “User Cooperation in Wireless
Powered Communication Networks,” Proc. IEEE GLOBE-
COM, Dec. 2014.

[13] G. Yang et al., “Throughput Optimization for Massive
MIMO Systems Powered by Wireless Energy Transfer,”
to appear, IEEE JSAC, available online at
arXiv:1403.3991

[14] K. Huang and V. K. N. Lau, “Enabling Wireless Power
Transfer in Cellular Networks: Architecture, Modeling
and Deployment,” IEEE Trans. Wireless Commun., vol.
13, no. 2, Feb. 2014, pp. 902–12.

[15] S. Lee, R. Zhang, and K. Huang, “Opportunistic Wire-
less Energy Harvesting in Cognitive Radio Networks,”
IEEE Trans. Wireless Commun., vol. 12, no. 9, Sept.
2013, pp. 4788–99.

BIOGRAPHIES
SUZHI BI (bsz@nus.edu.sg) received his B.Eng. degree in
communications engineering from Zhejiang University,
Hangzhou, China, in 2009. He received his Ph.D degree in
information engineering from the Chinese University of
Hong Kong in 2013. He is currently a research fellow in the
Department of Electrical and Computer Engineering at the
National University of Singapore. His current research inter-
ests include wireless information and power transfer, medi-
um access control in wireless networks, and smart power
grid communications.

CHIN KEONG HO (hock@i2r.a-star.edu.sg) received B.Eng.
and M. Eng degrees from the National University of Singa-
pore. He received his Ph.D. degree from Eindhoven Univer-
sity of Technology, The Netherlands, where he concurrently
conducted research work at Philips Research. He is the lab-
oratory head of the Energy-Aware Communications Lab of
the Institute for Infocomm Research, ASTAR. His research
interest includes green wireless communications with focus
on energy-efficient solutions and with energy harvesting
constraints, and implementation aspects of multi-carrier
and multi-antenna communications.

RUI ZHANG (elezhang@nus.edu.sg) received B.Eng. and
M.Eng. degrees from the National University of Singapore
and his Ph.D. degree from Stanford University, all in electri-
cal engineering. He is now an assistant professor with the
Department of Electrical and Computer Engineering at the
National University of Singapore. His current research inter-
ests include multiuser MIMO, cognitive radio, energy-effi-
cient and energy harvesting wireless communication, and
wireless information and power transfer.

We hope that the

design of wireless

powered communi-

cations will spur

research innovations

in wireless technolo-

gies, as the future

wireless systems is

expected to be a

mixture of wireless

information and

energy transfer, with

RF-enabled WET,

SWIPT and WPCN

being important

building blocks.

BI_LAYOUT_Author Layout  3/31/15  2:06 PM  Page 125

mailto:bsz@nus.edu.sg
mailto:hock@i2r.a-star.edu.sg
mailto:elezhang@nus.edu.sg


IEEE Communications Magazine • April 2015126 0163-6804/15/$25.00 © 2015 IEEE

Omur Ozel and Sennur
Ulukus are with the 
University of Maryland.

Kaya Tutuncuoglu and
Aylin Yener are with 
The Pennsylvania State
University.

This work was supported
by NSF Grants CNS 09-
64632 / CNS 09-64364,
and CCF 14-22111 / CCF
14-22347.

INTRODUCTION

Energy harvesting devices offer several signifi-
cant advantages over conventional grid-powered
and non-rechargeable battery-powered devices [2].
These advantages include energy self-sufficient,
energy self-sustaining operation with lifetimes
limited only by the lifetimes of their hardware.
These devices utilize energy harvested from
alternative natural resources such as solar, vibra-
tional, electromagnetic, thermoelectric, etc. As
such, their widespread adoption will reduce the
use of conventional energy and the accompany-
ing carbon footprint, and benefit the environ-
ment. In addition, these devices do not require
conventional recharging, enabling untethered
mobility, and deployment of these devices in
hard-to-reach places such as remote rural areas,
within structures, and within the human body.

The circuits and devices side of engineering
has been contributing to the development of
energy harvesting devices for decades. However,
on the communications, networking, and systems
side of engineering, the focus has been on ener-
gy-conscious communication system design, in
the form of optimum average-power constrained
communications, and energy-efficient network-
ing. Such approaches have aimed to minimize
total energy usage for a fixed performance, or
maximize the performance for a fixed total ener-
gy availability. Only recently, communications
subject to explicit energy harvesting conditions
has garnered attention. In such systems, energy
needed for data transmission becomes available
(arrives at the transmitter) intermittently and in
random amounts, due to the randomness in
energy harvesting processes and sources. Then
the goal becomes not only to minimize the over-
all energy consumption, but to maintain reliable
communication under random and intermittent
energy arrivals. Energy is an essential compo-
nent of communication: in order to create a
desired physical change at the receiving end of a
channel, the transmitter needs to use (send)
energy. In an energy harvesting system, there is
uncertainty in this very basic component of com-
munication, and the communication mechanisms
need to be designed by explicitly accounting for
these energy harvesting constraints.

Such explicit energy harvesting constraints

ABSTRACT

Wireless networks composed of energy har-
vesting devices will introduce several transforma-
tive changes in wireless networking as we know
it: energy self-sufficient, energy self-sustaining,
perpetual operation; reduced use of convention-
al energy and accompanying carbon footprint;
untethered mobility; and an ability to deploy
wireless networks in hard-to-reach places such as
remote rural areas, within structures, and within
the human body. 

Energy harvesting brings new dimensions to
the wireless communication problem in the form
of intermittency and randomness of available
energy, which necessitates a fresh look at wire-
less communication protocols at the physical,
medium access, and networking layers. Schedul-
ing and optimization aspects of energy harvest-
ing communications in the medium access and
networking layers have been relatively well-
understood and surveyed in the recent paper [1].
This branch of literature takes a physical layer
rate-power relationship that is valid in energy
harvesting conditions under large-enough batter-
ies and long-enough durations between energy
harvests so that information-theoretic asymp-
totes are achieved, and optimizes the transmit
power over time in order to maximize the
throughput. 

Another branch of recent literature aims to
understand the fundamental capacity limits, i.e.
information-theoretic capacities, of energy har-
vesting links under smaller scale dynamics, con-
sidering energy harvests at the channel use level.
This branch necessitates a deeper look at the
coding and transmission schemes in the physical
layer, and ultimately aims to develop an infor-
mation theory of energy harvesting communica-
tions, akin to Shannon’s development of an
information theory for average power con-
strained communications. 

In this introductory article, we survey recent
results in this branch and point to open prob-
lems that could be of interest to a broad set of
researchers in the fields of communication theo-
ry, information theory, signal processing, and
networking. In particular, we review capacities of
energy harvesting links with infinite-sized, finite-
sized, and no batteries at the transmitter.

ENERGY HARVESTING COMMUNICATIONS

Omur Ozel, Kaya Tutuncuoglu, Sennur Ulukus, and Aylin Yener
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have been introduced in the context of data
scheduling and transmit power optimization in
[3–6]; see also [1] for a review of recent results
in this branch of literature. This branch of litera-
ture utilizes a concave rate-power relationship,
such as the logarithmic Shannon capacity formu-
la for the Gaussian channel, and optimizes the
transmit power over time, subject to energy har-
vesting constraints, to maximize the throughput.
Such an approach is valid under large-enough
battery sizes and long-enough durations between
energy harvests, which are valid abstractions in
the medium access and networking layers. Such
approaches are also valid approximations in the
physical layer when the communication modula-
tion and coding scheme is fixed to a potentially
sub-optimum scheme. A departure from this
approach and an important research direction is
to determine the ultimate information-carrying
capacity of an energy harvesting link under
intermittent and random energy arrivals. While
the capacity of an average power-constrained
Gaussian channel is well known, what is the
capacity of an energy harvesting link that har-
vests energy in the amount of Ei in channel use i
with an average recharge rate of E[Ei]?

This question necessitates a deeper look at
the explicit coding and transmission schemes in
the physical layer. It also necessitates considera-
tion of explicit interactions between energy
arrivals, energy storage in the battery, and ener-
gy used by the codebook, for data transmission.
In particular, the battery can be viewed as an
energy queue where the incoming energy is
saved for future use. The codebook, which trans-
mits data, can be viewed as a server that serves
energy out of this energy queue. On the other
hand, energy arrives over time and the amount
of available energy in the energy queue dictates
the set of feasible codebooks. This introduces
interactions between quantities that have been
traditionally thought of separately, i.e. energy
(which is physical) and data (which is cyber)
interact explicitly at every time instant, as
opposed to in some average sense as in the clas-
sical literature.

In an energy harvesting system, every trans-
mitted symbol is instantaneously constrained by
the energy available in the battery. This con-
straint, which is imposed at every channel use, is
different than classical average-power and con-
stant-amplitude constraints, and as such, results
in a new form of channel input constraint. From
an information-theoretic point of view, the
amount of energy available in the battery may be
viewed as a state, which is naturally causally
known by the transmitter, but unknown by the
receiver. Even when energy arrivals are indepen-
dent and identically distributed (i.i.d.), code sym-
bols cannot be generated independently due to
the presence of a finite-sized battery and highly
time-correlated nature of the battery state. In
addition, the transmitter’s own actions (past
transmitted symbols) affect the future of the
state. The goal of this article is to review this
branch of literature at an introductory level and
present open problems. In particular, we will see
that the capacity of an energy harvesting link
heavily depends on the size of the battery. We
will review results for the cases of infinite-sized

batteries, zero-sized batteries, and finite-sized
batteries. We start with a brief summary of the
results and developed insights in the scheduling
and optimization side of the literature.

DATA SCHEDULING AND
OPTIMIZATION IN ENERGY

HARVESTING COMMUNICATIONS

Data scheduling in energy harvesting communi-
cations is studied under two main categories:
offline scheduling and online scheduling. Offline
refers to the availability of knowledge of events,
such as energy arrivals and channel fade level
changes, prior to the start of data scheduling;
online refers to the availability of this knowledge
only causally over time, but not a priori. In this
section we summarize offline scheduling; a more
thorough review may be found in [1].

A key assumption in data scheduling litera-
ture [3–6] is that a rate-power relation, r(p),
determines the rate achieved when the transmis-
sion power is chosen as p; a typical example of
r(p) is the Shannon capacity formula for the
Gaussian channel. Note that the Shannon capac-
ity formula is a monotonically increasing concave
function of p, and the development in this litera-
ture is valid for all monotonically increasing con-
cave rate-power relationships. Energy arrives
from an exogenous energy source over time and
is saved in the battery before being utilized for
data transmission. Since energy cannot be uti-
lized before it arrives (is harvested), the trans-
mission power has to obey the energy causality
constraint [3], which states that the energy uti-
lized until a time instant must be less than or
equal to the energy harvested by that time
instant. In addition, since the battery has a
finite-size Emax, energy may overflow if the bat-
tery does not have a sufficiently large space to
accommodate it. Under offline knowledge of
energy arrivals, the transmitter has to determine
the transmit powers so that all incoming energies
are accommodated in the battery, i.e. no energy
is wasted; this constraint is called the no-energy-
overflow constraint [4, 5].

The work in [3] and [4] determined the opti-
mal transmission schemes for an energy harvest-

Figure 1. Optimal transmission policy is the tightest curve (or shortest string)
in the energy feasibility tunnel.
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ing transmitter in a non-fading channel with infi-
nite and finite batteries, respectively. The solu-
tion has a shortest string (or tightest curve)
structure through an energy feasibility tunnel, as
shown in Fig. 1, because the length of a curve is
a convex function of its slope. The minimization
of this convex function may be viewed as maxi-
mization of its negative, and the solution of the
throughput maximization problem is invariant to
the form of the objective function, so long as it
is concave and monotone increasing. The upper
curve that determines the energy feasibility tun-
nel represents the cumulative energy arrivals:
the energy expenditure of any transmission poli-
cy should be below this curve due to energy
causality. The lower curve in the energy feasibili-
ty tunnel is a vertically shifted version of the
cumulative energy arrival curve by exactly Emax,
which is the size of the battery, since at most
Emax units of energy can be saved in the battery.
The energy expenditure of any transmission poli-
cy should be above this curve due to no-energy-
overflow. Because of the concavity of the
rate-power function, keeping the power as con-
stant as possible subject to energy feasibility con-
straints is optimal. Therefore, the optimal
transmit power policy has the shortest string
structure: the power is kept constant to the
extent possible subject to energy causality and
no-energy-overflow conditions. The optimal
transmission power sequence is the sequence of
slopes of the shortest string that lies within the
energy feasibility tunnel.

In [5] the solution of [3, 4] is extended to the
case of fading channels. The solution is found by
a directional water-filling algorithm, depicted in
Fig. 2. This algorithm is based on a view of ener-
gy as water. The incoming energy (water) is allo-
cated (poured) into the time interval till the next

energy arrival, as shown in Fig. 2a. Then the
water is allowed to flow through the taps from
left to right (from the past to the future) due to
energy causality (Fig. 2b). This signifies that
energy can be saved and used in the future, but
energy that has not arrived yet cannot be used.
The extent of this energy flow is also limited by
the battery limit Emax: the amount of water that
can flow through each tap is Emax. The flow con-
tinues till the water levels are balanced. This is a
generalization of the classical water-filling algo-
rithm to the case of energy harvesting setting,
which introduces a directionality (due to energy
causality) and maximum-flow (due to no-energy-
overflow) constraints. Note that the slopes in the
tightest string interpretation for the static chan-
nel correspond to the water levels. See also [6]
for a staircase water-filling algorithm.

The literature on data scheduling in energy
harvesting communications, such as [3–6] and
those that follow them, assumes a monotonically
increasing concave rate-power relation r(p) and
optimizes the sequence of transmit powers sub-
ject to energy causality and no-energy-overflow
constraints. However, exact capacities and the
resulting rate-power relationships (if any) are
not known in energy harvesting settings with
dynamics occurring at the channel use level. In
fact, we will see that the rate-power relationship
highly depends on the size of the available bat-
tery Emax. Starting in the next section, our goal
will be to determine this relationship when pos-
sible. We will start by describing the detailed sys-
tem model at the channel use level.

SYSTEM MODEL
As shown in Fig. 3, the transmitter wishes to
send a message W in n channel uses so that the
receiver reliably decodes the message. Emax is
the battery energy storage limit, i.e. the size of
the battery. Channel input and output symbols
may be discrete or continuous. The exogenous
energy source supplies Ei units of energy in the
ith channel use, where Ei is an i.i.d. sequence
with an average value E[Ei], which we denote as
Pavg. When channel input Xi is transmitted in the
ith channel use, the receiver gets Yi. The under-
lying physical communication channel is memo-
ryless.

Si denotes the energy available in the battery
at channel use i. The transmitter observes the
available battery energy Si and transmits a sym-
bol Xi. At each channel use, the transmitter both
harvests energy and transmits a symbol. The
order of harvesting and transmission in a chan-
nel use could be in two different methods. The
first method is transmit first where the energy of
the channel symbol is constrained by the battery
energy in that channel use. After sending the
symbol, the transmitter harvests energy. Then
incoming energy Ei is stored in the battery if
there is sufficient space; otherwise, only Emax
units of energy is stored. The second method of
ordering the energy harvest is simultaneous
transmit, where energy can be utilized for data
transmission in the same channel use as it enters
the system. Then remaining energy is stored in
the battery if there is sufficient space; otherwise,
only Emax units are stored. In general transmit

Figure 2. Directional water-filling algorithm: a) first, allocate arriving ener-
gy until next energy arrival; and b) then, allow energy to flow right until a
balance is reached.
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first and simultaneous transmit define two differ-
ent systems and they yield different achievable
rates. In both cases the next battery state Si+1 is
updated as min {Si – Xi

2 + Ei , Emax}. Note that
the battery state information, Si, is available at
the transmitter only.

The constraints that force the current symbol
to have energy less than or equal to the current-
ly available energy are called energy causality
constraints on the channel input at the channel
use level. These constraints follow from the fact
that energy cannot be utilized before it enters
the system. Note that a non-trivial time correla-
tion arises in the transmitted input sequence Xi
due to the energy causality constraints. We also
note that the energy arrivals Ei or the energy
available at the battery Si could be viewed as the
state of the channel, which determines the set of
feasible symbols that can be transmitted.

CHANNEL CAPACITY WITH
INFINITE ENERGY STORAGE

In this section we focus on the case when Emax is
set to infinity in a Gaussian channel. An imme-
diate upper bound for the channel capacity C is
the corresponding Shannon capacity with aver-
age power constrained to the average recharge
rate Pavg. This bound holds due to the fact that
each codeword satisfying the energy causality
constraints automatically satisfies the average
power constraint. The work in [7] established
that this upper bound is, indeed, achievable and
provided two different achievability schemes. We
now consider these schemes.

SAVE-AND-TRANSMIT SCHEME
In the save-and-transmit scheme, data transmission
is performed in two phases, as shown in Fig. 4.
The saving phase consists of the first h(n) chan-
nel uses; the transmission phase consists of the
following n – h(n) channel uses. In the saving
phase the transmit symbols are set to 0. There-
fore, no energy is spent and the battery is fueled
with harvested energy. In the transmission phase,
information carrying code symbols are sent. We
consider such h(n) functions that grow to infinity
sublinearly with n; that is, h(n) is in o(n) and
grows to infinity as n grows. The remaining n – h(n)
code symbols are the information carrying sym-
bols, which are selected from a Gaussian distri-
bution with zero mean and average power
smaller than but arbitrarily close to Pavg. Since
h(n) is in o(n), the saving phase allows a suffi-
cient number of channel uses for the data trans-
mission phase so that the rate hit due to the
saving phase is asymptotically zero. Moreover,
since h(n) grows to infinity, the energy saved in
the saving phase is sufficient to send the
designed code symbols without any energy short-
ages. This scheme achieves rates arbitrarily close
to the Shannon capacity with average power con-
straint equal to the average recharge rate Pavg.

BEST-EFFORT-TRANSMIT SCHEME
An alternative single-phase scheme that attains
the capacity is the best-effort-transmit scheme.
This scheme runs as follows. Let X1, X2, …, Xn
be a codeword and select Xi as i.i.d. Gaussian

with mean zero and variance smaller than but
arbitrarily close to Pavg. We say that the symbol
is infeasible if there is not sufficient energy to
send it, i.e. if the battery energy Si is less than
Xi

2. In this case, the input to the channel is set
to 0, otherwise it is Xi. That is, in the transmitted
codeword, some of the symbols in the actual
codeword in the codebook are replaced with
zeros. This causes a mismatch between the encoder
and the decoder. However, the resulting mis-
match is proved to be negligible in [7], and com-
munication with rates arbitrarily close to the
Shannon capacity with average power constraint
equal to the average recharge rate Pavg is possi-
ble.

COMMENTS ON THE SCHEMES
In the save-and-transmit scheme, the available
channel uses are divided into two phases. The
saving phase duration h(n) is selected to have a
sublinear growth to infinity. For example, h(n)
can be selected as log(n) or 

—
n. This, along with

the unlimited sized battery, allows averaging out
the uncertainty in the available energy. Remain-
ing n – h(n) channel uses are used for channel
coding with an average power constraint equal
to the average recharge rate. In contrast, in the
best-effort-transmit scheme, transmission starts
right away and code symbols are put to the chan-
nel only when it is feasible to do so. As long as
the average energy expenditure of the code-
words are below the average recharge rate, any
infeasibilities become negligible asymptotically
and reliable decoding is possible.

It is crucial to note that both save-and-trans-
mit and best-effort-transmit schemes need unlim-

Figure 3. Information-theoretic model of point-to-point communications
with an energy harvesting transmitter.

W

Yi

Emax

Ei

W
^DecoderChannel

XiEncoder

Figure 4. The code symbol energy expenditure and cumulative energy
arrival curves in the save-and-transmit scheme.

Energy arrival

Energy expenditure

nP

[n – h(n)]P

h(n)P

0

1

0 0 Xh(n)+1 Xh(n)+2 Xn–1 Xn..........

nh(n)

ULUKUS_LAYOUT_Author Layout  3/31/15  2:44 PM  Page 129



IEEE Communications Magazine • April 2015130

ited sized batteries. It is more obvious that the
save-and-transmit scheme needs an unlimited
sized battery, since the battery energy needs to
go to infinity in the saving phase as the block
length becomes large. The fact that the best-
effort-transmit scheme also needs an unlimited
sized battery is less obvious. While the best-
effort-transmit scheme starts transmission right
away, since average energy expenditure is less
than average recharge rate, eventually the bat-
tery energy goes to infinity. In fact, this is the
reason that energy shortages occur only in finite-
ly many channel uses. Essentially, after a large
enough channel use index, the battery has so
much energy that no energy shortages occur.

We note that the capacity with an energy har-
vesting transmitter with an unlimited battery is
invariant to the memory in the energy arrival
process, so long as the energy arrival process is
stationary and ergodic. That is, an i.i.d. energy
arrival process and a non-i.i.d. energy arrival
process with the same average arrival rate will
yield the same capacity so long as the non-i.i.d.
energy arrival process is stationary and ergodic.

CHANNEL CAPACITY WITH
ZERO ENERGY STORAGE

In this section we consider the other extreme
where there is no battery at the transmitter, i.e.
Emax is zero, and at each channel use, the incom-
ing energy is either used or it is lost. In this case,
we assume simultaneous transmit order, as storing
the incoming energy is not possible, which is
required for the transmit first order. In this case,
stochastic energy levels at the transmitter cause
stochastic instantaneous amplitude constraints,
which is a generalization of the static amplitude
constrained Gaussian channel in [8]. Indeed, the
channel could be viewed as a state-dependent
channel with state information available at the
transmitter only, where the state is the available
energy [9]. In this case, Shannon strategies are
the capacity achieving schemes. This is known
due to Shannon’s work [10] for the capacity of
state-dependent channels with state information
at the transmitter only. In particular, let us
assume without loss of generality that the energy
arrivals are selected from a finite alphabet with
cardinality E. By assigning an input Ti to be
put as the channel input whenever Ei arrives, the
channel capacity is the maximum mutual infor-
mation between the extended channel input
T1, …, TE and the channel output; maximiza-
tion is with respect to the joint distributions of
T1, …, TE.

For the Gaussian channel, the optimal input
distribution of the extended channel inputs
T1, …, TE are numerically verified to be dis-
crete distributions in [9]. This observation is
compatible with the discreteness result in [8].
However, the exact proof for the discreteness of
the capacity achieving input distribution for the
general case is still an open problem in the cur-
rent literature.

CHANNEL CAPACITY WITH
FINITE ENERGY STORAGE

We now focus on the practically relevant case
where the battery size is neither zero nor infini-
ty, but a finite number. Determining the channel
capacity with a finite-sized battery, in general, is
a difficult problem. In the infinite and zero ener-
gy storage cases, the channel capacity is achieved
by transmission strategies that do not vary with
the time index. However, this does not immedi-
ately extend to the finite-sized battery case, and
the optimal transmission strategies may poten-
tially need to use all past information of energy
arrivals and signal transmissions. A complete
answer to this question is still missing in the lit-
erature, but significant progress has been made.
In the following we provide currently available
results for this case.

GENERAL CASE
In [11] Mao and Hassibi studied the channel
capacity for the energy harvesting channel with
finite energy storage, and found a general capac-
ity formula in terms of Shannon strategies [10].
This formula involves maximization of the mutu-
al information rate between a sequence of Shan-
non strategies and the sequence of correspond-
ing channel outputs. Moreover, it is conjectured
that the optimal sequence may be obtained by
observing the current battery energy level only
and ignoring the history of the battery level
sequence. In addition, [11] presents a set of
achievable schemes using Shannon strategies.
These schemes have the desirable property that
the corresponding achievable rates, i.e. the limit
of the n-letter mutual information rates, can be
calculated by a simple simulation-based algo-
rithm.

DETERMINISTIC ENERGY ARRIVALS
In [12] Jog and Anantharam studied the capacity
of the Gaussian channel with a finite-sized bat-
tery and deterministic energy arrivals. In this
work the channel capacity is determined as the
maximum n-letter mutual information rate
between the input and output sequences. In con-
trast to the general capacity formula in [11], the
n-letter mutual information rate does not involve
Shannon strategies [10]. An implication of this
result is that the need for Shannon strategies
stems from the randomness in the energy
arrivals, and the fact that the state information is
available only at the transmitter. In addition,
entropy-power-inequality based lower bounds
are found for the capacity of this channel.
Numerical results show that even with small bat-
tery sizes, the capacity approaches quickly to the
capacity with an infinite-sized battery.

Figure 5. Graphical representation of the variables Tn, Vn and Zn in the
equivalent timing channel. An energy arrival is represented by a circle and
a 1 channel symbol is represented by a triangle.
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AN APPROXIMATE CAPACITY APPROACH

In [13] Dong and Ozgur introduced a new
approach to find an approximate capacity for the
Gaussian channel with a finite-sized battery. The
main result in this work is that the channel
capacity with any finite-sized battery can be
obtained within a constant gap from the channel
capacity with infinite-sized battery. In order to
establish this result, an achievable rate for a
genie-aided receiver with energy arrival side
information is derived. Then it is shown that this
rate translates into a lower bound on the capaci-
ty by a novel evaluation of the side information.

NOISELESS BINARY ENERGY
HARVESTING CHANNEL WITH

UNIT ENERGY STORAGE

Special cases may be helpful in the challenging
problem of determining the channel capacity of
the energy harvesting channel with a finite-sized
battery. We now present the results of studying a
noiseless binary channel with a unit-sized energy
storage [14]. Note that even though the channel
is noiseless, uncertainty of the receiver regarding
the battery energy level at the transmitter side
makes it challenging for the receiver to decode
the messages of the transmitter.

In this binary energy harvesting channel,
encoding and decoding can be equivalently per-
formed over the time intervals between two con-
secutive 1s. This establishes an equivalence
between this channel and a timing channel with
additive geometric noise, where this noise state
information is available at the transmitter only.
In a timing channel, channel symbols are sent by
the intervals between the time the packet is put
in the queue and the time it is served out of the
queue [15]. In our binary communication chan-
nel, a “packet” is replaced with a 1 symbol. The
codebook used to transmit messages acts as a
server to the 1 symbol in the energy queue, and
determines its dynamics. The energy available at
the energy queue is the state, which determines
the set of feasible symbols that can be transmit-
ted. Therefore, the transmitter causally observes the
time a 1 symbol waits to be served in the queue.

The equivalent timing channel is represented
by the input Vn, noise Zn, and output Tn, as
shown in Fig. 5. The output Tn is the time inter-
val between two 1 symbols at the output, and the
input Vn is the number of channel uses a 1 sym-
bol is released from the queue as a channel sym-
bol after Zn units of waiting. Accordingly, Tn is
equal to Vn + Zn. The receiver observes Tn per-
fectly as the channel is noiseless.

Since Zn is available at the transmitter before
determining Vn, this is a state-dependent chan-
nel with state information available at the trans-
mitter only, where the state is the noise Zn.
Hence, the channel capacity in this case can be
expressed with a single-letter Shannon strategy
at the transmitter [14]. In particular, the capacity
is the maximum mutual information between an
auxiliary random variable U (independent of the
state Z) and the channel output T per average
number of channel uses in the classical channel

E[T]. In this case the channel input is given as a
deterministic function V of the auxiliary variable
U and the noise Z. In general, a single-letter
capacity expression is more desirable compared
to an n-letter expression. However, the infinite
cardinality requirement of the auxiliary random
variable U and determination of the function V
cause difficulties in evaluating the capacity.

The work in [14] proposes modulo-based tim-
ing encoding schemes. Moreover, [14] provides an
upper bound for the channel capacity based on
the state information leakage to the receiver side.
Numerical studies show that this upper bound
outperforms an older genie-aided upper bound
and is quite tight. We present the comparison of
upper bounds and achievable rates in Fig. 6.

CONCLUSIONS AND
FUTURE DIRECTIONS

In communications with energy harvesting
devices, the energy source is intermittent and
random. In addition, a battery is available to
save the excess energy and use it later. The
uncertainty of the available energy at the trans-
mitter, which is also partially controlled by the
transmitter’s own actions, creates unprecedented
constraints on the channel inputs, and this,
together with the unavailability of the energy
state information at the receiver side, makes the
determination of the ultimate capacity limits of
such channels a timely and challenging problem
in modern wireless communication theory. In
this article we have presented partial results for
the general finite-sized battery case and com-
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Figure 6. Comparison of upper bounds and achievable rates in [14].
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plete results for the special cases of very large
sized batteries and very small sized batteries.

We have observed that the capacity critically
depends on the size of the battery. For instance,
for the Gaussian channel, while for an infinite-
sized battery case the capacity can be obtained
by using classical Gaussian codebooks together
with save-and-transmit and best-effort-transmit
schemes, for the zero-sized battery case the
capacity is achieved with time-varying discrete
channel inputs. For the finite-sized battery case,
we have presented results that give partial
answers to the case of general channel and gen-
eral energy arrivals, and lower and upper bounds
for deterministic energy arrivals in Gaussian
channels, and constant gap results for general
energy arrivals in Gaussian channels. For a sim-
ple noiseless binary channel with unit energy
storage, we have shown an interesting correspon-
dence to the timing channel and an exact single-
letter capacity expression whose evaluation
required determination of an auxiliary random
variable.

This literature is in its infancy and there are
several open research directions. From an infor-
mation theory point of view, the capacity for a
general channel with a general finite-sized bat-
tery is still open. In addition, capacities of the
channels with various side information availabili-
ty conditions are also open. For instance, if the
receiver also harvests energy from the same
source or a similar source, then the receiver will
have highly correlated side information regard-
ing energy arrivals at the transmitter, and the
capacity and achievable schemes in this case are
open problems. From a coding theory point of
view, explicit coding schemes are open problems.
From a wireless communication theory point of
view, practical adaptive coding and modulation
schemes, and finite block length scenarios, are
open directions. From a networking point of
view, capacity regions of multi-user versions of
these problems (multiple access, broadcast,
interference, relay networks) are interesting
future research directions. From a signal pro-
cessing perspective, how the received signals
should be processed, and how energy expendi-
ture for processing and other essential compo-
nents should be accounted for, are important
open problems.
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INTRODUCTION

Wireless power transfer has attracted a lot of
attention in the wireless research community, as
it can effectively prolong the lifetime of a power-
limited network in a relatively simple way, espe-
cially under extreme conditions, such as on the
battlefield, underwater, and as part of body area
networks [1]. For example, in medical care appli-
cations, devices implanted in the body send
information to outside receivers with harvested
power from the outside power source. Recently,
wireless power transfer has been proposed for
cellular systems, to provide mobiles practically
infinitely long battery lives and eliminating the

need for power cords and chargers. The radio
frequency (RF) signal based wireless power
transfer has attracted considerable attention in
both academia and industry for the following
two reasons [2–3]. First, it is a controllable and
deterministic power transfer method. For exam-
ple, it is possible to flexibly increase transmit
power to enhance receive quality. Second, infor-
mation and power can be simultaneously trans-
ferred in a form of RF signal. Then, the
communications can be supported without exter-
nal power sources.

In comparison with conventional wireless
information transmission, wireless information
and power transfer (WIPT) exhibits both simi-
larities and differences. On one hand, both of
them suffer from channel fading and path loss,
resulting in performance loss. In particular,
power transfer distance may be relatively short,
since energy harvesting is more sensitive than
information decoding [4]. Therefore, it is neces-
sary to effectively combat the fading effects, so
as to improve the efficiency and distance of
power transfer. For traditional wireless informa-
tion transmission, the multi-antenna technique is
a powerful way to enhance the performance over
fading channels. Through spatial beamforming,
multi-antenna techniques can adapt the transmit
signal to channel states, so that channel fading
can be harnessed to improve the performance.
Similarly, for wireless power transfer, the multi-
antenna technique can also be used to align the
the RF signal to a power receiver, thus improv-
ing energy efficiency. Therefore, it makes sense
to exploit the benefits of the multi-antenna tech-
nique to enhance the performance of WIPT. On
the other hand, WIPT has two performance met-
rics: spectral efficiency for information transmis-
sion, and energy efficiency for power transfer. In
general, the two metrics are inconsistent and
even contradictory, since information and power
compete for the same RF signal and resources.
Fortunately, it is convenient for multi-antenna
techniques to achieve a good tradeoff between
spectral and energy efficiencies by designing
appropriate spatial beams for information and
power transfer, respectively [5]. More important-
ly, multi-antenna techniques may concurrently
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support multiple streams of information and
power transfer, and thus the efficiencies are
improved significantly.

To exploit the benefits of multi-antenna tech-
niques for WIPT, the transmitter requires full or
partial channel state information (CSI), and then
both information and power are transferred
adaptively to the channel conditions. Specifically,
based on the CSI, a transmitter selects the opti-
mal transmit parameters, i.e. transmit beam,
transmit power, and accessing users in order to
maximize the efficiencies over fading channels.
In [6] an optimal multiuser WIPT system was
designed, assuming that full CSI is available at
the transmitter. However, in multi-antenna sys-
tems, it is a nontrivial task to obtain instanta-
neous CSI at the transmitter, since the channel
is a multi-dimensional time-varying random
matrix. Generally, according to different duplex
modes, there are two CSI acquisition methods in
multi-antenna systems [7]. In frequency division
duplex (FDD) systems, the CSI is usually con-
veyed from the information and power receivers
to the transmitter by making use of quantization
codebooks, so that the transmitter can obtain
partial CSI. Note that a larger codebook size
leads to more accurate CSI, but also increases
feedback overheads. Therefore, it is possible to
improve efficiencies by increasing the feedback
amount. On the other hand, the CSI in time
division duplex (TDD) systems can be estimated
at a transmitter, directly making use of channel
reciprocity. Compared to the CSI feedback in
FDD systems, CSI estimation in TDD systems
saves feedback resources, but may suffer from a
performance loss due to transceiver hardware
impairment. To solve the problem, robust beam-
forming for WIPT was proposed in [8] to guar-
antee high efficiencies even with imperfect CSI.
Moreover, CSI can also be used to construct
transmit beams. However, with respect to the
beamforming based on instantaneous CSI, the
one based on estimated CSI suffers an obvious
performance degradation. Thus, adaptive multi-
antenna transmission techniques via CSI feed-
back or estimation are effective ways to enhance
performance for WIPT over fading channels.

For multi-antenna based WIPT techniques,
there are a number of transmission frameworks
proposed in the literature. First, for multi-anten-
na techniques, there are several different forms.
For example, according to the number of anten-
nas, there are traditional multi-antenna tech-
niques and large-scale multiple-input
multiple-output (LS-MIMO) techniques. Addi-
tionally, according to the number of accessing
users, we have single-user and multi-user trans-
mission techniques. Second, as mentioned earli-
er, there are two different CSI achievement
methods: CSI feedback and CSI estimation.
Third, according to the transmission protocols,
WIPT can also be classified into two cases. In
the first case, information and power are trans-
ferred simultaneously, namely simultaneous
wireless information and power transfer
(SWIPT) [9]. In the second case, power is first
transferred, and then the harvested power is
used to send information, namely wireless pow-
ered communication (WPC) or energy harvest-
ing communication (EHC) [10]. Thus, combining

the above three schemes, the multi-antenna
based WIPT technique has a variety of forms,
which are applicable to fit to different scenarios.
In this article we intend to investigate various
issues in the multi-antenna based WIPT tech-
nique from both theoretical and design perspec-
tives. In particular, we analyze parameter
optimization and protocol design for various
multi-antenna based WIPT techniques. To facili-
tate understanding, we use the traditional multi-
antenna technique and the LS-MIMO technique
based WIPTs as two typical examples to instanti-
ate the wireless information and power transfer
tradeoff, and analyze the effect of CSI accuracy
and the number of antennas on the tradeoff.

The rest of this article can be outlined as fol-
lows. First we introduce various multi-antenna
based WIPT techniques, and then highlight the
parameter optimization and protocol design. A
discussion and comparison of two typical multi-
antenna techniques for WIPT are given. Simula-
tion results are illustrated to verify the tradeoff
performance of the two typical multi-antenna
based WIPT techniques, followed by the conclu-
sions and discussions of several open issues.

MULTI-ANTENNA BASED
WIPT TECHNIQUE

WPT is not a new technology, although it has
attracted considerable new interest recently. It
was developed more than a century ago and its
feasibility has been verified by many practical
experiments. At the end of the 19th century,
Nikola Tesla carried out the first WPT experi-
ment, which tried to transmit approximately 300
KW power via 150 KHz radio waves. In the
1960s William C. Brown restarted WPT experi-
ments with high-efficiency microwave technolo-
gy, and the efficiency reached 50 percent at an
output power of 4W DC. After the 1980s many
experiments were carried out in Japan and the
United States. In the 2000s, advances in
microwave technologies pushed WPT back into
consideration for wireless communications.
Despite these advances, there are many chal-
lenging issues that remain for WIPT, because
both information and power are carried by RF
signals over wireless media, and they may suffer
from attenuation, noise, interference, and inter-
ception. Thus, to effectively implement WIPT
and evaluate the performance, several funda-
mental metrics are introduced as follows.

Transfer Efficiency: The RF signal will decay
due to channel fading caused by reflection, scat-
tering, and refraction in propagation processes.
Thus, the received signal may be very weak,
making it difficult to recover the transmit signal
or harvest the signal energy. The problem
becomes more prominent for wireless power
transfer, since a power receiver is more sensitive
to the magnitude of the RF signal. Hence, it is
necessary to improve the efficiency of WIPT
over wireless channels.

Transfer Distance: The attenuation of the RF
signal is an increasing function of transfer dis-
tance. To guarantee a viable received power,
wireless power transfer has a stringent limitation
on transfer distance based on the current
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research. With an increasing demand on wireless
power transmission, especially wireless powered
communications, this limitation has become a
major bottleneck in the development of wireless
power transfer. Thus, it is imperative to increase
the effective transfer distance.

Transfer Tradeoff: Limited power, spectrum,
and time resources are shared by wireless infor-
mation and power transfer, resulting in funda-
mental tradeoffs between the two. For example,
in the SWIPT, the total transmit power is dis-
tributed for information and power transfer,
while in wireless powered communications, each
time slot is divided into information and power
transfer durations. To balance the information
and power transfer according to application
requirements and enhance the overall perfor-
mance, it is vital to analyze the optimal resource
allocation between them.

Transfer Security: Due to the open nature of
wireless media, information transmission is apt
to be overheard. The security issue is even more
serious in WIPT because the power receiver is
usually placed closer to the transmitter than the
information receiver. Traditionally encryption
technology cannot fully solve the problem,
because it requires a secure channel for exchang-
ing private keys, becoming impractical in infra-
structure-less or mobile networks.

In order to realize efficient, reliable, secure,
and long-distance WIPT, various advanced tech-
nologies have been identified recently, such as
cooperative communication, resource allocation,
and user scheduling. In particular, the multi-
antenna technique has great potential due to its
significant performance gain. On one hand,
multi-antenna diversity gain can be exploited to
combat channel fading as an effort to improve
transfer efficiency and increase transfer distance
[12]. On the other hand, multi-antenna multi-
plexing gain can be leveraged to separate infor-
mation and power transfer in space, so that the
latter two metrics, i.e. transfer tradeoff and
transfer security, can be realized simultaneously [4].
We now consider a simple example. If the infor-
mation is transmitted in the null space of the
channel for power transfer, then information
security can be guaranteed with the help of phys-
ical layer security; even the power receiver is
very close to the transmitter [4]. Due to these

inherent advantages, the multi-antenna based
WIPT technique is receiving considerable atten-
tion from both academia and industry. In what
follows, we give a detailed investigation of multi-
antenna WIPT. Due to space limitations, we
only consider single-hop WIPT. In fact, the
multi-hop transmission technology is also a pow-
erful way of enhancing WIPT. For example,
relay technology can shorten the transfer dis-
tance, and thus improve the performance [13].
The multi-hop cases will be studied in the future.
According to the transfer model and protocol,
WIPT can be further classified into SWIPT and
WPC. Our investigation will cover a thorough
case study of these two models and their integration.

SIMULTANEOUS WIRELESS INFORMATION AND
POWER TRANSFER

As the name implies, SWIPT transmits informa-
tion and power simultaneously. If the transmitter
is equipped with multiple antennas, spatial
beamforming adapted to the channel states can
be used to improve the performance of WIPT.
In this case, the information and power receivers
can either be combined or separated. There are
two subcases for SWIPT with different design
principles.

Combined Case — In this case, a node plays
the roles of both information and power receiv-
er, as shown in the left-hand side of Fig. 1. The
design of the transmitter is relatively simple. The
core step is to perform spatial beamforming
based on the CSI obtained through feedback in
FDD systems or direct estimation in TDD sys-
tems. However, due to the dual roles, the receiv-
er should be designed carefully. Note that the
receiver cannot decode the information and har-
vest the energy simultaneously due to physical
constraints. Then it is required to separate the
information and power transfer by a certain pro-
tocol. Currently, there are mainly two protocols:
the time division protocol [5] and the power
splitting protocol [11]. Specifically, as shown in
the right-hand side of Fig. 1, in the time division
protocol each time slot is divided into informa-
tion and power transfer durations. Then the
roles of the receiver should switch between the
two. Otherwise, in the power splitting protocol,

Figure 1. Model and protocol for combined case of SWIPT.
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the whole received signal is separated into two
parts, one for information decoding and the
other for power harvesting.

Comparing the two protocols, we can find
that time division requires two RF signal receive
modules, since the signals for information decod-
ing and power harvesting are separated at the
RF side. In contrasting, power splitting only
needs one RF signal receiver module, and the
signals for information decoding and power har-
vesting are separated at the baseband. Note that
there is a balance or tradeoff between informa-
tion transmission and power transfer, since the
time resource for time division and the power
resource for power splitting are constrained and
should be allocated to the two tasks according to
a certain optimization objective. For example,
the WIPT tradeoff can be formulated as an opti-
mization problem of maximizing the information
rate subject to a minimum harvested power, or
maximizing the harvesting power subject to a
minimum information rate.

Moreover, there may exist multiple receivers
in the combined case. With respect to the single
receiver case, there are more challenging prob-
lems to be solved. First, the receivers should be
scheduled according to the urgency of informa-
tion and power transfer. However, it is nontrivial
to concurently determine the urgency of informa-
tion and power transfer. Second, the WIPT trade-
off for each receiver may be distinct. In other
words, each receiver may use different durations
or powers for information decoding. Third, the
beam design has contrasting goals for informa-
tion and power transfer. For information trans-
fer, the beams should be designed to mitigate
inter-user interference; for power transfer, the
inter-user interference can increase the received
power. Fourth, one or more receivers may be an
eavesdropper, which gives rise to security prob-
lems. A feasible method for multi-receiver
SWIPT is to use time division multiplexing access
(TDMA), such that each time slot is allocated to
only one receiver. Then the multiple-receiver
case is transformed to multiple single-receiver
cases combined with receiver scheduling. Howev-
er, the TDMA protocol may be suboptimal with
respect to the space division multiplexing access
(SDMA) protocol. It is still an open issue to
design an optimal multiple access protocol.

Separated Case — In the case shown in Fig. 2,
the information and power receivers are sepa-
rated in different nodes. The transmitter is
allowed to transmit RF signals for information
and power transfer simultaneously in the same
time and frequency resource block. As men-
tioned earlier, since the power receiver is more
sensitive to the magnitude of the RF signal than
the information receiver, it is usually placed
closer to the transmitter, as shown in the left-
hand side of Fig. 2. With respect to the com-
bined case, the design focus of the separate case
is on the transmitter, but not on the receiver.
On one hand, the transmitter leverages the
beamforming to separate the information and
power transfer in space, in order to avoid the
information leakage to the power receiver. On
the other hand, the transmitter needs to allocate
the transmit power to two beams, to achieve a
tradeoff between information and power trans-
fer. For example, the WIPT tradeoff can be for-
mulated as an optimization problem of
maximizing the secrecy rate subject to the mini-
mum harvested power. It is worth pointing out
that in the sense of maximizing the secrecy rate,
the zero-forcing beamforming (ZFBF) and the
use of maximum transmit power may not be
optimal, since ZFBF and maximum transmit
power may reduce the secrecy rate by decreas-
ing the capacity of the legitimate channel from
the transmitter to the information receiver and
increasing information leakage to the eaves-
dropper, respectively. If we do not consider the
security issues and only aim to maximize the
information rate, the above tradeoff is reduced
to a relatively simple optimization problem.

Similarly, the separated case may also com-
prise multiple information and power receivers.
If a TDMA or OFDMA protocol is employed,
the problem can be transformed to the case with
one information receiver and multiple power
receivers over each time slot or each subcarrier.
In this subcase, if each power receiver, as an
eavesdropper, overhears the information individ-
ually, the secrecy rate is determined by the
power receiver with the strongest interception
capability. Otherwise, if the power receivers
cooperatively intercept the information, the
secrecy rate is determined by the combined
eavesdropper signal quality. Overall, by maximiz-

Figure 2. Model and protocol for separated case of SWIPT.
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ing the sum rate in all slots or subcarriers, it is
possible to achieve the optimal receiver schedul-
ing and spatial beamforming schemes. If a
SDMA protocol is adopted, all information
receivers are active over the same time-frequen-
cy resource block. Then the inter-user interfer-
ence is inevitable, especially with imperfect CSI
at the transmitter. Under such a circumstance,
the design of transmit beams is more complicat-
ed, and is still an open issue.

WIRELESS POWERED COMMUNICATION
Different from SWIPT, WPC uses harvested
power to transmit information, and thus it is also
named energy harvesting communications. As a
simple example, in medical care applications, the
implanted equipment transmits the information
it monitors to the instrument outside with the
harvested power, as seen in the left-hand side of
Fig. 3. With respect to SWIPT, WPC combines
information and power transfer more closely,
since the harvested power may also affect the
information rate.

For the design of WPC, it is important to
achieve the optimal tradeoff between informa-
tion and power transfers. For example, based on
the time division protocol, the tradeoff is to
determine a switching point between power and
information transfers, as shown at the right-hand
side of Fig. 3. Since the power for information
transmission comes solely from energy harvest-
ing, the tradeoff based on the time division pro-
tocol can be formulated as an optimization
problem maximizing the information rate with a
given transmit power or minimizing the transmit
power subject to a minimum rate.

More recently, several new technologies were
introduced to further enhance the performance
of multi-antenna based WIPT techniques. For
example, the large-scale MIMO technique can
generate high-resolution spatial beams by
deploying tens or even hundreds of antennas.
The benefit of large-scale MIMO technology for
WPC is twofold [12]. First, the transfer efficiency
and distance can be significantly improved by
making use of its large array gain, so as to enable
long-distance WPC with low power. Second, the
high-resolution beam can reduce the information
leakage to an unintended node to achieve infor-

mation security. As the number of antennas
increases, the performance gain becomes larger,
which is a main advantage of LS-MIMO tech-
nique based WPC.

INTEGRATION OF SWIPT AND WPC
In fact, SWIPT and WPC can be integrated to
give a more general WIPT scenario, described
as follows. First, the transmitter sends informa-
tion and power to one or multiple receivers,
and then the power receivers send information
to their next-hop receivers using the harvested
power. The design of such a general WIPT can
be considered as a concatenation of SWIPT
and WPC. Its transmission protocol is also
based on an integration of SWIPT and WPC
components. In other words, each time slot is
divided into two durations, one for SWIPT and
the other for WPC.

If the time division protocol is adopted at the
SWIPT stage, each time slot is partitioned into
three non-overlapped durations. Typically, the
power receiver will allocate constrained time
duration to either receiving information from
the power transmitter, or transmitting informa-
tion to the next-hop receiver, which may lead to
a low efficiency. Actually, it is possible to trans-
mit and receive information simultaneously at
the power receiver with recently introduced full-
duplex technology [14]. For example, if the
information transmitter at the SWIPT stage is
also the information receiver at the WPC stage,
the current full-duplex technology can be
exploited to improve efficiency. A potential
problem of the full-duplex technology is self
interference from the information transmitter to
the receiver. Fortunately, multi-antenna tech-
nology can be used to cancel self-interference
by making use of the spatial degrees of free-
dom. Hence, the multi-antenna based WIPT
technique combining full-duplex can significant-
ly improve performance.

In all scenarios, the multi-antenna based
WIPT technique can solve a series of challenging
issues, making it an attractive solution to provide
efficient, reliable, secure, and long-distance
transfer. In Fig. 4 we give a summary of various
multi-antenna based WIPT techniques together
with their corresponding transfer protocols.

Figure 3. Models and protocols for WPC.
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WIRELESS INFORMATION AND
POWER TRANSFER TRADE-OFF

In this section we focus on the tradeoff or bal-
ance between wireless information and power
transfer in single user multi-antenna systems. As
discussed earlier, information and power trans-
fers have different performance metrics. For
example, information transmission mainly con-
cerns rate, delay, and security, while power
transfer emphasizes efficiency and distance.
Intuitively, the goals for information and power
transfers are inconsistent, and even contradicto-
ry. Thus, it is of importance to achieve an opti-
mal tradeoff in the design of WIPT.

It is a common practice to achieve the perfor-
mance objectives by optimizing the system param-
eters, e.g. transmit beam, transmit power, transfer
duration, user scheduling, channel selection, and
transfer protocol. For SWIPT, since the perfor-
mance objectives are relatively independent, the
tradeoff is usually formulated as three types of
optimization problem. First, a multi-objective
optimization scheme can be adopted in order to
maximize the two performance indexes simultane-
ously. Second, the objective can be expressed as a
general utility function. For example, it is reason-
able to take a weighted sum of the efficiency as
the objective. Third, the problem can be formu-
lated by maximizing one performance index sub-
ject to a constraint on the other performance
indices. For instance, a common problem in the
existing related literature is to maximize the infor-
mation rate subject to a minimum harvesting
power constraint. Different from SWIPT, WPC
relates the two performance metrics more closely,
since the harvested power is used for information
transmission. Therefore, the tradeoff for WPC
has a direct and single formulation. In what fol-
lows, through two typical tradeoffs for multi-
antenna technique based WPC, we present their
protocol designs and parameter optimizations. 

INFORMATION RATE MAXIMIZATION IN
TRADITIONAL MULTI-ANTENNA SYSTEMS

First let us consider a traditional multi-antenna
based WPC technique, as shown in Fig. 3. A
multi-antenna power transmitter charges a power
receiver via RF signals at the beginning of each
time slot, and then the power receiver sends
information to an information receiver. Note
that the power transmitter and the information
receiver can be the same node in some cases.
This is a typical application scenario in medial
care (e.g. microchip implant) and underwater
monitoring.

In order to improve the power transfer effi-
ciency and thus maximize the information trans-
mission rate, energy beamforming is conducted
at the power transmitter. In practice, the multi-
antenna power transmitter directs the RF signals
to the receiver according to the current channel
state, so as to overcome the negative effects of
channel fading and propagation loss. Note that
the performance of energy beamforming
depends on the accuracy of CSI at the transmit-
ter. As mentioned earlier, the CSI is obtained
through feedback in FDD systems or direct esti-
mation in TDD systems. Considering the fact
that the power transmitter and the information
receiver are in general separate, limited feed-
back based on a quantization codebook is a
more practical choice. In such a system, the har-
vested power at the information transmitter can
be considered as an increasing function of the
CSI feedback amount, transfer duration, and
transmit power, and at the same time a decreas-
ing function of the transfer distance.

With the harvested power, the information
transmitter sends information to the receiver in
the remaining time of the slot. In general, the
average transmit power for information trans-
mission is equal to the quotient of the harvest
energy and the duration left for information
transmission. Therefore, according to the Shan-
non capacity equation, the average amount of
information transmitted during a time slot can
be expressed as a function of the average trans-
mit power. Finally, the average information
transmission rate can be derived through divid-
ing the average amount of information transmit-
ted during a time slot by the length of a time
slot. Intuitively, it is a function of transmit power
at the power transmitter, power transfer dura-
tion, and CSI feedback amount.

Taking the maximization of average informa-
tion transmission rate as the optimization objec-
tive, we can derive the optimal transfer duration
for a given CSI feedback amount, namely the
switching point for power and information trans-
fers. By adjusting the amount for CSI feedback,
we can get different tradeoffs.

So far, we have only given a basic example. In
fact, it can be extended to several more complex
cases. First, when the information transmission
has a certain quality of service (QoS) require-
ment, the above optimization problem should
include a QoS constraint. It is worth pointing
out that given the transmit power and feedback
amount, there may be no feasible solutions for
transfer duration. To solve it, we should increase
transmit power or feedback amount. Additional-

Figure 4. A summary of multi-antenna based WIPT.
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ly, if the system is power-limited, we can formu-
late the problem as minimizing the transmit
power, while satisfying the QoS requirement.
Second, the basic model can also be naturally
extended to the case of a general WIPT. Similar-
ly, we need to add a minimum rate constraint for
information transmission from the power trans-
mitter to the power receiver. Meanwhile, if the
time division protocol is adopted, an optimiza-
tion variable of information transfer duration
should be added. Otherwise, if the power split-
ting protocol is adopted, the added optimization
variable should be the power splitting ratio
instead. Third, in the case of an eavesdropper
overhearing the information sent from the infor-
mation transmitter, the above optimization prob-
lem is transformed to maximizing the secrecy rate.

ENERGY EFFICIENCY MAXIMIZATION IN
LS-MIMO SYSTEMS

The LS-MIMO technique can generate a high-
resolution spatial beam through the deployment
of a large number of antenna elements, and thus
achieve substantial transfer efficiency and dis-
tance gains. In this case we consider a WPC sys-
tem, where both the power transmitter and the
information receiver are equipped with a large-
scale antenna array.

To fully exploit the benefits of LS-MIMO
techniques, the transmitter needs to know the
exact CSI. However, due to a large amount of
feedback (proportional to the number of anten-
nas) in LS-MIMO systems, the CSI feedback
scheme is practically infeasible. Thus, LS-MIMO
systems usually work in TDD mode, and there-
fore the CSI can be estimated by making use of
channel reciprocity. However, due to transceiver
hardware impairment, the estimated CSI may
be imperfect, resulting in certain performance
loss. Hence, the CSI accuracy is also a decisive
factor in determining the performance. Note
that the number of antennas at the power trans-
mitter and the information receiver is usually
quite large (e.g. more than 100). According to
the law of energy conservation, the harvested
power at the power receiver (i.e. the informa-
tion transmitter) is a function of transmit power
at the power transmitter, power transfer dura-
tion, and CSI accuracy based on the TDD mode.
In addition, due to channel hardening in LS-
MIMO systems, it is also a deterministic func-
tion of the number of transmit antennas.
Similarly, with the harvested power, the average
information transmission rate can be expressed
as a function of transmit power, transfer dura-
tion, CSI accuracy, the number of power trans-
mit antennas, and the number of information
receiver antennas by making use of the Shannon
capacity expression.

Energy efficiency, defined as the bits trans-
ferred per Joule of energy, is a key performance
metric for WIPT [15]. Therefore, we maximize
energy efficiency to get the optimal tradeoff for
such an LS-MIMO based WPC system. As point-
ed out earlier, the amount of information trans-
ferred during a time slot can be computed
through multiplying the average information
transmission rate by the length of a time slot,
and the total energy consumption is the sum of

the energy consumption in the power amplifier
at the power transmitter and the constant energy
consumption in the transmit filter, mixer, fre-
quency synthesizer, and digital-to-analog con-
verter (which are independent of the actual
transmit power). Hence, by maximizing the ratio
of the amount of information transmission and
the total energy consumption, we can derive the
optimal transfer duration. Similarly, we can add
QoS and secrecy requirements on the basis of
the above problem. Note that if the extended
problem has no feasible solutions, we can make
it feasible by simply adding more antennas at the
power transmitter or the information receiver,
which is a main advantage of the LS-MIMO
based WIPT technique.

PERFORMANCE ANALYSIS AND
SIMULATIONS

In this section we present simulation results to
validate the tradeoffs of the multi-antenna based
WPC technique, where the power transmitter
and the information receiver are integrated in
one node. The parameters used are defined as
follows. We set the length of a time slot as
T = 5 ms, noise variance s2 = –125 dBm, ener-
gy conversion efficiency from RF signals to elec-
tric energy q = 0.9, constant power consumption
P0 = 30 dBm, and path loss for power transfer
and information transmission a = b = 10–2d–,
where d is the transfer distance and  = 4 is the
path loss exponent. Note that in the given path
loss model, a path loss of 20 dB is assumed at a
reference distance of 1 meter. In addition, we
use B and r to denote the feedback amount in
traditional multi-antenna systems and the CSI
accuracy in LS-MIMO systems, respectively.

First let us consider the tradeoff for a tradi-
tional multi-antenna based WPC technique with
Nt = Nr = 4 and d = 10 m. As discussed earlier,
we take the maximization of the average infor-

Figure 5. Information rate of traditional multi-antenna based WPC tech-
nique with different feedback amounts.
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mation transmission rate as the optimization
objective and adjust the transfer duration. It is
shown in Fig. 5 that the feedback amount B has
a great impact on the tradeoff, and thus affects
the information rate. In comparison to the case
without feedback, a small feedback amount, e.g.
B = 2, can increase the information rate signifi-
cantly. However, as the amount of feedback
increases, the additional gain in terms of infor-
mation rate diminishes. As seen from the results,
with a finite feedback amount of B = 4, the per-
formance gap to the ideal case (full feedback) is
small. Thus the insight obtained here is that with
even limited CSI feedback, the traditional multi-
antenna technique can effectively enhance the
performance of WIPT.

Second, let us examine the effect of the LS-
MIMO technique on the tradeoff of WPC with
Nr = 100, r = 0.9, and d = 50 m. This corre-
sponds to a long-distance power transfer sce-
nario. With respect to traditional multi-antenna
techniques, only the LS-MIMO technique can
support such a long transfer distance without
consuming more transmit power, which is a very
appealing feature. Taking energy efficiency as the
optimization metric, we derive the optimal trade-
off of the LS-MIMO technique based WPC, as
shown in Fig. 6. It is found that the number of
antennas has a great impact on energy efficiency,
which validates an antenna number versus energy
efficiency tradeoff. By adding more antennas,
energy efficiency can be improved further, which
enables a high QoS for WPC with an affordable
power even in the presence of imperfect CSI.

CONCLUSION AND FUTURE WORKS

This article reviewed the key technologies in
WIPT and discussed several challenging issues,
i.e. transfer efficiency, distance, tradeoff, and
security. Through summarizing the existing work
on multi-antenna based WIPT techniques, this

article gives a comprehensive tutorial covering
both parameter optimization and protocol design,
and proposes to use full-duplex and LS-MIMO
technologies to solve the challenges in various
WIPT scenarios. In particular, a concept of
WIPT tradeoff based on the multi-antenna tech-
nique is introduced and analyzed in detail. Final-
ly, the tradeoffs are validated through simulations
using the proposed schemes in two typical multi-
antenna scenarios. It is worth pointing out that
there are still many open issues for WIPT, espe-
cially for multiuser WIPT. First, the user schedul-
ing schemes should be carefully designed to
balance the QoS requirements, resource con-
straints, and information security. Second, trans-
mit beams need to be elaborately constructed to
achieve a proper tradeoff between information
and power transfers, in particular with imperfect
CSI. Third, the benefits of advanced multi-anten-
na techniques for WIPT should be further
exploited. For instance, the self-interference of
full-duplex techniques is adverse to information
transmission, but can be harnessed to enhance
power transfer. Hence, it is not optimal to cancel
self-interference completely, and a more in-depth
investigation is required.
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INTRODUCTION
Facing the rapidly growing multimedia traffic
over the air and the concern regarding CO2 emis-
sions, it is crucial to innovate green wireless
access. In particular, three emerging technologies
have been demonstrated as effective, which are
energy harvesting (EH) [1], traffic-aware service
provisioning [2], and wireless multicasting [3].

More specifically, EH utilizes the energy
from natural sources such as solar, wind, and
kinetic activities, allowing wireless transmissions
to consume less energy [5] or no energy [4] from
the power grid. With EH-based access nodes,
such as base stations (BSs) [6] and small cells
(SCs), a more environment friendly network can
be constructed. Traffic-aware service provision-
ing was proposed to match the wireless resources
to the traffic demands, thereby achieving better
energy efficiency (EE). For instance, one can
exploit lazy scheduling (i.e., deliver the data with
low rate to save power as long as a given dead-
line is met). Another example is optimizing BS
sleeping based on the traffic demands and EH

profile [6]. Finally, wireless multicast holds the
promise of achieving significant EE gain via
delivering commonly popular contents to multi-
ple users simultaneously, which avoids retrans-
missions of the same content [3, 7].

However, there have been some barriers pre-
venting these three methods from being practi-
cal. First, exploiting EH is limited by the
state-of-the-art readiness for battery capacity.
Due to the double randomness and temporal
mismatch between energy arrivals and traffic
arrivals, a large amount of harvested energy
should be stored in batteries; otherwise, energy
waste or shortage will occur. Second, the EE
gain from on-demand service is also limited
because of harsh and stringent quality of service
(QoS) requirements of multimedia traffic such
as video streaming, where many bits should be
delivered before an urgent deadline. Finally, in
current cellular infrastructures, wireless multi-
casting can only be enabled if and only if a num-
ber of users requires a common content
concurrently. Otherwise, the transmitter has to
delay the response to earlier demands for con-
currence, which may severely damage the QoS
of the earlier user demands.

To make the above three methods practical,
we propose a paradigm shifting framework,
GreenDelivery, where EH-based SCs provide
content delivery services. Based on the EH sta-
tus and content popularity distribution, the SCs
proactively cache and push the contents before
the actual arrival of user demands. In reward,
the time duration in which the desired content
can be delivered is greatly extended, so the
delivery can flexibly match the EH process and
enjoy low-rate transmission. The GreenDelivery
framework is built on the recent trend of provid-
ing smart content service with the last-mile wire-
less access: contents can be cached at the SCs [8,
9] or relay nodes [10], with proactive caching
schemes [11]. The benefits include reducing the
core network overhead and enhancing user expe-
rience in terms of delay and rate thanks to short-
er access distances. Correspondingly, there have
been some initial developments of such technol-
ogy in commercial products, such as HiWiFi,1
Smart WiFi,2 with large storage and advanced
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operating systems capable of running various
applications to customize content caching
schemes. To further reduce the energy consump-
tion via multicast, proactive push [12] can be
introduced on top of caching. The analysis to the
network capacity gain provided by proactive
push is presented in [13]. Practically, incorporat-
ing push into current mobile network is support-
ed by the integration of broadcast and
communication network [7]. Moreover, as the
EH technology has been applied to access nodes
[6], researchers are considering using such EH-
based SCs to cache contents [14], getting the
best of their deployment flexibility and low CO2
emission.

In this article we provide a more general pic-
ture of the GreenDelivery framework, with the
joint design of EH, push, and caching to provide
twofold benefits of QoS and greenness. Enabling
content caching nodes with push capabilities,
specifically for EH-based SCs, can well match the
multimedia traffic with random energy arrivals.
The benefit will be reflected in the reduction of
macro BS activities and thus the reduced energy
consumption from the power grid. The next sec-
tion will overview the framework, the intuitive
ideas behind it, and its benefits. In subsequent
sections, two case studies are illustrated, and
related research challenges are discussed.

GREENDELIVERY: THE FRAMEWORK
The concept of GreenDelivery is illustrated in
Fig. 1, where multiple GreenDelivery SCs cache
popular contents and push them to users proac-
tively. The design objective of the GreenDelivery
framework is to minimize the number of user
requests handled by the macro BS. The intuition
of such a metric is twofold. First is energy sav-
ing. As the macro BS generally connects to the
power grid, minimizing the activity of the macro
BS reduces the grid power consumption, while
the renewable energy used to power the Green-
Delivery SCs can be regarded as free. Note that
the backhaul link from the BS to SCs is general-
ly good, and can enjoy low-power transmission.
The second consideration is the user QoS. For
those contents already pushed to users, users can
get the contents with zero delay. Even for those
requested contents that have not been pushed,
as SCs are closer to users, unicast from an SC
provides higher transmission rate and thus guar-
antees shorter delay.

Specifically, EH technology provides renew-
able energy for GreenDelivery SCs to:

•Fetch contents from a macro BS via the
backhaul link. Since these SCs are EH-based, it
is reasonable that they may only have wireless
backhaul. As a result, the energy of fetch is not
negligible, and accounts among major consump-
tion portions of the harvested energy. Note that
the wireline backhaul, as shown in Fig. 1, can
also be considered as an option with less energy
consumption but higher deployment cost.

•Cache the fetched content. The energy con-
sumption depends on the storage method and
the content storage volume. For GreenDelivery
SCs serving limited numbers of users, the con-
tents can be stored locally in the SC hardware,
with negligible energy consumption for caching.

When the cache size is large, additional hard-
ware, like a cache server, is required, and the
energy consumption cannot be ignored.

•Push the contents to users before the user
might request it .  Once contents have been
fetched and cached at the GreenDelivery SC,
they are selected to be pushed to users depend-
ing on their popularity and the battery status.
As shown in Fig. 1, not only the users associat-
ed with the SC, but also those (receiving red
signals) in the overlapping coverage of multiple
SCs can enjoy the push service from one or
more SCs. In other words, the caching and
push can be coordinated among multiple SCs;
an example of caching coordination can be
found in [9]. Note that for commonly request-
ed contents, multicast/broadcast is performed,
while for private contents, unicast push is per-
formed.

•Unicast the contents to users upon request.
Users may request of their associated SC some
content before it is pushed. If the SC has the
content fetched and the battery has enough
energy, it will unicast the content to the user
upon request. Pushing the requested content
can also be considered, but if the requested
content is private or not popular, it is not bene-
ficial considering the limited storage on user
terminals.

On the user side, if the upper layer applica-
tion requests some content, the user will check
its local storage first to see if the content has
already been pushed. If not, it will request over
the air from its associated SC. Note that in this
article, the request is still counted even if it is
satisfied by local storage. If the SC is not able to
handle the request, the macro BS takes over and
unicasts the content to the user.

The push mechanism can be realized by the
existing broadcasting protocols without addition-
al signaling overhead. Options include multime-
dia broadcast multicast services (MBMSs)
proposed by the Third Generation Partnership
Project (3GPP), or its new version, called broad-
cast and multicast service (BCMCS) [13]. The
coordination of such a broadcast channel falls
into the category of integrated communication
and broadcast networks (ICBNs) [7]. If a speci-
fied broadcast channel does not exist, the Green-
Delivery SC can reuse the unicast channel, but
in this case users other than the default unicast
receiver should be notified to receive via dedi-

Figure 1. The concept of GreenDelivery. The small cells are energy-har-
vesting-based, while the macro BS is grid powered.
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cated signaling. The signaling can be conveyed
via the downlink control channel. Note that SCs
should have the popularity distribution of the
contents, which can be updated by the macro BS
periodically. This overhead is proportional to the
update rate of user interests, which is generally
slow compared to the timescale of data transmis-
sion and EH.

EXPLOITING THE
CONTENT AND ENERGY TIMELINESS

The key idea of GreenDelivery is to exploit the
timeliness of contents and energy via intelligent
caching and push in order to match random
energy arrivals and user requests over time and
space. The timeliness of contents corresponds to
their popularity and life span. The contents can
only be interesting to users for a finite period of
time, and the popularity ranking of the contents
may change over time. The timeliness of the har-
vested energy comes with the causality of energy
usage and limited battery capacity. The causality
means that harvested energy cannot be used
before its arrival. Moreover, limited battery
capacity brings constraints on the delay in using
such energy. In other words, if the arriving ener-
gy is not used in a timely manner, newly arrived
energy will be wasted when the battery is full.
This twofold randomness poses challenges in
delivering contents efficiently. To solve this,
based on the popularity and life span of the con-
tents, together with the battery status, a Green-
Delivery SC proactively fetches and caches
popular contents and then pushes them to users.
In this way, the delay constraint of using harvest-
ed energy is resolved, since the energy is used to
provide stored contents at the users via push
without waiting for requests. On the other hand,
harvested energy can be regarded as being trans-
ferred from the time when the content is pushed
into the future when the user actually requests
the content. This is another way of information
and power transfer over the hyper dimension of
space (SC to users) and time (from the present
to the future), which is different from the infor-
mation and power transfer over space only [15].

An illustrative example of the aforemen-

tioned idea is shown in Fig. 2. The time horizon
is divided into periods of equal length, which can
be regarded as the broadcast frames on the
broadcast channels in MBMS, and user requests
arriving during some period are batched and
responded to at the beginning of the next peri-
od. Energy is harvested and stored in the battery
of the SC at the beginning of each period. In
this example, the SC can fetch or transmit (push
or unicast) at most one content in each period.
The set of cached contents as of period t is
denoted by Ct¢¢, and the set of pushed contents
as of period t is denoted by C t¢ . Assume the
length of the contents is the same, and the height
of the contents in the figure represents the ener-
gy used to fetch or push it (i.e., unit energy E for
fetching and caching a content, and 2E for push-
ing a content). As shown in Fig. 2, the energy
arrives in the second and third periods, and the
SC utilizes this energy (including the initial ener-
gy in the battery) to fetch and cache two con-
tents. The SC then pushes the most popular
content (the red one) in its cache to its users.
Consequently, in the fourth and fifth periods,
two requests for the red content arrive, and
since it is pushed, the requests are instanta-
neously satisfied locally at user terminals. In the
meantime, the SC can push and fetch more con-
tents, satisfying the requests in the seventh and
eighth periods. Note that the request for the
blue content is served by unicast from the SC as
it is not pushed yet. In the last period, since the
SC is running out of energy, the user request is
fulfilled by the macro BS. In the example, with-
out proactive caching and push, the four requests
require 11E (2E × 4 = 8E for content unicast,
and E × 3 = 3E for fetching the three contents),
which cannot be satisfied sincet the total energy
budget is only 8E. The battery capacity is 6E,
which means that if the energy is not used proac-
tively, 2E of the harvested energy will be wasted.

BENEFITS OF GREENDELIVERY
First, the temporal mismatch of content requests
and energy arrivals can be resolved. Since the
contents are cached, the SC may carry out con-
tent delivery whenever there is enough harvested
energy in the battery. On the other hand, since
the harvested energy can be effectively and
promptly used, energy waste due to battery over-
flow can be avoided.

Second, SC push can greatly benefit from
low-rate transmission, since there is no urgent
delay constraint for proactive push, so the SC is
allowed to transmit with reasonably low power.
Note that there is a non-zero EE-optimal trans-
mission time to balance the transmission and cir-
cuit power when a holistic power model is taken
into account. Hence, the push holds the promise
of achieving this EE-optimal transmission time
in practice.

Finally, the joint use of push and caching
enables more opportunities for wireless multicas-
ting. During proactive push, all users who are
potentially interested in these contents may
overhear and decode the signal. In this case,
wireless multicasting will not delay the service to
any user because it is very flexible in aligning the
time of push to different users. The only cost to
be paid is the storage resource for caching, the

Figure 2. The behavior of a GreenDelivery SC: an example.
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price of which is dramatically dropping these
days [8].

CASE STUDY: CONTENT CACHING
AND PUSH UNDER

DYNAMIC ENERGY ARRIVALS

In this section, we express our idea through two
case study examples. The considered model is
presented in Fig. 3, where one EH-based Green-
Delivery SC is illustrated. In each time period,
the SC harvests a random amount of energy
units, and stores them in a battery with finite
capacity Emax. Assume one or more contents can
be fetched in a period, with energy consumption
EF, and one content can be transmitted, through
either push or unicast, in a period with EP units
of energy. For example, in Fig. 2, EF = E and EP
= 2E. Note that here we simplify the channel to
be static so that all transmissions are assumed
successful. Specifically, the channel from the
macro BS to the SC has a slight impact on the
energy for fetch EF as it is the receiving energy.
The channels from SC to users are assumed to
be static and identical, so EP amount of push
energy can always guarantee successful delivery.

The active content set Ct is time-varying; that
is, new content comes into play over time, and
contents can be outdated. This property is
described as a birth-death process with birth rate
lc and death rate mc, and the number of active
contents at time period t is given by Ct = m.
The popularity of a content is defined as the
probability that a user request corresponds to
this content, denoted by f i

m, which follows ZipF
distribution [8]. By ranking the m contents with
descending popularity, the popularity of the ith
ranked content is

where v > 0 is the ZipF parameter, and larger v

means that fewer contents account for the most
popular ones.

The user request arrives at the beginning of a
period with probability pr, and we count both
kinds of requests: those satisfied by the user
local storage filled by proactive push, and the
requests served over the air from the SC. In
addition, when a content gets outdated and
departs from the active content set Ct, it will be
removed from both Ct¢¢ and Ct¢ (if it is fetched
and pushed to users), and the corresponding
storage space is released.

At the beginning of each period, based on the
current system state, including the active content
set Ct, the pushed content set Ct¢, the cached con-
tent set Ct¢¢, and the amount of energy units in
the battery, the GreenDelivery Scheduler makes
the action decision. The action set includes:
fetch a content for caching; push a content; uni-
cast a required content in Ct¢¢; do nothing. When
the SC decides to do nothing, the user request, if
it arrives, will be handled by the macro BS. As
explained, our policy design objective is to mini-
mize the ratio of user requests handled by the
macro BS, denoted by h, subject to the energy
causality constraint (i.e., the energy cannot be
used before its arrival). In what follows, we first
investigate the push behavior of a GreenDelivery
SC, and then both fetch (for caching) and push
are considered.

ENERGY-HARVESTING-BASED PROACTIVE PUSH
To reflect the gain provided by proactive push,
we first consider push only. Assume Ct¢¢ = Ct¢,
which corresponds to the case in which the SC
can get the content instantaneously via high-
speed backhaul when it needs to push or unicast
it. Therefore, the energy consumption of fetch
and caching is ignored.

When the energy in the battery is sufficient
and the SC decides to push, the most popular
content in Ct¢¢ is pushed to users. We assume
that the storage space of users is large enough to
store the contents in set Ct¢.

We consider a simple energy-aware push

∑=
=

f i j1 / ( 1 / ),m
i v

j

m
v

1

Figure 3. Block diagram of a GreenDelivery small cell.
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scheme to see how proactive push can reduce
the probability of handling user requests by the
macro BS. Specifically, if there is no user request
over the air in the current period and the battery
energy is sufficient for pushing a content, the SC
will push the most popular content in Ct¢¢ that
has not been pushed. Otherwise, if a user
requests a content, a unicast will be performed
as long as the battery energy is sufficient to push
a content. The user request is handled by the
macro BS when the energy in the SC battery is
not enough, and in this case the SC will do noth-
ing in the current period.

Suppose the energy arrival follows Bernoulli
distribution; that is, at the beginning of each
period, the system can harvest EH units of ener-
gy with probability p. We set p = 0.5, mc = 1×
10–3 per period, v = 1, EP = 2, and EH = 3. The
ratio of requests handled by the macro BS is
shown in Fig. 4. To compare, the policy without
proactive push serves as the baseline, where the
SC unicasts a required content as long as there
is enough energy in the battery, or if no user
request arrives, the SC does nothing. It can be
seen from Fig. 4a that in the baseline scheme,
the probability that the SC cannot provide ser-
vice increases as the request arrival rate pr
increases. On the other hand, proactive push
keeps this probability low and stable (i.e., almost
irrelevant to pr), hence greatly reducing the bur-
den of the macro BS. One can also note that
when pr is low and the content refreshing rate is
high (i.e., lc = 3 per period), proactive push
does not bring any performance gain, because in
this case user requests are diverse over different
contents, and a pushed content has low probabil-
ity of being requested by multiple users.

We also consider the influence of the battery
capacity Emax, since one major benefit of Green-
Delivery is to solve the energy availability issue
with limited battery. As shown in Fig. 4b, the
ratio of requests handled by the macro BS
decreases as Emax increases. Compared to the
baseline, the reduction of the ratio is significant.
In other words, to achieve the same perfor-
mance, the required battery capacity with push is
smaller than that without push.

In Fig. 4c, the impact of the content populari-
ty distribution is depicted, where the ZipF distri-
bution parameter v is varying from 0 to 2, that is,
from a uniform distribution to a more skewed
one. When the contents are uniformly distribut-
ed, it is better not to use proactive push, while
the gain of proactive push increases with more
skewed content distribution and lower content
refreshing rate.

ENERGY-HARVESTING-BASED
CACHING AND PUSH

We then take into account the cost of fetching
the contents to cache at the GreenDelivery SC.
Initially, the set of contents Ct is not available at
the SC, and the SC has to first fetch the contents
from the macro BS via the backhaul. It is rea-
sonable to assume that the energy for fetching a
content is less than that for pushing a content,
and the SC can possibly fetch multiple contents
in one period. A threshold-based fetch and push
policy is proposed.

Figure 4. Evaluations of the ratio of the requests handled by the macro BS,
with proactive push, EP = 2, EH = 3, where h denotes the the ratio of user
requests handled by the macro BS: a) Emax = 10, v = 1; b) pr = 0.75, v =
1; c) Emax = 10, pr = 0.75.
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If the ratio of |Ct¢| to |Ct¢¢| is higher than
the ratio of |Ct¢¢| to |Ct|, the number of cached
contents is relatively small, and the SC needs to
fetch more contents to avoid requests served by
the macro BS. Then if the number of energy
units in the battery is no less than a given
threshold Mf, the SC fetches at most K contents
and consume Ef units of energy. There is anoth-
er threshold, Mp, for push. If the ratio of |Ct¢|
to |Ct¢¢| is lower than that of |Ct¢¢| to |Ct|, the
cached contents in the SC need to be pushed to
reduce possible unicast events. In this case, the
SC will push the most popular content in Ct¢ ¢
that has not been pushed, given the battery
energy is no less than Mp.  Finally, the user
request is handled by the macro BS when the
energy in the SC battery is not enough or the
content has not been fetched, and in this case
the SC will do nothing in the current period.
Intuitively, larger thresholds Mf and Mp decrease
the probability of battery outage when a request
arrives, but on the other hand reduce the
chances of push or fetch.

We set lc = 1 per period, K = 3, EF = 1, and
Emax = 10, and other parameters are the same
as those in the previous section. In Fig. 5, we
compare the proposed algorithm with the case
without proactive push. Similar to Fig. 4, it
shows that push can significantly improve perfor-
mance, and this also confirms the necessity of
having push in GreenDelivery. The results also
indicate that the thresholds should be carefully
selected regarding the system parameters, espe-
cially the battery capacity as shown in Fig. 5b.
From the figures, it is conjectured that having
more aggressive fetch and caching (with smaller
Mf) provides better performance, as contents to
be pushed should already be cached. However,
one should also note that using too much energy
for fetch and caching leaves less energy for push,
so these two sides of activities should be bal-
anced.

RESEARCH CHALLENGES
Several research challenges for releasing the
benefits of the GreenDelivery framework are
discussed as follows.

INTELLIGENT PUSH UNDER RANDOM
ENERGY ARRIVALS, FINITE BATTERY, AND

FADING CHANNEL

In practice, energy arrival and user requests can-
not be predicted precisely. Therefore, online
algorithms in charge of intelligent caching and
push are required, with low computational com-
plexity but close to optimal performance. Intu-
itively, more contents should be fetched and
pushed if the energy arrival is sufficient and the
battery is full, in order to avoid the battery over-
flow. On the other hand, when the harvested
energy is not enough, it is better to reserve ener-
gy to handle randomly arriving user requests.
Moreover, as in reality channel fading brings
another dimension of randomness, the energy
used for push is also varying. As a result, the
algorithm design is not straightforward due to
the threefold randomness of the EH process,
user request arrivals, and channel fading.

Figure 5. Evaluations of the ratio of the requests handled by the macro BS,
with proactive fetch for caching and push, EF = 1, EP = 2, EH = 3, where
h denotes the the ratio of user requests handled by the macro BS: a) Emax
= 10, v = 1; b) pr = 0.75, v = 1; c) Emax = 10, pr = 0.75.
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LEARNING AND PREDICTION OF THE
POPULARITY AND ENERGY ARRIVAL STATISTICS

If the statistical information of either content
popularity or the energy arrival process is
unknown, the online algorithms should be able
to learn and predict content popularity and
energy arrival statistics. Due to the huge data
volume and content variety, emerging big data
learning technologies may be employed to pro-
vide both short-term and long-term popularity
prediction. On the other hand, solar radiation
models or wind speed models have been system-
atically studied for several decades. However, it
is still an open problem to effectively combine
popularity prediction and energy arrival predic-
tion into the resource management for Green-
Delivery SCs.

TRADE-OFF BETWEEN BENEFITS OF
PUSH AND CONTENT STORAGE COST

In this article, we mainly consider the energy of
fetch and push, while caching itself also intro-
duces additional costs, including both energy con-
sumption and storage occupancy. A large cache
enhances the capacity of caching and push, but is
expensive and energy consuming. Thus, the chal-
lenging problem is how to model and quantize
the content storage cost, and how to achieve the
optimal trade-off between the caching cost and
the benefit of push. One could also improve the
trade-off relation by caching and pushing the pre-
fix of the multimedia contents rather than all of
them, especially for videos, so the initial playout
delay can still be reduced.

COOPERATION AMONG
MULTIPLE GREENDELIVERY SMALL CELLS

GreenDelivery SCs can be densely deployed.
Hence, it is possible to have cooperation and
interaction among adjacent SCs to jointly opti-
mize both customer-level QoS and system-level
performance. For example, some SCs with larger
request rate but low energy harvesting rate or
small battery capacity need help from neighbor-
ing SCs. Multiple SCs can also form a cluster of
coordinated transmission to combat channel fad-
ing. However, as the contents cached in different
SCs are generally not the same, they may need
to re-fetch the contents before push, which costs
additional energy. Therefore, adjacent SCs
should coordinate the re-fetch and push behav-
iors to efficiently handle content delivery, which
poses design challenges, especially for large-scale
heterogeneous networks.

CONCLUSION AND OUTLOOK
In this article, GreenDelivery as a new access
network framework is proposed to enable effi-
cient content delivery via EH-based SCs. Exploit-
ing the content popularity information and
battery status, proactive fetch/caching and push
are implemented to match the random energy
arrival and user content requests, and to provide
more multicast opportunities. In this way, the
limited harvested energy is wisely used, and the
transmission cost of macro BSs is substantially

reduced, which is illustrated via our case studies.
We believe the idea of GreenDelivery is promis-
ing for delivering multimedia contents with
densely deployed EH-based SCs, enjoying their
deployment flexibility and energy scalability.
GreenDelivery is also motivating future research
directions including online policies for joint
fetch-caching-push, learning from the EH and
content statistics, and cooperation among multi-
ple GreenDelivery SCs.
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GUEST EDITORIAL

he second installment of the Feature Topic on net-
work and service virtualization takes off from where
Part I concluded: network function virtualization

(NFV) deployment and operation. We are currently
observing a transition from software-defined networking
(SDN) focusing solely on programming packet-switching
network elements based on lower-layer flow-oriented
primitives toward the wider concept of infrastructure pro-
grammability. Such programmability extends vertically
within the network stack to encompass optical layer capa-
bilities as well as features located at upper layers of the
traditional network stack. In addition, infrastructure pro-
grammability extends horizontally well beyond SDN to
other resource stacks to encompass virtualized compute
and storage resources. 

In this issue we point our attention to technologies
that unify the management of software-defined networks,
clouds and application services in carrier-oriented envi-
ronments. In particular, we look into the complex prob-
lems related to the integration of resource controllers
and orchestrators with virtual network functions. A
healthy dose of optical layer components, open source
code, and security considerations takes the debate out of
the abstract world of standardized interfaces and pro-
vides insights about the novel aspects of practical imple-
mentations. 

The first article in this issue is “Optical Service Chain-
ing for Network Function Virtualization.” Ming Xia et al.
explore service chaining to the optical domain. Service
function chaining (SFC) is well known in the context of
packet-level technologies, and there are ongoing standard-
ization efforts in the Internet Engineering Task Force
(IETF) on this topic. This article presents an integrated
packet-optical architecture for data centers that enables
steering large aggregated flows solely in the optical
domain. Based on a combination of wavelength-selective
switches, tunable transceivers, and shipping containers
that house compute, packet network, and storage
resources as an independent unit, the proposed architec-
ture aims to significantly improve operational flexibility

and scalability. Furthermore, the authors point to power
efficiency benefits as more resource-intensive virtual net-
work functions (VNFs) are deployed, which makes the
architecture relevant to service providers or large enter-
prises that need to handle tens or hundreds of gigabits of
traffic every second.

In “A Service-Oriented Hybrid Access Network and
Cloud Architecture,” Velasco et al. present an architec-
tural solution that integrates distributed micro data centers
and active optical nodes located close to the end users
under a dynamic orchestration platform. The Service-Ori-
ented Hybrid Access Network and Cloud Architecture
(SHINE) leverages the IETF work on the application-
based network operations (ABNO) framework for inter-
acting with the transport network that interconnects the
micro data centers and the active remote nodes. Four use
cases based on scenarios defined by the European
Telecommunications Standards Institute (ETSI) NFV ISG
illustrate the flexibility and performance of the proposed
architecture. The direct interface between VNFs (generally
referred to as “applications” in the article) and the joint
cloud and network resource orchestrator facilitates opti-
mized placement of the instances as well as scale-in and
scale-out operations. 

In the third article in this Feature Topic, “A Service-
Aware Virtualized Software-Defined Infrastructure,”
Mamatas et al. present a proposal to unify the manage-
ment and control of networks and clouds while providing
uniform virtualization abstractions for networks and appli-
cations. Virtual routers supported by the very lightweight
software-driven network and services platform (VLSP)
that allows deploying new network control and service
components in support of advanced programmability fea-
tures. The flexibility of VLSP is validated by testbed
deployment and experimentation.The VLSP code has been
open sourced, enabling interested readers to experiment
and verify the conclusions of the authors.

Montero et al. present their work on trusted virtual
domains in the access network, which can provide homo-
geneous security for a user regardless on the type of the

T
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device (laptop, tablet, mobile phone) employed for access-
ing the network. As their article, “Virtualized Security at
the Network Edge: A User-centric Approach,” explains,
shifting from a device-centric to a user-centric security
model has significant advantages from the user perspec-
tive. That said, implementation raises a range of chal-
lenges that the authors detail in the article. Three
domain-specific policy abstraction layers as well as transla-
tion services between them are described and discussed in
the article, along with requirements on network functions
and virtual infrastructure to support trusted virtual
domains. This article is representative for the complexity
of the technological backend that is required to simplify
the life of end users of a modern telecommunications
infrastructure, and the challenges related to security and
privacy-preserving services.

The final article in this Feature Topic is “Toward an
SDN-Enabled NFV architecture.” Matias et al. vividly doc-
ument their experience designing and implementing a
VNF based on 802.1x access control functionality. The
authors propose the decomposition of the VNF in a state-
ful component that can be executed on virtual compute
resources and a stateless component that can be executed
on a physical SDN switch. The architectural options for
building the Flow-Based Network Access Control VNF are
discussed in detail, along with the challenges and open
research issues in this area. Resource isolation is consid-
ered one of the major challenges that must be addressed
in order for the infrastructure to support widespread adop-
tion of SDN-enabled VNFs.

Achieving a programmable software-defined infra-
structure by jointly orchestrating resources at both the net-
work and cloud layers, as presented in the articles included
in this Feature Topic, is a common item on several
research agendas. A large-scale initiative along these lines
is the UNIFY project, funded in the Seventh Framework
Programme by the European Union, which creates a soft-
ware-defined platform that combines network and cloud
resources to enable the delivery of new services at high
velocity (see www.fp7-unify.eu for more details).

Future research directions call for extending the pro-
grammability to higher-layer virtualized network functions
and services that have the potential to support more
sophisticated infrastructure services related to network
optimization and security, to name just a couple of rele-
vant areas. Lower-layer functions such as switching and
routing, which have been considered in the original SDN
proposals, were stateless and allowed an immediately
transparent distribution of functionality within the infra-
structure. In contrast, many higher-layer VNFs are state-
ful, which further complicates the definition of appropriate
programming primitives. Higher-layer services are often
composed of several VNFs. Such composition adds to the
challenge by introducing dependencies at the flow process-
ing level that can no longer be solved within one self-con-
tained processing pipeline, be it stateful or stateless.
Infrastructure programmability in such environments will
need to take inspiration, for example, from parallel and
distributed computing technologies that evolved in the
computer science field. This opens up exciting new oppor-

tunities for new protocols and programming languages that
are optimized for high-throughput and low-latency packet
processing.

It is our hope as Guest Editors that both practitioners
and academics will find this Feature Topic a handy refer-
ence in the emergent area of network infrastructure and
service virtualization. We conclude this introduction by
thanking the numerous dedicated reviewers for their thor-
ough analysis and constructive comments. We commend
the work of the authors who submitted their articles to our
Call for Papers and show particular appreciation for those
who worked diligently to improve their manuscripts
throughout the peer-review process. We gratefully
acknowledge the magazine’s Editor-in-Chief at the time
this Feature Topic was being prepared, Dr. Sean Moore,
and the Editorial Board for their continuous help. Finally,
we say a big thank you to the ComSoc final production
editors and staff for their professionalism, and in particu-
lar to Charis Scoggins for her guidance throughout the
entire process.
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INTRODUCTION

To meet the increasing traffic demands while
maintaining or improving average revenue per
user (ARPU), operators are constantly seeking
new ways to reduce their operational expenditure
(OPEX) and capital expenditure (CAPEX). To
this end, the concept of network function virtual-
ization (NFV) was initiated within the European
Telecommunications Standards Institute (ETSI)
consortium [1]. Network function virtualization
(NFV) calls for virtualization of network func-
tions (NFs) currently provided by legacy middle-
boxes, such as firewalls, content filters, intrusion
detection systems (IDSs), deep packet inspection
(DPI), network address translation (NAT), as
well as high-capacity gateways such as
serving/gateway general packet radio service
(GPRS) support node (SGSN/GGSN), broad-
band remote access server (BRAS), session bor-
der controller (SBC), provider edge (PE) routers,
and so on. Using virtualization and cloud tech-
nologies, NFV allows legacy NFs offered by spe-
cialized equipment to run in software on generic
hardware. Therefore, NFV makes it possible to

deploy virtualized NFs (vNFs) in high-perfor-
mance commodity servers in an operator’s data
center (DC), with great flexibility to spin on/off
the vNFs on demand. In addition, by decoupling
the NF software from the hardware, NFV facili-
tates a faster pace for innovations and results in
shorter time to market for new services.

In parallel to NFV, operators have long strug-
gled with the service chaining problem, which is
the process of steering a traffic flow across a
predefined set of (physical or now virtual) mid-
dleboxes (i.e., a service chain). Typically, a ser-
vice chain is determined depending on the
classification of traffic, service-level agreement
(SLA), and operator’s provisioning policies, and
so on. These factors jointly dictate an ordered
set of services for each traffic flow to go through.
Traditionally, the NFs were implemented in pro-
prietary middleboxes, and deployment of the
middleboxes was static. Therefore, service chain-
ing can be realized by static network configura-
tion based on the locations and connectivity
among the middleboxes. NFV puts the service
chaining problem into a new context with differ-
ent challenges. For example, NFV allows a vNF
to be deployed when and where needed, which
requires DC networks to support on-demand
dynamic traffic steering. Another challenge is
provisioning and energy efficiency. As high-
capacity (HC) core NFs (e.g., BRAS) are being
virtualized, these NFs are typically given more
computing power to handle a large amount of
traffic. To achieve high processing efficiency and
reduce resource fragmentation, multiple fine-
grained flows can be aggregated as a single enti-
ty for the service chaining process. The
packet-based traffic steering techniques used
today become inefficient due to high configura-
tion complexity and energy consumption.

Optical communications have already enabled
high-speed transmissions up to terabits per sec-
ond. One representative technology is dense
wavelength-division multiplexing (DWDM),
which allows a single fiber to carry tens of wave-
length channels simultaneously, offering huge
transmission capacity and spectrum efficiency.
On the other hand, reconfigurable wavelength
switching devices have already been widely
deployed in long-haul and metro transport net-
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works to offer reconfiguration on layer-0 light-
path topologies. While today’s DCs have not yet
fully leveraged optical technologies, it can be
envisioned that optics could be enabled up to
the end-of-rack (EoR) switches, the top-of-rack
(ToR) switches, as well as the servers. Admitted-
ly, switching in the optical domain offers less
agility and flexibility than the packet-based
approaches; however, it is suitable for the level
of dynamicity required by service chains consist-
ing of HC NFs and use of traffic aggregation.

This article shows that traffic steering for
aggregated flows can elegantly be supported by
optical technologies. In particular, this article
presents a packet/optical hybrid DC architecture,
which enables steering large aggregated flows in
an optical steering domain. We detail the archi-
tecture, and describe how this proposal improves
the performance of NFV service chaining in con-
trast to packet-based solutions. Our analysis
shows a number of benefits including power sav-
ings and scalability.

This article is organized as follows. The next
section reviews relevant related works. The sub-
sequent section discusses the limitations of pack-
et-based service chaining (Fig. 1). We then
describe the proposed architecture. The follow-
ing section discusses the benefits and conducts a
performance evaluation on power consumption.
Finally, we conclude this article.

RELATED WORK
In this section, we briefly review some existing
works and discuss how the proposed architecture
differs from them. The potential for both
CAPEX and OPEX savings has driven a variety
of proposals for using optics in DC networks.
Wang et al. [2] proposed a hybrid electrical-opti-
cal network called c-Through. Both packet and
optical-circuit switches are used to connect ToR
switches. Optical switches are employed to pro-
vide high-bandwidth connectivity between racks
with intensive traffic. Farrington et al. [3]

designed Helios, a hybrid DC architecture based
on WDM. The architecture has two tiers: ToR
switches are commodity electrical switches, and
core switches are either electrical or optical. The
optical switches are used for high-bandwidth
slowly changing communications between the
ToR switches. Chen et al. [4] proposed an optical
switching architecture (OSA), which is claimed to
achieve high configuration flexibility for redefin-
ing network topology and link capacity. One
major benefit is high bisection bandwidth under
dynamic traffic patterns. Our architecture intro-
duces optical switching at the wavelength level,
and employs a reconfigurable optical add/drop
module (ROADM) as a dispatcher at the entry
point of a DC, which schedules incoming traffic
to either the optical steering domain or the pack-
et steering domain. Our work is also complemen-
tary to the packet-based traffic steering schemes.
Today’s pure packet-based approaches include
policy-based routing or flow steering based on
software-defined networking (SDN) technologies
such as OpenFlow. Typically, these approaches
define rules at the packet flow level for each ser-
vice chain. Our work also draws inspiration from
a rich corpus of work in middlebox management.
Sekar et al. [5] proposed to run software-centric
middleboxes on general-purpose hardware plat-
forms with open application programing inter-
faces (APIs). Sherry et al. [6] proposed a method
to deploy middleboxes in the cloud. Joseph et al.
[7] proposed a policy-aware switching layer for
DCs, but it requires installing rules for each new
flow, which may not scale. Our architecture
builds on top of these packet-based traffic steer-
ing proposals. Table 1 makes a comparison
between our work and the related works from
the angle of using optics in DCs.

LIMITATIONS OF PACKET SWITCHING
NFV traffic patterns are expected to fluctuate
substantially compared to the legacy network
services, because vNFs can be dynamically creat-

Figure 1. Illustration of service chaining. In the operator’s DC/cloud, an aggregated flow first goes
through the high-capacity core vNFs in the optical steering domain, and then continues to the fine-
grained processing.
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ed, resized, moved, and destroyed as needed.
The configuration of flow matching rules can be
complicated and error-prone as the number of
flows grows large, and may lead to high opera-
tional complexity and cost. Salability and power
efficiency could also become major bottlenecks
for performance. Figure 2 illustrates an example
in which a DC with six performance optimized
data centers (PODs) has to grow its network as
traffic rate and the number of vNFs perservice
chain increase. Service chaining within a POD is
packet-based. Initially, only switch S1 with 40
Gb/s capacity is deployed to handle two flows, f1
and f2, running at 5 Gb/s. It is assumed that the
service chain for f1 includes NF1 and NF2, and
for f2 includes NF3 and NF4. Two paths are con-
figured as f1:S1 Æ POD1 Æ S1 Æ POD2 Æ S1
and f2:S1 Æ POD3 Æ S1 Æ POD4 Æ S1, respec-
tively. In this scenario, S1 has a throughput of 30
Gb/s, which is calculated as flow rate multiplying
the times that flows traverse switches.

Next, we assume that both f1 and f2 increase
to 10 Gb/s, and an additional NF is added to the
two chains. Following a similar path configura-
tion, S1 alone will not be able to provide the
needed throughput. When another switch, S2, is
considered, the path configuration for the two
flows will be f1:S1 Æ POD1 Æ S2 Æ POD2 Æ S2
Æ POD3 Æ S1 and f2:S1 Æ POD4 Æ S2 Æ POD5
Æ S2 Æ POD6 Æ S1. In this case, both S1 and S2

have a throughput of 40 Gb/s. This example
shows that more switching capacity is needed
when flow rates are increased, and/or the num-
ber of vNFs on an NF chain is increased.

ARCHITECTURE DESCRIPTION
Figure 3a illustrates an overview of the proposed
architecture. The centralized orchestration, that
is, the operations support system/business sup-
port system (OSS/BSS) module, interfaces with
an SDN controller and a cloud/NFV manager.
The SDN controller can be part of the cloud
management subsystem or a separate entity. The
OSS/BSS module specifies service chaining rules
and performs an operator’s policy enforcement.
The SDN controller and cloud/NFV manager,
on the other hand, perform resource provision-
ing. The southbound interface between the SDN
controller and the network elements in the opti-
cal steering domain requires support of optical
circuit switching. This interface can be realized
by using proprietary interfaces provided by hard-
ware vendors, or standardized protocols such as
the OpenFlow protocol. OpenFlow v. 1.4 intro-
duces extensions for optical circuit configuration,
and the charter of the Open Networking Foun-
dation (ONF) Optical Transport Working Group
proposes further relevant extensions.

The cloud manager is responsible for cloud
resource allocation and automating the provi-
sioning of virtual machines (VMs) for vNFs. It
also includes an NFV management module that
handles instantiation of the required vNFs while
ensuring correctness of configuration. The north-
bound interfaces of both the SDN controller and
the cloud manager provide application program-
ming interfaces (APIs) to the orchestration layer
for injecting rules and parameters specified by
the operator. If the SDN controller is a subsys-
tem of the cloud management system, only the
latter exposes APIs to the OSS/BSS system.
Although a central/unified view of both network
and cloud resources is assumed by this architec-
ture, it is possible to delegate resource provi-
sioning to the SDN controller and/or cloud
manager for local decision and optimization.
The end-to-end service chaining is performed
similarly as is existing SDN-based service chain-
ing. The OSS/BSS module needs to request
vNFs and network resources, along with the

Table 1. A comparison between the proposed architecture and selected works using optics in DCs.

Type Architecture Traffic type Building blocks Novelty

This article Hybrid DC network Intra-/Inter- DC WSS, ROADM Novel WSS interconnection for steering flexibility
Wavelength switching for service chaining

C-Through [2] Hybrid DC network Intra-DC MEMS Optical manager with algorithms for configura-
tion optimization

Helios [3] Hybrid DC network Intra-DC MEMS, Mux WDM enhancement from [3]
Modules for circuit optimization

OSA [4] Optical DC network Intra-DC MEMS, WSS Optimization for topology/ link capacity

Nagoya & NTT [8] Optical Optical switch N/A TWC, AWGR Passive optical switch with high scalability

Figure 2. Packet-based traffic steering. (S2 is added to accommodate the
traffic growth of f1 and f2.)
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policies to be applied during resource allocation.
The SDN controller performs network-resource
allocation by relying on a path computation enti-
ty that could be integrated with the SDN con-
troller. In the proposed architecture, a service
chain may partly reside in the optical domain
and partly reside in the packet domain, as illus-
trated in Fig. 1.

In more detail, the forwarding plane consists
of an operator’s access/metro networks and an
operator’s DC/cloud. Traffic flows destined to
the same set of high-capacity NFs are aggregat-
ed by the aggregation router at the edge of the
operator’s metro network. Aggregation can be
done using multiprotocol label switching (MPLS)
or an OpenFlow-based scheme with matching
rules on one or a combination of packet field(s).
The edge routers are equipped with optical
modules to convert aggregate traffic into wave-
length flows, which then are multiplexed into a
fiber link to the DC.

The DC part is packet/optical hybrid, includ-
ing an optical steering domain in addition to the
conventional packet steering domain. The opti-
cal steering domain conducts traffic steering for
large aggregated flows that otherwise have to be
processed using packet technologies. The entry
point of the DC is an ROADM. Configured by
the SDN controller, the ROADM either for-
wards a wavelength flow to the optical domain
or drops it to the packet domain for fine-grained
processing. In the optical steering domain, when
a wavelength flow has gone through the needed
vNFs, it is steered back to the ROADM. Then
the flow can either continue for additional fine-
grained NF chaining or leave the DC. Small
flows can be directly dropped by the ROADM
to the packet domain, where low-capacity or
infrequently used NFs are deployed for fine-
grained processing. In this case, the flows com-
pletely bypass the optical domain. Although
multiple factors have impact on NF placement
such as inter-NF bandwidth and resource con-
straints, complementary to all these factors, we
recommend that NFs handling large traffic
aggregates should be deployed in the optical
domain, where the flow rates match the wave-
length line rate (e.g., 10 Gb/s or 40 Gb/s).

The optical steering domain serves as the
backbone of the DC network to interconnect
PODs that host high-capacity NFs. Figure 3b
illustrates a reference implementation of the
optical steering domain we proposed [9], which
employs wavelength-selective switches (WSSs)
as the building block for steering wavelength
flows. A WSS is a 1 × N active switching device,
which has a single common port on one side
and multiple tributary ports on the other side.
By configuration, each wavelength entering the
common port can be directed to one of the N
tributary ports, independent of how all other
wavelength channels are being switched. In this
article, we use Pz

WSSy :wx to indicate that port z
of WSS y is configured at wavelength x. There
are other technologies that could facilitate the
design of an optical steering domain, such as
micro-electromechanical systems (MEMS) or
liquid crystal on silicon (LCoS). In contrast to
the typical design of DC, where the edge switch-
es employ 10GbE SFP+ to interface with the
optical steering domain, our design replaces
them with tunable optical modules. While both
cases need to perform optical/electrical (O/E)
conversion, tunable optical modules support
wavelength selection to allow more flexibility
for wavelength switching. In the example shown
in Fig. 3b, one tributary port of WSS3 (P5 in
this example) is designated as an exit port to
steer traffic back to the ROADM. The rest of
the tributary ports, configured by the SDN con-
troller, connect wavelength flows to the next
vNFs in their service chains through fiber links
and optical couplers. An optical coupler is a 2
× 1 passive device, allowing an optical signal to
enter the device from either of the two input
ports. However, it is not possible to combine
two or more inputs of wavelength at the same
frequency into one single-polarization output
without significant losses. Therefore, the SDN
controller needs to ensure no wavelength con-
tention when flows are looped back. The num-
bers of WSS and PODs are determined at the
dimensioning phase based on traffic volume
and service-chaining demands. A potential limi-
tation is the number of concurrent service
chains that can be supported, which is limited

Figure 3. Proposed architecture for optical service chaining: a) overall architecture; b) optical steering
domain.
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by the number of wavelengths allowed by a
fiber link, and by the port count of wavelength
switching devices.

The proposed architecture offers concurrent
traffic steering for multiple wavelength flows.
Assume that there are three wavelength flows in
Fig. 3b: flow 1 at wavelength w1 for vNF1 and
vNF3; flow 2 at wavelength w2 for vNF4 and
vNF2; and flow 3 at wavelength w3 bypassing all
the vNFs in the optical steering domain. In addi-
tion, wavelengths w4, w5, and w6 are available for
intermediate assignment. A possible configura-
tion without incurring wavelength contention can
be w1 Æ vNF1 Æ w4 Æ vNF3 Æ w1 for flow 1, w2
Æ vNF4 Æ w5 Æ vNF2 Æ w6 for flow 2, and w3
Æ w3 for flow 3. This configuration also keeps
the exiting wavelength of flow 1 the same as its
entering wavelength, such that the optical steer-
ing domain appears transparent to flow 1. Table
2 shows the configuration of the WSSs, which is
pushed down to the WSSs by the SDN con-
troller.

ADVANTAGES AND
POWER CONSUMPTION ANALYSIS

This section discusses several key advantages of
the proposed architecture.

FLEXIBILITY
The proposed architecture allows flexible con-
figuration of wavelength paths as vNFs are
dynamically created and destroyed. Compared
to the time to instantiate a vNF (typically a few
minutes on a standard VM), the tuning time of
WSS is around a few hundred milliseconds,
short enough for on-demand NFV service-
chain provisioning. An aggregated flow has a
relatively longer duration and more stable NF
chain demand than a granular flow. Hence, the
flexibility offered by wavelength switching
matches the required level of dynamicity for
service chaining through core NFs. Coordina-
tion between the SDN controller and the
cloud/NFV manager further increases the flexi-
bility for wavelength assignment, opening pos-
sibil it ies for resource optimization. For
example, when wavelength contention blocks a
service chain from going through a particular
POD, the cloud manager can choose a differ-
ent POD with both wavelength and NF avail-
able. In another scenario, when traffic volume
is more than wavelength capacity, multiple
wavelengths can be employed. A load balanc-
ing scheme can be used to distribute the wave-
lengths to multiple PODs with optimization of
server utilization.

SCALABILITY AND
REDUCED OPERATIONAL COMPLEXITY

The optical steering domain does not perform
any packet forwarding above the edge switches
of a POD, and hence saves a substantial amount
of packet switching. Because of its analog nature,
a wavelength is agnostic of the traffic it carries,
which makes wavelength switching independent
of transmission rate. Therefore, the same WSS
can be used to transparently support flow-rate
increases (e.g., from 2.5 Gb/s to 10 Gb/s). This
feature makes the optical steering domain rela-
tively insensitive to traffic growth. In contrast,
traffic growth in the packet domain would
require line cards and chassis (including switch-
ing fabric) to be upgraded to offer higher
throughputs. The added scalability also results in
less operational complexity. Compared to config-
uring service chains for a large number of flows,
a wavelength flow only requires a single path in
the optical steering domain. Without the need to
define per-flow packet rules, the optical steering
domain significantly reduces the complexity of
networking configuration, and meanwhile saves
effort in monitoring and error detection.

POWER EFFICIENCY
We conduct a simulation-based study to under-
stand the power performance of the proposed
architecture in various settings. The per-port
power consumption at different rates is listed in
Fig. 4a, where the numbers are obtained from
measurement on a real DC system. The power
consumption is based on the system level, that is,
including all the components and peripheral cir-
cuits (transceivers, line cards, chassis, and etc.).
In contrast to conventional DCs, which employ
“gray light” transceivers (e.g., 10G SFP+)at
edge switches, the proposed architecture uses
DWDM 10G tunable transceivers with similar
power consumption. For example, both the 10G
DWDM laser and gray SFP+ have 1.5 W power
consumption [10]. Currently, tunable transceivers
at higher rates such as 40G and 100G are not yet
commercially available for DCs. Therefore, we
make an assumption that they have similar power
consumption as their gray counterpart based on
the 10G case. We also assume an economical
realization of a 2-degree ROADM (the add/drop
port is not counted as a degree) by using two
WSSs.

Although a vNF may require multiple
resources, such as CPU cycles, bandwidth, and
storage, we consider a single resource type (e.g.,
CPU cycle) to simplify the resource constraint,
so our study can focus on power consumption.
Power consumption is calculated based on the

Table 2. WSS configuration for concurrent traffic steering.

WSS1 p1
WSS1 : w3 p2

WSS1 : w2 p5
WSS1 : w1 / /

WSS2 p1
WSS2 : w3 p2

WSS2 : w4 p4
WSS2 : w1 p4

WSS2 : w6 p5
WSS2 : w5

WSS3* p2
WSS3 : w5 p3

WSS3 : w4 p5
WSS3 : w1 p5

WSS3 : w3 p5
WSS3 : w6

*Tributary port 5 of WSS3 is assigned as the exit port.
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assumption that network equipment is fully uti-
lized; otherwise, the numbers presented below
will be higher due to more port power consump-
tion. Figure 4b compares the per-flow power
consumption in the packet and optical steering
domains as flow rates increase. In this experi-
ment, each vNF requires 1.0 unit of CPU
resource, which is equal to what a POD can
maximally offer. Therefore, a POD can host at
most one vNF. Each flow needs to be steered
through four vNFs. We can observe that the
optical steering domain is always more power-
efficient than using the packet steering domain.
In addition, the gap between the two domains
becomes larger as the traffic rate increases.

Next, we study the impact of the number of
vNFs per service chain on power consumption.
We choose10 Gb/s and 40 Gb/s as flow rates,
and vary the number of vNFs per service chain
from 2 to 5. For each vNF, the resource demand
is uniformly generated between (0, 1.0]. We
notice that if the sum of several vNFs’ resource
demands is less than the POD capacity, these
vNFs can be placed within the same POD. This
strategy reduces the inter-POD traffic as well as
the throughput of the backbone steering domain.
In this experiment, we employ a simple “first-
hit” scheme to consolidate vNFs within fewer
PODs. The first-hit scheme works as follows: for
each vNF to be placed, always choose the first
POD that has already hosted some vNFs and has
enough resources. Figure 4c shows the per-flow
power consumption as the number of vNFs
grows. From this figure we can make several
observations:

• Optical steering is always more power-effi-
cient than packet steering in the given sce-
narios.

• The overall trend shows higher power con-
sumption as the number of vNFs increases,
which is due to more traversals in the back-
bone steering domain.

• The advantage of the optical steering
domain becomes more significant as the
number of vNFs grows.
Figure 4d shows the impact of resource

demand per vNF on power consumption. We
set the number of vNFs for each flow as 4, and
use 10 Gb/s and 40 Gb/s as f low rates.The
resource demand is uniformly distributed in
(0, 0.2], (0.2, 0.4], and (0.4, 0.6], and we use(0,
1.0] as a reference. We do not include the
range of (0.6, 1.0], as this would not leave any
room for sharing a POD by multiple vNFs.
Intuitively, when per-vNF resource demand is
low, there is more chance to consolidate the
vNFs of the same service chain into fewer
PODs, and hence fewer traversals in the steer-
ing domain are needed. Figure 4d shows more
benefits of using the optical steering domain
as resource demands per vNF grow. Since
advances in both hardware and software will
eventually allow a vNF to perform high-vol-
ume processing, it will lead to more power
savings using the optical steering domain. On
the other hand, when packet-based steering
has to be chosen for small-s ized vNFs,  i ts
advantage of fine-grained flow control will be
discounted by the low power eff iciency of
packet technologies. Finally, as in any long-

Figure 4. Per-port power consumption and performance evaluation: a) per-port power consumption (W); b) flow rate vs. power
consumption per flow; c) number of vNFs vs. power consumption per flow; d) normalized resource demand per vNF vs. power
consumption per flow. 95 percent confidence intervals in c) and d).
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term network operation, the CAPEX will grad-
ually be surpassed by OPEX, employing an
optical steering domain in a DC offers good
potential in cutting energy costs.

CONCLUSION
Network function virtualization supports effi-
cient resource utilization by dynamically spin-
ning up/down virtual network functions (vNFs).
Service chaining through high-capacity vNFs
requires the efficient handling of large aggregat-
ed traffic flows. This article introduces an archi-
tecture for optical service chaining in data
centers, which offloads large flows to an optical
domain for steering across core vNFs at the
wavelength level. By employing reconfigurable
wavelength switching devices and a simple fiber-
loopback scheme, this architecture offers high
scalability and flexibility for on-demand wave-
length service path configuration. It also sup-
ports fine-grained steering by dispatching traffic
to a conventional packet steering domain. Our
study shows that the optical steering domain
achieves significant power savings compared to
packet-based steering in various settings, as the
flow rates and the number of vNFs per service
chain increase.
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INTRODUCTION

A revolution in access networks is underway.
The revolution is driven by the continued trans-
formation of cellular networks offering to
portable devices bit-rates and quality of service
(QoS) comparable to those traditionally made
available only through fixed networks. Driven by
demand for video and the proliferation of data
centers (DC), more than 75 percent of that traf-
fic will stay in access/metro networks by 2017, as
compared to 57 percent today, as forecast in [1].
Accommodating the enormous traffic growth in
a cost-effective and service-efficient way is essen-
tial for the viability of telecom operators and
motivates a major network re-design. In fact,
these shifting traffic patterns are the result of
bringing content closer to the users to better
manage quality of experience (QoE). For
instance, the most popular video content can be
cached and delivered to users locally over access/
metro networks rather than being accessed from
a central cache over the backbone network.

Coordinating these and new advanced ser-
vices to be offered to a widely distributed num-
ber of customers requires building advanced
service chains. Nevertheless, building service
chains is very expensive and time consuming,
since it requires, besides deploying dedicated
hardware for each required network function,
configuring each device using its proprietary
command syntax, interfaces, and protocols.
Moreover, since loads often change over time,
building a new service chain typically requires
estimating future demands and over-provisioning
IT and network resources to support growth.
This prevents operators from reducing the final
price that users pay, undermining the average
revenue per user (ARPU).

The continuous advances in computing hard-
ware facilitate real-time processing to be per-
formed on commodity hardware instead of
specialized hardware. These advances enable
network function virtualization (NFV) [2]. By
eliminating specialized network processors, mul-
tiple heterogeneous workloads can be consoli-
dated onto a single architecture, thus reducing
complexity and simplifying operation, leading to
total cost of ownership (TCO) reductions.

Cloud technology offers numerous benefits
including economies of scale, cost-effectiveness,
efficient hardware utilization, and TCO reduc-
tions, both in capital and in operational expendi-
tures [3]. These benefits are all key objectives
for telecom operators, so the appeal of cloud
technologies is clear. In fact, as revealed in a
recent survey [4], many telecom operators are
deploying cloud infrastructures. Notwithstand-
ing, deploying the telecom cloud presents a dif-
ferent set of challenges due to the industry’s
inherent requirements for availability (5-nines),
very low latency, and complex networking (Eth-
ernet, optical, wireless, etc.).

Scalability is also an issue since, in contrast to
a small number of warehoused-sized DCs com-
monly used in public clouds, telecom cloud must
support a large number of small, distributed
DCs to reduce traffic in the core network. A dis-
tributed DC architecture brings many benefits
for network operators. By encapsulating work-
loads in virtual machines (VM), a cloud resource
manager can migrate workloads from one DC to
another looking to improve the perceived quality
of experience (QoE), reducing energy consump-

ABSTRACT

Many telecom operators are deploying their
own cloud infrastructure with the two-fold objec-
tive of providing cloud services to their cus-
tomers and enabling network function
virtualization. In this article we present an archi-
tecture we call SHINE, which focuses on orches-
trating cloud with heterogeneous access and core
networks. In this architecture intra and inter DC
connectivity is dynamically controlled, maximiz-
ing the overall performance in terms of through-
put and latency while minimizing total costs. The
main building blocks are: a future-proof network
architecture that can scale to offer potentially
unlimited bandwidth based on an active remote
node (ARN) to interface end-users and the core
network; an innovative distributed DC architec-
ture consisting of micro-DCs placed in selected
core locations to accelerate content delivery,
reducing core network traffic, and ensuring very
low latency; and dynamic orchestration of the
distributed DC and access and core network seg-
ments. SHINE will provide unprecedented quali-
ty of experience, greatly reducing costs by
coordinating network and cloud and facilitating
service chaining by virtualizing network functions.
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tion [5], or even in response to situations such as
network failures or high-demand events. In addi-
tion, placing DCs closer to end-users enables the
development of services and applications that
can take advantage of very low latency.

The efficient integration of cloud-based ser-
vices under a distributed DC architecture,
including the interconnecting network, is a chal-
lenging task due to the required performance
and high availability guarantees. The answer
from network providers to the increasing traffic
dynamism is to migrate their networks to a
cloud-ready transport network [6], as a platform
able to handle dynamic traffic patterns and
asymmetries. Although this approach enables a
more elastic transport infrastructure, it has tech-
nical challenges on its own that must be addressed.
In the recent work [7], the authors propose to
use the dynamic connectivity provided by the
flexgrid optical technology to improve resource
utilization and save costs. The flexgrid technolo-
gy enables a finer spectrum granularity adapta-
tion and the ability to dynamically increase and
decrease the amount of optical resources
assigned to connections. The availability of flex-
grid ready spectrum selective switches enables
building bandwidth-variable optical cross-con-
nects (OXC), whereas the advent of sliceable
bandwidth-variable optical transponders (SBVT),
able to deal with several flows in parallel, adds
even more flexibility and reduces costs [8].

In the access, higher speeds together with
multiple data plane interfaces will drive the evo-
lution of aggregation elements to multi-service
nodes, abstracting capabilities from data plane
specificities. The necessary support of legacy ser-
vices and interfaces and the multi-service scope
for those devices motivates the definition of pro-
grammable control, adapting the generic concep-
tion of the node to the specific need.

That control has to consider both service and
transport characteristics to orchestrate resources
end-to-end. The advent of software-defined net-
working (SDN) is fueling the deployment of pro-
grammable control methods. In fact, several
initiatives are currently under way to define
architectural frameworks for centralized control
elements, such as the OpenDayLight project1 or
the Application Based Network Operations
(ABNO) architecture [9]. The OpenFlow proto-
col2 is well suited to handle transmission specifics
and intra-DC connectivity [10]; for example,
extensions to OpenFlow can be defined to con-
figure SBVTs. In contrast, some telecom opera-
tors might prefer using ABNO to control
interconnection networks since it is based on
working functional elements and facilitates net-
work re-configuration [11].

In this article we present a Service-oriented
HybrId access Network and Cloud ArchitecturE
(SHINE) that orchestrates cloud with heteroge-
neous access and core networks, dynamically
controlling intra and inter DC connectivity. A
number of challenges associated with end-to-end
coordination and the migration from the existing
networking framework need to be faced. Separa-
tion of service and transport oriented tasks are
key to allow a scalable orchestration, facilitating
its independent evolution; clear interfaces and
taxonomy of functions is required.

A set of NFV use cases have been recently
identified by the NFV group within ETSI [12]
and several initiatives are being developed in
that field, with a relevant number of proofs-of-
concept in place.3 In addition, the recently
launched mobile-edge computing (MEC) initia-
tive aims at adding cloud-computing capabilities
at the edge of the mobile network.4 Notwith-
standing, because of its versatile and adaptable
architecture, SHINE offers a common infra-
structure to deploy many different NFV scenarios.

SHINE ARCHITECTURE
SHINE proposes a new optical architecture
capable of fulfilling the requirements in terms of
capacity and dynamicity of future access net-
works bypassing metro aggregation layers cur-
rently deployed (Fig. 1a). An active remote node
(ARN) serves as a gateway for a number of het-
erogeneous networks and uses transmission and
multiplexing to incorporate traffic from large
geographic areas (rural and urban) directly to
the core network. The ARN directly interfaces
OXCs in the core network by means of point-to-
point connections through dedicated links
exploiting adaptive modulation formats to capi-
talize on their distance adaptive transmission
properties (Fig. 1b).

A number of m-DCs are placed in some core
locations to accelerate content access times and
to reduce core network traffic. m-DCs are geo-
graphically distributed and connected through a
flexgrid core network to behave as one single
large DC. Large DCs can also co-exist to feed
m-DCs with contents.

SHINE also includes an orchestrated man-
agement plane to provide elastic and resilient
cloud and network resource provisioning, com-
bining resources in geographically separated
m-DCs. Dynamic network resource allocation
will combine both flexgrid core and access net-
works according to traffic needs. The architec-
ture of the SHINE’s ARN and m -DC is
illustrated in Fig. 2.

ACCESS NETWORK SYSTEM
The SHINE’s ARN works as a protocol termina-
tion point where frame aggregation is imple-
mented using either IP/MPLS, Ethernet, or
OTN platforms (Fig. 2a). The conceived func-
tionality offers the potential for a service trans-
parent solution whenever this is needed (e.g. for
mobile front/back hauling). The main building
blocks of the ARN include:
• Access interface implementation by means

of transceiver modules. 10 GbE modules
serving point-to-point connections from a
multitude of services are envisaged, as well
as 10 GbE PON for residential access.

• Upstream interface implementation by
means of SBVTs allowing access to a num-
ber of client signals.

• OpenFlow switching and programmable
network processing backplane.

m-DCS
The SHINE’s m-DC architecture aims at creating
an energy-efficient cloud infrastructure while
keeping latency ultra-low. To that end, one sin-

1 OpenDayLight:
http://www.openday-
light.org/ 

2 Open Networking
Foundation:
https://www.opennet-
working.org/ 

3 http://nfvwiki.etsi.org/
index.php?title=On-
going_PoCs 

4 https://portal.etsi.org/
Portals/0/TBpages/MEC/
Docs/MEC%20Execu-
tive%20Brief%20v1%20
28-09-14.pdf
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gle multi-granular switch is used to connect
every server in the m-DC, using 100 Gb/s optical
interfaces, to the interconnection network (Fig. 2b).

The multi-granular switch is able to switch
packets, flows, and/or optical signals from/to the
SBVTs, enabling configurable multiplexing toward
the SBVT front-end cards. Based on the modula-
tion formats supported by the SBVTs, the multi-
granular switch can be configured to aggregate
heterogeneous client lower granularity packet
flows (by performing full electronic packet pro-
cessing) or entire optical flows (by performing
optical port-to-port forwarding) to a given tribu-
tary signal having a certain destination (e.g. a
remote m-DC). Such flexibility, orchestrated by the
local SDN controller, allows the adoption of ener-
gy-efficient grooming strategies, aiming at reduc-
ing the impact of electronic processing only where
and when needed. As an example, if enough traf-
fic is generated by a local server toward a remote
m-DC, such traffic can be assigned to single or
multiple flows. Such flows can be optically
switched directly toward one or more tributary
lines of the SBVT that reaches the remote m-DC,
thus bypassing electronic processing. A local SDN
controller is in charge of such optimization by
automatically and dynamically configuring the
flow entries of the multi-granular switch.

ORCHESTRATED
SERVICE MANAGEMENT AND CONTROL

SHINE considers the deployment of an orches-
trated service management and control architec-
ture spanning along the m-DCs (Fig. 3); this
architecture leverages the ABNO framework for
the interaction with the transport infrastructure.
A parent module is in charge of the overall
coordination of cloud and networking resources,
being the common entry point for services. Spe-
cific management and control modules at the
m-DC level are in charge of the resources inter-
nal to a given m-DC, whereas ABNO coordinates
both optical nodes in the core and ARNs in the
access network. See [13] for details on the itera-
tion between components.

Components of service management and con-
trol are:
• The scheduler, which assigns VMs to servers

seeking to use resources effectively and
achieve the target QoE. In addition, energy
efficiency can result from energy-aware VM
scheduling and server consolidation.

• The QoE estimation module estimates
parameters related to the QoE experienced
by end-users, mainly delay.

• The statistics and monitoring module gath-
ers information regarding the use of
resources and the performance of services
to be used to predict likely scenarios.
Components of network management and con-

trol are:
• The network control module issues com-

mands to m -DC level modules and the
ABNO looking to create virtual networks
among VMs running in one or more m-DCs.

• The SDN controller is in charge of intra m-DC
network resources and controls both the
multi-granular switch and the SBVTs
installed on it.

• The ABNO module is in charge of the con-
nections among DCs and from them to
ARNs in the access network.

SHINE IAAS IN SUPPORT TO NFV
IaaS-based cloud services can be offered on top
of the resulting SHINE architecture, were VMs
can run on the servers available in the m-DCs
and large DCs, while connectivity can be created
to connect VMs belonging to the same client,
disregarding their placement. The same infra-
structure can be shared for NFV applications,
where in addition to servers in DCs, VMs sup-
porting NFV applications can run in ARNs. This
creates three levels with different characteristics:
• ARNs can host those functions that require

proximity to the end-users because of laten-
cy or to aggregate data from a reduced
number of sources.

• m-DCs offer a good trade-off between laten-
cy and end-user proximity.

• Large DCs offer economies of scale and can
be used for those delay tolerant services.
The service manager module is in charge of

managing dynamic optimal VM placement and,
once decided, optimal virtual networks are creat-
ed or reconfigured using online optimization

Figure 1. a) Current and b) SHINE network scenario. SHINE combines
hybrid access and a distributed DC connected through a flexgrid core net-
work.
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algorithms. This self-management allows applica-
tions to be deployed based on SLA agreements,
including QoE parameters (e.g. max user delay,
max average delay, etc.). For scalability, applica-
tion administrators can request elastic opera-
tions being applied to scale-out by adding more
VMs, scale-up adding more resources to a VM,
and scale-down their cloud services.

All the above can be used to support NFV
applications. Next we present several use cases
to illustrate the automated composition and allo-
cation of computing and network resources and
the interaction with the rest of the elements in
the SHINE architecture.

USE CASES
This section presents potential use cases address-
ing different markets of interest for any network
operator, namely content delivery, and business,

mobile, and fixed broadband access. For that
goal, we extract the corresponding use cases
from the set defined in [12], aiming to briefly
describe how these NFV scenarios fit into the
proposed SHINE architecture.

USE CASE I: CONTENT DELIVERY NETWORK
Content delivery networks (CDN) incorporate a
number of components, e.g. cache nodes, that
are orchestrated by a controller. The CDN con-
troller is a centralized component that selects a
cache node to serve an end-user request, and
then redirect the end-user to the selected cache
node; selecting nodes closer to the end user
reduces traffic in the core network and enables
delivering higher quality multimedia flows. CDN
cache nodes are distributed within the network
and are currently deployed as dedicated physical
appliances or software running on dedicated
hardware.

CDN cache nodes can be virtualized to run
on VMs placed in m-DCs and/or ARNs, whereas
the CDN controller can run in large DCs. Based
on SLA agreements, VMs encapsulating CDN
nodes are autonomously placed by SHINE’s ser-
vice manager to meet QoE parameters. In addi-
tion, the performance and load of the CDN
nodes need to be monitored by their own CDN
service administrator so as to elastically adapt
the deployed nodes to the current service needs.
In case the load of some cache nodes reaches an
upper threshold, elastic operations to scale-up
specific VMs or to scale-out to add new VMs
encapsulating cache nodes can be requested
from SHINE’s service manager. In contrast,
when the load decreases, opportunities appear
to reduce the resources (CPU or memory) avail-
able to some VMs or to consolidate workload in
a few VMs. As before, the CDN service should
detect these opportunities to request the proper
configuration from the SHINE’s service manag-
er. Finally, it is worth noting that each CDN ser-
vice runs isolated from other services, so several
CDNs can be deployed, where cache nodes share
the underlying infrastructure.

Finally, one of the main characteristics of the
SHINE service manager is its ability to reactively

Figure 2. SHINE’s ARN (a) and m-DC (b) architecture.
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reconfigure deployed services in the event of
QoE degradation and even proactively reconfig-
ure them to improve overall performance. As an
example, let us imagine that a failure in a link in
the core network has triggered restoration, and
the length of the restoration path suddenly caus-
es the measured delay from the users to the
serving application to increase past a given
threshold. In that case, SHINE’s service manag-
er re-computes optimal VM placement to meet
the committed QoE, which might result in
decreasing the traffic through the restoration
path, thus saving resources in the core network.

USE CASE II: BUSINESS ACCESS
The business connectivity market is typically
characterized by the provision of isolated virtual
private networks (VPN) to a variety of geo-
graphically dispersed access points. Even more,
business services are demanding connectivity to
some form of cloud networking, accessing either
private, public, or hybrid clouds.

Specific network elements are deployed at
customer premises, but also at the access point
of presence (PoP) to collect such traffic, ideally
aggregating a high number of enterprises
demanding similar services. At the customer
side, not only the customer edge (CE) equip-
ment, but also some other devices like firewalls,
could be in place. On the network side, what is
required at a minimum is the deployment of a
provider edge (PE) router for customer access.
The new trends in NFV can facilitate the virtu-
alization of such network elements by instantia-
tion of network functions. This can have a
direct impact on service savings, since for man-
aged services, both the CE’s cost and its opera-
tion are entirely allocated to the enterprise
customer.

On the other hand, the cost of a PE can be
shared among the customers connected to it.
However, in practice, overprovisioning is required
to provide the needed service coverage, thus it is
necessary to deploy a huge number of PE equip-
ment for enterprise access, which in reality
exceeds the connectivity demand per area. This
complex trade-off between service footprint and
adequate platform dimensioning could be highly
optimized by rolling-out virtualized PE functionality.

Considering the SHINE architecture, CEs
can be deployed at the ARNs, together with
additional functions if needed (e.g. firewalls, as
mentioned before). As for the PE function, it
can be located deeper in the network, at the
core level, or it can even be distributed to the
ARNs in case of scalability concerns. In the cen-
tralized case, the underlying flexgrid transport
network can guarantee the required SLAs for
the service. Regarding the cloud resources com-
plementing the business service, they can be
placed and moved among DCs (large and μ)
according to actual service needs. Fig. 4 shows a
potential deployment scenario.

From the operation viewpoint, a VPN appli-
cation should be placed on top of the SHINE’s
service management and control module for
programming forwarding rules among virtual
CE functions residing in ARNs across the net-
work, with the necessary isolation among cus-
tomers. The intelligence needed for routing

among customer branches or some other rich
functions, for example, network address transla-
tion (NAT), will be part of the VPN applica-
tion, which interacts properly with the central
ABNO controller for accomplishing end-to-end
services. Additionally, in the case of hybrid
cloud services, the needed orchestration with
the DC infrastructure can be managed from the
service management and control module in a
transparent way to the customer. This interac-
tion would allow for elastic cloud services and
isolation between customer and operator cloud
management, for example, when moving VMs
among DCs [14, 15].

USE CASE III: MOBILE BROADBAND ACCESS
Mobile access networks are of particular interest
to network operators because of the high capaci-
ty and capillarity they require to satisfy end-user
expectations; this will become even more evident
with the advent of 5G wireless networks. This
scenario forces operators to explore new ways of
deploying the necessary infrastructure to fulfill
end-user requirements in a cost effective way.

One of the recent trends in the mobile indus-
try is the centralization of some functions of the
radio access network (RAN), named the central-
ized-RAN (C-RAN) approach. C-RAN proposes
allocating common radio-access processing
resources, base-band units (BBUs), currently
deployed in mobile stations, in a central node,
while just keeping remote only the infrastructure
strictly needed to provide the wireless connectiv-
ity, that is, the radio remote units (RRUs).

The flexibility of C-RAN can be further
extended by virtualizing the BBU functionality.
Fig. 5 suggests a mapping of the C-RAN
approach to the SHINE architecture. In this
case, the BBU is deployed inside the ARNs and
connected to the RRUs in the coverage area
defined for this service. Such connection is
implemented by means of high-speed common
public radio interface line cards, supported by
the ARN architecture.

Communication between two mobile stations
allocated to the same BBU is performed through

Figure 4. Business access scenario.
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an X2 interface implemented directly in the
ARN. When mobile stations are attached to dis-
tinct ARNs, connectivity is performed through
the flexgrid core network available in the SHINE
architecture, thus minimizing latency and guar-
anteeing quality indicators.

The SHINE’s service management and con-
trol module will be responsible for handling all
the necessary connections in the access to ensure
service provision. This involves not only the con-
nections for the X2 interface, but also the con-
nections needed for the S1 interface that allows
communication with the mobile packet core ele-
ments placed deep in the network. In fact, such
core elements, for example, the mobility man-
agement entity (MME), the serving gateway
(SGW), or the packet data network gateway
(PGW) in the LTE architecture, can also be
deployed in the form of virtualized functions to
run either in the large DC or the m-DCs, depend-
ing on the required scalability.

An application running on top of the
SHINE’s service management and control mod-
ule requests function deployment and the overall
connectivity to the system.

USE CASE IV: FIXED BROADBAND ACCESS

Similar to mobile access, network operators are
considering the viability of centralizing certain
fixed broadband processing capabilities in access
nodes, looking to simplify those network ele-
ments that provide connectivity to the end users.
This simplification, ideally implementing just
programmable forwarding capabilities, will clear-
ly impact cost savings and service flexibility.

By doing so, access service provisioning can
be highly simplified; end user connectivity will
only be a matter of how much bandwidth the
available infrastructure (e.g. xDSL, FTTx) provides,
while centralizing all service logic. Aspects like QoS
configuration, traffic filtering and prioritization,
and so on, can be governed independently of the
underlying technology. New service creation
would only imply updating service logic in a cen-
tral point, whereas connectivity upgrades would
become just a question of migrating to an access
transport technology supporting more capacity.

In addition, this approach would simplify the
way access infrastructure is shared among opera-
tors; the flexibility introduced by separating for-
warding and control planes in the access allows
slicing of network assets, facilitating the control
of dedicated portions of the network to different
operators. Thus, infrastructure deployed by dif-
ferent operators can be shared, reducing costs
and time to market.

Apart from the access, network functions like
the broadband network gateway (BNG) can be
virtualized and instantiated on cloud infrastruc-
tures, scaling according to real needs. Nowadays,
monolithic BNGs are rolled-out per PoP consid-
ering a maximum user forecast. The reality is that
the load of those BNGs is far lower than its maxi-
mum capacity, with the constraint that the vacant
resources cannot attend (at least in an easy and
optimal way) the demand in other PoPs, while
consuming scarce resources, like IPv4 addressing.
By deploying virtualized instances of BNGs, the
right scale for accommodating the actual demand,
which changes along the day, can be ensured.

Figure 6 presents how the SHINE architec-
ture can address this scenario. ARNs host con-
trol plane capabilities of fixed access network
nodes, with the local instantiation for handling a
variety of access technologies (G.PON, Ethernet,
etc). Each ARN supports client interfaces for all
“last drop” technologies, abstracting control
from data-plane characteristics.

On the other hand, the BNG function is
deployed in the large DC or the m-DCs, where
the optimal placement depends on the actual
demand. The SHINE architecture facilitates two
ways of scaling:
• When a BNG is attending a huge number of

dispersed customers across the network (i.e.
accessing from different PoPs) the BNG
can be deployed in the large DC and its
network functionality scaled-out/down, pro-
ducing a bigger/smaller BNG;

• In the case where a punctual high demand
arises in a specific area, a new instance of
the BNG can be deployed in a nearby m-DC.
As in previous use cases, an application run-

ning on top of the SHINE’s service management and
control module requests function deployment.

Figure 5. Mobile broadband access scenario.
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SUMMARY

In this article the SHINE architecture has been
presented; it orchestrates cloud with heteroge-
neous access and core networks to provide cloud
services, being the base to support NFV. The
SHINE approach incorporates: ARN nodes to
interface end-users directly to the core; a set of
m-DC placed close to the access to reduce net-
work traffic while ensuring low latency; and a
service management and control module to
dynamically orchestrate cloud and network.

Four use cases addressing different markets
of interest for any network operator have been
used to illustrate how the SHINE architecture
can be used to facilitate virtualizing network
functions and orchestrating services.

The major challenges in the deployment of
SHINE are associated with end-to-end coordina-
tion and the migration from the existing net-
working framework. In that regard, further
specific studies are needed and migration steps
need to be considered.
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INTRODUCTION AND MOTIVATION

The Internet is a global infrastructure that
accommodates a wide range of applications with
diverse quality of service requirements. A prima-
ry goal is to utilize the physical resources accord-
ing to the needs of the deployed network
services, while at the same time Internet stake-
holders, such as the network and service pro-
viders, target the realization of services in a
manner consistent with their business plans. This
diversity calls for flexible resource control and
management, with programmability and
improved determinism in the system behavior.

Along these lines, programmable networks [1],
software-defined networks (SDNs), and OpenFlow
[2] were introduced. SDNs are characterized by: 

• Decoupled network control from forward-
ing, with control embedded in a logically-
centralized component.

• Programmability via software functions
interacting with the network.

• Appropriate abstractions that allow SDN
applications and services to be network-
aware.

OpenFlow is a de jure standardized way to con-
trol flow tables in switches and routers. It allows
a logically-centralized software application that
has a global viewpoint of the network, called an
SDN controller, to interact with the network
equipment and make changes in the flow tables
of the network equipment. Higher-level SDN
applications interact with one or more SDN con-
trollers in order to manipulate their general
behavior, and to achieve significant performance
improvements [3]. Two survey papers that cover
the area of SDNs are [4] and [5].

The network function virtualization (NFV)
architectural concept [6] brings networks closer to
IT domains and their related operations. NFV tar-
gets both flexibility in service provisioning and
reduction of cost expenditure. SDNs and NFV,
although independent, can be mutually beneficial
and may co-exist in the same network environ-
ment. SDNs offer flexibility at the network control
level, while virtualization is a good candidate tech-
nology for hiding network device heterogeneity.

Based on the above, we have envisaged the
following four research challenges for the future
evolution of SDN/NFV technologies with the
aim of improving service-awareness in the infra-
structure.

Challenge 1: The enablement of new SDN
applications, beyond centralized traffic engineer-
ing, without being constrained by existing hard-
ware characteristics. Virtualization can hide the
heterogeneity at the hardware level and can
serve as a migration path toward adopting SDN-
like technologies.

Challenge 2: The introduction of new abstrac-
tions for realizing sophisticated management
features on top of flexible and programmable
network control components. Such technologies
will bridge the gap between the local viewpoints
(i.e. solutions handling network control issues)
and the global viewpoints (i.e. higher-level man-
agement features).

Challenge 3: The fast and simple deployment
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of network resources that collectively support a
large number of services, from the level of a sin-
gle node up to a large-scale network.

Challenge 4: The maintenance of a global
picture at both the network level and domain
level, using logically-centralized intelligence, pro-
grammable techniques, and an abstracted design.

Consequently, a high-level unification and
integration of the virtualization, network func-
tion virtualization, SDN, programmability, and
management would need to be achieved. This
calls for new infrastructure architectures, stan-
dardized interfaces, and management applica-
tions. As such, we foresee that the research
focus would move toward the incorporation of
SDN with NFV, whereby novel network manage-
ment approaches can bring services and net-
works closer.

Targeting the above challenges, we present
the Very Lightweight Software-Driven Network
and Services Platform (VLSP), a fully integrated
open-source software-defined infrastructure and
architecture for networks and clouds that we
have designed and implemented from the
scratch. VLSP is differentiated from SDN archi-
tectures [7] and open solution initiatives [8] by
having the following architectural features:
• A deeper integration of NFVs and SDNs by

introducing uniform virtualization of net-
works and applications.

• Unified management and control for both
networks and clouds, reducing management
cost and complexity.

• Suitability for reliability and scalability eval-
uation through the use of a lightweight vir-
tualization hypervisor.
Additionally, VLSP supports the following

novel features:
• A software execution environment within

the virtual routers, allowing the deploy-
ment, at run-time, of diverse network con-

trol and service components in order to
enable programmability capabilities.

• A focus on elastic, adaptable, and autonom-
ic service provisioning and management.
Supporting lightweight application compo-
nents being realized as virtual resources
deployed and managed uniformly by the
same environment.

• Hierarchical and distributed control compo-
nents that offer scalable and logically-cen-
tralized network control and management,
without overloading centralized software
nodes. This enables the autonomic network
and service management logic to be designed
and operated on a global network view.

• An integrated and abstracted state informa-
tion manipulation facility, building the glob-
al-picture for the system, while supporting
local level and domain level views, yet
adaptable to the diverse requirements of
the involved entities.
In Fig. 1 we show the VLSP architecture,

components and their relation [7, 8] to the
ONF SDN ITU-T Y.3300 SDN, IRFT RFC
7426, ETSI NFV, OpenStack Neutron, and
OpenDaylight architectures. ONF is working
on OpenFlow standardization aspects, and
ETSI is studying the architecture of NFV from
the network operators’ perspective. Neutron
augments OpenStack clouds with networking
as a service capabilities,  and is based on a
loosely-coupled architecture, whereby service
and virtual network device plugins realize the
targeted behavior and are hidden behind a
common API. All available plugins present
different performance trade-offs, scalability,
manageabil i ty ,  and compatibi l i ty  aspects,
which cloud operators should weigh-up for
themselves.

Several SDN/NFV efforts have appeared
within the IETF in the form of working groups

Figure 1. VLSP architecture, components and relation to ONF SDN, ITU-T SDN, IRTF SDN, ETSI
NFV, OpenStack Neutron and OpenDaylight architectures.
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or working group initiatives. The data plane
oriented approaches are enabling higher-level
control (e.g. the Interface to the Routing Sys-
tem Group and the Abstraction and Control of
Transport Networks Group), with some of them
introducing application-awareness (e.g. the
Application-Layer Traffic Optimization Group).
The Virtual Network Function Pools Group
and the Network Function Virtualization Con-
figuration Group propose design details for a
more efficient usage of NFVs. The Service
Function Chaining Working Group is studying
the deployment of service functions in large-
scale environments.

The ITU’s Telecommunication Standardiza-
tion Sector (ITU-T) hosts study groups on SDNs.
SG13 focuses on future networks (e.g. clouds,
mobile, virtual networks) and SG11 on relevant
network protocols. In the IRTF, the Software-
Defined Networking Research Group identifies
future research challenges, including scalability,
abstractions, security, and programming lan-
guages for SDN environments. Other SDN ini-
tiatives have a stronger focus on combining
SDNs with NFV, including the IEEE SDN tech-
nical community.

Many researchers have pointed out the
importance of both reliability and scalability in
SDN environments. Shalimov et al. [9] carried
out an extensive study of seven SDN/OpenFlow
controllers. They claim, based on their results,
that current controllers do not scale well over
the network cores and that they are not able to
meet the increasing demands in communication.
In our case, VLSP considers scalability as a basic
design requirement.

In another case, Google documented an out-
age incident in its SDN WAN deployment [3],
which could have been avoided if latency sensi-
tive operations had received higher priority,
compared to the throughput-intensive opera-
tions. The outage problem was detected at a
very late stage, due to the lack of enough perfor-
mance profiling and reporting. Levin et al. assess
how inconsistency of SDN control state informa-
tion significantly degrades performance of logi-
cally-centralized control applications [10]. In
their work and many others, state information
management is integrated within a correspond-
ing SDN application or SDN controller.

From our point of view, the state informa-
tion, its manipulation, and the exchange capabil-
ities can be abstracted away and realized through
a separate component in the SDN architecture.
The SDN applications and controllers should be
able to communicate information based on their
own diverse requirements and constraints. This
requires not only supporting alternative methods
to create the network-wide state, but also a flexi-
ble way to choose the most appropriate configu-
ration each time.

In contrast to the related initiatives, we target
our identified four research challenges, which we
foresee as main research trends in the near
future. We focus on aspects such as service-
awareness, a better and uniform control, all of
which are beyond performance issues, network
protocol issues, and the existing constraints of
deployed infrastructures. VLSP is based on a
lightweight virtual router implementation, suit-

able for scalability and reliability evaluations. As
we highlight in Fig. 1, the VLSP components
could be integrated into existing deployed infras-
tructures at their equivalent architectural blocks,
since they use similar design strategies (e.g.
RESTful communication).

The following section discusses the VLSP
design details and architecture. After that we
provide representative use-case scenarios of our
platform. Then we highlight our experimental
methodology and provide experimental results.
Following that we discuss the lessons we have
learned during its design and implementation.
Finally, we conclude this article.

PLATFORM DESIGN AND
ARCHITECTURE

The VLSP provides reusable management and
control facilities that are utilized by additional
software entities, called management and control
entities (MCEs) in this article. These MCEs,
when combined with the VLSP, enable logically-
centralized management and control of the sys-
tem. A categorization of the different types of
MCE, from a deployment related perspective,
follows:
• High-level services and management appli-

cations, which are responsible for the effi-
cient operation of the whole system, at both
the network and service levels. They take
optimization decisions based on the global
picture.

• MCEs deployed at the physical hosts, con-
trolling a part of the network, such as the
SDN controllers.

• MCEs deployed at the virtual routers, which
are responsible for resource-facing opera-
tions at the virtualization hypervisor level.
Figure 1 gives a high-level overview of the

VLSP. An earlier version of the VIM and the
LNH layers are presented in [11]. We have done
further design and implemented an integrated
working version of the VLSP and released it as
open-source software.1 In the following subsec-
tions, we describe all three of the VLSP layers
and their main functions.

THE VIRTUAL INFRASTRUCTURE
INFORMATION SERVICE

The VIS offers abstracted and logically-central-
ized information manipulation across all of the
deployed software entities. In Fig. 2, we present
a high-level view of the VIS architecture and its
basic interactions. The VIS uses two separate
interfaces for communication with the MCEs,
namely: 
• The information management interface,

which handles the configuration of informa-
tion manipulation, including the MCE’s
registration to the VIS, the management of
internal VIS information manipulation
functions, and the establishment, operation,
and optimization of information flows;

• The information exchange interface, which
offers the actual information transfer and
exchange capability to the deployed MCEs.
The VIS has the following core functions.

1 The VIS, the VIM, and
the LNH components,
the relevant documenta-
tion, and research papers
can all be downloaded
from: http://clayfour.ee.
ucl.ac.uk.
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Information Collection and Dissemination
(ICD): The ICD is responsible for organizing the
communication of information, including the
optimization of information flows. It offers facili-
ties for information retrieval and information dis-
semination, plus the information flow controller.
Alternate selectable communication methods are
supported, such as the push/pull, publish/sub-
scribe, and direct communication methods. The
information flow controller oversees such func-
tions, including controlling the information flow
establishment, operation, and relevant optimiza-
tion aspects;

Information Storage and Indexing (ISI):
The ISI provides storage and indexing function-
alities to the VIS. The MCE registration module
allows the MCEs to express their information
handling requirements and capabilities. The ISI
function maintains an MCE registry, storing
specifications for the available information to be
retrieved or disseminated. The information stor-
age module offers alternative storage options,
according to requirements and characteristics,
specified during an MCE’s registration phase.

Information Processing and Knowledge
Production (IPKP): The IPKP augments VIS
with information processing, aggregation, and
global-picture information production capabili-
ties. The information aggregation module applies
aggregation functions (e.g. MAX, MIN, AVER-
AGE) to the collected data before they are
stored or disseminated. The data may be filtered
at the aggregation level for optimization purpos-
es. The knowledge production module generates
global-picture information through processing
and/or aggregating information.

THE VIRTUAL INFRASTRUCTURE MANAGEMENT
The virtual infrastructure management (VIM)
provides high-level control and management of
the virtual infrastructure. In Fig. 3 we show the
VIM with its basic functions and interfaces. It is
responsible for the manipulation and lifecycle of

virtual topologies and the service and manage-
ment software running on top of them, to ensure
continued operation and consistency. The VIM
interacts with the other two VLSP layers through
the virtual infrastructure management interface.
The core VIM architectural components are as
follows.

Infrastructure Controller: The infrastructure
controller acts as a control point for managing
the virtual elements and the applications they
support. It accepts all of its input via the VIM
interface from high-level management applica-
tions (i.e. for service orchestration aspects) and
from the VIS (i.e. for information management
related activities). The service orchestrator per-
forms the automatic allocation and full lifecycle
management of distributed application nodes
which run on the virtual routers and realize par-
ticular network services. The infrastructure con-
troller is also responsible for the allocation and
efficient operation of the virtual resources,
through the resources orchestrator. This module
handles the optimal placement of the virtual
routers, the decisions to add or remove new
resources, the manipulation of the correspond-
ing virtual links, and so on. It manages the full
lifecycle of the virtual resources, aligned to the
availability of physical resources and the service
requirements.

Infrastructure Optimizer: This function han-
dles VLSP optimization aspects for efficient allo-
cation of virtual resources and the corresponding
data paths. It is responsive to the changes in net-
work conditions or requirements, triggering
appropriate optimization processes or mitigating
stability problems (such as the relocation of ser-
vice nodes or virtual routers). The placement
engine performs the actual placement of all
VLSP entities according to the current topology
and the virtual network elements load. The flow
controller is responsible for performing logically-
centralized data flow allocation. It makes deci-
sions on the establishment of particular data

Figure 2. The Virtual Infrastructure Information Service.
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flows. The same component realizes the infor-
mation flows being handled from the VIS.

Configuration and Monitoring: The configu-
ration and monitoring function supports the
VIM interactions with the high-level applications
and the LNH. The configurators and configura-
tion actuators handle operations related to the
translation of certain management and control
commands to configuration settings at the level
of LNH. It provides alternative configuration
options to the management entities for a target-
ed network behavior. The monitoring engine is
responsible for low-level monitoring activities,
such as the manipulation of monitoring probes
in the virtual routers. It collects information to
be further processed from the VIS (either aggre-
gated or global-picture information) and used
from the VIM as an input for optimization deci-
sions.

THE LIGHTWEIGHT NETWORK HYPERVISOR
The lightweight network hypervisor (LNH), as
shown in Fig. 3, includes a fully operational
lightweight virtual router (VR) combined with
virtual network connectivity and its associated
low-level control components. The LNH com-
municates with the other two VLSP layers for
network control activities through the LNH con-
trol interface . This communication involves
enforcement of the VIM decisions regarding the
deployment and configuration of virtual net-
works and network services. Furthermore, it
handles the establishment and efficient parame-
terization of the information flows being over-
seen from the VIS. The VIM monitoring engine
communicates with a number of deployed moni-
toring probes in the VRs, in order to collect

real-time state information via the LNH monitor-
ing interface. The LNH consists of the following.

The Virtual Router: The virtual router is a soft-
ware element that offers basic network protocol
functionality (e.g. routing and transport), an iso-
lated execution environment, and a virtual sockets
API. Our focus here was to provide a lightweight
foundation for a scalable infrastructure (i.e. the
VRs can bootstrap and shutdown in less than a
second). The routers support core IP functionali-
ty, such as the distance vector routing protocol,
the time-to-live option, and so on. The router
offers an application layer interface enabling the
deployment of Java software applications at run-
time. These act as the service elements within the
platform by using a virtual sockets API which can
send and receive datagrams or packets.

The Host Controller: The VRs are controlled
by distributed components residing at each phys-
ical host, the host controllers (HCs). The HCs
directly control the VRs within a host by passing
commands from the VIM, such as to manipulate
virtual routers, links, application nodes, and
their configuration.

The Runtime Engine: The runtime engine com-
plements the host controller with functionalities
related to the runtime operation of the deployed
virtual networks and network services. An exam-
ple is to enforce periodical network activities,
such as network maintenance processes and
timely detection of failures.

The Monitoring Probes: Each virtual router is
instrumented with the VLSP monitoring system,
based on Lattice [12], in order to gather data on

Figure 3. The Virtual Infrastructure Management and the Lightweight Network Hypervisor.
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the virtual network or the hosted applications
via modules called monitoring probes. The moni-
toring system collects the raw data and passes in
for further processing onto the VIS.

USE CASE SCENARIOS
Here we present an example workflow involving
all three of the VLSP layers. Assume a high-
level application expressing particular service
requirements: a request to deploy a web-based
application to be used by a given number of
users. The application also requests global-pic-
ture information on the web application perfor-
mance, such as the average response time. The
service deployment request is directed to the
VIM through the VIM interface and the informa-
tion flows establishment request to the VIS
through the information management interface.

The VIM invokes the infrastructure controller,
which decides to deploy a minimum number of
required web-servers hosting the web application
and a number of web-proxies that may be used
to improve communication performance. Fur-
thermore, the same component, after a request
from the VIS, decides to deploy a number of
monitoring probes sampling web application per-
formance, and an aggregation point to calculate

the average values. All of the above are handled
by the service orchestrator.

The resource orchestrator organizes the
deployment of virtual machines on a number of
physical servers. The infrastructure optimizer uses
the placement engine to decide the most efficient
locations of the involved application nodes (i.e.
the web-servers, web-proxies, and the aggrega-
tion point), in order to utilize physical resources
in an optimal way, as in [11]. The flow controller
deploys the data flows between the web-servers,
web-proxies, and the clients, and the information
flows that communicate and process information
regarding the web application performance. All
flows and node placements are optimized accord-
ing to an active global performance goal (for the
minimum energy consumption, as an example).

The monitoring probes are handled by the
monitoring engine. The scripting engine and the
configurators and configuration actuators modules
handle the appropriate representations and con-
figuration settings. Those settings are communi-
cated to the LNH, so it can enforce all the above
network and service decisions using the appro-
priate host controllers and runtime engines which
are handling the required virtual routers. After
this, the deployed network service is ready to
offer the web-based application to users.

Figure 4. VLSP validation results: a) average response time (scalability); b) average web page freshness (scalability); c) average
response time (handling jitter issue); d) web page freshness (handling jitter issue).
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In practice, all of the above configuration
decisions may be revoked by the high-level appli-
cation, in the case that the active performance
goal changes, or by the VIM, if it foresees issues
that may cause faults or performance problems.
In the experimental results section, we study a
similar scenario in which the VIM requests, after
some time, a change in the global performance
goal; it enforces a general guideline to stabilize
the average response time.

Some of the use-case examples that have ben-
efited from the VLSP platform are:
• The VLSP was used as a soft core network

connected to hardware based wireless and
mobile network elements in order to realize
network services on top of heterogeneous
network paths. The VLSP operated effi-
cient data flows and enabled allocation of
resources near the service consumers, based
on the unified local and global network
views and the high-level service require-
ments. We demonstrated a fully working
and integrated system in the context of
UniverSELF project.2

• The VLSP has been used to implement an
information-centric networking (ICN)
testbed. Specifically, it has been utilized in
the implementation of the CURLING ICN
algorithm [13], which employs a hop-by-hop
hierarchical content-based publish-sub-
scribe paradigm to content distribution.

• Within the Dolfin project,3 the aim is to
optimize energy consumption within the
limits of a single data center and in a group
of data centers, based on system virtualiza-
tion techniques and the optimal distribution
and placement of virtual machines. To real-
ize such a system, we augmented the VLSP
with energy-aware monitoring, modeling,
and resource allocation.

EXPERIMENTAL RESULTS
Here we present our experiments with the main
use-case scenario discussed in the previous sec-
tion. We particularly focus on how a change in
the general performance goal by the VIM is
realized, because of scalability and stability prob-
lems. We next detail our experimental method-
ology and then present our experimental results.

In our testbed we used 11 servers each with
four CPU cores and 32GB of physical memory.
The VLSP platform software itself consists of
more than 600 Java classes and more than
100,000 lines of code. On a desktop machine it is
possible to deploy topologies of approximately
70 virtual routers. We have tested a deployment
of 700 communicating virtual routers in complex
multipath topologies on 11 dedicated physical
servers. The underlying monitoring framework
used by the testbed on the routers, known as
Lattice, is described in [12] and is available as
open-source software.4

Every experimental run includes the creation
of a new network topology. Such a process
involves interactions between the VIM and the
corresponding host controllers deployed at all
physical servers. We have created small and sim-
ple data applications resembling web clients, web
servers, and web proxies. The VLSP determines

the most appropriate data paths for the data
flows by having the global network view as an
input and using the dynamic node selection algo-
rithms presented in [14]. This activity involves a
number of distributed nodes being deployed
over the virtual network (i.e. the web servers, the
web proxies, and the aggregation point).

As the next step, the VIM placement engine
assigns all of the web clients and web servers to
the most appropriate web proxies (namely the
web proxy that is closest). Then, after a warm-up
period, the communication begins. The web
clients periodically transmit performance mea-
surements to the VLSP over the negotiated data
flows using the following metrics:
• Average response time. The average time

taken from the request of a web page from
a web client to the point that it is received.

• Web page freshness The time taken from a
web page update to the point it reaches the
requesting web client.
In our experiments we have stress tested our

infrastructure with large topologies. The main
goal here is to investigate its behavior in terms
of scalability and stability and how resource
exhaustion can be tackled by changing the global
performance goal. As shown in Figs. 4a and 4b,
large scales can be reached (in this case we go
up to 500 virtual routers).

After some time during the runs, the VLSP
detects stability problems (in this case, increased
jitter in the average response time). When this
occurs the service orchestrator enforces a change
in the global performance goal that bypasses the
use of web proxies so that the web clients com-
municate with the web servers directly. As a con-
sequence of this change the jitter decreases, the
average response time increases, and we observe
in Fig. 4d a significant improvement in the web
page freshness. We can see in Figs. 4c and 4d
that the VLSP can trade the increasing response
time jitter for a slight increase in the average
response time. Such strategies can be associated
with control loops that detect and tackle system-
atic stability problems.

LESSONS LEARNED
Since we have been continuously designing and
implementing VLSP features for a number of
years, we have faced a number of issues that we
document in this section. In a nutshell, we
observed the following:
• It is difficult to experiment with medium to

large-scale topologies without having scala-
bility and stability as cornerstone require-
ments. In our case, we started building on
top of XEN virtual machines which hosted
a very small Linux distribution and routing
software. However, as this was still too
heavy for our needs, we ended up building our
own virtual router implementation support-
ing the essential features only. Lightweight
communication protocols are important as
well, so we implemented basic transport
and routing protocols. All of our manage-
ment-level protocols run on top of REST.

• Efficient resource consumption calls for a
clear identification and handling of the
involved performance trade-offs. For exam-

2 UniverSELF project
website: http://www.uni-
verself-project.eu.

3 Dolfin project website:
http://www.dolfin-fp7.eu.

4 Lattice home page:
http://clayfour.ee.
ucl.ac.uk/lattice/.
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ple, a physical server may run out of memo-
ry while the other resources can be mini-
mally utilized. The logically centralized view
and control give unique capabilities along
these lines. Furthermore, many OS related
configuration parameters need to be care-
fully adjusted, such as the heap memory
allocation.

• The architectural aspects and relevant
design abstractions need to avoid replicat-
ing functionalities, such as overlapping
communication protocol features.

• There is a need to focus on design and inte-
gration aspects beyond simple performance
improvements. The lesson from operating
system design is that flexibility and adapt-
ability may nominally reduce performance
but can enable a greater number of services
that were not possible before.
The reader may benefit from our experience

for their own software design, development, and
implementations of large scale distributed systems.

CONCLUSIONS
We have presented VLSP, a complete design
and implementation of a novel service-aware vir-
tualized software-defined infrastructure that
exhibits the main aspects of autonomic service
provisioning and network/service management.
We highlighted its relation to well known SDN,
NFV architectures, and relevant open-source ini-
tiatives. VLSP includes:
• The VIS, which provides an accurate, time-

ly, and complete view of the network.
• The VIM, which brings sophisticated high-

level network management for virtual net-
work topologies.

• The LNH, which abstracts resources and
enforces decisions taken. 
The above three distributed components

inter-operate in order to provide a number of
control loops that realize the management and
operations that actually utilize the physical
resources according to the needs of the deployed
network services.

In summary, the novel qualities of our pro-
posal are as follows:
• We designed and implemented a uniform

software-defined infrastructure from  scratch,
bringing together the NFV with SDN tech-
nologies.

• We introduced a lightweight virtualization
hypervisor, suitable for quick and scalable
deployment of network infrastructures, hav-
ing both computation and connectivity
nodes, as a suitable facility to experiment
with our ideas.

• We proposed a new infrastructure bringing
context-awareness in such environments,
associating global-picture information with
local views, requirements, and resource
constraints. 

Last but not least, we demonstrated how these
ideas work together to tune performance trade-
offs toward planned network behavior.

We have shown how VLSP has been used for
various network evaluations, and in the future we
plan to explore using the VLSP for flexible ser-
vice creation and deployment focusing on dis-

tributed networked cloud infrastructures and net-
work service chaining. This involves extensions of
the VLSP with methods and processes elaborat-
ing and using [15] for continuous dynamic opera-
tion of services, service composition, aggregation
and management of service blocks, including ser-
vice delivery based on orchestration, programma-
bility [1] and automatic (re)deployment.
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INTRODUCTION

The protection of users’ terminals against Inter-
net threats is largely dominated by a device-cen-
tric model. This basically consists of installing a
set of security applications on each terminal,
such as anti-virus software and a personal fire-
wall. An average user nowadays has multiple ter-
minals, including a smartphone, a smart TV, and
a notebook, and in many cases also a tablet, a
desktop computer, and even a game console.
These devices usually have different architectures
(e.g., Intel or ARM) as well as different capabili-
ties and operating systems (e.g., Android, Win-
dows, or Linux), so the appropriate protection
tools may not be available for all platforms. As a

result, the most common practice is to install dif-
ferent security applications on the various termi-
nals — or simply rely on the default protection
means provided by the operating systems. Let us
assume for a moment that users would like to
have the same security policy and exactly the
same protection level enforced on all of their
devices. In the context of this article, we will call
this the “uniform security aim.” To achieve this
goal, the user typically needs to understand the
configuration details of each device, which typi-
cally involves the setup of different security appli-
cations on different platforms. For non-
technically savvy people, this turns out to be an
impossible hurdle to overcome. As a result, most
Internet users suffer from wide variations in their
protection levels, and this problem is exacerbated
as the number of devices per user grows.

In this article, we propose a paradigm shift
from device-centric protection to a user-centric
model. The latter specifically addresses the two
main drawbacks of the former: the need for dis-
similar installations of security applications in
different devices due to their different platforms,
and the problem of non-uniform protection due
to the difficulties in the configurations needed.

To cope with the first problem, we propose a
model in which the protection and security poli-
cies are now unified and remain homogeneous
for each user, independent of the terminal used.
This is achieved by means of a user-specific
trusted virtual domain (TVD), which is dynami-
cally instantiated at a secure place in the net-
work edge. As we shall show, the TVD can be
instantiated either on the user’s side (e.g., on a
home gateway) or on the provider’s side (e.g., on
a next-generation broadband access server han-
dling the user’s connections).

To cope with the second problem identified
above, we propose a user-defined security model
that aims at ease of use by design. We discuss
the importance of exposing the selection of high-
level protection policies to the average user, and
the necessity to enforce the configurations
required transparently to the latter. This simple
strategy detaches the definition of the protection
policies from their corresponding configurations,
thus allowing tailored protection even by non-
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technically savvy users. It is worth highlighting
that the virtualized security model described in
this article can be applied both to residential and
corporate scenarios. We describe its application
in the form of a multi-tenant platform, consider-
ing the main stakeholders involved (i.e., service
providers, infrastructure providers, security
application developers, and users).

The remainder of the article is structured as fol-
lows. First, we outline the essentials of the
paradigm proposed, including the new protection
model and the security policy approach. Next, we
introduce the general architecture and its main
components. After that, we analyze the distinctive
factors of our model, and outline some of the main
conclusions that can be drawn from our prototype
implementation. Finally, we conclude the article.

TOWARD A
NEW PROTECTION PARADIGM

Figure 1a depicts the basic concepts, showing the
evolution from device-specific security to a com-
mon security framework for all devices hosted in
the access network. In our model, security appli-
cations that are commonplace today (anti-virus,
firewalls, content inspection tools, etc.) shall be
called personal security applications (PSAs).
Observe that under the current protection model,
the heterogeneity of devices and platforms
requires the installation of various PSAs with
similar roles and functions; actually, four PSAs
are required in the example shown in Fig. 1a.
Also observe that some devices may remain com-
pletely unprotected, as in the case of smart TVs.

Under our paradigm, the heterogeneous set
of PSAs protecting the different devices is now
moved and consolidated into a TVD. Each TVD
only needs to host the minimum set of comple-
mentary PSAs required by the user (e.g., an anti-
virus and a firewall in the example). A TVD is a
“logical container” that is instantiated per user,
and is composed of the following elements: 
• The execution environments hosting the

user’s PSAs
• The required data, control, and management

plane interconnectivity in order to guaran-
tee the isolation between different users’
TVDs (we delve into this later; Fig. 3).

The right side of Fig. 1a shows that a user
TVD can be instantiated at either end of the
access link. Indeed, as a logical container, a
TVD may run entirely within a single network
edge device (NED), or in a distributed way
involving several NEDs. In our terminology, a
NED is a device with virtualization capabilities
that supports the instantiation of TVDs in a
multi-tenant fashion. If the TVD is placed in a
user’s premises, the NED could be either an
enhanced home gateway or customer premises
equipment (CPE). Those devices may need addi-
tional compute, storage, and networking
resources, and could be managed by the Internet
service provider (ISP). If the TVD is placed in
the ISP premises, as will be the case with the
upcoming network functions virtualization
(NFV) based access networks [1], a pool of
nodes belonging to the NFV infrastructure could
be the NEDs devoted to host our TVDs. Note
that this second deployment strategy leverages
the virtualization and processing power of com-
modity hardware, and the unquestionable trend
toward its ubiquity at the network edge —
although it does not exclude the adoption of the
first deployment strategy as well. It is worth
highlighting that our model has a remarkable
advantage over cloud-based protection [2].
Whereas in the latter case the virtualized
resources supporting the users’ security are
rarely on the path that would naturally be fol-
lowed by user traffic, in our model, the TVD is
always instantiated on the natural path. In other
words, our model avoids routing detours, which
would occur if the NEDs were located off the
path between the user terminal and its traffic
destinations (e.g., in the cloud).

As its name indicates, the TVD must be trust-
ed, since it will execute security applications on
behalf of the user on one or more nodes that are
typically owned and managed by a third party.
Appropriate techniques, such as remote attesta-
tions [3] or contractual agreements, must be put
in place to guarantee the appropriate level of
trust according to the security needs of a specific
user. Also, observe that the NEDs must be
secure, since they will host the applications of
several users that could potentially affect each
other. As we shall show, the NED must be con-
nected with a secure channel to the user termi-

Figure 1. The two main objectives of our user-centric model, that is, uniform protection and ease of configuration: a) offloading
security to the virtualized access network; b) policy definition and the policy enforcement hierarchy.
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nal, because this path may be subject to attacks
that could try to bypass the security controls per-
formed at the NED.

Each PSA within a TVD implements one (or
possibly more) security controls that need to be
configured according to the needs of a specific
user. However, the configuration of security
applications is often complex and not well under-
stood by the majority of users. To simplify this
task, we propose the model shown in Fig. 1b.
The rationale behind it is that to build a real
user-centric model, it is mandatory to allow
users to specify their own security requirements
(i.e., their security policy) in a straightforward
way. Our design principle aims to meet the
expectations of both non-technically savvy users
and experts in the field, such as security adminis-
trators. For the former, the goal is to allow them
to specify their security policy without needing
to deal with the technicalities. For the latter, the
goal is to allow them to fine-tune their policies
while simplifying the configuration of the securi-
ty applications under their administration.

To achieve these goals, our model is com-
posed of three policy abstraction layers, and two
translation services between them (see the left
side of Fig. 1b). The first abstraction layer is
supplied by the High-Level Security Policy Lan-
guage (HSPL), a user-oriented authorization
language suitable for expressing concepts related
to user protection. HSPL allows users to express
general protection requirements by means of
sentences that are very close to natural language,
such as “do not permit access to war content,”
“block my son from accessing gambling sites,” or
“allow email scanning.” In our model, HSPL
policies can be selected from a set of candidate
policies that can be then customized and

grouped (e.g., “block access to gaming sites” +
“only during weekdays”). The policy sentences
are internally mapped to a subject-verb-object-
attribute authorization language that is currently
under definition as an XACML profile [4]. For
instance, the policy “block my son from access-
ing gambling sites” is interpreted as “block”
(verb) “my son” (subject) “from accessing gam-
bling sites” (the object). Predefined lists of sub-
jects, verbs, and objects are made ready for the
users, so they can easily compose their own sen-
tences. Available attributes depend on the verb-
object pair. Moreover, users can extend the
predefined fields without being experts. The spe-
cific details of HSPL are out of the scope of this
article, so for additional information the reader
is referred to [5].

The lowest layer in the policy abstraction
stack is what we call the “low level” in Fig. 1b, as
it is the one that deals with the configuration
details of the PSAs. This configuration proce-
dure is clearly application-specific, and hence is
not under our control.

With the aim of abstracting the specific con-
figuration procedures while meeting the experts’
needs, we have created an intermediate abstrac-
tion layer that allows the specification of PSA
configurations using a PSA-independent format.
The security policies in this abstraction layer are
specified by means of the Medium-Level Securi-
ty Policy Language (MSPL). The effort in the
definition of the MSPL is not trivial. Indeed,
depending on the heterogeneity of the different
security control languages, the mappings can be
arbitrarily complex. We address this complexity
by means of an MSPL model that defines the
main concepts (e.g., policies, rules, conditions,
and actions), and is organized by capabilities. In

Figure 2. Example of policy definition and enforcement, going from HSPL to MSPL and then to low-level configurations.
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this context, capabilities are defined as basic fea-
tures that can be configured to enforce a securi-
ty policy (channel protection, filtering, anti-virus,
parental control, etc.). Our approach also allows
families of languages with similar concepts to be
grouped (e.g., attributes, actions, or condition
types), which can be captured by specific sub-
models built by analyzing several languages of
controls sharing the same capability. For
instance, through MSPL it is possible to write
the configuration of a general packet filter or to
configure the options of a general anti-virus. An
illustrative example of MSPL outlining the trans-
lation from HSPL up to low-level configurations
is sketched in Fig. 2.

Overall, writing policies in MSPL demands
the same security awareness and level of exper-
tise as specifying the configurations directly in
the PSAs. The advantage, however, is that MSPL
spares experts the burden of mastering several
semantically equivalent security controls and
syntaxes. Observe that PSA developers will need
to provide their plug-ins jointly with their PSAs,
in the form of a medium- to low-level policy
translation (M2LPT) service (Fig. 2). Also note
that the complexity mainly resides in the lan-
guage definition, so these translators fundamen-
tally perform syntax adaptation. Thanks to this
approach, a security policy written in MSPL can
be embodied by different PSAs, provided that
the candidate PSAs offer the capabilities
required by the user. In addition, the PSAs can
be replaced without impacting the security policy
specified by the user (e.g., replacing a Cisco
packet filtering application by one provided by
Checkpoint). For further details on MSPL, the
reader is referred to [5].

As shown in Fig. 1b, the binding between
HSPL and MSPL is supplied by the high- to
medium-level policy translation (H2MPT) ser-
vice. Different from the M2LPT translation,
which is provided by the PSA developer, H2MPT
represents a translation service that is natively
provided by our architecture. H2MPT uses for-
mal ontologies to provide the semantics implied
by the high-level policy statements. Our ontology
is based on [6], and it models the high-level con-
cepts (subjects, objects, verbs, and attributes) as
well as the medium-level concepts (rules, condi-
tions, actions, resolution strategies) and the
capabilities. The ontology also contains informa-
tion on how predefined HSPL concepts are
expanded into useful information for building
MSPL rules. The translation process first identi-
fies a set of applications that can enforce the
security policies (e.g., a web filter and a fire-
wall), and then generates the MSPL for the
selected applications. The HSPL verb-object
pairs are used to match the capabilities needed
for policy enforcement, while the capabilities per
se are used to determine the PSAs and their
interactions.

Moreover, a meta-model defines how HSPL
sentences are mapped into MSPL concepts, and
how these concepts must be assembled to build
valid rules. This meta-model is used by a set of
enrichment modules and by a standard ontology
reasoner to gather all the information needed to
create MSPL policies that enforce the HSPL
policy [5, 6]. Finally, an H2MPT component

combines this information into MSPL policies.
This translation is done transparently for non-
technically savvy users (i.e., for those users speci-
fying their policies through HSPL). We contend
that by having a high-level policy specification
language, our model provides far more flexibility
and expressiveness than approaches based on
profiles or templates. This is because these latter
basically wrap under a common name a set of
low-level settings, which are basically applied for
a fixed set of security controls.

In the model we conceive, the PSAs can be
selected by the users themselves or by a provider.
If the user only specifies the HSPL, the PSAs
are automatically selected from a catalog of
available applications based on the PSAs that
meet the functionality required by the policies.
In our model, the capabilities of a PSA are spec-
ified through a “PSA manifest.” In this context,
the selection may be straightforward — when
only one PSA is available with the required
capabilities — or it may be based on various cri-
teria if multiple PSAs could offer those capabili-
ties (on the PSA reputation or its cost, etc.).

Another important aspect is that according to
recent studies, human mistakes are the major
cause of breaches and vulnerabilities [7]. Thus,
our model provides analytics that help reduce
the likelihood of such mistakes. These include
contradictions among policies in different PSAs,
policy contradictions within a PSA, or cases
leading to suboptimal performance (e.g., rules
that are never matched and simply increase the
processing time). Our model identifies these
types of anomalies by means of state-of-the-art
techniques [8]. We represent clauses as hyper-
rectangles so that anomalies can be detected by
using geometric intersections. Anomalies are
classified by evaluating geometric relations
among conditions (e.g., inclusion, intersecting
conditions but no one includes the other), as
well as relations between actions (e.g., same
action, equivalent actions, conflicting actions).
The resolution is dealt with by formally modeled
strategies, which cover a set of existing security
control resolution mechanisms. Upon detection,
we provide hints on how to resolve them and
notify the effects of each decision.

Moreover, the model we envision should sup-
port multiple actors, which could simultaneously
operate on the same traffic (see the right side of
Fig. 1b). Each of these actors may possibly
impose its potentially conflicting security policy.
For instance, a user can decide the level of pro-
tection needed, but the ISP may impose other
limitations in order to guarantee the integrity of
its network. In turn, the government may impose
additional restrictions. In the case of conflict
between the different policies in the hierarchy,
our approach is to automatically resolve such
anomalies, and inform the user about the issue
and its outcome.

In order to resolve such conflicts, a “reconcil-
iation” [9] process is performed. The latter takes
the policies of the different actors that must be
reconciled, and obtains a single MSPL policy to
be enforced by the user’s PSAs. The core of this
process is the resolution of contradictions among
rules from different policies. Priorities and hier-
archies are some of the simplest ways to resolve
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contradictions (i.e., rules from higher-priority
policies/actors prevail), and they typically map
well to contractual frameworks. However, cus-
tom reconciliation strategies can be defined. The
reconciliation process copies non-conflicting
rules in the reconciled policy, while each
resolved contradiction generates a new rule. The
latter have higher priority than the original ones,
and the correct action is decided by the selected
reconciliation strategy. More details on our rec-
onciliation approach can be found in [10].

Observe that actors may decide not to dis-
close their policies to other actors. In that case,
reconciliation strategies that require full access
to the policy set are not possible. An alternative
approach is to use policy chaining. This consists
of redirecting the output of one set of PSAs in
an administration domain (e.g., the user PSAs)
to a set of PSAs in another domain (e.g., the ISP
PSAs). The user must not necessarily own the
PSAs in other domains when chaining is per-
formed. This is useful when more sophisticated
controls are required by the entities that specify
the higher policies in the stack.

AN EXAMPLE OF
POLICY TRANSLATION AND ENFORCEMENT

To better describe our new paradigm, we pre-
sent an example that illustrates the step-by-step
process, starting from the definition of high-level
policies up to the configurations made to guar-
antee their enforcement. Figure 2 depicts a sim-
plified but complete example of the policy
definition process for a non-technically savvy
user. It comprises four basic steps. First, the user
is requested to define its policies using HSPL.
This user-oriented authorization language allows
a set of general security rules to be expressed
and customized by means of sentences that are
very close to natural language (e.g., block phish-
ing sites).

Next, the HSPL policy sentences are mapped
to a subject-verb-object-attribute authorization
language aiming to extract the different security
capabilities required by the user (Fig. 2, step 2).
As a result, a service graph is built, where the
nodes represent generic applications (PSAs)
capable of fulfilling the security requirements.
Observe that two applications are required in the
example, web filtering and a firewall. The selec-
tion of PSAs is based on the manifest provided
along with each PSA, which indicates its specific
capabilities. Third, by using the ontology and the
service graph information, the security policies
are translated into MSPL, obtaining the applica-
tion-independent definition of policies requested
by the user (Fig. 2, step 3). The representation of
MSPL policies is stored and managed in XML
format. Fourth, specific PSAs are selected satisfy-
ing the capabilities and requirements of the user.
As mentioned above, the specific PSAs can be
selected by either the user or the provider. For
each PSA, the configurations are created using
an application-specific translation plugin. These
plugins convert the generic MSPL rules to appli-
cation-specific configurations (Fig. 2, step 4).
These configurations will be the inputs once the
PSAs are instantiated and linked.

Finally, once the PSA configurations are cre-

ated, an orchestration system instantiates each
PSA and enforces its particular configuration,
hence providing the security policies defined by
the user.

THE SECURED ARCHITECTURE
This section introduces the envisioned architec-
ture, which we call SECURED [5]. As explained
above, SECURED provides a system where
users can offload their PSAs to their nearest
compatible NED. The architecture is specifically
devised to be heavily multi-tenanted and flexible
enough to be used in scale-out systems. From a
use case point of view, it can be expanded and
deployed in a variety of ways, ranging from small
set-top boxes or home gateways up to deploy-
ments on a much larger scale in a distributed
environment (e.g., in localized data centers at
the edge of ISP networks). Our focus in this sec-
tion is on the main architectural components.

GENERAL OVERVIEW
The architecture must support the dynamic allo-
cation and instantiation of users’ security. The
security functionality of each user can be com-
prised of different PSAs in a defined arrange-
ment through service chaining, and these PSAs
can be deployed within the same physical host or
in a distributed manner. As a result, two general
requirements are imposed on the architecture:
• Massive multi-tenancy, which implies isola-

tion of users, their applications, and net-
work traffic

• A secure and verifiable infrastructure and
environment, which users can trust to host
their security applications

A general view of the basic architecture is depict-
ed in Fig. 3. The figure shows a generic deploy-
ment (e.g., on an NFV POP of an ISP). It is
worth noting that in simpler deployments (e.g.,
when the NED is a home gateway), the function-
ality provided by some of the systems at the top
of Fig. 3 could be simplified and embedded in
the NED itself, or might not be needed, such as
the case of the NFV orchestrator.

Overall, the first requirement is to guarantee
complete isolation between different users. In
light of this, the TVD was designed as an isolat-
ed environment that will hold the security appli-
cations of a user and in turn process the user
traffic. A TVD comprises one or more execution
environments (EEs). An EE is a lightweight and
heavily controlled environment that contains and
executes one or more user PSAs,each operating
on the principle of least privilege. Thus, within
SECURED, two levels of isolation are defined
(Fig. 3):
• The compartmentalization layer, which is

mainly responsible for the isolation between
user TVDs

• The containment layer, which handles isola-
tion between PSAs within an EE

Thus, an EE could be either a compartment or
containment layer, respectively.

A derived requirement posed by multi-tenan-
cy is network isolation. The SECURED architec-
ture must ensure the isolation of traffic among
different users. More precisely, each tenant will
be configured with a dedicated and private virtu-
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al network. This network connects the different
PSAs with the end user on one side and the
Internet on the other. Furthermore, the architec-
ture defines a private management network that
sets up, controls, and manages the different
TVDs. Both the compartmentalization and con-
tainment layers have a control and management
component, which aims to establish separation
between the technology-independent part and
the implementation-dependent technology.

The second requirement is related to the
establishment of trust between the end user and
SECURED. This requirement is vital, since
users would like to establish a certain level of
trust with SECURED prior to requesting the
instantiation of security applications and sending
their traffic. We address this requirement by
using the concept of remote attestation (RA).
SECURED leverages trusted computing mecha-
nisms to measure the system software upon com-
ponent startup, where resulting measurement
digests are held by a secure root of trust, such as
a hardware device like a trusted platform mod-
ule (TPM) [11]. These measurements can be
cryptographically signed by the device and sent
to the users whenever they send an attestation
request. The process of RA poses a major chal-
lenge for SECURED, and preliminary insight on
a proof-of-concept implementation is described
later.

MAIN COMPONENTS
Security Module — This module is the front-
end, which is contacted during connection
establishment. It comprises two elements, the
attestation agent and the authentication module.
Prior to authenticating, the end user first con-
tacts SECURED in an attempt to establish a
secure connection while also performing the
remote attestation protocol. To this end, the
SECURED system receives a challenge request
to perform an attestation of its software config-

uration. A mutually trusted third party (TTP)
system is involved in the attestation process.
The TTP is responsible to keep a copy of
known-good measurements, and provide a
secure verification service to the user for verify-
ing remote attestation responses. After a suc-
cessful check, a secure channel is created, and
the user safely sends her credentials to the
authentication module.

Authentication System — The authentication
of users is a key component of SECURED. This
can be implemented either using a local (stand -
alone) authentication system or relying on an
existing external authentication infrastructure
(e.g., an AAA+ system). The result of the
authentication process is to obtain tokens allow-
ing the interplay between the main components
within a NED, and external subsystems such as
PSA repositories. Once the user is authenticat-
ed, the instantiation of his security must be
enforced.

NED Control and Management — Once the
user is authenticated, this module retrieves the
user policies and metadata related to the compo-
sition of the required security applications. After
that, the control and management module drives
the instantiation of the user TVD, including its
applications and setup of the virtual network.
More specifically, this module determines the
resources required for the user TVD, and com-
mands the instantiations required as well as the
deployment and interconnection of the PSAs.
This computation encompasses an analysis of the
required compartments, containments, and virtu-
al networks to be allocated in order to instanti-
ate the security applications. This analysis
considers the PSA requirements along with the
availability of resources, and the required config-
uration of the network (physical and virtual). In
addition, this module also manages the extension

Figure 3. The basic SECURED architecture showing a multi-tenant scheme on a point of presence (POP).
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of the user data path to connect the user’s device
to the newly created TVD.

Orchestration System — In the case of an
NFV POP, the NED control and management
module will be assisted by the NFV orchestra-
tion system. However, in simpler scenarios, the
former could entirely handle all the configura-
tions required. In other words, when the NED is
embodied in the home gateway of a residential
user, the orchestrations needed will be handled
locally without requiring any external orchestra-
tor. In general terms, the orchestration system
should deal with the instantiations and configu-
rations in large distributed systems (e.g., an NFV
POP), preferably in a “technology-agnostic” way.
The technology-dependent part could be man-
aged by the control and management module
embedded in the NED. In our model, the attes-
tation agent keeps track of the different compo-
nents during the instantiation phase (i.e.,
compartments, containments, and PSAs), and
manages the corresponding measurements in
order to present an attestation proof back to the
user concerning her TVD.

Security Policy Manager — This module is in
charge of handling the user’s policies and the
reconciliation process prior to performing the
configuration of the user’s PSAs.

PSA Repositories — The applications are
retrieved from these repositories with their
respective MSPL plugins, which then need to be
loaded into one or more TVD containments.

SECURED App — This is the only application
that needs to be installed in a user device. Its
role is basically to support the secure communi-
cations with the NED, and handle the remote
attestations and their outcomes.

Overall, the architecture introduced in this

section allows the dynamic creation of trusted
and virtualized execution environments through-
out the access network. In this framework, sever-
al actors such as users, corporate information
and communications technology (ICT) man-
agers, infrastructure providers, security service
providers, and software developers can interplay
and benefit from our user-centric protection
model. An important remark about the pro-
posed architecture is its alignment with the
emerging NFV technology. NFV is an enabler
for SECURED, and will be essential for guaran-
teeing its scalability.

ANALYSIS OF SECURED
The security model proposed in this article has
several distinctive factors that make it unique.
To show this, we position SECURED in the cur-
rent spectrum of protection techniques and high-
light its main differences with state-of-the-art
solutions. In addition, we present and discuss
our initial evaluations of a proof-of-concept
implementation, with special focus on perfor-
mance aspects related to the security, trust, and
service verification offered by SECURED.

POSITIONING SECURED 
WITHIN THE SECURITY PANORAMA

The spectrum of solutions designed to counter
security threats is really broad. The solutions
available today can be reasonably categorized
according to the table shown in Fig. 4. As can be
observed, there are solutions that are focused on
protecting the end-user device, while others pro-
pose different forms of security offloading.
Moreover, current protection schemes can be
classified based on whether they are user-centric,
device-centric, network-centric, or corporate-
centric. In a nutshell, Fig. 4 presents a high-level
comparison of different security protection

Figure 4. Positioning SECURED considering some of the most common tools as well as some of the most recent and compelling
solutions in the area.
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schemes according to two general criteria: the
targeted protection model and where the securi-
ty is enforced.

To the best of our knowledge, SECURED is
the only solution available nowadays that propos-
es a true user-centric model which specifically
addresses the need for device-independent secu-
rity. As described previously, the user-centric
approach is achieved thanks to the HSPL and
MSPL languages, and the H2MPT and M2LPT
translation services between the three abstraction
layers involved. This allows users and even
experts in the field to focus on their security poli-
cies rather than on the configuration details of
specific security applications. Another important
aspect is that, in contrast to many of the offload-
ing solutions available today, which are typically
deployed in the cloud, our solution admits a rich
variety of deployments on either edge of an
access link. Cloud-based solutions provide com-
pelling protection schemes while avoiding several
of the overheads for end users (e.g., corporate
customers). The downside, however, is that they
require routing detours, are not really user-cen-
tric (at least not yet), do not provide essential
trust means such as remote attestation, and do
not support advanced features such as anomaly
verification and policy reconciliation techniques.
These latter two are a couple of distinctive
aspects in SECURED, and therefore are the cen-
ter of our assessment and analysis at this stage.
We proceed to provide insight foresee based on a
proof-of-concept implementation.

REMOTE ATTESTATIONS
Trust establishment between an end user and
the protection platform is a critical step toward
security offloading. In our model, we use remote
attestations (RAs) and verification techniques
for the trust establishment process. Let us
assume the following scenario: A user connects
through an insecure channel and requests pro-
tection from SECURED. Prior to starting traffic
exchange, the user is requested to create a trust-
ed channel toward a NED. A trusted channel is
an instance of a secure channel (e.g., a virtual
private network, VPN), where the endpoints are
attested before any data exchange. In
SECURED, the trusted channel protects users
against a potentially compromised NED. Howev-
er, enabling these security countermeasures
introduces overhead. On one hand, users may
experience delay during the establishment of the
connection with the NED. This is due to the
integrity check needed, which is issued only once
per user during the connection. Likewise, admin-
istrators may face scalability problems, since a
portion of the network and the computational
resources will be dedicated to the security checks
as users connect. Normally, solutions offering
this feature use a cryptographic chip — the
trusted platform module (TPM) [11] — that may
pose a performance bottleneck while issuing the
required verifications. SECURED overcomes
this issue by introducing a trusted third party
(TTP) system (Fig. 3). This is an entity that is
trusted by users and infrastructure administra-
tors, which asynchronously attests a set of con-
trolled NEDs in a configurable time interval.
The advantage of this approach is twofold. First,

the workload for the attestation process does not
increase with the number of connecting users,
since the NED is common to all users. Second,
end users will get a response regarding the
integrity of the NED almost immediately.

We have developed a prototype that uses
strongSwan [12] for the creation of a trusted
channel with IPsec. To this end, strongSwan has
been adapted to generate RA requests to the
TTP, and either continue or drop the connection
depending on the result of the integrity verifica-
tion. The TTP has been implemented with Open -
Attestation [13], a framework for attesting large
infrastructures. Our initial results show that the
establishment of an IPsec connection without
attestation is very fast (around 76 ms), and the
asynchronous attestation with the TTP in the
same setting does not introduce noticeable delays
(around 217 ms). Unlike our solution, perform-
ing synchronous RA adds a significant delay on
the creation time of the tunnel (around 4.119 s).

Another source of overhead is due to the size
of the integrity reports. Figure 5 shows the size
of the reports exchanged between the NED and
the TTP. The results were obtained over a 10-
min period, where a user repeatedly connected
to the NED. While the first report generated is
near 300 kB, subsequent reports are very small
(between 4 and 8 kB) due to the fact that Open -
Attestation only sends new integrity measure-
ments, which are performed on the NED with
the Integrity Measurement Architecture (IMA)
[14] software. Note that the first report contains
all the measurements performed at boot time.
Furthermore, new reports will be generated only
if new measurements are produced on the NED
(i.e., when new software is executed).

These initial results show that smartly per-
forming RA does not incur a noticeable over-
head for the end user, as all the heavy lifting is
asynchronously performed behind the scenes.
The analysis also sheds light on the feasibility of
enabling end users to remotely verify the status
of a NED. It is worth highlighting that the inter-
val between two consecutive attestations can be
configured, thereby offering the possibility of
defining convenient trade-offs depending on the
case. So far, we have seen that the RA of a sin-
gle NED will introduce negligible overhead.

However, performing the RA over a dis-
tributed infrastructure poses complex challenges
and remains an open problem. These challenges
increase when we also include multi-domain sce-
narios or requirements such as user mobility and
roaming. Furthermore, the assessment of time
bounds for dynamic service deployment, as well
as the appraisal of the multi-tenant isolation
model, will need to be deeply analyzed in the
near future. We plan to develop a comprehen-
sive prototype that will address these issues. Our
research and future evaluations will prioritize
the following aspects: security and isolation, ease
of use, deployment and service provisioning in
relatively short timescales, and, related to the
latter, support for user mobility.

USER-CENTRIC POLICY FRAMEWORK
Our policy-based framework also needs an in-
depth performance assessment to evaluate if the
policy services can actually be used in real sce-
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narios. To this purpose, we tested the perfor-
mance of the reconciliation, anomaly analysis,
and translation with an off-the-shelf computer
equipped with an Intel processor i7-3630QM
(2.4 GHz), with 16 GB of RAM, running Open-
JDK RE 1.7.0 55 on top of a Linux operating
system. We performed two different rule pro-
cessing experiments: an average case with a real-
istic amount of rules, and a higher bound worst
case scenario with thousands of rules. In both
cases, we considered two types of filtering within
the PSAs: a packet filter and an L7 filter. During
the experiments, we measured the time required
to process and validate the filtering rules. As dis-
cussed earlier, such validation is composed of
three parts: anomaly analysis, reconciliation, and
M2L translation.

The first tests evaluate the performance of a
small/medium scenario, where the number of
rules per user are on average in the range of
tens or hundreds. This estimation was derived
from a use case with four actors, where policies
included 10 to 50 rules for each PSA, amounting
to an average of 100 rules to be processed. We
consider that these numbers per user are repre-
sentative of a reasonable average, since in a
user-centric approach, the size of the rule set
will not raise to thousands — which is typically
the case found on border firewalls of large com-
panies. As reported in the first row of Table 1,
all three measured policy-related tasks were
completed in less than 1 ms.

The second experiment aims to assess the
scalability for large-scale policy scenarios. This
means scenarios that, as stated on [8], statistical-
ly satisfy significant parameters of the policies
that can be found in practice. This experiment
provides two different results. On one hand, we
compute the necessary processing time for a very
large amount of rules. On the other hand, we
compute the amount of rules that can be pro-
cessed in 1 s — a  amount for interactive pur-
poses. Both results are reported in Table 1. We
observe that for the anomaly analysis, our proto-
type can process 5000 rules in 12 s for the packet
filtering case. In contrast, L7 filtering requires 90
s to perform the same task, due to the massive

usage of regular expressions. In terms of the
number of rules processed in less than a second,
we obtained 2000 rules for the packet filter case
and 1000 for L7 filtering. Regarding the recon-
ciliation part, we were able to process 1500
packet filter policies and 1000 L7 filter policies
in less than 1 s. However, the worst cases for the
5000 rules considered yielded reconciliation
times of 74 s and 364 s for the packet filter and
L7 filter, respectively. Finally, the translation of
MSPL into low-level configurations is a linear
problem that took approximately 1 s with 5000
rules with both an XSLT-based approach and a
SAX-based Java program. All these results are
summarized in Table 1.

Given that these computations are per-
formed at infrastructure elements, wherein
computational power can be adjusted as need-
ed, we consider that our approach can reason-
ably scale in several real scenarios. For instance,
the average cases are representative of residen-
tial scenarios, and all computations can be
resolved online. We also consider that the pro-
cessing of 5000 rules is quite representative of a
corporate user case (e.g., an SME), and the
worst cases are highly unlikely to occur in prac-
tice. Anyway, the bounds found indicate that
there are cases in which the reconciliation can-
not be handled online, and therefore, this anal-
ysis serves as a starting point for investigating
new strategies and optimizations.

CONCLUSION
In this article, we have argued that for the large
majority of Internet users, the current protection
model against security threats is broken. Users
typically have multiple devices, but achieving the
same level of protection irrespective of the
device used has become “mission impossible.”
We have proposed a paradigm shift in user pro-
tection through a user-centric model that also
decouples security from user terminals. The pro-
tection model we envision is based on the setup
of a trusted virtual domain per user, placed in
the access network. Our approach facilitates
security policy configuration, and enables uni-
form protection independent of the terminal
used. We have also shown that the trust and
security verification mechanisms offered by a
prototype implementation can be applied in
many practical scenarios, such as the case of res-
idential users.

In spite of this, several of the issues addressed
in this article require significant efforts in terms
of research. The list is large, and includes aspects
such as remotely attesting distributed systems,
multi-domain scenarios (i.e., the interplay among
different ISPs), user mobility and roaming sce-
narios, scalability analysis, assessment of upper
bounds for dynamic service deployment, isola-
tion assessment, development of a comprehen-
sive threat model, constraints and deeper
analysis of corporate scenarios, and more.
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Figure 5. Size of the integrity reports generated with OpenAttestation.
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Filtering level Anomaly analysis Reconciliation M2L translation
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to process 100
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Packet filter < 1 ms < 1 ms < 1 ms

L7 filter < 1 ms < 1 ms < 1 ms

Worst case (time
to process 5000
rules)

Packet filter 12 s 74 s < 1 s

L7 filter 90 s 364 s < 1 s

Number of rules
processed in 1 s

Packet filter 2000 1500 > 5000

L7 filter 1000 1000 > 5000
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INTRODUCTION

The design, management, and operation of net-
work infrastructure have evolved during the last
few years, leveraging on innovative technologies
and architectures. On top of this innovation, the
service delivery has also progressed. Software-
defined networking (SDN) and network func-
tions virtualization (NFV) are key enablers for
this evolution.

SDN has been one of the pillars of innova-
tion in network infrastructures, allowing the
decoupling of the control and data planes
through an open and standard interface that
enables the programmability of the network.
OpenFlow, ForCES, and I2RS are some exam-
ples of SDN technology. SDN has also con-
tributed to the virtualization of the network
infrastructure, providing the foundation to
isolate,  abstract ,  and share the network
resources.

Service provisioning is often based on propri-
etary hardware appliances, which imposes some
restrictions when trying to deploy new network
services, such as capacity and availability. In this
scenario, the network infrastructure is not flexi-
ble enough to accommodate new services or

migrate them to other locations due to its depen-
dence on the physical appliances.

NFV has been proposed to innovate in the
service delivery arena by using standard comput-
ing virtualization technology to consolidate in
commodity hardware (i.e., standard high volume
servers, storage, and switches) the functions pre-
viously performed by specific hardware appli-
ances. Virtualized network functions (VNFs),
which compose the service chain, are the basic
elements to achieve the complete virtualization
of service delivery and are commonly based on
computing resources. The interconnection of
VNFs, or traffic steering, is a challenging goal
for the underlying network infrastructure. The
migration of VNFs and dynamic composition of
services make this task even harder than in lega-
cy networks.

SDN and NFV are complementary technolo-
gies, and each one can leverage off the other to
improve the flexibility and simplicity of networks
and service delivery over them. For this aim,
new architectures and interfaces between them
are needed, and several proposals are emerging.
In this article we try to clarify the evolution of
their relationship in the context of service provi-
sioning. We explain the evolution of the NFV
architectures from an SDN-agnostic approach to
a fully SDN-enabled architecture, a step forward
in this evolution that exposes the programmabili-
ty of the underlying network to build VNFs,
enriching their architecture and improving their
performance.

Adapting the use of resources to the actual
demand is one of the main outcomes from a vir-
tualized infrastructure, providing elasticity of
resources instead of overprovisioning. However,
the trade-off between flexibility and performance
must be considered when designing the solution.
The evolution of the NFV architecture present-
ed in this article contributes to overcoming this
limitation.

A real example, FlowNAC [1], is presented
to illustrate the applicability of NFV using dif-
ferent architectures and the advantages offered
by the SDN-enabled NFV approach in service
provisioning scenarios. The main idea behind
FlowNAC is to achieve fine-grained control of
which traffic from the user is granted access to
the network. The users are authenticated and
authorized on a per service basis. All the incom-
ing traffic from the user is independently evalu-
ated and categorized in a specific service or
none at the data plane. Then a basic allow or
deny decision is enforced for each frame
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depending on the associated service being
authorized or not.

The depicted scenario is challenging in sever-
al aspects, and some topics are still open. The
article concludes presenting the main challenges
introduced by the SDN-enabled NFV architec-
ture and relates them to the current efforts to
bring the NFV proposal to fulfill the expected
benefits.

RELATED WORK
Major standardization efforts of the emerging
NFV technology are being led by the European
Telecommunications Standards Institute (ETSI),
where the NFV Industry Specification Group
(ISG) has recently published 11 NFV specifica-
tions, including the NFV architecture [2]. The
defined architecture focuses on the aspects
unique to virtualization, such as the transforma-
tion of the management and orchestration of
VNFs, rather than common challenges to both
physical and virtualized NFs, such as the control
and operation of the end-to-end network service.
Moreover, the NFV ISG is also coordinating and
promoting public demonstrations of proofs of
concept (PoCs) [3] that illustrate key aspects of
NFVs, such as scalability, multi-tenancy, and
migration issues.

The Open Networking Foundation (ONF)
has also been active in the NFV arena and has
proposed “A Flexible NFV Networking Solu-
tion” [4], outlining the benefits for the NFV
deployment of an OpenFlow-enabled SDN
approach to deal with the dynamic provisioning
of networking services.

Recently, the Internet Research Task Force
has published RFC 7426 [5], which proposes a
common terminology for SDN layering and
architecture based on significant related work
from the SDN research community. In this
regard, the work presented in this article mainly
focuses on the separation between the control
and forwarding planes, and is compatible with
this RFC, but narrows down the scope to multi-
tenancy and NFV-related implementation
aspects.

The work done by ETSI and ONF is relevant
as a reference to the two first steps of the NFV
architecture evolution, presented later.

As a contribution to progress in NFV
research, European Commission funded projects
like T-NOVA [6] and UNIFY [7]. The T-NOVA
project has the goal of designing a framework
for providing NFs as a service for all the stake-
holders, while the UNIFY project seeks to open
up all the potential of virtualization and automa-
tion across the whole networking and cloud
infrastructure. The work presented in this article
is related to the latter.

Some other works are also related to the evo-
lution of the NFV architecture and FlowNAC
proposal. Reference [8] demonstrates the appli-
cability of the ETSI architecture to deploy VNFs
in a resilient and scalable manner. The SIP-PBX
service proposed is similar to FlowNAC in the
sense that the control and data planes are clearly
separated. Reference [9] introduces an ETSI-
based architecture that ensures high availability
and scalability for a virtual session border con-

troller and proposes its combination with SDN.
Similar to FlowNAC, there are also other efforts
that aim at demonstrating the integration of
NFV and SDN. Reference [10] presents the
implementation of a routing function virtualiza-
tion based on NFV concepts that leverages on
OpenFlow, although from the architectural
standpoint this work is not related to the archi-
tecture proposed by ETSI. Other SDN technolo-
gies, like ForCES, have also positioned
themselves to demonstrate their applicability to
NFV [11] and how the networking resources
could be exposed to the VNFs.

From the related work, we can conclude that
currently there is a clear momentum for exploit-
ing networking innovation in the light of SDN
and NFV. Moreover, open issues arise as a step
forward is achieved; thus, work should continue
to bring us closer to a dynamic and flexible net-
working infrastructure.

TOWARD AN SDN-ENABLED
NETWORK FUNCTION

VIRTUALIZATION ARCHITECTURE

The scenario to enable the dynamic deployment
of VNFs is challenging from the networking
point of view. It must support multi-tenancy,
multiple service chains sharing the same physical
resources, and traffic steering between the VNFs
to develop the service chain. In this context, the
traffic must be isolated not only among service
chains but between the NFs that compose the
service as well. SDN is a perfect complement to
deal with these requirements and with the
dynamicity imposed to the network resources.
Although the interaction between NFV and
SDN is complementary, there is space for inno-
vation in this area, and their relationship can
evolve beyond providing a network infrastructure
with enhanced capabilities to significantly
improve how the VNFs are designed. Next, we
present a vision on the evolution of the NFV
architecture from an SDN-agnostic approach to
a fully SDN-enabled architecture, also represent-
ed in Fig. 1.

SDN-AGNOSTIC NFV ARCHITECTURE
Before the appearance of NFV, NFs were built
as a closed combination of software and hard-
ware from vendors. NFV is a step forward for
the provisioning of network functions and
enables the decoupling of software from hard-
ware. This decomposition relies on the virtual-
ization layer, which exposes virtual resources
(i.e., computing, storage, and network) that
become the building blocks for NFs. Moreover,
the deployment of NFs becomes more flexible as
they are based on software and not attached to
specific hardware. As the NF turns into instan-
tiable software (VNF), it provides more flexibili-
ty to scale up/down with finer granularity
according to the actual traffic and NF perfor-
mance.

The NFV architecture promoted by ETSI
leverages on compute, storage, and network vir-
tual resources, and NFs are virtualized and
encapsulated as a software package, like a virtu-
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al machine (VM), that relies on these compo-
nents. The underlying network infrastructure,
included in the NFV infrastructure (NFVI), is
abstracted to realize virtualized network paths
that provide connectivity to support the inter-
connection between VNFs and with the end-
points [2]. Therefore, the VNFs are software
boxes running on commodity servers to process
the frames coming from the underlying network,
and consequently, compute resources are the
main architectural component to build the NFs.
In this regard, virtual network resources are lim-
ited to providing an interface to the underlying
network resources, which are mostly considered
just for providing connectivity service.

Some examples proposed by ETSI that can
benefit from this approach are vBNG, vCPE,
vRouter, CG-NAT, software-based DPI, and
mobile network nodes [12].

SDN-AWARE NFV ARCHITECTURE
Since the initial proposal of the NFV concept
[12], its relationship with SDN was argued to be
complementary and potentially of added value
when both technologies are combined. The sepa-
ration of data forwarding from the control plane
improves the flexibility of the network and sim-
plifies the dynamic deployment and operation of
resources. In addition, the usage of commodity
servers and switches, avoiding specific hardware-
based components provided by vendors, is a
shared objective between NFV and SDN. More-
over, some of the networking challenges of the
NFV architecture to be addressed match the
design goals of SDN, such as dynamic control
and configuration of network nodes and auto-
mated management of the network. Others, like
elastic and fine-grained scalability adapted to the
actual needs, seamless mobility of resources, and
efficient multi-tenancy support, can be built on
SDN capabilities.

Thus, even if the first ETSI architecture [2]
did not explicitly mention SDN as part of the
NFVI, the ONF [4] quickly published the envi-
sioned scenario of cooperation between SDN
and NFV, which contributed to simplify the inte-
gration of both physical and virtual networking

infrastructures by using a common interface. As
part of this contribution, the ONF depicts a pos-
sible interaction between the NFV Orchestration
component and the OpenFlow Controller, which
is based on a northbound interface exposed by
the latter.

Further pursuing this approach, the latest
documents from ETSI [13] integrate SDN with
the defined architecture and reference points for
NFVI. However, the contributions of SDN
remain in the infrastructure network domain of
the NFVI, focused on providing connectivity ser-
vices; and despite being a perfect complement
for NFV, it does not tackle the compute-based
design of VNFs. Since the main difference from
the previous approach lies only in the network
infrastructure, the same examples apply here.
The main idea is that the compute resources
(e.g., the CG-NAT) must process all the data
traffic. The network infrastructure still only pro-
vides connectivity services, albeit more dynamic
and programmable.

SDN-ENABLED NFV ARCHITECTURE
This last step in the evolution of NFV toward a
fully SDN-enabled architecture means a valu-
able advance in the way the VNFs are designed
and implemented. As explained in the previous
section, the synergies between both technologies
advocate for deploying NFV over an SDN net-
work infrastructure. Based on this programma-
bility already in place, the proposal is to explore
the possibility of exploiting the network infra-
structure layer to implement part of the VNF
functionality. At this point, it must be highlight-
ed that current SDN datapath implementations
are mostly stateless, since there is no (or limit-
ed) state associated with the flow entries. In
general, previously matched frames do not
affect subsequent frames, meaning that no state
is associated (e.g., a stateless firewall or load
balancer). However, some limited or lightweight
state can be kept in the data path, such as flow-
level counters, timers for flow expiration, and
queue-level counters for QoS support. As a con-
sequence, the networking devices, which are
supposed to be optimized for data plane pro-

Figure 1. NFV architecture evolution.
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cessing, can be used to perform the stateless
processing of data traffic.

The aforementioned proposal has an impact
on the way VNFs are designed, and also on the
NFV architecture, enabling a new framework for
further innovation. There are several factors that
justify this approach, including data traffic per-
formance improvements; a wider placement
scope (e.g., a VNF functionality to be performed
in the first element in the datapath); better
resource utilization, to avoid traffic going up to
and down from a VM to process the frames; and
so on. The network devices are the basic sub-
strate for building the service chains, which
means that they must be crossed anyway, and
their availability as a resource is more
widespread. On the contrary, the commodity
servers can be limited to specific locations, such
as data center infrastructures, thus requiring
more complicated traffic steering and possibly
imposing some delay due to the longer path the
traffic must traverse.

VNF DESIGN CONSIDERATIONS
The proposed evolution for the NFV architec-
ture and the VNF design approach distinguishes
between two components: the stateful network
function component and the stateless data path
processing component, as shown in Fig. 2. The
stateful component is based on virtual compute
resources (e.g., VMs) to keep the state associat-
ed with the VNF, since software packages are
good at managing state machines. The stateless
component makes use of SDN datapath
resources to perform data traffic processing effi-
ciently. The separation between these two com-
ponents is inspired by SDN decoupling of the
data and control planes. The main idea is to
keep data processing in hardware as much as
possible, and only forward the data traffic to the
stateful component when the processing is also
stateful.

An example to illustrate this separation is the
Evolved Packet Core (EPC), where the packet
gateway (PGW) component can be implemented
following this design approach. In this case, the
GTP-U tunneling endpoint performing the
(de)encapsulation (stateless) and gathering asso-
ciated statistics (lightweight state) can be imple-
mented in the SDN datapath, whereas the

creation of the GTP-U tunnels and statistics col-
lection (and further actions) can be implement-
ed on the compute resources (stateful).
Reference [11] proposes a ForCES-based imple-
mentation of the PGW.

The interfaces between the stateful and state-
less components must be clearly defined to
describe the new architecture. There are two dif-
ferent planes that can be used to interact
between the mentioned components: the control
plane and data plane. The control plane inter-
face is used to configure and update the behav-
ior of the stateless datapath processing
component as a result of logic executed in the
stateful component. The data plane interface is
used when some portion of the traffic needs
stateful processing and must be redirected to the
stateful network function component.

Considering this new approach, the proposed
NFV architecture opens up the supported design
alternatives for VNFs: solely with compute
resources (option 1); solely with network
resources (option 2); or splitting the design fol-
lowing the aforementioned separation of stateful
and stateless components (option 3). Each of the
options is best suited for a different scenario, and
the selection criteria would include the require-
ments of the service related to data processing
(low vs. high speed) and the complexity of the
state to be kept (stateless, lightweight state, or
stateful), as represented in Table 1 and Fig. 3.

The main benefits from the decoupled VNF
design are the efficient data processing achieved
by optimized hardware, optimization of
resources by means of avoiding data traffic going
up/down to/from a VM, and independent scala-
bility of each component. This independence is
fundamental when the stateless and stateful pro-
cessing is unbalanced. In this case, the most
demanding processing can increase its assigned
resources independently and optimize the
resource utilization. 

FLOWNAC: 
A REAL EXPERIENCE EXPLORING

NOVEL NFV ARCHITECTURES

This section illustrates the applicability of NFV
architectures described above with a real exam-
ple, FlowNAC, a flow-based network access con-
trol (NAC) [1]. This solution has already been
deployed over the OpenFlow-based EHU-OEF
infrastructure [14] and demonstrated at several
conferences like IEEE GLOBECOM 2013. The
following analysis performed over the FlowNAC
example focuses on one hand on SDN-agnostic
and SDN-aware NFV architectures, as both
share the same compute-based approach for
VNF design, and on the other hand SDN-
enabled NFV architecture, which are compared
in Fig. 4.

FlowNAC is a NAC system for services that
can be identified as flows, inspired by the IEEE
802.1X port-based NAC, which is a basic NAC
solution enforcing the access control at the port
level (i.e., the physical port of the network node).
The main difference between both approaches is
the granularity of each solution: port vs. flow.

Figure 2. SDN-based component decomposition of the VNF.
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The traffic originated in the user can be clas-
sified in three categories:
a-type: Authentication and authorization

(AA) traffic that must be processed by the
FlowNAC VNF to keep the state associated
with each AA process. Being related to the
AA process, it will be limited in time and
volume.

b-type: Data traffic for the authorized services
that must be granted access to the network.
It will depend on the actual service provid-
ed, which can be bandwidth-intensive (e.g.,
multimedia services) or time-sensitive. This
traffic must be evaluated by the FlowNAC
VNF to enforce the access control function-
ality.

c-type: Data traffic for non-authorized ser-
vices (the remaining traffic generated by
the user), which must be denied access to
the network. This traffic completely
depends on the user and its operating sys-
tem, running applications, viruses, and so
on. Similar to b-type traffic, the FlowNAC
VNF must enforce the access control, but
in this case to prevent these frames access-
ing the resources.
Following the compute-based design of the

first two approaches to the NFV architecture
(SDN-agnostic and SDN-aware NFV architec-
tures), FlowNAC can be implemented as a soft-
ware package running on a single VM. It could
also be decomposed into different lower-level
functions running on separated VMs, but for
simplicity we assume just one element.

In this approach, all the traffic from users
must be redirected to the VM by the network
infrastructure. The AA traffic is processed,
authorized data traffic is allowed back into the
network to reach the authorized service, and
non-authorized data traffic is dropped, as shown
on the left side of Fig. 4.

This approach has several benefits like its
ease of implementation and deployment, as the
FlowNAC VNF relies solely on computing
resources and is deployed by simply instantiating
one VM and redirecting all the traffic from the
user to it. Migration of the FlowNAC VNF is
also straightforward as it is based on legacy com-
puting virtualization technology with well-known
interfaces, and the functions are completely iso-
lated from the underlying infrastructures.

On the other hand, this architecture also has
several drawbacks. As with any other VNF, the
scalability is improved by virtualization tech-
niques, which allow more or fewer computation
resources to adapt the processing capacity to the
actual demand. However, the scalability would
be limited by the availability of computing
resources.

The performance of data processing is one of
the main limitations of this approach. Although
there are some benchmarks that claim high
throughput when traffic crosses the VM, the
underlying hardware devices are expected to
achieve better performance [15]. As a conse-
quence, the data traffic processing in virtual
compute resources is worse than in hardware-
based networking devices, which impacts autho-
rized service data traffic that must be processed
by the VM.

The overall resource utilization also becomes
an issue. All the traffic from the user must be
redirected to a location with computing
resources. Then all the traffic must be processed
by the VM, and finally, the authorized data traf-
fic must be redirected to the following step
toward the service, as shown in Fig. 4. This
approach has a negative impact on the band-
width occupation as all the aggregate traffic
entering the network must effectively reach a
VM.

Following the proposed approach (SDN-
enabled NFV architecture), a FlowNAC VNF is
designed separated into two functional blocks:
the AA block, which keeps the state of the AA
processes currently executed; and the access con-
trol enforcing block, which limits the access only
to already authorized services and does not
require any state. Regarding its implementation,
the AA process relies on computing resources,
and the access control is enforced by the net-
working devices. This separation permits redi-
recting each type of traffic to the appropriate
resource, as shown on the right side of Fig. 4.
Only the AA traffic is sent to the VM to be pro-
cessed, and depending on the result of the AA
process, the SDN switch is configured to allow
the authorized services. In our implementation,
this interface is realized using OpenFlow, and
the FlowNAC VNF includes an SDN controller
that sends the appropriate instructions to the
SDN switch to allow the flows associated with
the authorized service. Authorized and unautho-
rized data traffic is processed by the SDN switch,
and only the authorized traffic is allowed, while
the unauthorized data traffic is dropped.

A FlowNAC VNF benefits significantly from
this approach. First, the scalability requirements
of the AA and access control enforcing blocks
are very different. The computing resources used
for the AA block could scale slower as AA traf-
fic is expected to be less demanding, and the
offloading of processing would make them
lighter and easier to move and scale. The net-
working resources used for the access control
enforcing block would require more data pro-
cessing capacity as the traffic associated with the
services increases. Moreover, it must also be
considered that unauthorized data traffic, which
must be dropped, could also demand increasing
the data processing capacity.

Table 1. VNF design alternative selection criteria.

Data performance
requirements Complexity of State Best alternative

High-speed 
processing Stateful Option 3: VNF with split

design

High-speed 
processing

Stateless/
lightweight state

Option 2: VNF designed
with network resources

Medium-/low-speed
processing Stateful Option 1: VNF designed

with compute resources

Medium-/low-speed
processing

Stateless/
lightweight state Option 1 or 2
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Second, the data processing performance of
the VNF is improved, as specialized hardware
processes authorized and unauthorized data traf-
fic, which is expected to be the most intensive
and bandwidth consuming. The AA traffic, which
is less intensive and requires stateful processing,
is redirected to the computing resources.

Finally, the availability of networking
resources, as part of the underlying connectivity
substrate, provides the possibility to ingress only
the authorized traffic data and drop the unau-
thorized data at the first node, reducing general
network utilization. Moreover, it also opens the
way to better utilization of resources, as the net-
work must be traversed anyway, and the network
node does not process the authorized data traffic
twice, to and from the VM.

ISSUES AND CHALLENGES
The proposed approach to an SDN-based NFV
architecture, discussed previously, brings up a
series of challenges stemming from the two
major changes depicted in Fig. 1: on one hand,
the VNF must be designed splitting the compo-
nents to be deployed over compute and network
resources; on the other hand, the network infra-
structure must support a dual role for traffic
steering and VNF processing. 

In order to achieve the performance gain the
split design allows, the services must be carefully
redesigned. Thus, each service must be analyzed

to determine if the performance gain overcomes
the effort involved in the redesign process. Also,
the functionalities are supported by the SDN data
path condition in which part of the VNF process-
ing can be offloaded to the network elements. As
services are designed and deployed over NFV
architectures, emerging best practices in design of
VNFs should provide guidance in these issues.

VNFs designed also employing network ele-
ments add complexity to the optimal placement
decision. The NFV framework must now orches-
trate an additional type of resource with its own
constraints (e.g., the rule insertion performance
or flow table size). Research on orchestrators is
a hot topic in the NFV field, so significant
improvement is expected in this area, which
should also allow limiting the impact of the
increased complexity.

The effective use of compute and network vir-
tual resources requires the virtualization layer to
provide the necessary interfaces and allow equiva-
lent flexibility and dynamicity in deployment and
migration over both of them, as well as enforcing
the required isolation among the virtual resources
of different tenants sharing the same physical
resources. Progress in this area is also expected in
order to provide a full and high-performance car-
rier grade virtualization of service delivery.

Dual use of the infrastructure, for traffic
steering and stateless NF processing, implies
that the underlying network infrastructure must
guarantee isolation between both functionalities,
and also between the processing of different
NFs, not only in the data plane but also in the
control plane, as the VNFs influence the behav-
ior of the SDN data path. Performance isolation
is also required to avoid VNF functionality hin-
dering the correct behavior of the NFV architec-
ture. In any case, in the future any expectations
will undoubtedly be met.

CONCLUSIONS
The NFV concept is probably one of the major
recent revolutions on the information technology
landscape. From a chronological point of view it
was more or less coetaneous with SDN, but at
that time, NFV just did not take into account
this last technology or possible relationship.

As SDN technology matures and NFV
becomes a real technological trend, the conver-
gence of both technologies was something to be
expected. And this is happening: both ONF and
ETSI NFV ISG are already proposing a SDN-

Figure 3. VNF design alternatives in SDN-enabled NFV architecture.
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aware NFV, which offers the network the
dynamicity to support new network-aware ser-
vice provisioning paradigms.

In this article we propose a taxonomy of the
evolution of the NFV/SDN relationship. In the
latest approach, the processing of network pack-
ets is partially offloaded to the network element
(the SDN switch) while maintaining the stateful
processing of the VNF on the compute element.
This effectively means that the VNF logically
extends to the networking element.

To demonstrate the validity of the concept, a
real implemented use case that shows the suitabil-
ity is presented: an access control virtualized net-
work function (FlowNAC VNF) using FlowNAC,
our own flow-based network access control.

Several challenges still need to be addressed
to fully attain the benefits of this approach. But
overall, we consider that there are many reasons
to believe that SDN-enabled NFV will boost
NFV deployment to support new efficient and
cost-effective services.
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INTEGRATED CIRCUITS FOR COMMUNICATIONS

n this issue of Topics in Integrated Circuits for Com-
munications, we have selected three papers that mark
recent progress in the communications semiconductor

industry which is enabling emerging short-range millime-
ter-wave (mmWave) communications and power-efficient
transmissions.

With the proliferation of wireless communications in
recent years, frequency spectrum has become extremely
congested, especially for frequencies below 6 GHz. The
spectral congestion is aggravated by a steep rise in demand
for higher data rates in excess of 1 Gb/s. To support the
rise in the number of users as well as data rates, wider
available bandwidth or more complex signal processing is
required to increase spectral efficiency. For mid-range to
long-range systems, such as IEEE 802.11n/ac and LTE-A,
the communications industry is leveraging high-order mod-
ulation and multiple-antenna technology to implement
diversity, and multiple-input multiple-output (MIMO) to
boost channel capacity while supporting high-bit-rate ser-
vices. In addition, carrier aggregation is employed to group
channels in existing allocated bands to provide effectively
wider transmission spectrum.

In contrast, millimeter-wave and terahertz frequencies
offer alternative means to achieve high data rate because
of the availability of abundant spectrum, as well as high
propagation loss and short wavelengths. Given large avail-
able bandwidths (e.g., 7 GHz), less spectrally efficient
modulations could be used to achieve data rates > 10 Gb/s
at short distances. The high propagation loss facilitates fre-
quency reuse at short distances, while short wavelengths
lead to small antenna aperture, making it possible to inte-
grate large numbers of antennas in a phased array radio.
The ability to achieve short-range focused radio beams
enables high-resolution medical imaging and radar rang-
ing. Thus, mmWave devices are poised to usher in portable
devices for medical imaging and onboard radar systems for
self-driving cars of the future.

Advanced silicon technologies have played a key role in
materializing integrated mmWave radios due to their high
density for digital integration and high effective cutoff fre-

quency. In particular, SiGe BiCMOS technologies deliver
better power handling capability than silicon CMOS, and
may bring unique advantages in implementing integrated
mmWave and terahertz transceivers. However, the manu-
facturability and cost of large phased arrays becomes chal-
lenging due to low yield. In the article “W-Band Scalable
Phased Arrays for Imaging and Communications,” the
authors propose a modular approach to address the con-
flicting requirements between high directivity and manu-
facturing cost for a phased array. After a brief overview,
the authors discuss both circuit and architecture trade-offs
leading to a 64-element phased array that contains four 16
dual-polarized RF phase-shifting front-ends together with
64 dual-polarized antennas housed in a single package,
occupying 16.2 mm × 16.2 mm × 0.7 mm. Their work has
demonstrated the feasibility of achieving large arrays by
tiling smaller array modules using low-cost silicon-based
technology.

Over the past two decades, we have come to embrace
the notion of the “last mile,” portraying the reach of com-
munication infrastructure to every home. Now with the
realization of mmWave communications, we can talk
about perhaps an even more challenging problem — the
“last centimeter,” the ability to connect large numbers of
high-speed integrated circuits or backplanes. With the
abundant bandwidths available in the terahertz range (i.e.,
50–300 GHz), terahertz interconnect can potentially meet
the bandwidth density (Gb/s/mm2) and energy efficiency
(Joules per bit) required for future high-speed computing
devices and network backplanes. In the article “THz Inter-
connect: the Last Centimeter Communication,” the author
gives a detailed overview of the trade-offs that exist for
designing THz circuits to meet the bandwidth density and
energy efficiency required for high-speed inter-chip com-
munications. To overcome the bandwidth limitations in
process technology, the article describes an interesting cir-
cuit technique to introduce negative resistance into the sig-
nal path such that resistive losses can be reduced,
effectively lifting the bandwidth limitation imposed by pro-
cess technology. Moreover, to achieve data rates in excess
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of 100 Gb/s, the author proposes a micro-machined dielec-
tric waveguide in a silicon process to address the signifi-
cant line loss exhibited at such high frequency. This article
highlights the potential of realizing mmWave circuits to
address the increasing demand for IO bandwidth using
low-cost silicon-based technologies.

The last article in this issue of our Series addresses the
age-old problem of low power efficiency in wireless trans-
missions. In a mobile device, more than half of the power
is being dissipated by the power amplifier, which makes it
the dominant factor in determining battery lifetime. Like-
wise, in a base station, the power amplifier is the dominant
source of heat leading to high air-conditioning cost. Mak-
ing the power amplifier more efficient will greatly enhance
the user experience with longer battery lifetime, as well as
reduce the maintenance cost of base stations by reducing
heat generation. Several articles from past issues of this
Series have described digital enhancement techniques to
improve the efficiency of power amplifiers based on RF
digital-to-analog (DAC) architecture. In the last article,
“Outphasing Transmitters, Enabling Digital-Like Amplifier
Operation with High-Efficiency and Spectral Purity,” the
authors give an in-depth overview of another widely known
PA architecture based on outphasing. They have shown its
potential to provide greater than 80 percent power effi-
ciency in contrast to the 40–50 percent typically achieved
in conventional PAs. Moreover, a 70 W power amplifier
has been demonstrated using a CMOS-driven GaN out-
phasing amplifier. Their work shows that outphasing is a
strong contender in solving this age-old problem in trans-
mission systems, although reaching toward 100 percent

efficiency remains a challenging goal for future circuit
designers. 

We would like to take this opportunity to thank all the
authors and reviewers for their contributions to this Series.
Future issues will continue to cover circuit technologies
that are enabling new emerging communication systems. If
readers are interested in submitting a paper to this Series,
please send your paper title and an abstract to either of
the Series Editors for consideration.
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INTRODUCTION
W-band frequencies, which range from 75–110
GHz, have been garnering significant attention
recently, specifically in the areas of automotive
radar, backhaul communications, millimeter-
wave (mmWave) radar, and imaging. In the area
of communications and imaging, the availability
of a large bandwidth at these frequencies, as
well as the presence of a low-absorption atmo-
spheric window, makes W-band frequencies par-
ticularly attractive. A number of imaging and
point-to-point wireless link applications require
highly directional transceivers, the ability to
rapidly scan in two dimensions, and support for
dual-polarized operation to meet performance
needs. For such applications, phased-array-
antenna-based solutions, with their beamforming
and electronic beam-steering capabilities, higher
range, and higher signal-to-noise ratio (SNR),
are particularly suitable. Moreover, many of
these applications require significant beam con-
trol capability and functional versatility, while
demanding relatively little radiated power per
element. These requirements make silicon-based
implementations, which are inherently friendly
to multi-function integration, high degrees of
digital programmability, and built-in calibration,
particularly attractive [1].

While advanced complementary metal oxide
semiconductor (CMOS) nodes provide higher

density for digital integration, the effective cut-
off frequency fMAX (including wiring to device
terminals) and output power delivery capabilities
of CMOS devices are limited. In contrast, SiGe
BiCMOS technologies provide higher effective
fMAX and power handling capability, as well bet-
ter potential for further fMAX increase while still
providing CMOS technology for digital functions
[2]. However, for either advanced CMOS or
SiGe BiCMOS technology, the cost benefits of
silicon integrated circuit (IC) manufacture only
become compelling when production is scaled to
more than tens or hundreds of thousands of
units. This fact presents particular challenges for
low-volume phased array applications that
require large numbers of elements for high
directionality, translating to large, expensive ICs
if all elements are integrated on a single IC. In
addition, the maximum IC size has manufactura-
bility constrains. A modular approach consisting
of scalable phased arrays, in which an arbitrary
number of repeated unit cells operate in unison,
is therefore an attractive alternative from many
perspectives, including cost, yield, robustness,
and ease of testing.

In this article, we discuss the advantages and
challenges of designing such scalable, multi-func-
tional, W-band phased arrays in silicon. The next
section discusses the impact of scalability on W-
band communications. A review of existing scal-
able phased arrays is covered after that.
Trade-offs associated with various scalability
options are then discussed; measurement results
from a prototype scalable 64-element phased
array at 94GHz are presented in the following
section, and some concluding remarks are pre-
sented in the final section.

THE IMPACT OF PHASED ARRAY
SCALABILITY ON W-BAND

COMMUNICATIONS

Millimeter-wave links are now an integral part of
the wireless backhaul infrastructure, particularly
at E-band frequencies (71–76 GHz, 81–86 GHz,
and 92–94 GHz) [3]. Note that these frequencies
are a subset of the W-band frequency range. E-
band links are currently implemented by a com-
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bination of single-element transceivers and
antennas with high gain (i.e., > 30 dB) and con-
sequently occupy large form factors. Mechanical
alignment is required for these antennas; as
such, links are established and maintained in a
single fixed direction, as shown in the top exam-
ple in Fig. 1a.

Monolithic phased arrays intended for indoor
applications at 60 GHz have already demonstrat-
ed links with data rates in excess of 5 Gb/s at
distances of ~10 m employing only 16 antennas
[1]. These and other similar results have moti-
vated research on highly integrated phased
arrays at higher frequencies and with a larger
number of elements.

Silicon-based scalable phased arrays at W-

band offer the possibility of attaining similar
coverage range as current fixed-beam solutions
with the additional advantage of dynamic steer-
ability, at the cost of complexity and power con-
sumption. Electronic steerability would not only
eliminate the need for mechanical alignment,
but would also open the possibility of dynamic
backhaul networking, as shown in the bottom
example in Fig. 1a. The scalability of a unit cell
array with a moderate number of elements is
key, since different links and usage scenarios
may require a different number of elements.

To illustrate the potential of a scalable phased
array at W-band, the table in Fig. 1b introduces
the link budget considerations for a 1 Gb/s link
formed with tiles of 64 antenna elements sup-

Figure 1. a) Illustration of two different types of mmWave backhaul link, with fixed high-gain antennas (top) and with a phased
array (bottom); b) summary table of measured transceiver IC performance [4] and assumptions for link budget calculation; c) esti-
mated range for a 1 Gb/s terrestrial data link at 74, 84, and 94 GHz, constructed using scalable phased arrays of various sizes. The
estimates assume QPSK (2b/symbol) in 800 MHz RF bandwidth, LDPC code (1369, 1260) with code rate R = 0.92, and BER =
10–7 with 5dB implementation loss and 0.4 dB/km atmospheric loss; d) calculated EIRP as a function of the number of tiles.
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RX-mode RF front-end NF (incl. T/R switch) 8.2 dB

Carrier frequency (GHz) 74, 84, 94
Antenna gain (dBi) 2
TX output power (dBm) 0
RX NF (dB) 9.5
16-element transceiver ICs per tile (package) 4
Antenna elements per tile (package) 64
Symbol rate (GS/s) 0.55
Bits per symbol 2
Code rate 0.92
Source bit rate (Gb/s) 1.012
Atmospheric loss (dB/Km) 0.4
Required Eb/N0 (dB) 6
Link margin (dB) 5

Phase shifter range 360°

TX-mode overall IC saturated power output
(per output, including T/R sw.) 2 dBm

Phase shifter resolution <11.25°
RX-mode power consumption: 16 inputs for
alternate H or V reception 2.2 W

TX-mode power consumption with IF/BB input 2.7/2.9 W
Synthesizer phase noise (for output frequencies
from 73.9 to 83.5GHz) <-110 dBc/Hz @ 10 MHz offset

Fixed point-to-point backhaul link

Building

94 GHz
84 GHz
74 GHz

Building

Phased-array-based mmWave
link with dynamic electronic

beam steering

Building Building

Building

Assumptions for link budget calculation

Summary of measured 16-element phased array transceiver IC performance at
94 GHz [4]
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ported by four 16-element phased array ICs.
This link budget calculation considers the mea-
sured phased array IC performance reported in
[4], which is also shown in Fig. 1b. It should be
noted that the NF and output power perfor-
mance used in the link budget calculation is
slightly worse (1.5–2 dB) than that reported for
an IC at room temperature to account for per-
formance degradation at higher temperatures.
Figure 1c shows the potential link range as a
function of the number of tiles for three differ-
ent E-band frequencies. It can be observed that
a 10+ km range is potentially achievable with a
4 × 4 array of 64-element tiles (1024 elements),
and such an array would occupy an area smaller
than 70 mm2. The calculated array equivalent
isotropic radiation power (EIRP) as a function
of the number of tiles is plotted in Fig. 1d.

REVIEW OF
SCALABLE PHASED ARRAYS

Implementing a single multifunctional or recon-
figurable RX and/or TX element in an IC, which
is similar to approaches using discrete compo-
nents, is one possible approach that can be taken
to enable realization of scalable arrays [5, 6].
Such an approach provides high levels of flexibil-
ity by maximizing the granularities at which
arrays can be created, but fails to take advantage
of a key aspect of silicon technologies: the avail-
ability of multiple well-controlled interconnect
layers. The single-unit approach places the sig-
nificant complexity and cost burden associated
with routing large numbers of RF, IF, and/or
baseband signals on the PCB and packaging
instead of fully leveraging the wiring capabilities
of silicon to enable complex array realization.
The single-unit approach also leads to high
power consumption since impedance-matched
drivers are required on every IC. At low RF fre-
quencies (< 10 GHz), large antenna spacing is
offset by low packaging losses, making single-ele-
ment unit cells feasible. At these frequencies,
the interface to the antenna can also be consid-
ered independent of the IC unit cell due to the
relatively flexible packaging requirement. How-
ever, at mmWave frequencies (> 30 GHz), phys-
ically short antenna spacings (~l/2 < 5 mm),
packaging losses, and manufacturing challenges
with impedance-controlled multi-layer packaging
interconnects make multi-element unit ICs more
attractive. Trade-offs with respect to system
packaging and antenna integration are discussed
in detail in the next section.

In the case of the array TX (RX), a unit cell
that contains N elements must distribute (com-
bine) the input signal to (from) each of the N
elements while providing variable phase-shift
and variable-gain functionality in each element.
The unit cell may or may not include frequency
translation. Note that intermediate frequency
(IF) signal distribution is preferable to RF signal
distribution in the package; however, frequency
translation implies that multiple unit cells need
to be phase locked. Therefore, in addition to the
IF signal, a frequency reference at the local
oscillator (LO) frequency or a lower frequency
must also be distributed. As mentioned earlier,

at mmWave frequencies, the N-element unit cell
must be envisioned while also considering the
interface between the IC and antennas.

Research and development efforts focused on
RFICs have led to scalable integrated phased
array architectures based on RF and/or LO-path
phase shifting at frequencies from 6 GHz to
beyond 100 GHz [7, 8]. The scalable low-IF 6–18
GHz array receiver in [7] incorporates two
receivers, with each receiver capable of provid-
ing two outputs with independent variable phase
shift and variable gain for multi-beam arrays.
The IC includes PLLs that operate from a 50
MHz reference enabling phase locking between
multiple ICs. The sub-100 MHz IF and refer-
ence frequencies simplify multi-IC packaging;
however, an N-element array requires N such
ICs, increasing packaging complexity. In [9], a
scalable Q-band array is presented that leverages
a 16-element phased array T/R phase shifting
and combining front-end [10] along with a 4 × 4
array of wide-scan patch antennas. This approach
also addresses the challenges of RF and DC
interconnect within the unit cell with a micro-
machined silicon interposer for signal routing.
Including the antennas and ICs in the unit cell
simplifies subsequent packaging, but the signal
distribution is still at RF, and additional ICs are
required for signal combining and distribution to
the phased array unit cell. In [8], a scalable
CMOS transmit phased array element is devel-
oped at 140 GHz, with each element containing
a phase locked loop (PLL) capable of LO-path
phase shifting, digital-to-RF upconversion, and
antenna-on-PCB that eliminates the need for
mmWave signal distribution when multiple ele-
ments are tiled.

In general, digital beamforming arrays that
incorporate analog-to-digital (A/D) and D/A
conversion in each unit cell considerably reduce
RF, IF, or analog baseband signal distribution
and reduce sensitivity to packaging when the
array is scaled to larger numbers of elements.
Furthermore, digitization is an approach that is
well suited for advanced CMOS technologies.
The potential for such digital-intensive scalable
arrays has been demonstrated in X-band using
monolithic microwave ICs (MMICs) and com-
mercial off-the-shelf (COTS) components in
[11]. It must be noted, however, that digital IO
can lead to high power consumption in wide-
band arrays, limiting array size (8 bits I and Q at
1 GS/s, implies 16 Gb/s, translating to 160
mW/IC assuming 10 pJ/b serial link efficiency).
Therefore, an attractive approach to realizing
wideband large-scale arrays is a combination of
N-element RF-combined unit cells and digital
IO at the sub-array level. Hybrid analog and dig-
ital beamforming has also been explored in [12].

SCALABILITY
OPTIONS AND TRADE-OFFS

Each N-element unit cell forming the scalable
array can be designed to use RF-path, LO-path,
or IF-path phase shifting. Among these options,
although LO- and IF-path phase shifting are rel-
atively easier to implement, RF-path phase shift-
ing offers significant hardware and performance

It can be observed

that a 10+ km

range is potentially
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4 × 4 array of 

64-element tiles

(1024 elements), and
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occupy an area
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advantages. An RF-path phase shifting architec-
ture uses the minimum amount of hardware and
achieves the lowest power consumption. In the
receiver, since all the interferers are nulled out
at RF, the linearity requirements of the IF base-
band stage are reduced [13].

Figure 2 illustrates different architecture con-
cepts for combining and distributing the input
signals for each of the N-element unit cells to
form a large scalable array. In Fig. 2a, the com-
bined RF signals are output from each unit cell
and are distributed on the package or board
level before being down-converted to baseband.
Each N-element RFIC in this case uses RF-path
combining. The relative simplicity and flexibility
of the RFICs come at the expense of complex
packaging and board design. In Fig. 2b, A/D and
D/A conversion is incorporated in each unit cell.
For each N-element IC, any combination of
RF-path, LO-path, or IF-path can be used. The
incorporation of A/D and D/A inside the unit
cell enables significantly reduced signal routing
for package and board implementation; howev-
er, repeating the A/D/A in each unit cell results
in significantly higher power consumption. In
Fig. 2c, an intermediate balanced approach is
outlined where IF signals from each unit cell are
daisy chained and further down-converted to
baseband on the package or PCB level. Again,
for the option in Fig. 2c, each N-element RFIC
can use any of the three combining options.
While this replicates the on-IC IF hardware, as
opposed to the option in Fig. 2a, the distribution
of IF signals instead of RF signals significantly
simplifies packaging and board design.

For silicon-based scalable phased array at W-
band frequencies (75–110 GHz), the l/2 antenna
pitch ranges from 1.35 to 2 mm, which requires
tightly integrated antenna solutions for system
packaging. Figure 3 illustrates three categories
of packaging options for antenna integration at
these frequencies.

The first of these options involves implement-
ing antennas directly on the application PCB.

The RFICs are flip-chip bonded to the board on
the opposite side from the direction of radiation.
Note that wire bonding of the ICs would not
meet the tight pitch demands for the array that
are imposed by scalability considerations. In this
approach, the major challenges comprise design-
ing antennas with sufficient gain and efficiency,
as well as controlling the antenna variation aris-
ing from the PCB manufacturing tolerances. For
example, the registration (i.e., lateral movement
of the position) of vertical vias used for carrying
mmWave feed signals degrades as the number of
layers grows, which needs to be accounted for in
the antenna and board design.

The second option shown in Fig. 3 involves
implementing antennas on the first-level pack-
age. Together with the flip-chip bonded ICs, the
package forms a unit tile module. The modules
can then be attached to a second-level PCB
through ball grid arrays (BGAs) to form a larger
array. Depending on the application, there are
many substrate technologies that have appropri-
ate properties for implementing the package
with embedded antennas, including but not lim-
ited to low-temperature co-fired ceramic
(LTCC), glass, multi-layer organic polymer, and
embedded wafer level BGA (eWLB). The struc-
ture tolerance on the package is typically signifi-
cantly improved over that of the PCB process,
which allows antennas to be built with better
uniformity at a tight pitch. Each assembled pack-
age can also be prescreened and tested by check-
ing digital functions of all elements before the
package is mounted on the board. On the other
hand, this approach does have a disadvantage,
which is the higher complexity of the system
assembly.

The third option considered in Fig. 3 is imple-
menting antennas directly on the RFIC. In [14],
it has been demonstrated that by stacking a glass
(quartz) substrate with a metal patch on top of
the RFIC with antenna feed, the peak gain of
the superstrate antenna can be boosted to 4 dBi
at 110 GHz with 50 percent efficiency. Refer-

Figure 2. Scalable array system architecture concepts: a) distributing RF signals from IC output; b) digital beamforming; c) dis-
tributing IF signals between daisy-chained unit cells.

ADC
ADC

IF→IQ

IC

Antenna

N-element
IC

IFIC

Antenna

N-element
IC

IQRFIC

Antenna

N-element
IC

IC

Digital
processing

IF

IC
IF

IC
IF

On-chip Off-chip
(c)

On-chip Off-chip
(b)

On-chip Off-chip
(a)

ADC

IC
IQ

ADCRF
IC

RF
IC

RFIC

IC
IQ

ADC

IC
IQ

ADC

RF→IQ

GU1_LAYOUT.qxp_Author Layout  3/31/15  3:16 PM  Page 199



IEEE Communications Magazine • April 2015200

ence [14] also proposes the concept of a wafer-
scale phased array that stacks a glass wafer with
antenna elements directly with a silicon wafer
with phased array elements and antenna feeds.
An alternative is to first have RFICs attached to
the package and then a glass substrate on top of
the RFICs to form a large array. In this case,
through-silicon-vias (TSVs) are required for the
RFICs to feed signals and deliver power and
ground depending on the chip configuration
(face-up or face-down). The system integration
complexity of this third option is expected to be
the highest among all three options.

Other important challenges in system integra-
tion from an electrical perspective include the
power integrity of different voltage and ground
domains, the signal integrity of the chip-to-
antenna transition, as well as high-speed signal
wiring (e.g., for baseband, IF, and LO signals).
Characterization of on-chip and off-chip inter-
connect losses is required based on conductor
and dielectric material properties at the frequen-
cies of interest.

Thermal management is another key aspect
of the system design. Figure 3 illustrates a con-
ceptual placement of heat sinks. Multi-physics
co-simulations with the active IC power budget
are required in the design phase to accurately
evaluate on-die temperature based on different
cooling options and the projected ambient envi-
ronment. For example, the power density for 60
GHz and 94 GHz phased-array RFICs [1, 4]
operating in the receive mode can reach 87
mW/mm2 and 77 mW/mm2, respectively.
Although these numbers are lower than what a
typical server processor consumes (e.g., ~200
mW/mm2), cooling the phased array system is
expected to be more challenging: compared to a
server processor, more total heat needs to be
dissipated due to a large number of active ele-
ments, and many more ICs need to be thermally
controlled simultaneously to support the scala-
bility of the system. On the other hand, advances
in technology such as SiGe BiCMOS processes
with higher cutoff frequency (e.g., IBM SiGe
8XP or 9HP), in combination with new break-

throughs in circuit design, are expected to reduce
power consumption.

The three antenna and package options in
Fig. 3 are viable approaches to support the
implementation of W-band scalable phased
arrays. Generally speaking, due to the l/2 pitch
requirement, the on-chip antenna approach
works better for higher frequencies in the band,
whereas on-board and on-package antenna
approaches work better for lower frequencies. In
the following section, a prototype scalable 64-
element phased array at 94 GHz based on a fully
integrated antenna-in-package solution is pre-
sented.

DUAL POLARIZED 94 GHZ
64-ELEMENT SCALABLE

PHASED ARRAY

Our approach to realizing a dual-polarized scal-
able phased array is illustrated in Fig. 4a, which
follows the antenna-in-package approach
described in Fig. 3. Each transceiver IC contains
16 dual-polarized RF phase-shifting front-ends.
RF-path phase shifting was selected to achieve
minimum hardware and power consumption at
the IC level. All of the mmWave functions are
integrated monolithically. Each package houses
four ICs and includes 64 dual-polarized anten-
nas. The antennas are placed at a ~ l/2 pitch at
94 GHz in both the x and y dimensions, and the
antennas on the perimeter are placed ~ l /4
away from the package edge. By tiling the pack-
ages adjacent to one another on a PCB, phased
arrays of large aperture can be created to sup-
port long-distance communication and high-res-
olution imaging. The first two steps of this
approach to implementing scalable phased arrays
(transceiver IC and package integrating ICs and
antennas) have been demonstrated in hardware
[4, 15] and are described below in more detail.
The final step (board-level array tiling multiple
packages) is the subject of future work.

The multi-function dual-polarization phased

Figure 3. Antenna and package options for W-band scalable phased array.
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array transceiver IC supports both radar and
communication applications at W-band [4]. 32
receive elements and 16 transmit elements with
dual outputs are integrated to support 16 dual
polarized antennas in a package. As illustrated
in Fig. 4b, the IC includes two independent 16:1
combining networks, two receiver down-conver-
sion chains, an up-conversion chain, a 40 GHz
PLL, an 80 GHz frequency doubler, extensive
digital control circuitry, and on-chip IF/LO com-
bining/distribution circuitry to enable scalability
to arrays at the board level. The fully integrated
transceiver is fabricated in the IBM SiGe BiC-
MOS 8HP 0.13 mm process, occupies an area of
6.6 mm × 6.7 mm, and operates from 2.7 V (ana-
log/RF) and 1.5 V (digital) supplies. Multiple
operating modes are supported, including the
simultaneous reception of two polarizations with
a 10 GHz IF output, transmission in either polar-
ization from an IF input, or single-polarization
transmission/reception from/to I&Q baseband
signals.

Iterations of circuit-package-antenna co-
design were performed under severe physical
dimension constraints to support array scalability
at the package and board levels. Figure 4c shows
a close-up view of antenna patches at the top of
the package. 100 (10 × 10) patch structures at

1.6 mm spacing (l/2 at 94 GHz) cover the sur-
face of the package. The IC area is very close to
that required for 16 (4 × 4) antennas with l/2
spacing for all the functionality; as a result, a
multi-chip 16.2 mm2 × 0.75 mm package con-
taining 4 SiGe-based RFICs and a 292-pin 0.4
mm-pitch BGA was designed to achieve as high
an array fill factor as possible [15]. The multi-
chip package approach also mitigates the board-
level integration risks compared to the
single-chip package approach. Out of the 100
patches for each package, 64 are actual dual-
polarized patch antennas and 36 are dummy
structures (which do not have actual antenna
features other than the surface patch). There-
fore, the effective array fill factor is 64 percent.
The dummy structures are placed at pseudo-ran-
domized locations to minimize the impact of the
reduced fill factor on side lobes. The copper bal-
ance in terms of metal percentage per layer also
increases with the dummies, which improves
manufacturability of the package. Figure 5a illus-
trates an array simulation in MATLAB with
1024 isotropic radiators based on the antenna
pattern, which is equivalent to tiling 16 (4 × 4)
94 GHz packages. Notice that by choosing the
patch locations carefully, empty rows or columns
of active radiation elements can be avoided. The

Figure 4. a) A prototype scalable 64-element phased array at 94 GHz; b) dual-polarized 16-element 94 GHz phased array transceiver
IC photograph (6.6 mm × 6.7 mm); c) a close-up view of the 4-chip package with actual patch antennas and dummies.
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simulated radiation patterns are plotted in Figs.
5b and 5c for q = 0° and q = 30°, respectively.

The overlay of a SiGe die image with a quad-
rant of the package layout is illustrated in [15].
Two rows and columns of BGA pins provide all
signal, power, and ground connections to the
C4s (controlled collapse chip connections) on
the north and east sides of the die. Signal and
power integrity are taken into account in the IC-
package co-design. For example, high-speed dif-
ferential signals are routed from the inner BGA
row as short microstrip pairs on the bottom sur-
face layer to avoid via transition, whereas low-
speed single-ended signals are routed from the
outer BGA row as striplines. Dielectric proper-
ties (relative permittivity and loss tangent) of the
buildup and core layers of the organic package
are measured and characterized up to 110 GHz
so that accurate full-wave electromagnetic mod-
els for the interconnects and antennas can be
constructed. Furthermore, two groups of voltage
supply pins, as well as ground pins, are placed
evenly on the periphery to ensure good power
distribution to the chip. The RF front-end C4s
for the W-band antenna feed are laid out using a
225-mm-pitch GSGSG configuration. In order to
minimize the RF antenna feed line length, the
locations of these C4s were optimized together
with the circuit layout for the front-end, core,
and digital macros.

Figure 6a illustrates a conceptual view of the
measurement setup for one assembled multi-
chip module with 64 embedded antennas. The
patch antenna array is on the top of the package.
Four SiGe ICs are flip-chip attached to the bot-
tom of the package. The module is mounted to a
system board via a pogo-pin-based interposer,
which allows air cooling and supports easy
removal for screening. The IC package assembly
was performed using standard flip-chip attach
processes with lead-free solder reflow and under-
fill. SMP connectors are populated on the board
to provide PLL reference and IF signals to the
four ICs. In addition, a daisy-chain configuration
is implemented as illustrated in Fig. 2c, so only
one PLL reference input and one IF input are
required from external sources for antenna pat-
tern and radiated power measurement.

The test board with the phased array module
is further mounted to a field programmable gate
array (FPGA) board through which the digital
circuits are programmed and controlled by a
PC. Two motors are used to drive the rotation
of the test board (azimuth angle) and the receive
horn (elevation angle), respectively. For trans-
mit-mode testing, the 16 elements of each IC
are turned on sequentially while measuring the
receive power in the broadside direction. The
optimum phase coefficients for spatial power
combining are found by sweeping the phase of
each element with a 22.5° step. Next, a phase
offset between groups of the four 16-element
ICs can be found to achieve the module-level
64-element power combining. The measured 16-
element and 64-element special power combin-
ing results in terms of normalized EIRP are
plotted in [15]. To enable calibration, gain con-
trol is also applied to each element and tuned
to compensate the radiated power variation
(e.g., due to the intrinsic non-uniformity of

Figure 5. a) Array simulation with 1024 isotropic radiation elements based
on the 94 GHz package antenna pattern (as highlighted); b) simulated
1024-element radiation pattern (q = 0°); c) simulated 1024-element radia-
tion pattern (q = 30°). 
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antenna gains). Finally, beam steering can be
enabled by adjusting the phase coefficients,
which are calculated analytically based on the
target direction. Figure 6b shows the measured
radiation patterns after spatial power combining
of all 64 elements for both H and V polariza-
tions. Good correlation with a simulated ideal
radiation pattern is shown in [15]. In addition to
the broadside radiation patterns, patterns with
15° beam steering are also demonstrated for
both polarizations with side-lobe levels lower
than 10 dB. A wider steering angle (e.g., 30°) is
achievable at the expense of a higher side lobe
level, which in turn can be overcome by using
different tapering techniques.

CONCLUSIONS
Millimeter-wave phased array technologies are
rapidly emerging in the areas of automotive
radar, satellite and backhaul communications,
security scanning, and imaging. In this article, we
review the existing solutions of scalable phased
array and discuss the advantages and challenges
of designing multi-function scalable W-band
phased arrays on silicon with special considera-
tion to packaging and antenna integration. Our
research efforts in this area have demonstrated
the feasibility of using silicon technology and
organic package substrates to implement scal-
able arrays at W-band. A fully integrated anten-
na-in-package solution is developed to build a
compact W-band dual polarized phased array
transceiver module with 64 antennas and 4 SiGe
ICs. The 94 GHz 16-element transceiver IC, fab-
ricated in a mature SiGe BiCMOS process,
demonstrates noise figure (<10 dB), output
power (> 0dBm per element), phase shift (~11°
resolution per element), and phase noise perfor-
mance (–110 dBc/Hz @ 10 MHz offset) suitable
to support imaging and communication applica-
tions. The results from this phased array module
have demonstrated 64-element spatial power
combining and electronic beam steering for both
horizontal and vertical polarizations. A next
important step is to further tackle system inte-
gration challenges, that is, to implement a larger
array with multiple modules on the board level
(e.g., 1024 elements with 16 packages), which
will allow exploration of the approach for larger-
scale applications.
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INTRODUCTION AND MOTIVATION

Continuous scaling of semiconductor devices
allows more processor cores and integrated func-
tionalities into a single chip to support the grow-
ing computation demands of scientific and
commercial workloads in both speed and volume
[1, 2]. This trend mandates an ever increasing
inter-/intra-chip communication bandwidth,
which has been a big challenge over recent
decades. This challenge has motivated active
research to improve interconnect capacities,
characterized by two key specs: bandwidth densi-
ty, defined as gigabits per second per square mil-
limeter, determining the aggregate throughput;
and energy efficiency, defined as Joules per bit,
indicating the overall power consumption. The
required off-chip I/O bandwidth doubles about

every two years, significantly exceeding the
growth rate of the number of pins due to pack-
aging/assembly limitations [3]. The gap between
the interconnect requirement and the capability
forms the “interconnect gap.” Given state-of-art
(SOA) performance of energy efficiency and
bandwidth density, the power consumption and
chip size to support interconnect only will be
overwhelming for most computers and embed-
ded systems [4]. In addition, cost, defined as dol-
lars per gigabit per second, needs to scale down
over the increasing interconnect bandwidth. To
sustain the continuous demands for system per-
formance unmet by the current intra- intercon-
nect capabilities, the interconnect gap must be
filled.

There are two major research areas in the
interconnect: electrical interconnect (EI) [5] and
optical interconnect (OI) [4, 6]. The existing
SOA has demonstrated a bandwidth density of
about 37 Gb/s/mm2 for OI [4] and 8 Gb/s/pin for
EI [5] with energy efficiency of about 4 pJ/bit [5,
6]. However, it is challenging for both EI and OI
to completely address the interconnect issues
individually. The major limitation of EI is the
low bandwidth-distance product of the metallic
medium. Therefore, its energy efficiency drops
significantly when transmitting large throughput
over a > 1 mm distance due to the prohibitive
channel losses. The fiber has unpreceded band-
width-distance product, which makes it ubiqui-
tous for long distance communication, such as
wide area networks (WANs) and metropolitan
area networks (MANs). However, OI faces the
issues of system integration complexity and over-
head, such as electronic-to-optical and optical-
to-electronic (EO/OE) conversion, environment
sensitivity, and high cost of short-distance com-
munications (e.g., < 10 cm). All of these render
the last centimeter dilemma, which falls into the
distance range for inter-/intra- chip communica-
tions.

THz Interconnect (TI), utilizing the frequen-
cy spectrum sandwiched between microwave and
optical frequencies, has high potential to com-
plement EI and OI by leveraging the advantages
of both electronics and optics as shown in Fig.
1a. Continuous scaling of mainstream silicon
technologies enables terahertz electronics in sili-
con, such as a terahertz oscillator [7–9] and
detector [10, 11], making terahertz signal gener-
ation/detection possible and suitable in silicon

ABSTRACT

Terahertz, sandwiched between conventional
microwave and optical frequencies, has inspired
increasing interest due to its uniqueness and
high potential applications, such as imaging,
sensing, and communications. This article, on
the other hand, focuses on one emerging appli-
cation of the terahertz spectrum: THz intercon-
nect. Intra-/inter-chip communication has
doubled every two years over recent decades,
and the trend is projected to continue in the
future. However, the bandwidth supportable by
chip I/O pins cannot keep up with the require-
ment, which forms the increasing gap between
the bandwidth requirement and support capabili-
ty, or the interconnect gap. To ultimately solve
the problem and close the gap, both bandwidth
density and energy efficiency should be boosted.
THz interconnect holds high potential to boost
key performance by leveraging the advantages of
both high-speed electronics devices and low-loss
quasi-optical channels. This article discusses
THz interconnect from different aspects: system
architecture, circuit specifications, design chal-
lenges, and non-ideality effects. Particularly, this
article exemplifies both active and passive circuit
design techniques for THz interconnect, a 140
GHz transceiver and a terahertz generator in 65
nm CMOS technology, and a low-loss and pro-
cess-compatible silicon waveguide channel. THz
interconnect opens high potential new revenue
to solve the long-standing interconnect issue.
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processes. On the other hand, terahertz wave -
guides, similar to their optical counterparts, have
small dimensions and present low loss with an
attenuation factor < 0.04/cm [12, 13]. The ultra-
low-loss feature alleviates the TI link budget to
allow low transmission output power and
improves TI energy efficiency. In addition, TI
favors technology scaling because the increasing
frequency supports higher communication data
rates and reduces channel dimensions, thus
resulting in a larger bandwidth density. These
unique features of TI enable it to complement
EI and OI, with one optimum architecture shown
in Fig. 1b for high energy efficiency, high band-
width density, low cost, and high resilience. As
shown in Fig. 1, the TI aims to address the last
centimeter dilemma between 1 mm and 10 cm,
while EI and OI address the issues in their most
effective operation regions to ultimately fill the
interconnect gap.

THZ INTERCONNECT
LINK BUDGET ANALYSIS

One stringent requirement of interconnect is an
ultra-low bit error rate (BER), demanding high
signal-to-noise ratio (SNR). To realize high-effi-
ciency systems, simple modulation schemes, such
as binary phase shift keying (BPSK) or ampli-
tude shift keying (ASK), are preferred. Figure 2
analyzes the link budget suggested by simulation
and measurement results from a 65 nm comple-
mentary metal oxide semiconductor (CMOS)
technology. With the ASK scheme, a data rate
of 50 Gb/s requires 50 GHz bandwidth due to
the 1 b/Hz bandwidth efficiency. The assumption
of 10 percent fractional bandwidth leads to 500
GHz carrier frequency. To achieve BER <
1×10–15, the SNR must be > 18 dB. With a 20
dB noise figure, the receiver sensitivity is about

–29 dBm. The loss from the channel, including
the signal coupling from/to the transceiver and
channel itself with 10 mm length, is assumed to
be 10 dB. The loss is mostly dominated by the
channel coupler with the loss from the channel
itself < 0.08 dB/mm, based on the discussion
below. Therefore, the loss does not change much
with long channel length. With the link budget
margin of 10 dB, the output power from the
transmitter is therefore about –9 dBm. With 0.5
percent efficiency at the transmitter side, the DC
power consumption is about 25 mW from the
transmitter. The receiver consumes less power
than the transmitter. Here, 5 mW power budget
is allocated to the receiver, which leads to total
power consumption of 30 mW for the entire
transceiver, and the resulting energy efficiency is
0.6 mW/Gb/s or 0.6 pJ/b. With regard to the
bandwidth density, the interconnect size needs
to be evaluated, which is mostly constrained by
the channel dimension and is about 0.25×0.25
mm2 in Fig. 2’s system assumption. Therefore,
the bandwidth density can be estimated to 50
Gb/s/(0.25*0.25) = 800 Gb/s/mm2. This link bud-
get analysis is based on 65 nm CMOS technolo-
gy speed and capabilities. The device fT in 65 nm
CMOS technologies is about 200 GHz. To sup-
port 500 GHz operation, novel circuit architec-
ture and design techniques are required. This is
exemplified below. With more advanced tech-
nologies, such as 40 nm and 28 nm processes,
the increasing carrier frequency is able to sup-
port a larger signal bandwidth and higher data
rate while using a smaller channel size. There-
fore, the bandwidth density can increase quadrat-
ically with the carrier frequency. In addition, a
higher device speed supports better DC-to-RF
conversion efficiency for a better interconnect
energy efficiency. Moreover, all the active cir-
cuits are based on standard mainstream process-
es, which provides the most cost-effective

Figure 1. a) THz Interconnect leverages the advantages of both electrical interconnect and optical interconnect; b) THz Intercon-
nect complements EI and OI to serve as the last centimeter data link.
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implementation and high resilience. Therefore,
TI scales well with processes to be able to ulti-
mately close the interconnect gap by providing
scalable interconnect capabilities.

ACTIVE CIRCUIT DESIGN
CHALLENGES AND EXAMPLE

As shown in Fig. 2, active transceivers support-
ing high data rate with small power consumption
are the key to TI. In such high frequency spec-
trum, spectrum usage efficiency is not as a seri-
ous concern as in the lower gigahertz range.
Therefore, simple modulation schemes, such as
ASK and BPSK, can be adopted to reduce hard-
ware complexity and power consumption while
still offering high communication data rates by
leveraging the wide bandwidth. Among them,
on-off keying (OOK) modulation, the simplest
form of ASK, represents the data as the pres-
ence or absence of a high-frequency carrier
through binary amplitude modulation.

To demonstrate the feasibility, we have devel-
oped a non-coherent OOK-based transmitter/
receiver for short-distance communications, such
as inter-/intra-chip interconnect [14]. Figure 3a
sketches the system architecture. In the transmit-
ter, a voltage-controlled oscillator (VCO) gener-
ates a high-frequency signal running at 140 GHz
as the carrier, and a VCO buffer isolates the
VCO core from the OOK modulated power

amplifier (PA) to stabilize the carrier frequency
and support a large carrier signal. The data
modulates the PA input and intermediate nodes
together to achieve high modulation depth, > 90
percent. The differential switching configuration
by crossing the differential signals is equivalent
to reduce the channel resistance to increase
modulation speed. In the receiver, the low-noise
amplifier (LNA) provides over 20 dB power gain
with more than 20 GHz bandwidth centered at
142 GHz. An envelope detector directly demod-
ulates the incoming OOK RF signal into a low-
frequency baseband signal, which is then
amplified by the following PGA before sending
it off-chip.

The 140 GHz TX and RX are fabricated in a
65 nm CMOS technology. To characterize the
data link, the TX and RX chips are placed in
close proximity (~1 cm) and coupled with bond-
ing wires, as shown in Fig. 3b with chip photos
shown as insets. The performance is summarized
in the table. The tested data rate is 2.5 Gb/s with
a pattern of 215–1 pseudo-random binary
sequence (PRBS). Figure 3c shows the receiver
output signal eye diagram with the eye height
about 32 mV and eye width about 210 ps. Figure
3d presents the comparison of the data sequence
between the input data to the TX and output
data from the RX, which clearly indicates a suc-
cessful link. The measured BER is 4.1 × 10–6.
In this design, the 2.5 Gb/s data rate is mainly
limited by the baseband VGA speed, which
needs to drive off-chip 50 ohm and only provides
1.2 GHz bandwidth. In practical interconnect
scenarios, driving 50 ohm may not be necessary.
Therefore, the baseband speed can be designed
higher to support larger throughput. In addition,
due to the inefficient bonding wire coupling,
which indicates > 40 dB loss from simulation,
the SNR significantly drops, which degrades
BER. With a better coupler design, such as
patch antenna or dipolar antenna based cou-
plers, the energy efficiency and communication
distance can be improved.

One of the key issues of this transceiver is
that the 140 GHz carrier frequency is not high
enough to efficiently support data rate higher
than 50 Gb/s. In addition, the corresponding
passive component size is also large to consider-
ably constrain the bandwidth density. For exam-
ple, an on-chip patch antenna at 140 GHz
occupies about 1 mm2 chip area.

To boost the energy efficiency and bandwidth
density, the carrier frequency needs to be
increased to be able to support wide bandwidth
and high data rates as well as reduce the passive
device sizes. Traditional transit-time-based elec-
tronic devices are typically limited by their low
cutoff frequencies (i.e., fT and fMAX). Despite a
continuous increase in the device cutoff frequen-
cies, deep-scaled CMOS technologies still suffer
major drawbacks in realizing terahertz circuits
and systems. First, external parasitics limit circuit
operating speed to much lower than device-
intrinsic speed due to charging/discharging para-
sitic capacitance. This scenario becomes even
worse with technology scaling due to a larger
ratio of external parasitics over intrinsic device
loading. Second, a CMOS device demonstrates
large losses with a combination ohmic losses

Figure 2. THz Interconnect link budget analysis, and the corresponding
energy efficiency and bandwidth density based on 65 nm CMOS tech-
nology.
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from contacts and metal resistance, and dielec-
tric losses from substrate coupling. These losses
degrade circuit quality factor and reduce signal
gain, which are particularly severe in terahertz
operations and result in the challenge of gener-
ate terahertz signals. Third, ultra-high-frequency
generation faces big challenges due to small
available gain. This is because ultra-high-fre-
quency operation requires small active and pas-
sive components, resulting in insufficient signal
gain. Increasing signal gain can possibly be
achieved by increasing active device size or pas-
sive device size. Increasing active device size

boosts signal gain, but at the cost of larger capac-
itance loading, which then shifts down the oper-
ating frequency. Increasing passive device size,
on the other hand, demands size reduction of
the active components, which then reduces the
transconductance and drops the overall signal
gain. These are active terahertz circuit design
dilemmas.

To overcome the above design issues, we
have invented a new signal generation architec-
ture, composed by a frequency-selective negative
resistance (FSNR) tank, to generate the oscilla-
tion frequency higher than device cutoff fre-

Figure 3. a) OOK-based 140 GHz transceiver for short distance communications; b) the measurement configuration coupled by
bonding wires with the chip photos shown in insets and performance summary; c) measured receiver output eye diagram; d) the
data sequences of transmitter input and receiver output.
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quency [7]. The key challenges in conventional
signal generation are the small signal gain due to
low quality factor Q passives and low operating
frequency due to parasitic loading. To boost the
signal, an extra negative resistance can be used
to compensate for the tank loss. However, the
well-known negative resistance generation cir-
cuits introduce extra capacitance loading. For
example, Fig. 4a shows two negative resistance
generation circuits: cross-coupled pairs with neg-
ative resistance of –1/(2gm), and the gate input
impedance with source capacitor degeneration
producing negative resistance of –1/(w2CgsC1).
The extra capacitance (e.g., Cg, Cd, Cgs, and C1)
lowers the overall operating frequency and
defeats the purpose of ultra-high-frequency gen-
eration.

Therefore, the goal is to identify a circuit that
can generate a negative resistance while not pre-
senting extra capacitance. Figure 4b is the circuit
configuration that satisfies this requirement. The
input impedance looking into the source, Zin
presented in Fig. 4b, demonstrates negative
resistance in a selected frequency range. When
the operating frequency is high enough to satisfy
1 – (Cgs/2)Lgw2 < 1, the equivalent circuit can be
presented as an inductor Lg parallel with a nega-
tive resistance of –CgsLgw2/gm, as shown in Fig.
4b. This feature exactly satisfies the requirement
of generating negative resistance without adding
extra loading capacitance. Moreover, this scheme
provides extra inductance, which further boosts
operating frequency when parallel with a tank.
Because this situation only holds for a certain

frequency range, it is called frequency-selective
negative resistance (FSNR) tank. With the dis-
covery of this resonant tank, a terahertz signal
generator circuit can be formed by combining
this tank with a conventional cross-coupled pair,
shown in Fig. 4c. The fundamental resonant fre-
quency increases to

which is higher than the original resonant fre-
quency from the cross-coupled pair,

To further boost the operating frequency, a
double push-pull structure to generate the 4th
order harmonic is adopted as shown in Fig. 4c.
There are a few unique features of this architec-
ture. First, combining an FSNR tank with the
primary tank boosts the resonant frequency
higher than either of the individual tank reso-
nant frequencies. This allows for larger induc-
tance values of Ltank and Lg, which not only
generate a larger tank impedance for higher
gain, but also render on-chip inductor design
more flexible and reproducible than typical
super-small inductors in the terahertz frequency
regime. Second, the FSNR tank provides nega-
tive resistance at the desired high resonant fre-
quency, which ensures a high operating
frequency. The additional negative resistance
also relaxes a high transconductance gm require-
ment of the core circuit device, which allows a

C L L1 ( / / ) ,g tank

CL1 .tank

Figure 4. a) Conventional negative resistance generation mechanisms that introduce extra capacitance; b) the working mechanism
of the proposed frequency-selective negative resistance tank; c) the complete terahertz generation circuit with fourth order har-
monic enhancement by double push-pull scheme; d) the Michaelson interferometer measurement setup; e) the measured output
spectrum with die photo shown in inset.
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smaller device size to further boost the opera-
tion frequency and reduce the power consump-
tion. Third, a vertical stacking structure allows a
higher supply voltage without reliability concerns
and increasing signal swing.

Conventional electronic apparatus is not suit-
able for identifying high order harmonic fre-
quencies in the terahertz frequency range. To
overcome this obstacle, a Michelson interferom-
eter based quasi-optical measurement approach
is adopted. As shown in Fig. 4d, the output sig-
nal, radiating from the vertically mounted CMOS
oscillator with an on-chip patch antenna, is
detected through an interferometer followed by
a bolometer. The signal spectrum is then recov-
ered through fast Fourier transform (FFT), as
shown in Fig. 4e. The fundamental frequency is
about 217 GHz, which is larger than 65 nm
CMOS cutoff frequency, the unit current gain
frequency fT, which is about 200 GHz. The inset
shows the chip photo, occupying a 0.045 mm2

area.
The wireless communication feature of 140

GHz transceiver-based short-distance communi-
cations, shown in Fig. 3, naturally suffers from
large path losses and channel interferences. In
addition, the loss increases quadratically vs. the
operating frequency, and is thus not favorable
for frequency up-scaling. Moreover, the severe
interference caused by channel crosstalk con-
strains simultaneous multiple channel communi-
cations and is hard to adopt in dense
interconnect channel scenarios. Therefore, a
wired communication channel with low loss is
desired for interconnect, especially TI.

PASSIVE CHANNEL DESIGN
CHALLENGES AND EXAMPLE

Low-loss terahertz channels have been studied
extensively based on a variety of materials [15],
including silicon ribbons [12], plastic ribbons and
fibers [13], and so on. The silicon ribbon has
demonstrated < 1 dB/m loss at frequencies up
to 1 THz [12]. To reduce channel size, a sub-
wavelength plastic fiber, with 200 mm diameter
at 0.3 THz, has been demonstrated with an
attenuation factor of < 0.01 cm–1 [13]. These
low-loss channels alleviate link budget to reduce
the requirements of transmitter output power
and receiver noise performances to enable TI in
silicon processes. However, planar silicon pro-
cess compatible terahertz channels and couplers
have not been investigated in previous literature.
To further investigate the feasibility of terahertz
channels compatible with planar silicon process-
es, we have designed a micro-machined dielec-
tric waveguide-based terahertz channel.

One key specification of the TI channel is the
loss. There are three major loss categories:
material loss, radiation loss, and mode conver-
sion loss. All these losses must be minimized to
achieve overall low-loss performance. Material
loss reduction is straightforward, which means
the use of low-loss materials such as silicon [12],
quartz [15], and plastic [13]. We have used high
resistivity (HR) silicon as the channel material
for low material loss and compatibility with
mainstream silicon processes [16]. To implement

the inter-/intra-chip interconnect for planar pro-
cesses, a bending structure is the most intuitive
and convenient approach. However, the bending
structure may introduce additional losses due to
radiation and mode conversion. The two losses
are determined not only by the material, but also
by the channel dimensions, and therefore pre-
sent design trade-offs when optimizing the two
loss mechanisms.

To support small form factor and package
footprint, small bending structure is preferred.
When the bending radius is smaller than the sig-
nal wavelength, radiation loss may exist because
the portion of electromagnetic (EM) waves leak-
ing into the air cannot preserve the phase front
after bending. To minimize the radiation loss,
the wave must satisfy two requirements:
• Total internal reflection (TIR) to reduce

the radiation loss
• Transverse resonance condition to ensure

constructive interference with itself [17]
Figure 5a illustrates the analysis of EM wave

propagating in a planar slab dielectric wave -
guide, where n1 and n2 are the refractive indices,
and k1 and k2 are the wave numbers of the
dielectric waveguide material and the surround-
ing material, respectively. The waveguide has
finite size along the x axis within the ±d region
and is infinite along the y axis. The electromag-
netic wave propagates along the z axis. When
the incident angle q is larger than the critical
angle qc = sin–1(n2/n1) to satisfy the TIR require-
ment, the boundary condition determines the
electrical fields on the three regions: upper,
down, and inside the slab, can be represented as
[17]

E = Eoexp(ax(x + d))cos(bz – wt) x < –d

E = Eoexp(–ax(x – d))cos(bz – wt) x > d (1)

E = Eocos(bz – wt) –d £ x £ d

where ax = (k1
2sin2q – k2

2)0.5. Therefore, the
waves outside the central waveguide area (–d <
x < d) are evanescent waves with attenuation
factor ax. Besides the TIR requirement with the
incident angle larger than the critical angle qC,
transverse resonance needs to form constructive
interference for low loss propagation. To achieve
that, the phase difference needs to be an integer
number of 2p after two reflections, expressed as

(2)

where m is the mode number starting from 0 for
the fundamental mode, fr is the phase difference
generated for each reflection, determined by the
incident angle and dielectric constants of the two
interfacing materials. Equation 2 determines the
possible propagation modes supportable by the
slab dielectric waveguide. FigThe graphic at the
top of Fig. 5b illustrates the EM distribution
along a bending dielectric waveguide channel,
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which indicates two major loss mechanisms: radi-
ation loss and mode conversion loss. Increasing
the channel dimension helps to confine the elec-
trical field inside the waveguide channel to
reduce the radiation loss. However, when the
channel dimension becomes large enough to
allow multiple modes to exist at the operating
frequency, mode conversion loss will be induced.
The issue is exacerbated by the bending struc-
ture. Figure 5b presents the bending loss, con-

sisting of both radiation loss and mode conver-
sion loss, vs. channel height h with a fixed radius
r of 300 m and a fixed width w of 300 mm at 200
GHz of a designed silicon dielectric waveguide
[16]. When h is less than 500 mm, radiation loss
dominates. Smaller height leads to a larger por-
tion of the waves leaking into the air and causes
larger radiation loss as shown by the curve with
up triangles. When h is larger than 500 mm,
higher order modes may be excited and propa-

Figure 5. a) Analysis with total internal reflection and electrical field distribution in different media regions of a slab dielectric
waveguide; b) simulated electrical fields and propagation waves along the channel and the simulated loss vs. different channel
height; c) photograph of the test bench and a zoomed-in picture of the channel sitting in the spacer; d) photographs of the chan-
nel from different perspectives and the SEM photograph of the patch antenna based channel coupler; e) the measured and simu-
lated S-parameters of the design silicon dielectric waveguide channel.
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gate, causing increasing mode conversion loss as
shown by the curve with down triangles. The
total loss is plotted as the curve with squares.
The minimum loss of 0.3 dB occurs with h
around 500 mm. To realize the signal coupling
between the transceiver and the channel, this
prototype adopts patch-antenna-based coupler
structure to utilize its broadside radiation pat-
tern.

Figure 5c illustrates the measurement setup
and zoomed-in figure of the silicon dielectric
channel [16]. Figure 5d presents the pictures of
the fabricated channel and coupler. Figure 5e
shows the comparison of measurement results
between the cases with and without TI, which
indicates dramatically improved insertion loss.
The simulation results are also included for com-
parison, which confirms the consistency. The
minimum insertion loss for h of 500 mm is about
11.6 dB. This loss can be significantly reduced
due to the usage of low conductivity titanium on
the feeding line and coupler to increase the fab-
rication stiffness, which is not needed in real
interconnect scenarios. Without low-conductivity
titanium, the insertion loss improves about 5 dB.
Although the channel is only measured around
200 GHz due to equipment limitations, the
design methodology and structure are ready to
apply into the terahertz frequency range due to
the benefits at higher operating frequencies.
First, higher operating frequency increases signal
bandwidth to support higher throughput; second,
higher operating frequency reduces the device
and channel size to further increase bandwidth
density; third, higher frequency introduces better
coupler efficiency for patch structure due to the
small gaps between the top plane and the bot-
tom ground plane in CMOS processes.

CIRCUIT AND SYSTEM
NON-IDEALITY EFFECTS

TI performance is affected by practical circuit
and system parameters and non-idealities, such
as channel dispersion, circuit nonlinearity, noise,
and system bandwidth. Large bandwidth facili-
tates high data rates. However, increasing band-
width has realistic concerns; even the carrier
frequency, channel bandwidth, and circuit band-
width have sufficient capabilities. This is mainly
because wide bandwidth results in a large inte-
grated noise and is vulnerable to channel disper-
sion and circuit nonlinearity, thus degrading
system SNR. When the bandwidth exceeds 100
GHz, it is extremely challenging to support the
required SNR for ultra-low BER (e.g., 1 ×
10–15). Therefore, to support wide bandwidth,
logically shared multi-channels through the same
physical link, with relatively small bandwidth for
each channel, should be adopted. The schemes
to support multiple channels can be achieved
through frequency-division multiplexing or other
multiplexing approaches. When there are multi-
ple channels, the interference due to channel
crosstalk also degrades SNR. In addition, for all
inter-/intra-chip communications, multiple paral-
lel physical links are required to satisfy the over-
all extremely large aggregate data rate, such as
petabyte or exabyte.

The scenario of multiple physical links and
multiple logical channels sharing physical links
is illustrated in Fig. 6. Due to the physically
and logically adjacent channels, there is inter-
ference through channel coupling and
crosstalk. A simplified scenario of channel
coupling and crosstalk is illustrated in Fig. 6a.
Assume a target channel,  N ,  is  coupled by
eight adjacent channels. Two physically collo-
cated channels,  N – 1 and N + 1, generate
interference. On the two adjacent physical
links, there are also three corresponding chan-
nels close to the target channel with interfer-
ence generation. Two factors — filtering, the
suppression between adjacent logical channels,
and crosstalk, the coupling between adjacent
physical links — are critical to TI performance
with multiple channel l inks.  The coupling
between adjacent channels and the target
channel is illustrated in Fig. 6a. Figure 6b pre-
sents the normalized energy efficiency vs.
physical link crosstalk given the filtering sup-
pression is fixed at 40 dB. The target SNR is
18 dB to achieve a BER of 1 × 10–15.  The
energy eff iciency gets worse with a larger
crosstalk. This is due to the fact that more
crosstalk results in more interference, which
therefore requires a larger signal power to
maintain the same SNR, thus degrading the
energy efficiency. Figure 6c illustrates the
EVM and BER vs. physical link crosstalk given
the same assumption of 40 dB filtering sup-
pression.  Assume init ial  EVM without
crosstalk and channel coupling of –46 dB. The
crosstalk degrades both the EVM and BER.
When the crosstalk is worse than –20 dB, EVM
degrades to –16.9 dB, which can no longer sat-
isfy the BER requirement of 1 × 10–15.

This analysis is a simplified scenario. In prac-
tical systems, there are more effects to consider,
such as out-of-band intermodulation and adja-
cent channel spectrum regrowth. Therefore, the
overall SNR and BER with practical circuit and
system specifications can be presented as

(3)

where Nn is the noise spectrum density of a
channel, Pnl_self is the interference from the tar-
get channel itself, such as dispersion and circuit
nonlinearity, and Pcc is the interference from the
adjacent channels, including channel crosstalk,
out-of-band intermodulation, and spectrum
regrowth due to nonlinearity. Good SNR and
BER demand high suppression of all the non-
idealities.

CONCLUSIONS
This article proposes and presents a new appli-
cation for the terahertz spectrum, THz Intercon-
nect, to potentially address inter-/intra-chip
interconnect issues by leveraging the advantages
from both the electronics and optics sides. TI
complements electrical interconnect and optical
interconnect to focus on the communication dis-
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tance between 1 mm and 10 cm, which is the
“last centimeter” region for inter-/intra-chip
communications. The development of TI
requires advancements in a large variety of
research fields, including low-power and high-
frequency active circuits and systems; low-loss,
small-size, and low-dispersion channel; low-loss
coupling between actives and passives; small
crosstalk multiplexing techniques; and novel
ideas in active and passive co-design to further
boost energy efficiency. With the developments
of the corresponding fields, we are optimistic to
witness the long-standing interconnect gap to be
closed.
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INTRODUCTION
Modern wireless communication transmitters
need to be energy-efficient when handling non-
constant envelope signals. As such, they must
provide improved efficiency vs. power backoff
operation compared to their class-B oriented
predecessors. The two most common techniques
to achieve this are voltage supply and load mod-
ulation. For the first one, envelope tracking
(ET) and envelope elimination and restoration
(EER) are prime examples, and for the second
Doherty and outphasing [1, 2]. It is the general
perception that due to their lower RF complexi-
ty, ET and EER can support larger RF operat-
ing bandwidths than load modulation oriented
approaches. On the other hand, since Doherty
and outphasing transmitters do not need a
dynamically operated DC-to-DC converter, they
can offer higher instantaneous video bandwidths
and higher output powers, performance parame-
ters that are essential to base station applica-
tions. As such, currently the base station market
is dominated by Doherty solutions, while ET
seems to find its way into handset applications
where RF configurability is more important. In
contrast, outphasing as a linearity and efficiency
enhancement technique, in spite of its early
invention, simplicity, and inherent elegance, has
not found its way yet into volume applications.

At first sight, this lack of popularity is a bit sur-
prising because outphasing can offer some key
advantages over Doherty and ET oriented trans-
mitters:
• Higher efficiencies due to switch-mode

operation of the active devices but with lin-
ear amplification

• Digital compatibility (due to phase-only
control), enabling greater system integra-
tion

• Low overall system complexity
These properties make outphasing an attrac-

tive candidate for modern wireless nodes that
aim for full digitalization of their TX line-up.
Note that such a digital outphasing approach,
where the active devices are only fully switched
on/off, can offer many advantages like reduced
sensitivity to drift and device degradation, which
makes the amplifier operation less dependent
on actual device characteristics, yielding much
more straightforward pre-distortion. Further-
more, it is important to note that outphasing, in
contrast to many other digital TX-like solutions,
does not require any high Q-filtering to recon-
struct the (analog) TX signal at its output. As
such, outphasing transmitters can be made
reconfigurable in their operating frequency. In
spite of the benefits, outphasing transmitters are
not widely used, which indicates that there are
some complications in the underlying concept
that need to be solved to come to practical
viable implementations. To accomplish this,
many modifications to the basic outphasing
principle at both the system level (e.g., improved
input drive profiles) and circuit level (e.g.,
improved output matching techniques) have
been proposed to overcome its traditional draw-
backs. To place these modifications in the prop-
er context, in this article we first give the basics
of outphasing transmitters, followed by a review
of the drawbacks related to a straightforward
implementation. Next, we discuss the proposed
system/design innovations to overcome these
drawbacks. We conclude this article by provid-
ing an overview on the state of the art in out-
phasing transmitters and the latest research
directions.

ABSTRACT

An overview of outphasing transmitters is
given. Starting from its basic principles, we dis-
cuss its advantages and drawbacks compared to
other high-efficiency amplifier configurations.
Next, innovations in outphasing architecture,
design, and implementation are given that over-
come the difficulties related to the traditional
outphasing configuration. Using the latest
insights in drive schemes for input signals and
quasi load-insensitive class-E output matching,
very compact high-power high-performance digi-
tal-like transmitters are enabled that offer high
efficiency and high spectral purity while being
reconfigurable in their operating frequency.
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BASICS OF OUTPHASING AMPLIFIERS

Outphasing applied for signal amplification
(Figs. 1a and 1b) was originally intended to
improve the efficiency and linearity of AM
broadcast transmitters [1]. In the classical two-
way outphasing concept, a complex modulated
signal Sin = E(t) · cos(w0t + j(t)) at carrier fre-
quency w0, with envelope and phase modulation
E(t) and j(t), respectively, is split into two con-
stant-amplitude signals S1,2(t) having phase mod-
ulation only that are fed to the two branch
amplifiers:

S1,2(t) = Vbranch · cos(w0t + j(t) ± q(t)) (1)

where q(t) = cos–1(E(t)) is called the outphas-
ing angle (Fig. 1c) and encodes the original
envelope modulation, while Vbranch represents
the constant input drive level of the branch
amplifiers. The vector summation of the ampli-
fied input signals S1,2 in Eq. 1 at the output of
the branches yields the desired amplified linear
replica of Sin(t).The key advantage of this tech-
nique is that the branch amplifiers always oper-
ate at a constant power level and therefore can
be of the switch-mode type. As a consequence,
AM-AM and AM-PM distortion of the branch
amplifiers no longer influences the overall out-
phasing amplification. Note that the output
power combiner, which performs the vector
summation of the branch amplifier signals (Fig.
1d–f), plays an essential role in reconstructing
the amplified replica of the original phase and
amplitude modulated input signal. Using an
isolating power combiner (Fig. 1d), referred to

as linear amplification using non-linear compo-
nents (LINC), eliminates any interaction
between the amplifier branches, and hence
only experience a constant ohmic load. This
makes their behavior very predictable (and lin-
ear), but unfortunately not very efficient (the
curve for class-B LINC-PA in Fig.  2).  To
improve the efficiency in power backoff opera-
tion, Chireix [1] proposed the use of a non-iso-
lating power combiner with compensating
reactive elements (Figs. 1e and 1f). As a conse-
quence, the effective load modulation seen by
the branch amplifiers can be described by (for
Fig. 1e) [4]

(2)

The increase in the ohmic part, with increas-
ing outphasing angle, yields the desired effi-
c iency enhancement in power backoff
operation if the imaginary part of this loading,
Eq. 2, can be kept small. This can be accom-
plished by proper dimensioning of the Chireix
compensating elements Bqc (Figs. 1e and 1f)
when sett ing them equal  to B(q c)  at  the
desired compensation angle qc. Note that the
load modulation for classical outphasing is
infinite for both branches. In comparison, in
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symmetric Doherty, the “main branch” has a
load modulation factor of 2,  while for the
“peak branch” the load modulation is also
infinite. Furthermore, in Doherty the branch
amplifiers experience time-varying envelope
amplitudes, while their loading (at the design
frequency) is always close to ohmic as opposed
to outphasing.

Assuming class-B operation for the branch
amplifiers (with a maximum efficiency hB = 78.5
percent), the resulting Chireix outphasing opera-
tion yields the classical theoretical efficiency
described by [4]

(3)

where cos –Y1,2 is the power factor of the com-
bining network [7]. The expression in Eq. 3 is
plotted in Fig. 2 with the curve labeled outphas-
ing PM-PA.

When comparing this efficiency curve with
that of the ideal two-way Doherty amplifier
(symmetric D-PA in Fig. 2), we see that it is rel-
atively competitive, although it does not offer
any major advantage over the efficiency perfor-
mance of an asymmetric Doherty (asymmetric
D-PA in Fig. 2). Closer inspection reveals that
the rather steep drop in the outphasing efficien-
cy curve beyond the second high-efficiency point
in power backoff (i.e., at qc) is mainly responsi-
ble for this. Later on, we see how mixed-mode
outphasing operation or the use of quasi load-
insensitive class-E switch-mode operation for the
branch amplifier output stages can help us to
improve this situation.

PRACTICAL LIMITATIONS OF THE
BASIC OUTPHASING CONCEPT

With the basic principle of outphasing operation
reviewed, it is now time to look into the practical
consequences of using pure-outphasing opera-
tion with real devices and power combining net-
works. Note that pure outphasing in this context
refers to the situation that only phase modula-
tion is applied in the branch amplifier paths and
that any kind of amplitude modulation is omit-
ted. As such, the branch amplifiers will work
under constant envelope conditions all the time.
The consequence of this is that all the output
power control should result from the (pure-)
outphasing action only. This constraint alone has
some significant consequences:

•Output power control now results from the
summation/subtraction of two large vectors. This
is not a problem at high output powers (when
the vectors are almost in phase and constructive-
ly add), but gives inaccuracies in deep power
backoff, where the vectors are almost opposite,
and small errors in their magnitude directly
result in dynamic range constrains [8]. Thus, to
guarantee a high dynamic range some amplitude
calibration of the branch amplifiers needs to be
in-place [6, 9, 10].

•Active devices in general do not work opti-
mally under highly reactive and varying loading
conditions that occur in pure outphasing opera-
tion in deep power backoff (Eqs. 2 and 3). These
highly reactive loading conditions are also
responsible for the steep efficiency rolloff of the
outphasing PM-PA curve in Fig. 2.

•Pure switch-mode operation for the branch
amplifiers typically requires that the input power
remains high/constant in power backoff conditions
where the overall output power is reduced. As a
result, the gain drops linearly with output power
(Fig. 3a), directly affecting the achievable power-
added efficiency and overall system efficiency.

•The use of maximum output voltage swing
for all output power levels, in combination with
the high load modulation used in pure outphas-
ing operation, makes the output very sensitive to
shunt losses (e.g., output conductance of the
devices or shunt losses of the output matching
network/power combiner). This can severely
impact the achievable efficiency in power back-
off operation [5].

•Bandwidth expansion of the branch amplifi-
er signals. The fact that in outphasing systems all
the information contained in the original ampli-
tude and phase modulation needs to be repre-
sented only as phase modulation yields a
considerable expansion of the bandwidth of the
constant amplitude signals to be fed to the
branch amplifiers. This can also be concluded
from the nonlinear operations required for gen-
erating the outphasing angle, that is, q(t) =
cos–1(E(t)). This bandwidth expansion puts con-
straints on the signal generation as well as the
video bandwidth of both branches, which needs
to behave identically over frequency even with
the opposite varying reactive loading conditions
in Eq. 2. The extended bandwidth of the branch
signals is considered to be about 10–15¥ the
original signal’s bandwidth [5].

η = η ⋅ ∠ = η
θ

θ + θ θ
Ycos

2 cos
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c
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Figure 2. Ideal drain-efficiency characteristics of several high-efficiency
amplifiers: (assuming class-B branch amplifier operation) two-way sym-
metric and asymmetric Doherty amplifiers (D-PA) [2], LINC (Fig. 1d) [2,
3], and outphasing with only phase modulation (PM-PA) [1, 2, 4] or using
a combination of amplitude and phase modulation (i.e., mixed-mode out-
phasing) (MM-PA) [5]; and pure switch-mode outphasing with class-E
branch amplifiers (E-SMPA) [6].
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ENHANCEMENTS OVER THE
BASIC OUTPHASING CONCEPT

Fortunately, enhancements over the basic out-
phasing concept can be made at various levels;
for example, at the system level by using a more
advanced input-signal conditioning, or at the
design level by using a more robust operating
class of branch amplifiers, an improved wide-
band power combining network, and a better
device technology.

MIXED-MODE OUTPHASING
When considering the input-signal generation, it
can be noted from Eq. 2 that in deep power
backoff operation a high value for the outphas-
ing angle translates into a highly reactive loading
condition for the branch amplifiers, yielding a
steep efficiency drop in deep backoff. Conse-
quently, constraining the upper value of the out-
phasing angle at backoff near the second
high-efficiency point (i.e., q(t)|max = qc) now
also yields close to ohmic loading conditions for
the active devices in deep power backoff opera-
tion, which helps to improve the efficiency in
this region (Fig. 2, curve MM-PA) [5]. However,
doing so requires another means to control the
delivered output power beyond this outphasing
angle limit. A logical way to handle this situation
is to introduce some amplitude control (e.g.,
controlling the input signal levels of the branch
amplifiers) [5]. This approach requires that the
branch amplifiers have an input-to-output power
dependence (e.g., class-B, Class-F, or class-E
with a soft switch-on characteristic). Although
this approach slightly compromises the pure
switch-mode outphasing concept at least beyond
the second high-efficiency power backoff point,
it comes, besides the avoidance of very reactive
loading conditions, with some additional key
advantages. Specifically, it drastically relaxes the
dynamic range constraints and the related cali-
bration requirements on the output amplitude of
the branch amplifier paths, since now we no
longer have to rely on the precise subtraction of
two large vectors in power backoff operation. In
fact, these vectors scale now in amplitude beyond
the second high-efficiency point. Furthermore,
reducing the input power in deep power backoff
also solves the gain collapse of pure outphasing
in deep power backoff operation (Fig. 3). In
addition, its lower load modulation and voltage
swings at the output reduce the impact of para-
sitic shunt losses of the active devices and match-
ing networks [5]. Finally, but not least, the
bandwidth expansion of the signals of the branch
amplifiers also seems to be significantly reduced
[5]. This relaxes the signal generation and also
the requirement on how identical the amplifier
branches need to be over frequency under vary-
ing loading conditions. Illustrations of the pure-
mode and mixed-mode outphasing operation
using class-B amplifiers are given in Fig. 3 and
described in detail in [5, 11]. Figures 3a–3c show
the outphasing PA branches input Vgs1,2(t) and
output signals V1,2(t), and corresponding effi-
ciency (hDE = Pout/PDC and hTOT = Pout/(PDC +
SPin)) and gain (GTOT = Pout/SPin) performance
for three different control schemes, respectively: 

• Brute force phase modulation (i.e., the tra-
ditional control scheme) (Fig. 3a)

• A refined pure-mode control leading to
phase-only modulation at the combining
reference plane (i.e., so-called pure out-
phasing) that requires both amplitude and
phase input control due to the transconduc-
tance nature of class-B amplifiers (Fig. 3b)

• Mixed-mode control, which leads to both
amplitude and phase modulation at the
combining plane (Fig. 3c)

ENHANCED PURE-MODE
OUTPHASING OPERATION

Although there are many benefits in mixed-
mode outphasing operation, it compromises one
of the key advantages of outphasing: its direct
compatibility with digital-like operation (Fig.
1b). Consequently, there have also been many
efforts to overcome the traditional drawbacks
related to pure-mode outphasing besides the use
of mixed-mode operation. The most promising
ones relate to the use of quasi load-insensitive
class-E operation, and the use of advanced semi-
conductor device technologies and duty-cycle
control.

Quasi Load-Insensitive Class-E — One of the
first demonstrations of the excellent efficiency
performance of outphasing with class-E branch
amplifiers was reported in [13]. In [13], the
branch amplifiers were operated in the classical
RF-choke class-E mode, and the combining net-
work was properly adapted to allow efficient
outphasing operation. However, the branch
amplifiers can also be directly designed and
operated in the so-called quasi load-insensitive
class-E mode [6, 9, 10]. Basically, quasi load-
insensitive class-E enables efficient class-E
amplifier operation under load-modulated con-
ditions without any notable penalty in efficiency
performance, which is a very interesting feature
for outphasing systems. Since the circuit com-
plexity of a load-insensitive class-E amplifier is
quite limited, its implementation can be relative-
ly straightforward. Its unique high-efficiency
operation under changing (ohmic) loading con-
ditions (close to 100 percent for an ideal switch-
ing device) is due to its cleverly chosen network
component values, demanding that [14]

for optimum quasi load-insensitive operation. In
fact, this choice determines how much the reso-
nance frequency of the device’s output capaci-
tance CE and its DC-feed inductance LE deviates
from the operating frequency w. In addition, the
output network can have a low-Q, which facili-
tates wideband operation when proper filtering
of the higher harmonics is accomplished [6, 9].

When quasi load-insensitive class-E operated
branch amplifiers are applied in an outphasing
configuration, the efficiency vs. power backoff
curve is indeed very favorable (outphasing E-
SMPA in Fig. 2). Closer inspection of this result
indicates that reactive loading, at high outphas-
ing angles in pure-outphasing operation and

= ω ⋅ ≈q L C1 1.3E E E
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Figure 3. Outphasing using class-B branch amplifiers with different drive profiles [11, 12]: response of a) direct brute-force phase mod-
ulation only control; b) pure-mode; c) mixed-mode outphasing operation with ideal control for class-B operation. A practical class-B
prototype schematic and corresponding measured results are given in d) for both pure-mode and mixed-mode operation [5].
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deep power backoff, has a much less destructive
impact on the active device efficiency perfor-
mance [6, 9] as opposed to the use of more tra-
ditional amplifier classes like class-B. As a result,
one of the most painful drawbacks of basic out-
phasing operation has been overcome, while the
offered drain-efficiency performance vs. power
backoff significantly outperforms asymmetric
DPAs even in deep power backoff levels.

Use of Advanced Semiconductor Device
Technologies — Although the use of load-
insensitive class-E seems to solve one of the
most important problems of the basic outphasing
architecture, there are still other aspects that
need careful attention to enable high-efficiency
performance in practical situations. These
include dealing with low gain at power backoff
levels and sensitivity to shunt losses (output con-
ductance). Note that the high load-modulation
ratios in outphasing amplifiers make this concept
much more prone to the parasitic output con-
ductance of the active device. Hence, different
than in Doherty, which typically uses rather
moderate load-modulation ratios, here output
losses of the active device should be kept to a
minimum. A straightforward manner to over-
come these drawbacks is the use of more
advanced device technologies. For example, in
high-power applications, GaN devices provide
superior material properties and isolating sub-
strate compared with laterally diffused metal
oxide semiconductor (LDMOS) devices. There-
fore, GaN is a logical technology choice to over-
come the impact of output losses in pure
outphasing amplifiers. Furthermore, to fully ben-
efit from switch-mode operation, the transition
from fully off to fully on, and vice versa, needs
to be as short as possible. Typically, this is
accomplished by overdriving the device input
with a large sinewave. However, doing so signifi-
cantly lowers the achievable gain, and this is
highly undesirable since, as mentioned before, in
pure outphasing systems the gain tends to drop
linearly with the output power backoff level.
One elegant way to overcome this issue is to
drive the branch amplifiers with a square-like
wave (e.g., by using a digital-like driver). This
approach has been recently implemented in sev-
eral works using tapered digital complementary
metal oxide semiconductor (CMOS) buffer
chains in combination with high-voltage (HV)
CMOS output stages [9, 10], and it has been
demonstrated that both gain and device switch-
ing are improved, maximizing the overall effi-
ciency of the outphasing transmitter. This rather
inspiring combination of GaN transistors in
quasi load-insensitive class-E operation, driven
by HV-CMOS technology, bridges the gap
between the RF power and CMOS oriented digi-
tal world, and has already yielded impressive
overall line-up efficiencies [9, 10]. 

Use of Duty-Cycle Control for Calibration
and Operating Frequency — As earlier indi-
cated, one of the key difficulties in using pure-
outphasing operation is the dynamic range
limitation which is caused by unbalances/differ-
ences in the amplitude of the branch amplifiers
(recall in Eq. 2 that both amplifier branches see

different imaginary loading conditions that vary
opposite to the outphasing angle). To fine tune
for these differences, one can slightly adjust the
supply voltage, or affect the losses or matching
conditions in one of the branches. However, a
more elegant solution is to offset the signal input
duty cycle of one branch amplifier with respect
to the other. Using this method, the on/off time
of the active devices in the branch amplifiers can
be controlled, and hence their effective output
power, without violating the purely digital-like
nature of the targeted outphasing transmitter. In
addition, by statically adjusting the common duty
cycle of both branches, the optimum operating
frequency can be shifted, so a tuned high-effi-
ciency performance can be maintained across a
large frequency range. This duty-cycle-controlled
approach has been demonstrated in a CMOS-
GaN class-E Chiriex outphasing amplifier oper-
ating between 1.8–2.2 GHz [10]. Highlights of
this work are given in Fig. 4, including simplified
schematics, an actual prototype photograph, and
measurement results.

THE POWER COMBINING NETWORK
In addition to input signal conditioning, the
power combining network in combination with
the Chireix compensating elements and the actu-
al device output matching have a big impact on
the achievable bandwidth and efficiency perfor-
mance of the outphasing transmitter. When aim-
ing for a single-ended load, the power combiner
also needs to fulfill a Balun function. In view of
this, it can be shown that a traditional transmis-
sion-line-based power combiner (Fig. 1e) limits
the achievable bandwidth of the overall outphas-
ing amplifier [15]. Much better results can be
achieved with a structure that makes use of
inductively coupled elements like a transformer
[6, 15] (Fig. 1f) or coupled lines like in a Marc-
hand Balun [9, 10]. Note that although induc-
tively coupled elements have the reputation to
be lossy, this does not have to be the case when
directly implemented using the bondwire con-
nections to the active device bar. As such, the
otherwise bulky power combiner can be now
fully integrated inside the package itself, leading
to very small-form factors at relative high power
levels while exhibiting extremely low losses. This
design approach has been demonstrated by the
prototype highlighted in Fig. 5 and reported in
detail in [6]. In such work, peak drain efficien-
cies for the entire outphasing prototype were
measured exceeding 80 percent, while studies
indicate that these numbers can still be improved
by fine tuning the bondwire dimensions. From
the results in Fig. 5c, the highest output power
and largest backoff efficiency at 28 V and 2.3
GHz was selected for the DPD experiments with
modulated signals.

OTHER OUTPHASING
RELATED INNOVATIONS

So far, our discussion has been entirely focused
on two-way outphasing transmitters that rely
only on the active load modulation for their effi-
ciency enhancement in power backoff. However,

Although the use of

load-insensitive class-

E seems to solve one

of the most impor-

tant problems of the

basic outphasing

architecture, there

are still other aspects

that need careful

attention to enable

high-efficiency per-

formance in practical

situations.
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being a generally applicable technique, outphas-
ing is not restricted to only two-way systems. In
fact, N-way outphasing systems are feasible [7,
16], as well as outphasing systems that utilize
adaptive power combiners [17], or even outphas-
ing systems that utilize combinations of outphas-
ing and discrete supply modulation [3]. In all
these cases, the efficiency and flexibility improve-
ments come with a significant increase in system
complexity. Consequently, it will be the actual
implementation and its measured performance
(not their theoretical promises) that will deter-
mine if these solutions will be successful in prac-
tice.

N-WAY OUTPHASING SYSTEMS
One motivation to go for N-way outphasing
systems [7, 16] is to use this extra flexibility in
signal generation and power combining to
limit the imaginary varying part of the load
seen by the individual branch amplifiers. As
such, even higher efficiencies in deep power
backoff operation come into reach. However,
the complexity increase is considerable, while
the higher efficiencies come at even greater
load-modulation ratios,  making practical
implementations sensitive to losses, compo-
nent spread, and frequency deviations. Howev-

er,  i ts  increased f lexibi l i ty  (and potential
reconfigurabil i ty)  might outweigh the
increased complexity if the driving circuitry
can be made fully digital.

OUTPHASING WITH
ADAPTIVE POWER COMBINERS

In conventional two-way outphasing systems,
the undesired reactance due to the outphasing
action can only be compensated at two points
(compensation angles). For all other angles
there is a residue reactive loading that degrades
the achievable efficiency performance, yielding
the well-known efficiency curve of Eq. 3. How-
ever, using an adaptive power combiner or a
power combiner with adaptive Chireix compen-
sating elements (which can be varied with the
envelope modulation/outphasing angle), in the-
ory the branch amplifier loading can be kept
purely ohmic, thus enabling significantly higher
average efficiencies. This was demonstrated in
[17] using high-Q varactors, but can also be
implemented using digitally controlled solid-
state switched capacitors with sufficient resolu-
tion. In addition, easy frequency adjustment
seems to come into reach with this technique.
Although attractive, this solution also increases

Figure 4. CMOS-driven GaN outphasing transmitter using load-insensitive class-E operation allowing duty cycle adjustment of the
input signals of the branch amplifiers [10]: a) simplified schematic showing the line-up of CMOS driver and GaN output stage;
b) photograph of the realized demonstrator;  experimental drain efficiency performance at different frequencies c) before duty
cycle adjustment; d) after duty cycle adjustment. Duty cycle is adjusted by means of the voltages VGN and VGG in the schematic
of a).
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the system complexity significantly and has
some practical constraints. For example, the
losses in the tunable power combiner and
Chireix compensating elements will have a
rather dramatic impact on the achievable effi-
ciency performance. Also, the application of
this technique at high power levels might prove
not to be straightforward.

OUTPHASING IN COMBINATION WITH
SUPPLY SWITCHING

Another recently promoted technique is the
combination of supply-voltage switching of the
branch amplifiers with two-way outphasing using
an isolating power combiner, which is referred to
as multilevel outphasing [3]. By using an isolat-

Figure 5. Package-integrated 70 W outphasing SMPA using GaN HEMT-based load-insensitive class-E branch amplifiers [6]: a)
simplified schematic; b) prototype photographs; c) measured drain efficiency (hDE) at different supply voltages and operating
frequencies; d) measured drain efficiency (hDE), total efficiency (hTOT), and gain vs. normalized backoff power at VDD = 28 V
and 2.3 GHz, resulting in 70 W peak output power capability as used in the DPD experiments; e) resulting spectral purity meet-
ing Third Generation Partnership Project specifications after linearization with a memoryless multi-segment polynomial DPD
algorithm.
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ing power combiner, the problems related to the
time-varying loading of the branches are elimi-
nated. In this approach, the efficiency enhance-
ment in power backoff operation now results
from the supply-voltage adjustment of the branch
amplifiers. The outphasing action itself is only
used to “smoothly” connect the discrete power
levels provided by the supply voltage switching.
Using this approach, the difficulty of making a
wideband energy-efficient DC-DC converter is
omitted. By introducing a sufficient number of
voltage supply levels, the achievable drain effi-
ciency for multi-level outphasing can be made
much higher than for conventional LINC trans-
mitters [3]. Using the multi-level outphasing
approach, the difficulties are now shifted from
the circuit domain to the pre-distortion of this
multi-level outphasing transmitter, which needs
to handle the rather abrupt supply voltage
changes in an appropriate and reliable manner,
something that is becoming increasingly difficult
with increasing modulation bandwidth. If these
issues can be appropriately handled, this archi-
tecture can also offer some advantages in spite
of its higher complexity.

CONCLUSIONS
As can be concluded from this overview, since its
invention in 1935 and through all these years,
outphasing is still a very active research topic
that has gained renewed interest in the last few
years thanks to technological advances in several
areas. Due to the fact that outphasing allows the
use of true switch-mode operation without any
severe filter requirement, it provides higher effi-
ciency potential than the currently popular
Doherty amplifiers. This becomes most apparent
by comparing their achievable average efficiency
when assuming idealized 20 dB gain active
devices with lossless power combining (Table 1
and [12]). Note that these additional gains in
efficiency are very important, since they can

open the road to future base station transmitters
that no longer require forced air cooling, which
is highly desirable from the cost, energy con-
sumption, and maintenance points of view. To
truly achieve the efficiency promise of the out-
phasing concept, dedicated and innovative sys-
tem and circuit solutions are needed. Some of
them have been discussed in this overview.
Which one is your favorite depends on your atti-
tude. Would you like to move in small steps
from a Doherty-like approach to higher perfor-
mance? Then take the mixed-mode approach.
Are you more aggressive and aim for a fully digi-
tal approach? Then go for the pure switch-mode
approach. Would you prefer something more
exotic that can (at least in theory) provide you
with even higher efficiency numbers, while being
reconfigurable? Try duty-cycle control, adaptive
combiners, or N-way outphasing. Would you like
to combine outphasing with supply-voltage con-
trol? Try the multi-level outphasing approach. In
the end, in spite of personal preferences, it will be
the ever changing wireless market itself that will
select the most cost-effective, efficient, reliable,
and flexible implementation as the new favorite.
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SERIES EDITORIAL

DESIGN AND IMPLEMENTATION

his issue presents two papers related to different aspects
of application servers in communication networks.

Traditional communication system hardware and soft-
ware architectures were based on resource intensive imple-
mentations that separated the control and data planes, and
were built using special-purpose ASICs and hardware plat-
forms, and proprietary operating systems. The ongoing
miniaturization of communication systems, driven particu-
larly by the demands placed by the explosion of wireless
mobile data, requires new paradigms to reduce cost, size,
and power while increasing capacity and scalability.

The article by Mohammed Khawer presents design
strategies for application server design in next-generation
operating systems. Based on an open source OS and a pow-
erful multicore processor with hardware acceleration, the
article describes design considerations for a system that
combines the control and data planes within a single proces-
sor to reduce system cost of materials. As future system
designs delve further into this relatively new territory for
communication system implementation, the considerations
explored in this article will serve as a guidepost for the
implementation of these systems.

Multiuser conferencing systems with multimedia (audio,
video, etc.) have become hugely popular. In particular, the
number of participants associated with such events has
been increasing exponentially in recent years, enabled by
network capacity and cheap hardware. The Internet Engi-
neering Task Force (IETF) has worked on frameworks for
conferencing for over 10 years (e.g., the XCON frame-
work). An important aspect of these is the Floor Control
Protocol (FCP), which manages access to shared resources
by multiple participants within such a conference.

The article by S. P. Romano describes an implementa-
tion of Binary Floor Control Protocol (BFCP), an IETF
protocol that meets the requirements of FCP. The article
gives a historical perspective of the motivation for and
development of BFCP. It then describes a specific Web
2.0-based implementation, UMPIRE, of a moderation
platform based on BFCP. The author also walks the reader
through a sample call flow using an illustrated example.
Finally, a lessons learned section gives an educational sum-
mary of the author’s experiences with FCP since the initial
work in the IETF.
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INTRODUCTION

The demand for mobile wireless data has been
stunning in recent years, and next-generation
communication systems need multiple applica-
tion servers to meet the ever increasing mobile
data demand for high-capacity packet processing
and protocol termination.

This article presents the design strategies that
are driven by requirements such as lower cost,
high capacity, flexibility, scalability, and energy
efficiency to reduce the capital expense
(CAPEX) and recurring operational expense
(OPEX) for service providers. A wireless base
station is a practical real world example of next-
generation communication systems that may
benefit from the design strategies presented in
this article.

The rest of the article is organized as follows.
In the second section, we provide the rationale
behind the use of an open source real-time oper-
ating system (RTOS). In the third section, we
present the various multi-core processor system
configurations and provide the reasoning behind
the chosen configuration. In the following sec-
tion, the energy efficiency consideration for the
proposed design is discussed. After that, the
portability and scalability of the design is pre-
sented. Following that, the critical aspect of an
application server recovery mechanism is dis-
cussed. Then a discussion on testing is provided.
Next, we present the state-of-the-art related

work, and conclude with a summary of lessons
learned.

USE OF OPEN SOURCE RTOS
Traditionally, a third party proprietary hard core
RTOS such as vxWorks1 [4, 5] made by Wind
River Systems is used to serve the data plane
that hosts real-time processes and threads. The
control plane hosts the non-real-time processes
and threads, and its performance requirement is
easily met by using an open source operating
system (OS) such as Linux.2

To reduce the overall system cost of goods
sold (COGS), an open source RTOS such as
symmetric multiprocessing (SMP) Linux with
the PREEMPT_RT patch [5, 6] was picked to
serve the data plane instead of an industry-
wide popular proprietary RTOS such as
vxWorks [4,  5].  The upfront development
licensing cost of using open source SMP Linux
with PREEMPT_RT, provided by a tier 1 OS
supplier such as Wind River or MontaVista, is
significantly lower than using any of their pro-
prietary RTOSs. These companies provide
extensive testing of the open source Linux code
as well as patch management, and thus reduce
concerns about any indemnification issues that
may result from the use of open source SMP
Linux with the PREEMPT_RT patch as the
chosen RTOS in a commercial product. Addi-
tionally, no deployment royalty/license fee has
to be paid to the OS supplier for the open
source RTOS usage on each communication
system or gateway that is sold and deployed
commercially.

The use of the open source RTOS helps
reduce the system COGS, but opens the door to
serious performance challenges in meeting the
stringent real-time performance requirement of
the data plane application software process/
threads. A number of-high performance opti-
mization services and schemes discussed later in
this article were needed to help overcome the
performance issues posed by the use of a non-
hard-core open source RTOS.

ABSTRACT

The market trend for next-generation com-
munication systems has been toward miniatur-
ization to meet the stunning ever increasing
demand for wireless mobile data, leading to the
need for distributed and parallel processing sys-
tem configurations that are 10 times or more
cost effective, flexible, high capacity, energy effi-
cient, and scalable. Reducing cost and size while
increasing capacity and scalability requires sever-
al design paradigm shifts. This article presents
design strategies to meet these goals.
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USE OF A MULTI-CORE PROCESSOR

Our architectural design required the use of a
powerful multi-core processor with the pro-
cessing power to support multiple high-capacity
application servers. We selected Freescale
Semiconductor’s P4080 multi-core processor
[1], mainly because it had eight e500mc pro-
cessing cores, and a data path acceleration
architecture (DPAA) that contained hardware
acceleration engines which provide high-per-
formance packet processing and forwarding
capabilities with minimal to no impact on the
processing cores. This critical packet process-
ing offload to hardware acceleration engines
means that more processing power becomes
available on the cores, which may be used to
increase the system capacity. The processing
horsepower [1] is one of the limiting factors in
determining system capacity. The combination
of the more powerful e500mc processing cores
and the use of hardware acceleration engines
available on the multi-core processor resulted
in a processing capacity increase by a factor of
1.5 [1] compared to the previous-generation
single-core processor.  Some of the DPAA
hardware acceleration engines we employed in
our design are the buffer manager (BMan),
queue manager (QMan), and two frame man-
agers (FMans). The BMan provides data buffer
management in hardware for the buffers creat-
ed originally by software. The QMan provides
queuing and quality of service (QoS) schedul-
ing of frames to the appropriate cores. The
FMan supports multiple external Ethernet
interfaces, and provides the capability to per-
form in-line packet parsing, general classifica-
tion to enable policing, and QoS based packet
distribution to central processing unit (CPU)
cores for further processing.

The rationale behind using a multi-core pro-
cessor in our design was to consolidate, for the
very first time in the industry [7], the control
and data planes of all the configured applica-
tion servers onto a single multi-core processor.
Doing so significantly reduced the device count
needed in the new system configuration for dis-
tributed computing and parallel processing.
This not only drastically reduces the COGS and
size of the system, but also reduces extra hard-
ware and software complexity, and potential
failure points. The next few subsections describe
the multi-core configurations that were consid-
ered and the rationale behind the chosen con-
figuration.

SUPERVISED ASYMMETRIC
MULTI-PROCESSING CONFIGURATION

The most obvious choice for multiple application
server support using a multi-core processor is
the supervised asymmetric multi-processing (S-
AMP) configuration [2, 3]. A high-capacity
application server requires two cores, whereas a
regular-capacity application server may require
just one processing core for its data plane. Each
partition of the S-AMP configuration has its own
dedicated OS instance, and therefore mandates
the use of another system supervisory software
entity called a hypervisor [2, 3] for proper system

operation. The hypervisor ensures that one OS
instance does not corrupt other partitions of the
multi-core processor.

A system using the S-AMP configuration that
supports three high-capacity and one regular-
capacity application server, shown in Fig. 1, will
therefore consists of five partitions: a common
control plane partition and four dedicated data
plane partitions, one for each configured appli-
cation server. The use of a hypervisor also adds
significantly to the system COGS, as a per
instance licensing fee has to be paid to the hyper-
visor vendor for its usage. Scalability is a serious
drawback of this configuration (the total number
of partitions and the RTOS instance needed
vary with the number of configured application
servers in the system).

The cost and scalability issues associated with
the S-AMP configuration forced us to look for
an alternative cost-effective and scalable config-
uration solution for our system design.

SYMMETRIC
MULTI-PROCESSING CONFIGURATION

A less intuitive choice for multiple application
server support on a multi-core processor is the
symmetric multi-processing (SMP) configura-
tion [1] with a single partition comprising all
the processing cores. This configuration, shown
in Fig. 2, does not need the use of a hypervisor
[2, 3], and also results in a highly scalable archi-
tecture as the single partition with one OS
instance serves all the control and data planes,
irrespective of the number of application
servers supported by the system. However, the
SMP configuration loses the desired determin-
istic behavior of the S-AMP configuration,
which has clear segregation of control and data
planes. The consolidation of control and data
planes under the same SMP partition using a
single RTOS instance may result in mixed exe-
cution of non-real-time control plane
threads/processes and the real-time data plane
threads/processes on the same cores. This con-
solidation of control and data planes under one
partition coupled with the use of an open
source RTOS such as SMP Linux with PRE-
EMPT_RT poses a serious challenge to meet
the stringent real-time performance needs of
the data plane real-time threads/processes.
Thus, the performance issues and non-deter-
ministic execution behavior of the SMP config-
uration makes it unsuitable for our system
design.

DETERMINISTIC SYMMETRIC
MULTI-PROCESSING CONFIGURATION

The shortcomings of the SMP configuration may
be addressed by employing core reservation and
core affinity constructs provided by SMP Linux
with PREEMPT_RT to achieve an S-AMP-like
system behavior in an SMP configuration. We
call this the deterministic SMP (D-SMP) config-
uration. In this configuration, all non-real-time
processes/threads such as operation, administra-
tion, and maintenance (OA&M) are bound using
core affinity to a core that is dedicated to the
control plane activities. A default affinity mask
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to control plane core is also defined to ensure
that any process/thread that has no specific core
bindings will default to the control plane core
for execution. This ensures that the cores dedi-
cated for the data plane activities are reserved to
run only real-time processes/threads.

Figure 3 shows a D-SMP configuration that
supports three high-capacity and one regular-
capacity application server. The real time data
plane process for each application server is
bound to its own dedicated data plane core
using the core affinity and core reservation con-
struct offered by SMP Linux with
PREEMPT_RT. In this configuration, the non-
real-time processes/threads will not have to com-
pete with higher-priority real-time processes/
threads for processing time as they have their
own dedicated control plane core for execution.
Consequently, they will also not take any valu-
able processing time away from the real-time
processes/threads executing on the data plane
cores. A core abstraction layer (CAL), described
in more detail in the next section, is a middle-
ware layer defined in our architecture with an
eye toward future software portability as it hides
the core and hardware-specific details from the
data plane application software. CAL additional-
ly provides high-performance system services
such as buffer management and messaging for
the data plane processes/threads.

Without these high-performance services, it is
impossible to use an open source RTOS such as
SMP Linux with PREEMPT_RT in a single par-
tition D-SMP configuration that serves all the
control and data planes using the same OS
instance, and still meet the stringent real-time
performance needs of data plane processes/
threads. The D-SMP configuration is also highly
scalable as it uses just a single SMP partition
and a single RTOS instance irrespective of the
number of configured application servers in the
system.

ENERGY EFFICIENCY
CONSIDERATIONS

Traditionally, the support of each application
server requires the use of two processors to
achieve physical separation of the control plane
and the time-sensitive data plane. Each of these
processors in turn requires additional dedicated
devices such as external double data rate (DDR)
memory and flash memory devices to store the
generic application and the OS image, and other
devices such as digital signal processors (DSPs)
necessary for proper operation.

Thus, to support seven regular-capacity appli-
cation servers, the previous generation commu-
nication system would require the use of 14
processors (two per application server) and the
accompanying devices (DDR memory, flash
memory, DSP, etc.) per processor. Traditionally,
the physical hardware design for each applica-
tion server is on its own dedicated board for
plug and play functionality. Alternatively, a
board may have support for multiple application
servers with the same hardware design replicated
multiple times on the same physical board for
each application server. Nonetheless, such a
design configuration would require either seven
boards (one application server per board) or
more than one board (multiple application
servers per board) with backplane board connec-
tors. This not only increases the actual size or
footprint of the overall communication system,
but also increases the power consumption of the
communication system and thus increases the
recurring OPEX for the service provider.

The chosen D-SMP configuration utilizes the
P4080 multi-core processor [1] with eight cores,
which is capable of supporting seven regular-
capacity application servers. With this design a
single multi-core device is able to replace 14 indi-
vidual processors to provide support for seven
application servers. This configuration also allows

Figure 1. Supervised asymmetric multi-processing (S-AMP) configuration.
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us to use the economy of scale, and use single
larger-size memory devices (DDR memory, flash
memory) instead of the smaller-size devices pre-
viously needed for each of the 14 processors. 

Thus, the new D-SMP architecture design
configuration allows us to reduce the device
count by a factor of 14 compared to a similarly
equipped communication system that utilizes
the current prevailing design. Even higher
economy of scale and device count reduction
may be achieved by selecting a multi-core pro-
cessor containing more than eight cores to sup-
port more than seven application servers on a
single multi-core processor. This not only makes
the next generation communication system 10
times or more energy efficient, but also signifi-
cantly reduces the size/footprint of the commu-
nication system, leading to reduction in site
leasing cost where the communication system is
physically mounted/deployed, resulting in
reduced recurring OPEX for the service
provider.

PORTABILITY AND
SCALABILITY CONSIDERATIONS

To design a system of varying sizes, the choice of
the multi-core processor with more or fewer
cores may vary depending on the specific system
capacity and cost targets. Thus, software porta-
bility and scalability becomes an important
design consideration, especially for the applica-
tion software. It is imperative to have a middle-
ware layer that abstracts or hides the
hardware-specific details from the application
software. This middleware layer may also pro-
vide performance optimized services such as
buffer management and messaging service to the
application software in case any performance
related issues are identified during testing while
using the system services provided by the native
open source RTOS. The performance issue is
triggered by the occurrence of unbounded laten-
cy spikes that cause the data plane processes/

Figure 2. Symmetric multi-processing (SMP) configuration.
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Figure 3. Deterministic symmetric multi-processing (D-SMP) configuration. 
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threads to exceed the critical 1 ms execution
time boundary, resulting in throughput degrada-
tion that eventually leads to system instabilities
that lead to application server outage. These
random unbounded latency spikes manifesta-
tions are mainly due to the use of system ser-
vices and the protocol stack of an open source
RTOS such as SMP Linux with PREEMPT_RT,
as their implementation is not guaranteed to be
lockless. When the same system services are
used by the real-time processes/threads on the
data plane cores as well as the non-real-time
processes/threads on the control plane core, a
software lock taken by a non-real-time process
or thread on the control plane core may cause a
latency spike for a real-time process or thread
on the data plane core waiting for the release of
the same lock. Therefore, the data plane pro-
cesses/threads on their part should avoid the
direct use of any system services that are offered
by the native OS, and instead should rely on the
alternative high-performance services offered by
the custom middleware layer CAL. This is done
not only to ensure that the performance criteri-
on is met, but also to help facilitate the future
portability of software to new platforms with dif-
ferent multi-core processors.

CORE ABSTRACTION LAYER
Figure 4 illustrates the functional architecture of
a core abstraction layer (CAL), which is one of
the integral building blocks of our proposed sys-
tem configuration architecture. This middleware
layer hides the core and hardware-specific details
of the multi-core processor from the user space
applications, making future software portability
to different multi-core processors easier.

The BMan, FMan, and QMan drivers shown in
Fig. 4 are part of the standard board support
package (BSP) provided by the OS vendor. The
CAL framework consists of three user space mod-
ules: the CAL initialization module (CAL_INIT),
CAL buffer module (CAL_BUF), and CAL mes-
saging module (CAL_MSG), which provide a user
space application programming interface (API) to
be used by data plane user space applications, and
a custom kernel space driver, CAL_DPA_DRIV-
ER, which serves as an interface to the DPAA
hardware acceleration engines.

CAL_INIT module is responsible for setting
up the CAL infrastructure needed to support
buffer management and messaging services, and
initializing the CAL_DPA_DRIVER used to
manage the P4080 [1] data path acceleration
architecture (DPAA) resources.

The CAL_BUF module provides perfor-
mance optimized lockless buffer management
services to be used exclusively by the “fast path,”
which is the transmission path taken by the
ingress and egress data plane traffic of data
plane process/threads.

CAL_MSG provides performance optimized
lockless zero copy messaging services for the fast
path. The fast path does not use the Linux pro-
tocol stack to send or receive Transmission Con-
trol Protocol/User Datagram Protocol
(TCP/UDP) Internet Protocol (IP) packets, to
ensure that it does not suffer from the perfor-
mance issues caused by unbounded latency
spikes mentioned earlier. 

APPLICATION SERVER
RECOVERY MECHANISM

Since the system supports multiple application
servers on a single multi-core processor, applica-
tion server recovery can become complex. In the
previous implementation where each application
server has its own dedicated processors, the
recovery procedure following a software crash
was simple. In that case, the associated proces-
sors were rebooted, and all of the hardware and
software components initialized properly, ready
to reconfigure the application server.

However, in our proposed architecture,
rebooting the multi-core processor to recover or
rescue an application server is no longer a viable
option, as it will cause the common control
plane and the remaining active application
servers configured on the multi-core processor
to reboot as well. High system availability is a
critical service provider requirement, and bring-
ing down all of the operational application
servers when just one application server has to
be restarted or reconfigured again after a soft-
ware crash is not an acceptable option.

Thus, the general requirement for the recov-
ery procedure is that the recovery of an applica-
tion server should not impact the functionalities,
behavior, and performance of the other applica-
tion servers on the same board that is hosting
the failing application server.

Some P4080 system resources allocated for an
application server are allocated from system-wide
shared pools. When such resources are allocated

Figure 4. Core abstraction layer functional architecture. 
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(i.e., owned by an application server), they can-
not be reused by other components until they are
explicitly released. In the case of a failure of the
software owning resources from shared pools, the
platform software must clean up these resources
on behalf of the owner software. Otherwise, the
corresponding resources will be lost forever.
Ingress buffer pools used on the ingress data
plane path are an example of system-wide shared
resources. They are dedicated to receive data
plane packets and allocated by the FMan driver.
However, releasing these buffers back to the
shared pool is the responsibility of the user space
process or application server. Every time an
application server goes down, there is a strong
likelihood that it may have owned some buffers
from the shared pool. If the recovery mechanism
does not recover these buffers from the shared
pool, after some time and a few more occur-
rences of application server failure later, the
shared pool may not have enough buffers left to
serve the needs of the remaining operational
application servers in the system.

TESTING CONSIDERATIONS
High system availability is a key performance

criterion required by service providers for com-
mercial deployment. A system that performs ade-
quately only some of the time is not acceptable.
End-to-end black box stress testing of the system
design is essential to validate that the radical
design alternatives chosen and presented here are
capable of meeting the performance requirements.

Off-the-shelf simulator test equipment may be
employed to conduct end-to-end stress testing of
the system. Such a tool provides the capability to
inject into the system the maximum capacity data
rate the system is configured to support, and also
provides a means to validate the uplink and down-
link throughput for the duration of the stress test.

The testing philosophy employed was simple:
The system utilizing the architectural design con-
cepts presented in this article should support the
maximum data rate allowed by the given system
configuration for an extended period of time
lasting up to several days with no degradation in
throughput or system instabilities leading to sys-
tem outage.

As part of the new system capabilities devel-
oped, a service was also created to allow monitor-
ing of the processing load on a per core basis for
the multi-core processor. Thus, the processing
loads on the data plane cores where the applica-
tion servers reside could be closely monitored
throughout the duration of the stress test. Such
monitoring was deemed essential to identify the
presence of any random unbounded latency spikes
in the system so that once identified, they may be
eliminated by employing appropriate optimization
techniques. The design goal has been to ensure
that the processing load per core should not
exceed 80 percent for the full rate system configu-
ration, thereby leaving 20 percent head room.

Extensive testing was also performed involv-
ing application server recovery scenarios to vali-
date that an operational application server may
be taken out of service and brought back up with
no impact to other operational application
servers configured in the system.

STATE OF THE ART/RELATED WORK

A granted patent [7] presents the multi-cell sup-
port using the D-SMP configuration in a wireless
base station modem board design. Another
granted patent [8] describes a cell recovery
mechanism for a wireless base-station modem
board that uses the D-SMP configuration to sup-
port multi-cell configuration.

LESSONS LEARNED
This article has described the design strategies
for a low-cost high-capacity scalable and energy-
efficient next-generation communication system.
The architecture utilizes some radical design
ideas that have never been attempted before.
These include combining the control and time-
sensitive data planes of multiple application
servers under a single D-SMP partition on a sin-
gle multi-core processor to be served by a single
instance of an open source RTOS. This resulted
in significant reduction (by a factor of 14) in
device count and system size/footprint reduction,
and led to a scalable cost-effective (10 times or
more) energy-efficient system configuration solu-
tion that resulted in reduction in CAPEX and
OPEX for the service provider.

The use of a multi-core processor, with pow-
erful processing cores and hardware acceleration
engines for packet processing offload, resulted in
an overall capacity increase by a factor of around
1.5 for the communication system.

Several system configurations using a multi-
core processor were considered. The chosen sin-
gle-partition D-SMP configuration offered the
desired deterministic execution behavior of the
S-AMP configuration, and the scalability and
cost savings of the SMP configuration, where a
single open source RTOS instance is used irre-
spective of the number of application servers
configured on the multi-core processor. This
resulted in a reduction by a factor of 14 in the
number of OS instances used for the seven appli-
cation server example outlined in this article.

The decision to use a tier 1 OS supplier for
the open source RTOS reduced concerns about
any indemnification issues that may result from
the use of an open source RTOS in the commer-
cial product.

Even though the use of an open source
RTOS contributed toward reducing the system
COGS by eliminating the need to pay a tier 1
OS supplier a per instance RTOS deployment
royalty fee, it opened the door to serious perfor-
mance issues for time-sensitive data plane pro-
cesses/threads. Consequently, the communi-
cation system was not able to provide high sys-
tem availability for a prolonged period of time
while maintaining the architected maximum sys-
tem throughput. High-performance lockless
zero copy buffer management and messaging
services were introduced for the time-sensitive
data plane processes/threads to address the per-
formance issues to ensure that the communica-
tion system could be commercially deployed.

The choice of a multi-core processor with
more or fewer cores is generally driven by the
size and capacity requirements of the communi-
cation system. From a software portability per-
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spective (build once, use many times) it was con-
sidered important to define a middleware layer
CAL that abstracts or hides the hardware-specif-
ic details from the application software. This
makes future software portability easier as the
use of different multi-core processors in future
products will result in minimal impact on the
application software.

Since the control and data planes of all con-
figured application servers in the communication
system shared the same SMP partition and were
served by a single RTOS instance, an application
server recovery mechanism became quite com-
plex. The new recovery mechanism has to be
done without a multi-core processor reboot. It
also required elaborate system resource cleanup
procedures to ensure that when one application
server goes down, other operational application
servers are not affected. Thus, the new applica-
tion server recovery mechanism ensures that the
high system availability requirement of the next-
generation communication system is not com-
promised.

Extensive black box testing was needed and
performed to alleviate any concerns surrounding
the high system availability due to the use of
such radical architectural design ideas. The test-
ing ensured that a communication system utiliz-
ing such a system configuration is not just a
theoretical concept, but rather fully capable of
meeting the requirements needed for commer-
cial deployment.
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BACKGROUND, RATIONALE AND
MOTIVATION

UMPIRE provides seamless meeting interaction
among remote and local participants. It uses the
Binary Floor Control Protocol (BFCP), a stan-
dard for moderation. BFCP introduces automated
functions for a centralized conferencing environ-
ment. The project has been motivated by the
ongoing efforts within the IETF (Internet Engi-
neering Task Force) to standardize mechanisms
for enabling remote participation at meetings. At
that time, work was in full swing and was being
formalized in a (now expired) Internet draft1

specifically devoted to this task. The draft in
question was actually being produced at the
request of the IETF Administrative Oversight
Committee (IAOC), which issued an ad hoc
request for proposals at the end of October 2011.2
The draft contains discussion (section 2.3.4.1)
dedicated to the task of moderation. Titled “Floor
Control for Chairs for Audio from Remote Atten-
dees,” it contains a list of requirements, including:

**Requirement 08-31**: Remote atten-
dees MUST have an easy and standardized
way of requesting the attention of the chair
when the remote attendee wants to speak.
The remote attendee MUST also be able
to easily cancel an attention request.

**Requirement 08-33**: The floor control
portion of the Remote Participation Sys-

tem MUST give a remote attendee who is
allowed to speak a clear signal when they
should and should not speak.
**Requirement 08-34**: The chair MUST
be able to see all requests from remote
attendees to speak at any time during the
entire meeting (not just during presenta-
tions) in the floor control system.
**Requirement 08-35**: The floor control
system MUST allow a chair to easily mute
all remote attendees.
**Requirement 08-36**: The floor control
system MUST allow a chair to easily allow
all remote attendees to speak without
requesting permission; that is, the chair
SHOULD be able to easily turn on all
remote attendees mics at once.
UMPIRE is currently capable of meeting

most of the requirements in that list.
We also took inspiration from related mailing

list discussions. To get an idea of such discus-
sions, consider the following thread on the
IETF’s Working Group Chairs mailing list: “Get-
ting Taipei remote participants’ input.” It includes
a message from the author of this article,3 who
was proposing to use RFID (Radio Frequency
IDentification) tags to trigger BFCP requests by
in-person participants, in much the same way as
the floor requests generated by remote partici-
pants. In answer to such message, Dave Crocker
wisely stated the following:4

Suggestions like the above sound appeal-
ing. Unfortunately, they are far beyond
current products and making them useful
is considerably more difficult than the sug-
gestions imply. That doesn’t mean they
should be ignored, but we need to be care-
ful about slipping into the assumption that
merely citing a bit of technology means
that an issue is resolved. We had an exper-
iment with RFIDs. It was awkward, at best.
In the case of queue management, we have
at least entering the queue, position in the
queue, and the chair’s control of the queue. 

A further fundamental contribution to the
discussion was also provided by Brian Rosen,
who asserted:5

People worry about RFID, but I like it
because it’s a faster read. All I think you
want is a reader and a visible queue. The
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queue just tells you that the reader read
correctly and has you in the queue. The
chair gets to change the queue, but that
ought to be rare and probably just pick the
next person in queue. Remote participants
simply imitate the reader action. 

The tool could also provide session chairs
with the ability to grant “business class” requests
(i.e. in the case of cut and thrust debates, or in
the presence of intervention of an area director)
so that individuals obtain higher priority, essen-
tially putting such requests on top of the queue.
This highlights the possibility of applying differ-
ent activity templates, or paradigms, for common
handling of remote and in-person participants,
according to different group process modes.

We took into account these considerations
and applied the usual IETF approach of having
a running code prototype to identify and clarify
possible issues and foster discussion. The system
we developed provides a proof of concept for a
moderation framework built on top of the
Meetecho conferencing system [1]. Meetecho is
a standards-based conferencing architecture
used at IETF meetings for remote participation.

The remainder of this article is organized as
follows. The next section helps the reader posi-
tion this work in the context of ongoing IETF
standardization efforts for multimedia confer-
encing. The third section provides some infor-
mation about related work in the field of
conference moderation. Following that we
describe the overall architectural design of the
UMPIRE system, whose implementation is
briefly sketched in the next section. We then dis-
cuss the main issues we faced during the design
and implementation phases and provide insight
into the lessons learned. Finally, the conclusion
summarizes the discussion stimulated by
UMPIRE within the IETF community, illustrat-
ing the useful feedback we gathered and the
envisioned direction of our future efforts.

CONTEXT
The IETF has devoted much effort to the speci-
fication of standard conferencing solutions. They
include the Framework for Centralized Confer-
encing (XCON Framework) [2], which defines a
signaling-agnostic architecture, naming conven-
tions, and logical entities required for building
advanced conferencing systems. An XCON-com-
pliant framework architecture comprises several
protocols, including the Binary Floor Control
Protocol (BFCP) [3], which is associated with all
moderation operations for a conferencing session.

As depicted in Fig. 1, BFCP models the pres-
ence of floor participants who ask for access to
the conference floor (e.g. audio and/or video) by
sending messages to a central entity called the
floor control server. The server itself does not
make decisions on its own, but rather forwards
requests to the floor chair, who acts as a moder-
ator and is in charge of making decisions.

When a conference participant asks for the
floor, it sends a request message to the floor
control server, which forwards it to the floor
chair. When the chair makes a decision, it
informs the floor control server, which in turn

notifies both the requesting participant and all
other participants potentially interested in
receiving floor control notifications.

RELATED WORK
Floor control has long been the subject of a number
of research works. Before BFCP saw the light, some
interesting approaches were proposed in the litera-
ture. The authors in [4] propose to use floor control
in videoconferencing applications as a means to
improve their scalability. With the proposed
approach, moderation makes it possible to keep
control over both processing and communication
overhead, by allowing a maximum of two simultane-
ous streams at a time and hence mimicking a two-
party videoconference. A different approach is
embraced in [5]. Here, the authors propose an
implementation of ALOHA and DQDB (Distribut-
ed Queue Dual Bus), two well-known MAC access
protocols for local area networks, in a distributed
overlay setting. The authors of [6] instead design an
architecture for medium-sized peer-to-peer confer-
ences. The system is equipped with a floor control
mechanism to prevent too many users from speak-
ing simultaneously (hence degrading the audio qual-
ity). To this purpose, a distributed role-based floor
control protocol is introduced. The protocol lever-
ages floor utilization statistics in order to optimize
floor management activities.

More recently, the work in [7] has proposed
an effective way to bring the functions made
available by the BFCP protocol to the IP Multi-
media Subsystem standard framework. They
actually propose to use BFCP for the implemen-
tation of the IMS Fc interface envisaged by the
3GPP standard.

UMPIRE ARCHITECTURE DESIGN
UMPIRE fills the role of floor chair in a confer-
ence. More precisely, when a conference starts, the
UMPIRE user will log in as floor chair. Subsequent
floor requests from conference participants will be:

1) Stored (in a PENDING state) in the First-
Come-First-Served queue at the centralized
floor control server.

2) Forwarded to UMPIRE, which will make
decisions by assigning the floor to one or more
users, thereby triggering state changes at the
server. As an example, if the floor control policy

Figure 1. The Binary Floor Control Protocol architecture.

Floor chair

Floor control server

Floor participant Floor participant
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has been configured to grant the floor to one
user at a time and the UMPIRE accepts, in
sequence, three requests coming from three dif-
ferent users, the following will happen:
• The first accepted request will move from a

PENDING state to a GRANTED state.
• The second and third requests will move

from a PENDING state to an ACCEPTED
state, indicating that they are ready to be
served as soon as the currently GRANTED
request has terminated (through either a
floor release action from the client or a
revoke action from the UMPIRE himself).

• When the GRANTED request is complet-
ed, the first ACCEPTED request in the
queue is granted the floor, while the second
one becomes the ready-to-be-granted
request in the floor control server queue.

• If the server policy allows for a maximum of
n requests to be granted the floor at the
same time, up to n clients will reach the
GRANTED state and will share the floor
in question (e.g. in an audio conference,
they will all be allowed to talk at the same
time by contributing to the audio mix pro-
duced at the conference server).

3) Acknowledged to the clients through BFCP
notifications (which allow participants to be
kept up to date with respect to the state of
their floor transactions). 
The above scenario relies on the presence of

a centralized floor control server with a queue
managed by the chair and containing all floor
requests coming from conference participants.
This simple model allows for the introduction of
advanced moderation functionality.

The interesting thing about the model is that
the BFCP queue can be populated with requests

coming from both remote participants (equipped
with BFCP-enabled clients) and local participants,
thanks to the utilization of an agreed-upon pro-
cedure for requesting access to the conference
floors when one is physically present in the con-
ference room. The usual way of gaining the
audio floor at regular IETF meetings is for local
participants to politely wait (in a First-Come-
First-Served queue) at one of the conference
room microphones, in order to either ask for
questions or provide their own view on the topic
being discussed. If the microphones themselves
were equipped with some simple means for:
• Recording the presence of users.
• Sending a trigger (i.e. a floor request) to the

floor control server every time a new user
lines up at the microphone.
The floor control server queue could transpar-

ently (and democratically) moderate a conference
envisioning the contemporary presence of both
local and remote participants. Indeed, this is what
we implemented. With respect to the means for
recognizing the presence of users lining up at the
microphone, we decided to rely on the RFID
technology. We opted for the following policy:
• An RFID reader was placed close to each

of the conference room microphones.
• An RFID tag was assigned to each local

participant willing to actively participate in
the mechanism.
With this approach, when a local participant

wanted to contribute to the ongoing discussion, all
they had to do was to let their RFID tag be read by
the RFID reader associated with the microphone at
which they lined up. As soon as the participant’s tag
was read, the reader would send a BFCP floor
request to the conference chair and let the partici-
pant be inserted in the centralized BFCP queue.

Figure 2. Two local participants and a remote participant asking for the floor.
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An image of the BFCP queue, updated in
real-time, was always projected on a screen
available in the room, for inspection by meeting
participants. The chair of the conference (i.e. the
UMPIRE user) was allowed to manage the BFCP
queue by making decisions to grant the floor to
individuals. This demonstrated straightforward
moderation functionality, for a conference
involving both remote and local participants.

UMPIRE IMPLEMENTATION
UMPIRE has been implemented as a Web2.0
application, that is, a dynamic, highly interactive,
web-based system. It is based on a bidirectional
HTTP communication channel between the
UMPIRE participant, acting as the floor chair in
a conference, and the floor control server. The
channel uses the COMET Server Push approach,
as made available by the ZK framework.6 Notifi-
cations from the server asynchronously arrive at
the UMPIRE client and are represented on a
web page providing an always up-to-date snap-
shot of the BFCP queue (with client requests and
related BFCP states). Proactive actions undertak-
en by the UMPIRE (e.g. accepting or denying a
PENDING request, or revoking a floor currently
GRANTED to one of the participants), are
immediately communicated to the floor control
server, affecting the BFCP queue, as well as trig-
ger floor notifications that are sent to clients.

SAMPLE CALL FLOW
The UMPIRE functionality is demonstrated by
the following simple scenario:
• Three users participate in a conference

room:
– Two local users, equipped with RFID tags:

* User1: 4d004b05d6
* User2: 4d004a5c07

– A remote user (whose nickname is “spro-
mano”), who enters the conference through
a BFCP-enabled client.

• The order in which the three users ask for
the audio floor is the following:
– User1 Æ spromano Æ User2
The situation described above is illustrated in

Fig. 2, which shows, respectively, the initially
empty queue (top left), the first request arriving
from “User1” (top right), the request from the
remote participant “spromano” (bottom left), and

the final request from local user “User2” (bottom
right). The final state of the BFCP queue, after
all these actions have been performed, shows the
three users (in order of arrival) in a PENDING
state, that is, waiting for the chair to take actions.

UMPIRE first decides to grant the floor to
“spromano,” as shown in the two snapshots in
Fig. 3 (“Accept,” left snapshot), which translates
into the following actions:
• The BFCP queue is modified: “spromano”

becomes first.
• The state of the BFCP queue is modified:

the audio floor is GRANTED to “spro-
mano” (right snapshot).

• Remote user “spromano” is unmuted. 
UMPIRE now decides to grant the floor also

to “User2.” This is illustrated in Fig. 4.
We can observe from the pictures that the

following things have happened:
• UMPIRE has accepted the request issued

by “User2” (left snapshot).
• The state of the BFCP queue changes:

“User2” passes from PENDING to
ACCEPTED (middle snapshot) and eventu-
ally to GRANTED (right snapshot). This lets
us understand that the conference in question
has been configured to allow multiple users to
be granted the audio floor at the same time.
Were this not the case, ‘User2’ would have
moved from PENDING to ACCEPTED and
would have stayed in such a state as long as
the floor was held by “spromano.” 
UMPIRE now decides to revoke the floor

previously assigned to “spromano.” This is shown
in the snaphots in Fig. 5, associated, respectively,
with the action undertaken by the chair (left
frame) and the effect it has on both the BFCP
queue at the server and the web interface (right
frame), which now reports “spromano” in red,
with the related REVOKED status.

LESSONS LEARNED
UMPIRE can be regarded as an advanced chap-
ter of the author’s experiences with complex con-
ferencing environments, such as the IETF, dating
back to 2005. This chapter represents a clear
example of the way research activities can be
brought to the real world, if a proper engineering
approach is embraced. The work done to develop
the moderation platform taught us several lessons.

Figure 3. Accepting floor request coming from user “spromano.”
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From the design perspective, our experience
demonstrates the benefits in using a “separation
of concerns” pattern for re-using a specific sub-
set of the functionality in a large and complex
system. Originally we were conducting research
on the scalability of conferencing frameworks,
and hence seized the opportunity to contribute
to the ongoing standardization work within the
IETF, by actively participating in both the Cen-
tralized Conferencing (XCON) and the Media
Control (mediactrl) working groups.

The eventual result was Meetecho, a spin-off
of the University of Napoli offering a standards-
based conferencing system used to support
remote participation in IETF meetings. UMPIRE
is built upon Meetecho’s major component deal-
ing with BFCP moderation, which was imple-
mented by our research group as a joint activity
with Ericsson Nomadic Lab in Helsinki. Notably,
it has been conceived as an independent compo-
nent, which can interoperate with any other
BFCP-compliant system; Meetecho is not
required. Hence, we could focus solely on the
client-side of the architecture. Besides re-using
the code, we were also able to take advantage of
the moderation server’s performance, which we
have studied in detail in our previous work [1].

As the BFCP chair, UMPIRE is in charge of
managing requests arriving from conference par-
ticipants, while keeping an up-to-date represen-
tation of the queue, for the web-enabled GUI.
The GUI itself was the most challenging part of

the overall prototype, since it represents a typi-
cal example of a bidirectional, HTTP-based
component and must be capable of managing
input events coming both from the web interface
(e.g. when the moderator clicks on a user’s icon
in order to perform a specific moderation action)
and the server-side counterpart residing on the
Meetecho conferencing server. For this part, we
initially decided to use long polling HTTP
requests sent by the client and responsible for
the asynchronous update of the web view. This
solution proved to be far from optimal, due to
the unavoidable overhead of this approach. We
then moved to a Comet server push approach, as
described earlier. This is definitely better than
polling when an application needs low latency
events delivered from the server to the browser.
Instead of repeatedly polling for new events,
Ajax applications with Comet rely on a persis-
tent HTTP connection between server and client.

Also worth mentioning is the communication
between the RFID readers (which we install close
to the room microphones) and the BFCP server.
This part of the system is critical, since it raises
both hardware and software issues. The reader has
to interface with passive RFID tags (such as those
“embedded” into conference badges worn by par-
ticipants). It also has to properly communicate
with the moderation server, by acting as a standard
BFCP participant. Ultimately we used an effective,
low-cost, programmable RFID reader made avail-
able by Phidgets Inc.,7 a Canadian company offer-

Figure 4. Accepting the request coming from the “second” local participant.
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Figure 5. Revoking the floor to user “spromano.”
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ing solutions for the rapid prototyping of RFID
sensing components. Fortunately they come with
built-in support for an application programming
interface written in a number of different lan-
guages and freeing developers from all low-level
issues associated with RFID sensing capabilities, so
the programmer can focus on application-level
issues. In our case, we leveraged the Java API.

As a final remark, we also notice that the
idea of enabling RFID-based conference moder-
ation continues to represent a critical aspect of
the UMPIRE system. As part of the feedback
we received after the first experiments at recent
IETF meetings, we realized that many people
would actually prefer a more lightweight
approach to the interaction of conference partic-
ipants (both local and remote) with the floor
control server. Other participant signaling mech-
anisms are indeed possible, such as through per-
sonal smartphones. This suggested additional
experiments to consider, with the final goal to
allow the possibility that an operational service
would permit multiple means for participants to
signal their desire for the floor. Based on the
previous consideration, we recently made a fur-
ther developmental step and implemented a sim-
ple cross-device (laptop, mobile, tablet, etc.)
web-based floor control client that can be lever-
aged by conference participants to send “RFID-
less” floor request and floor release messages to
the floor control server. With this extension, the
UMPIRE system can now moderate a unified
“virtual” queue that groups together local and
remote participants who make use of either the
RFID mechanism, or a BFCP-enabled confer-
encing application like Meetecho, or the simple
Web GUI showed in Fig. 6. The enhanced ver-
sion of the UMPIRE system has been used at
the 90th IETF meeting in Toronto (July 2014).

DISCUSSION AND
CONCLUDING REMARKS

We have presented UMPIRE, a system for the
automated management of floor control and
moderation in a meeting room supporting the
contemporary presence of local and remote par-

ticipants. At the time of this writing, UMPIRE
(which was first proposed at the 83rd IETF meet-
ing in Paris, in March 2012) has not yet been
used ‘in the wild’ as a system to moderate actual
meeting sessions. However, at recent meetings it
has been demo-showed during the official
“Meetecho tutorial for participants and WG
chairs” and has gathered consensus and appreci-
ation, besides stimulating useful feedback from
the audience.

We are currently fine-tuning UMPIRE’s
functionality to make it ready for official adop-
tion within the IETF. Obviously, nothing pre-
vents UMPIRE from being used in contexts
other than the IETF. In fact, it can be employed
wherever a plea for moderated access to shared
resources exists.
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Figure 6. The simple web GUI for sending floor request and floor release messages.
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